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apivVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm
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helm install trident trident-operator-100.2402.0.tgz --create

-namespace --namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>
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tridentctl install --cloud-provider="Azure" -n trident
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—
XXXX-XXXX-XXXXXXXXXXX ' *
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export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
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helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=S$CI

<code>tridentcti</code>
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tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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B 7 71ILORRBREISa Y TROA TSI U EIBETAET. 774N MDA a—L7OEY 3=
VO RGETEE T, ZBBLTLLIETVERG Z22BLTLIEE L,

INT K=& e TI7#Ik
exportRule FLWARYa—LiIcxd3ToX  "0.0.0.0/0"
R—HKIL—=IL

exportRule CIDRERFDIPv4 7 R
L X FTFIPvAT T3y FDER
DHEAEDEZEN I TXYI>T
BETIHBENHD X7,

SMBRY 2 —LTIFEREINE
ER

snapshotDir snapshot 7« L7 M) DRRZH LWWZ
TmLxd

size HFLOWARYa—LDOF 74 "100G"
14X
unixPermissions FLWARY 2—LODOUNIXMER (8 ™ (FLEax—#EE. HTX0
EHDANT) - T3 THRIA M) X NEERD
NE)
SMBR 2 —LTIFEHRINE
ER

B

ROBNE NFEAEDNTRA—=EZT T A MDFRICTIEANLGHREZRLTVET, Chid. Ny T
VREERIBIROLBEERFETT,
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ZhiE. Ny I Iy ROMNHAR/IERTY. COEBKTIE. Astra Tridenth'5&E S NT-3HPRDAzure
NetApp FilesICEEZE SN IR TDNetApp 7 HO >V b BET—IL. BTy b ERHL. 5D~
=N TRy FDOI1DIZHLWARY 2 —LES VA LICEREL £9, IBH nasType BTN TULE
I nfs T7AIIEHEAHIN. NV IIYRHBNFSKRY a—AlCFOEY 3 =Z>F3nkxd,

C DIERLIE. Azure NetApp FilesDfEHE =ML TaElL TWAERET. ERICIFTOE > 3 Z>J 93K
) a— LIS L TEIMOEREZHRET 3 EHNBERIGEICELTVED,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa
clientSecret: SECRET

location: eastus

AKSOEIEXSRID

CDNYIIYRBETIE. subscriptionID. tenantID. clientiD'$® KT ‘clientSecret’ &, BIE
WRIDEFERT 3HEEAF T3> TY,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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AKSD 7 27 RID

CDNY I IV RERTIE. tenantID. “clientiD'& KT “clientSecret'ld. 7>V RIDZFRAT 3155
IE4 7> 3>T9,
apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident
spec:

version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]

resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BET-INI4NLE2=ERALIEEDY —EXLANILER

12

CDONYIIYRIERTIE. AzurellR) 2 —LDEREEINE T eastus DHFA Ultra BRETS—IL
: Astra TridentlZ. Z DIHFRDAzure NetApp FilesICEZEINTVERIRTOHY TRy b EBHICEH
L. ZOVWTNNCFHLWARY 2a—LE S VA LICEREL XY,

version: 1
storageDriverName: azure-netapp-files
9f87c765-4774-fake-ae98-a721add45451
68e4f836-edcl-fake-bff9-b2d865eeb6ct
dd043f63-bf8e-fake-8076-8de91e5713aa
SECRET

eastus

Ultra

subscriptionID:
tenantID:
clientID:
clientSecret:
location:
servicelevel:
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2



o

E

R

Kd

CONYIITYREHIF. RUa—LOEBEZE—DOY Ty MIETERT S FEZ ESICHIRL.

BOR) 2a—LFOED I Z>IDT I MREDBEELFT,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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CONYIIYREBETIE. 1207 71ILICEBORINL—CF—IILEEELET, . BA3
H—EXLRNILEYR—LTIEROBET—ILHHD., TNS5EKRIT A ML —I9 5 X% Kubernetes

TR T 2HBBICERITT, T—ILZXKRTB3DIC. RET—ILOINILZFERALELE

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

AML=2P0S5ADES

RDEDICHED £29 StorageClass E&EIF. LEEBDODA ML= TF—I)LZ2BRLTLETL,
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FEALTCEEDH parameter.selector 74 —JL R

ZfERA L £9 parameter.selector ZIBE CE XY StorageClass R a—LZKRAMTB7=0HICER
INBRIET— I R a—LIZIE. BIRLET—ILTERSNLEERDSHBD T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBRY 2 — LDEZH

ZfEA L £9 nasType. node-stage-secret-name’$ & Uf ‘node-stage-secret-namespace’ Z{#H L T. SMB
R a—L%EIEL. BHEXRActve DirectoryZ LTV v ILEIEETE XY,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Z—LAR—RAZCICERDZ =Ly FEFERT S

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

RU2—LCICBBZY— Ly FEERT

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb SMBRU 2—L%ZHR—rFTEZ3T—ITT1ILER) VT LET, nasType:
nfs £7lF nasType: null NFST—=ILICWHLT7 1 IILZZEHLZEX Y,

INYITITYVREERLEY
NYIITVRBRT7 7AMIVEER LS. RO RERITLED,

tridentctl create backend -f <backend-file>

NI IV ROEMICEKBLIESGEIE. Ny I I ROXREICALBERHD Fd, XOOAT REERTTS

& OJZRTLTREZHETET XY,

tridentctl logs

BT 71 ) CRIEERELTEBIEL] S, create ANV REBERXRITTETE I,
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