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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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* clientCertificate : Base64 TTZ>1—R3IN/i=o 541 7> MEBBED(E,
* clientPrivateKey : Base64 TI > d— R&Nf. BETIT SNI-MEBERDE,
* trustedCACertifate: (S8 SN 7= CASEBEZ M Baseb4 T > 11— R, ST NT- CAZFERT 35513,
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1. 9S4 7V MEBE e x-S L £, EMEFIC. ONTAP 2—H¥ L TEREEd % & 5 1C Common
Name (CN ; #@#) #HRELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. fSFEC NI CASIEAEZ ONTAP U S XZICEML 9o COMEIF. X ML —IBEEN I TICIT-T
WBEREM A H D £, SETE 3 CANMEATNTUAWERRERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RAICUSA TV NEFABE X —% 14>V M=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP £F¥a VT4 074> O—-IILTHR—FEINTWVWEZ CZM#RT B cert FREH TN

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. AR MNF-FIEAE % FEA L TER5E% T X FONTAP BIZ LIF > & <vserver name> |3, BIELIFDIP 7 K
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64 TEEEAE. ¥—. BLWMEFE N CAFIEERX T O— R T %,

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. FIDOFIETEEZEBLTNY I IV RZERLE T,

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Fommmmmmmomo= S e e e Fommmmmmmmesrrrrrrrre e reme s e emm o
Pommmmm== o= +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fommmmmmmmm== P mesase== LB it
o= o= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

Fommmmmmmmm== e memesssa== Bt et
Fommmomoe e e +
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Tcbackend.json7 7 A ILICHBRNFA—ZWRZENT-HDZFEA L TEITLEX T tridentctl backend
updateo

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

fems=m=mmma== fememesesse=s==== fess=s=ssssscsssessssossssssssssssssa=s
e frommmem e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e fom e et ettt
e e i+

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

R e et e et
fmm====== fememe==== +

NZRT—ROO—T—23 Y ZRTIBEICIE. R L—JERENRYNIC ONTAP TI1—H
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32, ICERET B L “true’Astra TridentTld. SVMOT 7 4L bDAZS T —R2tEF 2 74 HWHRCHAP
ICBRESN. NwIITVRIT7AIUCA—HFREI—TI Ly MDRESNE T, EHDEREEICITIINAR CHAP
ZERATAICCZHELE T, ROHREFMEZSRL T,

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

(D o UseCHAP N X—AII, 1EFEIFRETETZT—ILEOA S>3 >Td, T 74/ ETIE
false ICERETNTUVE T, true ICEREL=HE T, false ICRET B IFTEFXH A

[CHIA T useCHAP=true. chapInitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername KLU ‘chapUsername 74 —JLRIENYIITY RERICEDIVENRHD X7,
HERITITBE NYIITVRDPMERSNTHETO—U Ly b ZZEETEXY tridentectl updates

EDLHEA

HERELE T useCHAP truellRET D . A ML—UBEEIX. A ML= NI I RTCCHAPZEREY
3 & SiZAstra TridentiZIERL £ 3, CNICIERDBDOHEENZE T,

*SVM TCHAPZtwv 7y LET,

cSVMDTFT I AN DA ZSIT—REFa )T 1241 Fhnone (77 #JLbTEE) *T. *RJa—L
ICBEFDOLUND R WG S Astra Tridentid 77 # )L b Dt F a2 ) 71 2« 7% caap CHAPA Z> T —
BREZ=Ty bDA—HFRELVL—TL Y FOREISEAE T,

° SVM IC LUN R"EENTUWVBHE. Trident (& SVM T CHAP ZBMICLEFEA. ChiCE DL SVM
ICT TICHFETBALUNAND 7 72 ADFIREN B BD FT,

*CHAP A Z>I—REZ—7y bDA—HRHEI—IL Y b ZRELET. CNHDAF T2 arvid. Ny
JIVFBRTHEEIZRENHD T (EELZ2ER)

NYIITYRAMERIND & S DHAstra TridentlC & > TER N F J tridentbackend CRD%Z 1T
L. CHAP>—2 L v b 1—H&%Kubernetes>—27 L v b LTRELE T, CD/NYIIYRD Astra
Trident ICK > THER T NI RTD PVYS YUY TN, CHAP ERTERINE T,



JLTrIv)le0—T—>arvl. NvIIYRZER

CHAPY LT > v ILZ BT BICIE. TCHAPNS X —2%E#H L £9 backend.json 771 )L, CHAPY
— Ly bEEHFL. 2ERITINELNDHD X9 tridentctl update BEXKRMITZ7-HDITVRT
ER

Ny STV ROCHAPY —5 Ly M EHT 358, 2ERT3RENGD T
(D tridentctl Ny oIy REEHLET, AstraTrident TIFEEXEUGTE AU csd, CLI/
ONTAPUINMSRA ML= IS5 REDILT oo w LEZBHLBVTIE L,

cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

fom e fom e o -
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e ———— e — e
t——— o +

BEOEFIIFELZZITEEA. SYM O Astra Trident TV LTIV ILAEHRINTH. 51T T7oT+«
TJT9. FILWERTIIEF NI LT OO vILAMERIN. BEFEOEGIFSISHKET7IT07 T3, L
PVS #tJff L THBIER T2 . BFicN=ZL TV vILHMEREINE T,

ONTAP DSANIBRA 7> 3> &l

Astra Trident®D 1 > X h—JLIBIETONTAP SANR SANEZER L CTER T3 HE% OB
NLET, COEIIa>TIE NvIIYROERFHlIE. NvIIVR



% StorageClassesiCYwE> T T30 DEFEMERLE 9,

NV O ITYREBRA T3>

NYIIYRBEA TSI VICDOVTIE ROKRZEBRBLTLIETET L,

INT K=& B TI7AFIE

version ®IC 1

storageDrive X kL —Y RS /1NDEHI ontap-nas. ontap-nas-
rName economy. ontap-nas-

flexgroup. ontap-san.
ontap-san-economy

backendName HARARLRAFEIEFASL—SNYIIVR kS )\%+"_"+ dataLIF
managementLI 5 XXBEELIFE/IEISVMEELIFOIPT KL X, r10.0011 . T
F [2001:1234:abcd::fefe] |

Fully Qualified Domain Name (FQDN ; Se2{&&fi K X
1>%) ZEEETITFT,

IPv6 7 =4 % {EHMH L TAstra Tridentz 1 > X b—JLL
B EIE. IPV6 7 RLREFHT 3L SICRETESE
o IPV67 RLXIE. RDELSICAN>DCTEERT D
MBHHD £7,
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
lo

o — L L RX7EMetroCluster X 1 v FZ —/N—IZDWT
3. ZBBLTLLETV,. MetroClusterdl,

dataLIF ORI LFDIP 7RLZ, SVMDIREYTY

*iISCSIHZIFIBELBWTL 72T L), * Astra Tridenth?
FEAL X9 "ONTAP O:ERBAILUNT v 7" iSCSI LIF
FHRETBICIE. TILFNREYyS 3> %RIT 30
BAHDFT, DB/IFESHNERINET
dataLIF (FBARBIICERSINE T,

* MetroClusterDIZ&IFEBE L T 2E LY, *
MetroCluster® o

svm 9 % Storage Virtual Machine SVMOBEICERINE T
managementLIF ZIELXT
* MetroClusterDIZ & IF BB L TS T L, *
MetroCluster® o

useCHAP CHAPZ ff L TONTAP SAN K 51 /\DiSCSI%Z 5L false
LET (F-U72) o

HICERTEL X true Astra TridentTld. /Nw oI >
RTIEEIN/ZSVMDT 7 +JL REREEE L TNA
BICHAPESREL THERLEY, #BBLTLIEETWV
"INw O I RICONTAP SANR S A N%EHRET 3% (H
ELET"EBRBLTLIIESTL,
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INTX—A
chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate
username
password

svm

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

5rEH
CHAP A1 Z> I —&R2>—7JL vk,
useCHAP=true

R a—LICERTZERED JSONFERDSANILD
v bk

CHAP X—#4 'w h A Z I —R—2ULw bk, DS
3BT useCHAP=true

DZRIFHATY

AVNT Y RIA—-H4,
useCHAP=true

R—=7y F A%, OBREIEMEATT
useCHAP=true

DHZBISWATY

547> NEEBAZ D Baseb4 T 01— R1E, SFRAZE
R—2DFRICFEREINET
54T MR EED Basebd T 01— KRB, SFRAE

N—ZXDREEICERAINE T

T;ﬁ*ht CASEFHZ (D Baseb4 T> 11— R{E, £
E'o nl—tﬁﬁgl\ Z@uu\nE‘ufiﬂa*hijo

ONTAP 7 5 XX £ DB@EFBICHERI—H%, LT
Vv IIR—XDOFREECEREINE T,

ONTAP U5 XX £ DBFICINAT— RHBETT,
ILToIvIIR—RADREICFERINE T,

£ 9 % Storage Virtual Machine

SVM THLWARY a—L%Z OB 3 =003
ICERATZ L7y IR EZEELET,

HEDOEEITBZERTEEREA, CDONTA—R
ZEHIBICIE FILOWNYIIY RZ BT 2HE
NHOET,

FHENZDEEEZBZTVWAERIZ. YO 3=
VIODKRMLET,

NetApp ONTAP /N & > RIZAmazon FSX% {§H
LTWBHEEIE. EBELAHEVTIZEW
limitAggregateUsageo I N7 fsxadmin H
&V vsadmin 77 U5 — L DERKR % ES

L. Astra Tridentz £ L THIBR I 27D I ELE
FEAE £NTULZAEL,

EREINTR) 2 — LA AN DEZBZ TS5
&, FOE azZryIhRBLE Y,

oo qtreeBEXVULUNICH L TEIET SR a— LA
DERATA X ZHIRL £,

FT7#ILE

SVMOBEICERINET

managementLIF ZIELEXT

trident

" (FI7AIETIFBEAINEE
A)

" (TT7AILETIHEBASNhEEA
)
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INT A=A ShiBA FT7AILE
lunsPerFlexv FlexVol #7-D ®&A LUN ¥, BIWAERHIL 50 . 100

ol 200 T9Y
debugTraceFl IS IS a—FT4VIBICERTST/\YSI 75  null
ags Js 5. {"api" : false. "method" : true}

ST a—Ta2T%1TV. EleOIT L TH
VERGEZRE. FEALBVLTIREL,

useREST ONTAP RESTAPI BT 27-60DT—1) 7 >/\> false
X—=H, *FIO_HILTLEa2—*

useREST Id. TV =-AHILTLEa— LTRHEIHN
TWEd, TRXMRIETIE. ABREOT7—270—R
TIIHESINFEFRF A, ICRET DL true Astra
Tridentld. ONTAP REST APIZ{FERHLTNYII
VREBELEFYT, COBEREICIFoNTAP 9.11.11
BHAMETY, £7-. FFAI SonTar O >O—
WIZIEANDT V2 AMEDNRETY “ontap 7 TUT
—>ray ! NEEFEERINLICE>THESINE
9 vsadmin KXY cluster-admin O—)l,

useREST l&. MetroCluster TIEHR—bFENTULE
Ao

UseREST |ZNVMe/TCPICREEBMINTULE T,

sanType ZMERA L TER iscsi iSCSIDZE £ 721E nvme iscsi ZZEHDHZE
(NVMe/TCPDIBE) o

A)a—L0oFOESaZ>IJRAONY I I RBRA T3y

N5OA T a>EFERALT. OF 74O a0 %5l TE X T defaults REDEI T 3
Yo FHZDWTIE. UTOREFEZBEL T IV,

INTA—R AR TI7#I b

spaceAllocat space-allocation for LUN OO Y REIEELET "IEL LY

ion

spaceReserve AR—ZXUHPR—2 3V F—R ! Thoney (PV) "mL"
F7I& Tvolumes (v 2)

snapshotPoli {EFY % Snapshot K1) — "L

cy
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NTA—=H Bl TI7#I b

gosPolicy ERL7=R) 2 —LICEIDHE TS QoS KU >—J )L ™
—To AML=TF=IILINY IV RIEIC
QOSPolicy % 7zl& adaptiveQosPolicy D W\ g NihH 7z 1E
RLFT,

Trident 1% Astra T QoS 7R > —F I —T%=EHTS
IZl&. ONTAP 9.8 LIENMNETY, IFHBDQOSR
Y —SFI—TFR=FERLT. 8V AT FaI>v kb
ICEBNICARY =TI —TBERATZI 2 #RLE
To HE QoS KU —FIL—FICED, IRTDT
—J0—ROEHRIL—Ty IR L TERIEAT

nxd,
adaptiveQosP F7HA ST 47 QoSHKRUI—FIL—F I {ERLT=RY ™M
olicy 2—LICEIDETEY, AML—UTF—=ILINYIT
> R & IZ QOSPolicy % 7z1& adaptiveQosPolicy M
WINHZBIRLET
snapshotRese Snapshot BIC)HF—TEINTWVWBRR) 2—LDEIE RDIFEIF 0]
rve snapshotPolicy I& MnoneJ .
EFNUANDIFZEIF T) T,
splitOnClone {ER{BFICO/O—2EFHASIXTU Y FLET LWLz

encryption #FL LR 22— L TNetApp Volume Encryption (NVE LWL\ X
) ZEMCLET, T7AIWNMITY falses D
T3 EERTBICIE. VFXZTNVEDSA
TUZADRESIN. BRICHE>TVLWIHRELRHD £
ER

NAED NN I TV RTEMICKR->TWVWRIHEE
|&. Astra TridentTOES a >0 EnNfcIRTO
R a—LHNAEICBMICAED £9,

SEHICDOWTIE. UTZEEBBLTLEEL, "Astra
TridentE NVEH &K U'NAEDHEER "

luksEncrypti LUKSEEStZBMICLET, 2BBLTLETWV "

on "Linux Unified Key Setup (LUKS ; fig*¥—t v k77
v 7) j@:"fiﬂa"o
LUKSEES1LIENVMe/TCPTldtH-R— I NFEH Ao
securitysStyl FHLWARUa—LDOEFal)FaHR unix
e
tieringPolic Tnonel ZfERT ZMEEILR) > — ONTAP 9.5& D 81 DSVM-DRE&E
y DB EIE Tsnapshot-only

AR)a—L7OES3a=>T0f
TI7HILEDERBINTVWBEIERICSRLES,
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

EEALTHERLIEIARTORY) 2—L ontap-san K5 /\Td BAstra Tridenth'. FlexVol
DABAT—=RICHIET BT=HIC. THIC10%DBFE=%XEBMLUN (. I—HH PVC TEKRL
@ BA X FoKEALYrXTFOEY 3= 3INE T, Astra Trident H' FlexVol [Z 10% %
IBfN (ONTAP THAEHBERT A X LTHRR) I—HIZld. BEXRLI-FERATREBTENEID H
THNEd, £, FATRELGIR—IDTILISTERINTULALANED, LUN HFAHEDE
BICHRB3ZrbHhFEEA. Thid. ONTAP & SAN DBEMICIFZLE L = Ao

EEHEITD/NvI LY RDIBEE snapshotReserve Tridentid. KDL SR a— LA X#HAELZF T,

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 1%, Astra Trident @ 10% DEHIEIE T, FlexVol DX X TF—RICHIEL FT., DHEE
snapshotReserve = 5%. PVCEXRK=5GiB. R) 2 —LDEFH 1 XI$5.79GiB. FEAAELY 1 X
|135.5GIBTYo o volume show XRDBFIDLSBERINRRINE T,

Volume Aggregate State i Available Used%

_pvc_B89f1lcl56_3801_4ded_979d_034d54c39514
online RW 18GB
_pvc_ed2ecbfe_3baa_4afb6_996d_134adbbbB8ebd
online RW 5.79GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB
3 entries were displayed.
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RE. BFEOR) 2 —LICHLTHLVHEZITS ICIE. YA XRELITZERLET,

&=/\RD

REH

ROBNE IFEALEDNTRA—=EZT T A FDFRICTEIEANLGHREZRLTVWET, Chid. NvoIT
VREERIBIROLBEERAETT,

®

Amazon FSx on NetApp ONTAP & Astra TridentZ £ L TW3HEIE. IP7 R L X TldR

<. LIFODNS% %= EIT B ZHRE LT T,

ONTAP SAN®D

Ny =N

ontap-san FZ1/\,

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm:

svm _iscsi

labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password: <password>

ONTAP SANOD#ZEM DB

vers
stor
mana

svm:

ion: 1
ageDriverName: ontap-san-economy
gementLIF: 10.0.0.1

svm_iscsi eco

username: vsadmin

password: <password>
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MetroClusterD |

2AYFFA—=N="PRAYFNYIDERTRICNYIIY RERZFETEHITIHNENBVLSICN
WOLYREHRETCEFET, "SVMLTUT—o 3> N0

O—LLRABRAYFF—N—C XAy FNy I %RITTBICIF. managementLIF ZHBEL £,
dataLIF &V svm /INT X =526 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

SERREAN— X DEREED A

16

CDEXRPEHRER TIE. clientCertificate. clientPrivateKey H LT
‘trustedCACertificate (EEEINICAZERL TWBRIHERIFAF T aY) HICAHNTNET
backend.json B&WIF. 7547 MEAE. WEH. FEEINI-CAGIBHEDbase64T > 11— FE
ZETNENEELZF T,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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XA EICHAP DA

ROFTlE. useCHAP ZIZERTELFT trueo

ONTAP SAN CHAP Dl

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANI ./ = —CHAP®D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP D

ONTAP/\w T R TNVMeZfEA T ASVMEZREL TE K BELH D £9, ZHNIENVMe/TCPOER
BENY I Iy RIERTT,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

RES—=IL%=FERTZ/Nv I I RDA

NEDB VTNV IIVREERET 7AILTIE. RDESBEFEDT 7 AILEDRNIRTORA ML= TF—)L
ICBRESINTUVWET, spaceReserve 7% L1 DIFHIF. spaceAllocation EDFRD encryption KT
INEd, RE7—IIE. ARL=21E023 0 TEELEY,

Astra Trident Tl&. [Comments]7 « —/LRICTOEY 3 Z VI SRILHDBRESINE T, FlexVol (ICOAX > bH

RESNET, AstraTridentid. 7OES 3=V IBICIRET—ILEICH B ITARTDOINILEX L —URY

A—AICAE—=LET, ANL—UBBEIF RET—ILICICIRNILEEELED. RUa—LEIRILT
TJI—FLEEDTEET,

N5DHITIE. —BEDRA L= F—)LDHMEBED spaceReserve. spaceAllocation KXY
‘encryption fE. BLUV—EDT—ILIET 7 AL MEL D BHEBEINE T,
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANODZEE DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP Dl

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

/\w 2 T > K% StorageClasses |[CY v EYILET

XD StorageClassE&E . [RET—ILzERET2/\N\v I Ty RO, ZfERY % parameters.selector
71 —I)L R Tl&. &StorageClassh'h) 2 —LDKRRAMIFERTEZRET—ILEFUOHLET, RUa—LA
ICIF. BIRLULIREB IR TERSNIEERDHD XY,

* o protection-gold StorageClassid. ontap-san /N\wZI VR d=LRLARNILDREZIRET S
ME—DTF—ILTY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassid. ND2EFH C3BFBDIRE S—ILICIVvE>YTEINET,
ontap-san /NI IR I INSIE. =L RUANDRELANILZREITZIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* . app-mysqgldb StorageClassiZHDIFEDRE TS —ILICY Y E VT ENE T ontap-san-economy
NYPTITUR UL mysqldoRA F7 7 )= a3 EOR ML= T—IUIBRZIRE T ZH—D 7
—JL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassidRD2EFEBDREST—ILICIvE>TE
NFET ontap-san NV T IR I IILN—LRILDFRE L 200007 L 2w bRA > bR T 2HE—D
7’_“/13_0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* . creditpoints-5k StorageClassidDIBEH DR T—ILICTYvEV T EINET ontap-san /Ny ¥

T READIBEDIRE T —IL ontap-san-economy /AW Z IV R TNsldE. 50007 L2y hRA
Y hEEFOM—DT—ILAT )T T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

o my-test-app-sc StorageClass|EICY Y E>Y T EINET testaPP ADRETF—IL ontap-san K3
1 /\ sanType: nvmeo _HUIHE—DT—)LTF—EXTY, testhApps

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBL. AL —CBHZERICHLIELSICLET,

24



ZFEICET 3B

Copyright © 2026 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIEBEMEICEK > TR
EEINTVWET, EFREFMEEDOEAICK 2FFAFED HIHE IR BRER. EFEEA. SLUEER
B, BHEE. T—THIE EFREI X T LANDHEMAAZ STHRMIREAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y 7Y TDERYHSIRELIEY 7 U 7IE RICKRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7E Xy b7y FICEoT MBRROFTF BESNATVET, *v b7 v FIZATHERER
i X3E@MES LOREBNICN T 32 EEMEORTRNRIEZ S 2 CNURESNABVVLDRBEETR
NBRFRIEDITVEEA. R b7y 7id. ABRILIIABY -—EXOFEE. AR, 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I M T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HEROFEEDEREMENEN S
NTWE LTH, TOEEER. RUE T55FH. ZHNOBFE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T, —TI0oEEZEVEEA,

XY RTyTiE. CTICEHINTULERIARTOERICHTI2EEZER. FELLITSENEZRBLED,
FZY R TPy FICEZERHNLBEBCLZEENDHZEEZRT. CICREITNTLVBRBDOERICEDEL
BPEESLUVEHICTH LT, 2y b7y TIdEEEEVEFEA. CORRBOERFLIZEBAIX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRBIEICE DK SV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBREFRIE. 1 DU LEDOXKEREF. ZOMOEORFF. BLUOEBROEFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, ALDIBEZRET. NetApp, INcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D KEBAAD T —XERME
ICDWTId. DFARS 252.227-7015(b)3& (20144%F28) TEDH SN MEFDAHNEBHSNE T,

EIRICE T 5 15%k

NetApp. NetApp® O I\ http://www.netapp.com/TMIZEEEH SN TULB Y —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

25


http://www.netapp.com/TM

	ONTAP SANドライバ : Astra Trident
	目次
	ONTAP SANドライバ
	ONTAP SANドライバの概要
	ONTAP SANドライバの詳細
	ユーザ権限
	NVMe/TCPに関するその他の考慮事項

	バックエンドにONTAP SANドライバを設定する準備をします
	要件
	ONTAPバックエンドの認証
	双方向 CHAP を使用して接続を認証します

	ONTAP のSAN構成オプションと例
	バックエンド構成オプション
	ボリュームのプロビジョニング用のバックエンド構成オプション
	最小限の設定例
	仮想プールを使用するバックエンドの例
	バックエンドを StorageClasses にマッピングします



