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vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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"storage": [

{

by

"labels":{"1luks": "true"},

"zone":"us east la",

"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

2. ) parameters.selector LUKSEEBILEZFHAL TR ML —JT—ILZEET 5 H2E. fl:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

luks

provisioner: csi.trident.netapp.io

parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. LUKSNKRTL—XEZEL>—2IL v b EERLET, fi:

24

kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl

kind: Secret

metadata:

name:

luks-pvcl

stringData:

luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

$S{pvc.namespace}



R
LUKSTES{LE TR 2 —LAld. ONTAP OERHIREEEZFAEATET £FEA.

LUKS'R) a—L%EA VR—+$37HD/INY I T Ri#K

LUKSR a—LZAVR—rT3ICIF. ZRETIVENHD FJ luksEncryption &7 I (true Ny ¥
ITYVRIZHBDET, o luksEncryption optionZIEET D & HJ 12— LHDLUKSEHH S HhiAstra
TridentlCIBEIINE T (true) FIFLUKSEMTIEIH D FEA (false) Z0Uw I LFT,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKSNZX 7L —X%Z0O0—7—>3a>YLFT

LUKSONR 7L —X%xO—F7—>a3a> L TO—7—> a3 BT £,

INZTL—XIE. "YU a—L. Snapshot, >—2J L w N TEBREEINB LI ZHRETDE
(D TEhBuT RSN, BRINTVS/SZTL—IDEDNEEE, KU2—LEID> b
TEY, FAHESINEET VL ATIBBE DB T,

CDRRTICDOWVWT

LUKSKNXX 7L —XoO—7—>avid. Ra—L%=IT> RT3 RY RH, FTILLLUKS/NX 7L —XD
BERBICERINIEZIZITHONET, FTLLRY RAMER SN B & Astra TridentldZR 1) 2 — LDLUKS/Y
2ITL—X%2o—0Ly bbROT IO T4 THBNRATL—X B LE T,

* RV a—LDNRTL—=XPN—=I Ly bTTPIT4TBNRTL—X—HLEWGEE., O—T—>3
UHERITENET,

ARV —LDONRTL—=D>—T Ly bDT I T4 TBNRATL—X—HTZ5GIF. 28RBLTL
72 &) previous-luks-passphrase NI X—RIFEHINE T,

FIE

1. #8BML £ 9 node-publish-secret-name H KLU node-publish-secret-namespace
StorageClass/NZ X —%, i :
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LF7IESnapshotDBIFD/NZ T L —XZREL F£75
A)a—L4

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

AFTwToawhk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3 R)a—LODLUKSY—2U Ly bZBEFHLT. ILWANRTL—XLRIDNRTL—XZIBEL T, HE
#8L £ 9 previous-luke-passphrase-name & previous-luks-passphrase BID/NZA T L —
XEELICLED,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LEIIVEIBHLWRY REERLEY, ChidO0—T—> 3V ZfRT 37OICHET
ER
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S . NRTL—=XPA—T—>a3>Ehic e ZERLEFT,
R)a—LA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

AFw Ty bk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

FER
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LUKSEESL R 2 — L ETHRY a—LIEZBMICTETET,

FIE

1. #8MICLET CSINodeExpandSecret HBES — b (R—&1.25+) . ZBBEL T TV "Kubermnetes
125 CSIFRY) 2a—LD/ —RKRR=ADILRICO—T Ly b ZEFEALET" ZBRBL TSV,

2. #BML £9 node-expand-secret-name &K node-expand-secret-namespace StorageClass
/\(’EX—QO 1§IJ :
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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* spec.nfsMountOptions: sec=krb5 (EREELFES1t)

* spec.nfsMountOptions: sec=krb5i (IDIRFEICK DEREEEFES1L)
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* spec.nfsMountOptions: sec=krbS5p (IDEKIV TSN —REICK DRSS L UVESML)

KerberosL RILEI1DIEIFIEEL TL T WV NTAX—H 1 X b TEHDKerberostES{t L NILEIEE LT-3%
Bl3. RUIDA T a>OIAIDMERAINET,

FIE

1. BEENRISAEZT. ZOFEFBLTAML—SNAYIIYRIER T 7AIILEER L X T, Ell<>DE
I$. BIEOBRCTEIHRIES,

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIETIER LB 7 7 M ILEERALT. Ny I IV RZEERLET,

tridentctl create backend -f <backend-configuration-file>

Ny I TV ROERICKRBLIESZEIE. Ny I Iy ROREICAIEBENHD £, ROIAXY RZ2ET
T3¢, OJZRRFLTRAZHETEE T,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AbL—=2035R%ZEKT %o

AML—=20 5 2%ERM L T, KerberostES{tZEAL TA) 2a—LZAOES 3 Z>JTEET,

CDRRXZICDWT

AML—=SOSRATOx U M EERT 2SI, NSX—2EZFERB LT, XD3DD/N\— 3 > DKerberos

ESILOVWTNHAZIEE TET XY mountOptions o

* mountOptions: sec=krb5 (ER5fES1t)

* mountOptions: sec=krb5i (IDIREEICK DERELEEEES1L)

* mountOptions: sec=krb5p (IDBEIUVTTA /NS —1REICKBEREAS &K UBES1L)

KerberosL NILZ1DEIFIEEL TL TV NTAX—A1) X hTHEHEDOKerberosBEEB{L L NILEIEE L1-35
Bld. RUDOA T a>DAEMERAETNET, ANL—U NI IV RERTIEELEESIELLANILAI ML
—DOSRATS T FTIBELLELRNILVEERRZIFEGIE. ANL=J095 AT MAMBREINE T,

FIE

1. xR f|%=ER L T, StorageClass Kubernetes#t 72 7 b % 1EF L £ 9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5,
parameters:

backendType: "ontap-nas"

storagePools: "ontapnas pool"

" "

trident.netapp.io/nasType: "nfs

allowVolumeExpansion: True

2 ZAhL—=U0SREERLET,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3 APL—=20SZBMERENTVWS e 2B LE T,

kubectl get sc ontap—-nas-sc

RDESBHEADRTEINE T,

or krbbp
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NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

Rya—LoFOLsa=>sy
ARL=SNYIIVRER ML= REERLIES. R a—L%E7OES I Z>JTESRELS5I1ICED
FL1o ODFIEZBBLTLIEIVW R a—L0TOEY 3 =9,

Azure NetApp Files7R) 21— LA TOER%FKerberostiES{t DERTE

BIEWNRYT 5 AR EE—DAzure NetApp FilesX b L— /N I T R E7zldAzure NetApp FilesX kL —
NIV RORET—IDEIDA L= 5T 0w 712X L TKerberostE St 2 BMICT D ENTEF
ED

ERZRInd 58IC

* BIEWRDRed Hat OpenShiftZ 5 X 4 TAstra Control ProvisionerBBMICHR > TWS e R L £
9o FlIBICDWTIE. BB L TL 723 "Astra Control Provisioner= G31C9 %" 6

C A—FT AT AICTIVERTER xR L tridentctl £95

c BERESEL. OFIBICHK > T, KerberoskES{bL A MDAzure NetApp Files X kL —/\w U T R D%
PETLTWB I ZMEEL £ 9, "Azure NetApp Files D RF 2 X > k"

* KerberosBE St TEA T BNFSVAR ) a— LD ELKRESINTWVWR 2R L £9 . DNetApp
NFSVAR XAV DEREL I 3> (13R—2) ZHBRL T TV " NetApp NFSv4 Enhancements and
Best Practices GuideJ ",

A=Y Ny Iy ROER
KerberosBE S 1L EEE % & T Azure NetApp Files A FL—S Nw O LY R EERTET £95

CDRRAIICDWT

KerberosfE Bt ZRET DA ML= NV I IV RIBRT7 71N ZERT 2581E. KRD2DDLAR)LDOWT
NHOTEHITBLSICERTTET,

* 74 —JLR%{EH L 7-* storage backend level * spec.kerberos
c Ja4—I)LREFEARALIEMRE S —)LLAR)L* spec.storage. kerberos

RET—=ILLRILTHERZERT 25Ha. ANL—OFRDIRNINZFEHALTT—ILDEREINE T,
EE5DLANILTH, ID3IDD/N— 3 > DKerberosBESILDWVWTFNHEZIEETET £,

* kerberos: sec=krb5 (FREEXHES1t)

* kerberos: sec=krb5i (IDIRFEIC &K BERE L FES1L)

* kerberos: sec=krb5p (IDEXVTTA N —REICKLBZRES L VESML)

FIE

1. BENRISRAAT, ANL=INYIIVREERTDUNEND S5 (REL—=INYIITVRLA
IWERIFRET—ILLARIL) IZHLET. ZOWTNHDBIZFERLTANL—SNY I IV RIEBRT 710
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IWtE L £ 9, Fill<>DfEIF. RIBEOBRCTESIHRIE I,
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ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

RET—ILLXILOBF

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

2. HIOFIBTYER LB 7 7 M ILEERL T Ny I IV RZEERLF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANBERHD £, ROAXY R Z2FE1T
T3, OV ZRFLTRERRAZRHETEE Y,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AbL—=2035R%ZEKT %o

ARL—=295%ZEM LT, KerberosBES{bZ2fEAL TR 2—LZ27OES 3 Z2ITERT,

FIE

1. k)% ER L T. StorageClass Kubernetes#4 7' o b E{EF L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. L= U S REERLET,

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AML—USAAMER TN TV e 2R L& T,

kubectl get sc sc-nfs

RDESBHEADBRTEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lop7OESa=>y

AML=NY I IVRERML—=D TS5 RA%Z2EH LD R)a—LZ2T7AOED 3 ZVJTEBRELDICED
Fllco ODFIEZEBRBLTKLEEIVW" R 2a—LDTOED 3 =20
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