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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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exportRule FHLWARYa—LAlcd 3T x  "0.0.0.00"
R—KIL—=IL

‘exportRule’IPv47” KL X ¥ 71z
|ZIPv4t 7% k% CIDREREE THE
RICHHAEDERLUR b ZHUT
TYI>TIEETIHENHD F
Yo SMBRU 2 —LTIFERIN

x99,

snapshotDir snapshot 7+ L7 ) DRRZH NFSvADZEE Ttruel NFSv3DEH
HmLxd &3 Tfalsel

size FLWRY 2—LDFT 7)Y "00G
14X

unixPermissions FLWARY 2—LDOUNIXMER (8 ™ (FLEax—#EE. HTX0
EHDANT) o SMBR) 2—ALTIE T3> THRIA M) X NEED
mEINET, NE)

DA

RDBNE NFEAEDNTRA—=EF 2T T4 FDFFIICTEIEANLBREZTLTVET, Chid. NvIT
VREERIBIROLBERFETT,
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ZhiE. Ny I Iy RO AR/IERTY. C DB TIE. TridentldERE SN 7=3HBFRr TAzure
NetApp FilesICRZEINTc TR TDNetApp 7 ATV b BET—IL. LU TRy bZ&EHL., 21
SOT—ILELUVYT TRy FDIDICHLWARY 2 —LESUALICEEBLET, IZEBINTWVWSE
®. nasType nfs 77 AL HAEAIN. NV I IV RTNFSAY a—LApFOESaZ>oanx
3_0

C DWERLIE. Azure NetApp FilesDEBZRIE L TE L TVLWBERET. ERICIIZFOEY 3 =Z>J353R
)a—LICR L TEBIMDER%REST 2 EHRERIZRICELTWLWET,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

AKSDEIETTRID

CDONYIILYR#EBETIE. « tenantID. clientID. H' clientSecret EB& 41 TL “subscriptionlD’
x99, CNnHid. BEXNRIDZERT3H8IEA T3> T,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

11



AKSD 7 27 RID

CDONYIIYRIBETIX. 75T RIDEERTZ5EIEA T3> THSB. . clientIdD. D
“clientSecret HEE TN T “tenantiD'LVEX J,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BET-INI4NLE2=ERALIEEDY —EXLANILIER

CDONYIIY RERTIE. BE27—ILADAzZureDIFFR "Ultra' IcR ) 2 — LHEEE I N “eastus” £

9o Tridentidk. ZDIFFTDAzure NetApp FilesiICEZ SN IARTOY Ty FZHEMICKRE L. 20

WINMNMTHFLWRY 2a—LZ 5 A LICEEL £7,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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CONYIIYREBETIE. 1207 71ILICEBORINL—CF—IILEEELET, . BA3
H—EXLRNILEYR—LTIEROBET—ILHHD., TNS5EKRIT A ML —I9 5 X% Kubernetes
TR T BEEICERTY, ICEDVWTT—ILEZXFT3=0I1C. IRET—ILSNILDMERAINE L

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



HR—bENDZ RO

Tridentx AT L. V=3 e 7RASEU TV —=ICEDWTT—20—RADKR) 2a—L%
IO 3=y TEE 9, “supportedTopologies' CD/N\w I T RERDTOv Uik, Nwv o
IR =23 eV —2DU R M zRETZOICERINEY, CCTEETSU—>ray
£V =2 DfElE. EKubernetesV S XX/ —RDIRILD) =308V —VDEE—HLTVLWIHE
KHOEFd, oD =328y —2iF. ANL=U IS XTHEETEIHBRMEDI)ZINTE, NN
YOIV RTIREINS )23 eV -0y b 280X ML =205 XDIFE. Tridentldds
EeSnrc)—oa>eyVy—Iih) a—LzERLE T, FMICOVWTIE. ZBRBLTEELCSI
rOCzFEARALET

version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct

clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa

clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

ANL—=POSRADEE
LUF® “StorageClass €&t ERDXA L —T—ILERLTWVWETD,
T4—ILRIF>IATIRTA /LA parameter.selector

ZfEF Y % parameter.selector & K a—LDKRAMIMERTZREST—ILCCICZIBETEET
‘StorageClasso R a—LAilld. BIRLIET—ITERINLERZNHD £,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB/R ) 2 — LD EZEH

‘node-stage-secret-name's KLV ZFEHATS "nasType' ‘node-stage-secret-
namespace’ &+ SMBAU a—LZIEEL. BEXActive
DirectoryZ LTI ¥ ILEZEETEET,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Z—LAR—RAZCICERDZ =Ly FEFERT S

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

RU2—LCICBBZY— Ly FEERT

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ ‘nasType: smb’'SMBRY 2 —LZHR— b3 7= ILICHLTT7 s IILZZEBLE T,
‘nasType: nfs’ £ 713 "nasType: nul’lNFSTF—JLD 7 1 JL X,

Ny I TYRZERLET
Ny O Ty REBRT 7 VEMERLES. ROATY RERFTLET,

tridentctl create backend -f <backend-file>

Ny I ITY ROERICKE LS. Ny IIY ROREICEAIEEDNDHD T, ROARYRZRITIB
& OJZRRLTREZHETET XY,

tridentctl logs

7 71 ) CRIEERELTEBIEL S, create ANV REBERXRITTETE I,
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