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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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* clientCertificate : Base64 TI>OA—RENfcy T4 7 > MEBBEDE,

* clientPrivateKey : Base64 TI > d— R&Nf. BEMIT SNI-MERDE,

* trustedCACertifate: {SF8 S 117= CAZEBHZE D Base64 T I— R, SEINT CAZERT 3B 53,
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1. 9547 MEBBE X —% 4L £, £MEFIC. ONTAP 21— L CEREEY B &L 5 I Common
Name (CN ; #H@%) ZREL X9,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. SFETNTI- CASEREEZ ONTAP VS X ZICEBMLEJ. COMEIF. R L—UBEBENTTIITLT
WBHEBEMA B £, SETES CANMERTNTUAVESIRERLE T,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RRICUSA TV NEFAE e X —% 14>V =IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAPOtEFaUTsOJ4 »O—IHREARETR—FLTVWBZCZHEEL XY cert,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. AT NI-EFAZ % FHA L TR % T X FONTAP BIE LIF > ¥ <vserver name> (&, BIELIFDIP 7 R
LABLVP SYMAICEZEZ TLIEE L,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fems=mmmmm== fememmemeso====== fes========scscsessssossssssss==ss=sa=s
Fommcomo= oo +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fom e o
e frememem==s I

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

R et fremsmeeseso====== fessmssee s se s o s s s e e
f======= fememe===s 4
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident2—HY0O1—HY&%=ERLET,

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3 A—HicO—-ILEIvEYILET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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CCZEHRELET, ROBEFZER/LTILEE L,

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

(D ‘UseCHAP NS X—RIZT—ILEDOA T a>T. —ERITHRETCETET, T 74/ LTlE
false ICERETNTUVWE T, true ICEREL=HE T, false ICERET B CITTEXH A

T 5|Z useCHAP=true. chaplnitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername. H & chapUsername 74 —JLRENY I IV RERICEDIVENRHD XTI,
=Ly I ZRETLINYIIVRZERLIEHEICEETEEXY “tridentctl updates

fHHE A
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ICETRLET, CUSIFTOBOREENT T,
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° SVMICLUNA'E EFNTWBIFE. TridentidSVMTCHAPZBMICLEFEA. CHICED. SVMICTT
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e ettt
t——— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e +
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LE¥d, COEI>a>TlEdE. NwIIYROEEAIE. NvIIUR
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NV TV RERA S>3y

NYOIYRBEATS I VICDOVWTIE. XOREZBEB LTIV,
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

RSANZERLTERINIIARTOR) 2—LICDLWT. “ontap-san TridentldLUN X &2 5
—RICXIET B T=0HIC10% DA E%Z FlexVollTBEML £9, LUN (. 2—HH PVC TEXRL
@ PBA X FoKEALYAXTFOEY 3= JENET, Tridentid. FlexVollZ10%%3E0L
£9 (ONTAPTIXERRIEER YA X LTRRESNETY) o I—HITIE. BERL/-FEHATEER
ENEOYTENET, /. FIBETELGIAR—IDBTILISERAINTULEWLAETFD, LUNH
HAMODERICRBZcbHD FHA. Chid. ONTAP & SAN DOFEMICIFZE L FH A

EEINIENY I IV RDIGE snapshotReserve. TridentiEIRD K SICA) a—LDH A XZz54ELF
ERS

Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.1UE. LUNA R T—RIZHIET B T=®DICFlexVollZEBATE 5 10%DTrident T9 o = 5%. PVCEK=5GiBD
ma. snapshotReserve' 7R 1) 2 — LD EFH 1 X1$5.79GiB. EARIEER YT 1 X135.5GIBTY, “volume
show XDBD & S BIERDRIRINEF T,

Volume Aggregate State i Available Used%

_pvc_B89f1cl56_3801_4ded_9f9d_034d54c395f4
online RW 18GB

_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB

_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB

3 entries were displayed.
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RE. BFEOR) 2—LICHLTHLVHBEZTS I, YA XZEBRITZEALEY,

&=/ \BRDEXE B

RDBNE NFEAEDNTRA—=E 2T T AN FDIIICTEIEANLBREZTLTVWE T, Chid. NvIT
VR ZERIBROBERFETT,

(D Trident CAmazon FSx on NetApp ONTAPZ{ER L TW3HEIE. IP7 FL X TId%a <. LIF
DDNSHZIEET A =R L X T,

ONTAP SANOD

USSR ZANZFERALIEERNAERETY ontap-sano

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin
password: <password>

ONTAP SANODZE DA

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

1. )
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2AYVFA—N—"8BELVRATYFNYIRIINYIIY RERZFENTEFHITIHNELNBWVLSICN
WOTLYREERECEIEI'SVML U —o 3> Um0,

AAYFA—N—CRAYFNYIES—LLRIZRTITBICIE. ZFERLTSYMEIEEL
managementLIF, /N XA—R Y svm INTA—RX%=HELEXT "datalLIF, fl:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

SERAEAN— X DEREED A

CDEAEFRERFTIE clientCertificate clientPrivatekKey. &Y
trustedCACertificate (fERESNTICAZFERAL TWVWBRFZRIEF T aY) AT
backend.json. ENENT T 7> MR, WER. L VERBESNI-CASIEAZE Dbase64 TV
d—REINEIMERINE T,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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XA EICHAP DA
NSDFEITIE. DICKRESIN ‘true’Te/N v I T Y RABMER SN "useCHAP £ 9,
ONTAP SAN CHAP D

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANI ./ = —CHAP®D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>



NVMe/TCP D

ONTAP/Nw 27 IT> R TNVMeZEA T BZSVMEREL TEBELHD £9, ZHNIEINVMe/TCPOEK
ANy IITY RERTY,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

nameTemplateZ L 7=/\v 7 T > K& DAY

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}
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<code> ONTAP SANT J ./ = —</code> R T -1 /N\DformatOptions D

version: 1
storageDriverName: ontap-san-economy
managementLIF: ''
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:

formatOptions: "-E nodiscard"

TRET—IIz2fERATE NV 7T FOAI

DT TNy I IV REERT 77ILTIE none. spaceAllocation false. false
‘encryption BE. IRTDA L= F—IILICBEDT 7 2L EDRESNTVWET
‘spaceReserve, IRET—ILIF. A L= I3 TEELED,

TridentTl&. [Comments]7 4 —ILRICTOES I Z VI ISRILDREINE T, FlexVol ICOX Y MHRES
NEI, Tridentld. RET—ILICFEETZIIRTOINILETOES I ZVIRFCAML—UAR ) 2—AICT
E—LExJd, ANL—UBEEIZ. RET—ILSCICIRNILEEEZELED. R a—LESXNILTTIL—T1
L7=bTEET,

N5DBTIE. —BBDRAML— =)L THBED. . spaceAllocation &Y “encryption” DEH
REIN “spaceReserve. —2DF—ILTT 74 IL MED EEZTEINE T,
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ONTAP SAN®D
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANODZEE DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP Dl

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20'
defaults:
spaceAllocation: 'false'

encryption: 'false'

/\w 2 T > K% StorageClasses |[CY v EYILET

JRDStorageClassE#&EIF. ZEBRBL TIRET—ILE2ERTZNv 7T FOFNKTEEWV, 71 —ILREFEH
L T parameters.selector. &¥StorageClassid’R) 2 —LDKRA MIFERATEZRES—I/ILZHFUPHL X
T R a—LlllE. BRLAEE7—ILATERINZERLHD £,

* protection-gold StorageClassid/\w I I RFORIIDIRET—ILICIVYE>YTEINET
‘ontap-sane d—JLRLARILDREZRBETZIH—DT—ILTT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassid. NV I IV RO2EBC3BEHDRES—ILICIvE>YY
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INXT “ontap-san, cNBIE. d—ILRUNDRELARNILZIRHTEIH—DF—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

app-mysqgldb StorageClassld/N\ VI TV RDIFBEHDRETS—ILICIYEY T ENET “ontap-
san-economy. CAl&. mysqldoR A 7 SV —a VEDA ML= F—IILiERZIRIET 2HEE—D T
—JLTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

protection-silver-creditpoints-20k StorageClassid/N\w I IV RO2BBDIRES—ILICT
wEYIEINET “ontap-san, VILN—LARILDORE L 200007 L2y bRA Y b 2RI Z2H—DT
—)L'CTO



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClassid. NI IV ROIBEDRET—ILENYIIY RD4FEBEDNRK
HBF—J)l “ontap-san-economy ICNYEYIEINET ‘ontap-san, _iLHIE. 50007 LTy FR
AN ZR/FOME—DT— AT 7)) T TT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClassld. ZFEHRALTRZAM/ND “sanType: nvme {RET—ILIC
‘ontap-san NWEYIEINET “testAPP, "HUIME—D T —)L “testApp T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

TridenthEIR T BRI T —ILZREL. AL —CBEDNFELEINDLSICLET,
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