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* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine ( GKE )
* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift Dt —E X TY
+ SUSE Rancher
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nfs modify -vserver <svm> -v3-hide-snapshot enabled
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tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level

=true -n trident
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oc adm policy add-scc-to-user privileged -z default -n
<application-namespace>
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kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect
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kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrorL U4 —> 3 > OEMH
NetApp SnapMirrorld. JRDONTAPY 1) 22— 3 > DTrident protect CEEATE £ 75

* NetApp ASA
* NetApp AFF
* NetApp FAS

* NetApp ONTAP Select D&


https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html

* NetApp Cloud Volumes ONTAP D&
* NetApp ONTAP X5 Amazon FSX

SnapMirrorL 74— 3 Y FOONTAPY 5 X X DEMH

SnapMirrorL U r—> 3 > % EHET 2581d. ONTAPY S AADROEHEHLLTVWER I Z2RERELE
ER

* * Astra Control Provisioner & 7= (& Trident * : Astra Control Provisioner % 7= (3 Tridenth'. ONTAP%/\w o T
VRELTHATEY —RET AT« F—> 3 DM DKubernetes? 5 A XICIFEL TWAREDLHD
9, TridentRETIZ. KORSANICEDK A ML= 95 X% A L 7=NetApp SnapMirrorT2 / O
JICKBL TV =3 o R—bENET,

° ontap-nas

° ontap-san

S+t > X : Data Protection Bundle% f§£f8 9" 2 ONTAP SnapMirrordERIEES 1 > Xh. V—RET T
4 %= 3 VDEBFDONTAPY S XX TEMICHE > TVLWAIHRELRH D £9, SEMHICOVTIE. 22RBLT
< 2T LY "ONTAP DSnapMirrorZ -1 > X DBIE"

SnapMirrorL. 77— 3 >0ET7 ) VI ICBETZEEEE

ALL=INy IV RETI I Z2ERT 2581 RENROBHZHLLLTWS I ez LTS
L\O

*FUTRBELSYM*IONTAPR L= Ny TV RICETERARESNTVWBBENHD 9, Fil
IC2WTIE. ZBRLTKIEETWVW'" IS R2E SVM DET ) v DREE"

@ 2DDONTAPY S X ZBDL T r—2 3 VEHRTHERAINSSVMEN—ETHB L%
LTS EE L,

* * Astra Control ProvisionerZ =13 Trident SVM * : E7BRICH D) E— FSVYMIF. TATA4 F—> 3>
25 XA MAstra Control Provisioner X 7= & Trident CERE TZE 2 MEHH D £,

*EBENYIIVR LTV —2a VBREFRT SICIE TridentREETONTAPX L — Ny I T Y
FZzEMELVEETZHENRDD XTI,

* * NVMe over TCP * : Trident{RZZ Cld. NVMe over TCPZO I ZEFERTDZIA ML - NI I VR
MDNetApp SnapMirrorL U —> 3 Vg R— b EINEH A

SnapMirrorL 71 4 —< 3 VB D Trident /| ONTAPDEXE

TridentREZEATBICIE. V—RETRTAX—2a>YOEADISZAZDOL TV r—>a>zdR—b7
BAML=—INYI TV RZEDLBEDIDRETBVEDHBDEY, V-RISRFETATAX—2a>y
IS5 RAEHBRELTHBHEIF. MEEREZRARICEDZIOHIC. TATsR—2a>7F)r—3>TVY
—RAF7FVTr—=2a> 3D A ML= NYy I IY REFERTIVERDHD £,

TridentiRED 1 > X b— L ERTE

CERADERBED TridentREDEH T L TWVWBHEIE. ROFIBICK->TI T XA
ICTridentiR&% 1 > X b—JLL £, NetApph 5 Trident protectZHiEd 3 H . JRE D
TSAR—=bFLIZAMNIDBAVAN=ITEEXEY, TTAR—LLZINUDBAY


https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html

Ab=ITBE. VFZREDNA U E—Ry MITIVERATERVGEICRIEE T,

T 7 #4JL L TlE. Trident protectid. 75 AR CBEBWRT7 SV r—avIic@ds07. 18
@ B, FROJBHRALE . NetAppR— b —XE5A—T> T BBICK

RO R— MMERZINE
L %9, Trident PROTECTIZ. CNS5DHKR— NV RILEBRRZT Y 2—)L TNetApplliEfE

L &9, Trident protect® 1 > X b —JLEFIC. BEIZHLCTIDHR— MY RILIEZ ERIC
TREDNTEET, WOTHFHTITSENTE YR RNV RILOER"FT,

TridentZ7O7 27 b1 > =)L


trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html
trident-protect-generate-support-bundle.html

Trident protect from NetApp®D -1 > X ~—JL
FlE
1. Trident Helm URJ U ZEBML £ 9

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. TridentZO57% FCRDZA VX b—ILLE T,

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

B ROWFNHADIOAYY REMFAL T HelmZ L TTrident protectx 1 Y X h—J)LL X T, 2V F
ARBICEETRR T <name_of cluster>, I XRICEIDHTOHN. ISREZDODNYIT VT
ERAFTw T ay COBAICERAINET,

° TridentREEZBEEH DAV A M—=ILLET,

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

° Trident protectz -f > X k—JL L. Trident protect AutoSupportttR— /N> RILDO X7 a—)L
INEERO7y 7O—RZEMICLET,

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect
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netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

Bl

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

2. Trident protect system®—LZAR—XEZER L £ 9,

kubectl create ns trident-protect

. Loz2byicaOgr>LEd,

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4 FS3AR=—FLIRX NIRRT 2L =T Ly b=EBRLE Y

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. Trident HelmJ; R U ZEBML £9,



helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. WSEBID T 71 ILEER L £ protectvValues.yaml, XKD TridentRERENSZTEN TV
MR LET,

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. Trident?057 % FCRDZA VX b—=ILLZE T,

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace

trident-protect

8. xowFnhodv > REHAL T, HelmZ%Z {EH L CTTrident protectz 1 > XA h—JLLEXT, U5
AZBICEZTRZ E T <name_of cluster>, I RRICEIDHTON, ISREDNYITvT
ERFw T ay FOBAMICERINET,

° TridentREXZBEEHPDAI VA M=ILLET,

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -£
protectValues.yaml

° Trident protectx -1 >> X k—JL L. Trident protect AutoSupporttt/R— kN> RILD X7 a—)L
INEBRO7y 7O—RZEMCLET,



helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect -f protectValues.yaml

TridentRE > TF DY —XKIBRZIEE
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FE
1. EWSERDT 71 ILEEMR L XY resourcelimits.yamlo

2. BIEOZ—XIZIGLC T, TridentiFE > TFDUY —X&IRA > 3> T 7 ILICAALET,

RO T 71 ILOFIE. FRAELAREZRLTVWET, COT 7L EVY—RFIROTT +
ILEDEHHEENTUVET,

jobResources:
defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m
memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

resticVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mn

cpu:

mn

memory:
ephemeralStorage: ""

3. T IILh5{E%REHA L resourceLimits.yaml’ £ 9,

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values

TridentRECLIS S 71 >D1 VX =)L

Trident2—F « ') 7« OYLRIERE Tdp S Trident protect ANV RS0 > 55 1 > = EH
9B L. Trident protecth X2 LY —2X (CRS) Z1ERL TIRETE X9
tridentctlo

TridentREECLITS S 1> D1V X b=l

OARVRSA>A—FT4 VT ZERT RIS, VTRAEIANDTIERICEHRTEIIOVINICA VA RN=ILT S
MBRHD T, YT UH%64F7IFARM CPUZFERHL TWLWAHESMIHL T ROFIEEZERITLE T,

10



Linux AMD64 CPUB 754« > D& >»O—R
FIE
1. TridentRECLIZ S 1> Ao >O—RLE T,

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

Linux ARM64 CPUB />4 1> D& >O—R
FIE
1. TridentRECLIZ S 1 >& A >O—RLE T,

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

Mac AMD64 CPUB 7S 1 >D& o >O— R
FIE
1. TridentRECLIZ S 1> Ao >O—RLE T,

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

Mac ARM64 CPUB 7S 1 >D& o >O— R
FIE
1. TridentRECLIZ S 1 >& Ao >O—RLE T,

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64

1. 7S04 N1 F ) ORTHERZBEMICLES,

chmod +x tridentctl-protect

2. 7S04 YNAFT ) EPATHER TERSINTULWABAMICIE—LE T, L zIE,
*/usr/local/bin (BRI N7PriviegeshREBRIBENHD £7)

cp ./tridentctl-protect /usr/local/bin/

/usr/bin’ £7IF

11



3 MBICIGLT. T3 TANAF IV ER—LT4 LY FURNDBRICIE—TETEd, ZDi5
&. location B’ PATHEHD—EPTH B E 2RI R 2 EBHMHLE T,

cp ./tridentctl-protect ~/bin/

C) T204 0 ZPATHEHBOGAICOE—F % &. FEDGAH S F7=id% tridentctl protect' A /7
LTFSJ 4 V% FERTE tridentctl-protect £9

Trident CLIZ S04 > DAL T %= KRR
HHAAART ST A NI THEEERFER LT, 75540 DOEREICEE T 3FMBNILTZRRTEET,

FIE
T ANILVTHEEZ AL T RAFEICETZHI AV A Z2RRFLET,

tridentctl-protect help

AV ROBEIETZEBMICTS

TridenttRFECLIT S 71 22 A VA b—ILLTcHET, HEDINV FOBEFMTZBMITEIEHTER
ER

12



Bash> T LD BEIETZENICT S
FE
1. BTROV I hEAD>O—-RLET,

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. R—LT«A4 LI MIICRI) T h 2T 28 LWT LY FUZEBRLE T,

mkdir -p ~/.bash/completions

3. Ay>O—RLIERIVT+E2T 4 LY MJICHBEIL “~/.bash/completions’ £ 9,

mv tridentctl-completion.bash ~/.bash/completions/

4. R—LTF4 L7 URADT 71 ILISRDITEIEBML "~/.bashrc’ £9,

source ~/.bash/completions/tridentctl-completion.bash

Z2 T OBBETEEAMCTS
FIR
LRTRIVTbagdo>O0-RFLET,

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2 R—LTA4 LI MRV T Z2BNT 25 LWT o LI U ZERRLE T,

mkdir -p ~/.zsh/completions

3 Ay>O—RLIERIV T Z2T 4L MJIZHBEIL “~/.zsh/completions’ £ T

mv tridentctl-completion.zsh ~/.zsh/completions/

4 R—LT4 LT UADT 71 ILIRDITZEML "~/.zprofile’ £ 9

13



source ~/.zsh/completions/tridentctl-completion.zsh

R
RO T)LOT A VBT, tridentctl-protect 755  CEE#E I REFERATE XY,

TridentREZBIEL XY,

TridentREDHFRIE 7V XA GHIHZBEL £,

Trident{R:& Tld. Kubernetes®7 )L MDRole-Based Access Control (RBAC ; O—J)LR—
270t REE) BMERSNET, T 74/ FTIE. TridentfREIFE—DS AT LHR—
LAR—REFNICEEMITONTET 72D —ERXRT7HT Y b EIEHLE T, &
BOI—HHVBIEB Y. FEDEX2) T Z—IWHZEBMTIE. TridentfRE
DRBACKEEZFERAL T, VY —XRR—LAR=IAANDT IR % LDMH < HIFHT
I

IS AXAEBEE. BICT 73N FDR—LAR—=ZADIY —RICT7IERATEFEXT trident-
protecto Ffow MDIRTDR—LAR—IAADIY —RCHTIVECATEXY, VDV—R&T7F)Ir—
2AVADT LRI BICIE. BINOZEIZEBZER L. ENSORFIZEMIC)Y —ReF7 FIr—2
I>ZEMTZRENHD £T,

T4 EDOBRERMICT IV —>2 3> 7T —2BECRSZER TS LIFTET AWV EITERL T “trident-
protect K72 W 7V —> 30T —2EBECRSIF. 7 VT —2 3 Y R—LAR—ZARNICER T ZHE
BHDFET RRANTZU9T74R LT PFUVT—2 37 —2EHECRSIF. BEMITOSNTWVWE T T
T=2aYeRALR—LAR—RICERLET) o

EEEDAD. KDL D DISETridentREHDRZ L)Y —RF TSI MADT U AMER
DREHLRHD X,

* *AppVault* : N7y FERBIRT —2HBETY,
@ * * AutoSupportBundle * : 512, OJ. ZOMOEEHEEDF W\ TridentT —XZINEL £ 7,
* * AutoSupportBundleSchedule * : OJWNEX P a— L= BB LY,

RBACZMEAL T, HRHAIA TV bADT I EAZBEEICHIRIZ 2 #HELF
ER

RBACTUY —ZRELUVX—LAR=ZAANDT 7 A EFETZHEDFMDOWVWTIE. #BBLT
"Kubernetes RBACO RF* 2 X "< FETELY,

Y—EXT7HTY LOFEMICDOWTIE. 2B LT "Kubernetes —EZX7HT Y RO RF a2 XY RS
LYo

B 2201 —FJIN—TDT7 IR Z2EETS

T RIE. HBH\IC. VS RRXERBE, Too=7)>a—HF0dI -7 LY T 1—%
DIN=THHBELET, ITARXBEEIIRDAE XU %RITL T, engineering? JL— 7 ¥ marketingZ' /L
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—TIHENEBNOR—LAR=ZICEDYTENTVY —RDOHKICT VI TE3REBEERLE T,

FE1: FITIN—TDNY—REEECX—LAR—IAEERT S

F—=—LZAR—RAZERT R . VYV —RAZRmEBHNICHEL. TN5D Y —XICTIVELATES2—H% LD
MO HEETEED,

=2}
1. engineeringZ JL— 7D ZEM%EEFR L £ 9,

kubectl create ns engineering-ns

2. marketingZ JL— 7D ZFIZEEZER L 7o

kubectl create ns marketing-ns

ATV T2 EFX—LAR—=ZADIY—REPODWD §RHOHFLWHT—EXT AT b EEHRT S

ER T 23 LVWERIZEBICIEENEZNT 74O —ERT AT Y FHIMFBLTVWETH, FRBBIZGL
TPrivileges® L —FRTEBICHEITETZLSIC. A—HF—DIIL—TTICH—ERTHT > b EER
TRIBERHD XTI,

FiE
1. engineeringZ L—7DH—EXT7HD Y FEERLE T,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
2. X=UTTa VI IN—TDH—ERTHAI Y b EERLE T,

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

ATy T3 FHLWH—EXTAHU Y RIS —=T Ly FEERT S

Y—EXTATY RS —=TLy bE U—EXTATY b TOFREICEATN, RESNLIZSIXEEICHIRR
BXUBFERTEEY,
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FIE
1. IO ZF7) T —ERT7AHO D —0 Ly FEERLF T,

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. X FAVIY—ERTHIY bDOY—I Ly FEERLET,

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

F[E4 : RoleBinding+ 7Y 7 % {EF L T. ClusterRoleZ 71U hEFHLWLWEH—EXTHIV MINAVRTS

Trident{REZ A VA b—ILT3RE. T74)L bDClusterRoled 7 9 bHMERREINE T, Z DClusterRole
EH—EXTHDY MMINA Y RTBICIE RoleBindingd 7> o M EERL GERLE S,

FiE
1. ClusterRoleZ TS Z7 UV I —ERT7HI MINT Y RLET,

16



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ClusterRoleZ N —4 T4 VI —EXT7HIY MINATYRLET,

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

FIES5 : RO T R b
HENMELWIEZTAMLET,

FIE
1. T2 Z7)2 - —hHIVSZFUIT )Y —RITFIVERATEZ e zHRLET,

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. IO TFI AR —T T VTV —RITIVERTERVW e 2R L E T,
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

FE6 : AppVaultr 7o hADT IR %EHFA T3

NYITYTRRFv Ty hREDT—RBEEBRARIVEZRITIBICIE. VS RXEEEHLE 4 21—
—IZAppVaultZ 72 20 "ADT VR %ZH T 23HRENHD £,

FIE

1. AppVaut\ND 1 —H'—TF7 Ut X & FHFr] 9§ BAppVaulte >—2o L v FDEAFEHEYAMLT 71 )L Z1ER L
TEALET, fzid. ROCRIE. AppVault\ND 7 I+ X% 1—H—|ZEFA] L "eng-user £ ¢,
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret

providerType: GenericS3

2. BBICRZIER L CGEA L. 75 AXBEENRR—LAR—IAKNDEED Y —ZAANDT7 I A %HFAT
TBRLSICLET, Fi:
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. RoleBinding CRZ Epk L TEFA L. #fRZeng-userc WS A—HICNA Y RLE T, -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4 HERMNMELWI EZRERELET,

a. IRTOLEIZERDAppVaultd 7> 7 MEROIEBEHAE T,

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

RDESBHADBRTEINE T,

20



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. I —H4HAppVaultiZBERZEETEZHESHETA ML T, 7I7ERAFAEZBFBTVIHNE SHERER
LExd,

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

RDESBHEADRTEINE T,

yes

S

AppVaultlEfRE [t 5 L2 —H%—Id. 7V —> a3 07— 2B EICERE IN/-AppVaultr 7> 27 b %
FRETEIZIRENHD FT, £, BIDHTONIRBIERUAANDD Y =T IEA LD 7OEXTE
BOFILWUY —XZEHLIEDTBIETEXEAS

TridentREHR— /N> RILDERR

Trident protectZEHT 3 £, BEEIZ. BENRDISAFAETFUr—>avICB@T
307, . MROJBRER L. NetAppHR— MMIRIIDEREST /N> RILEER
TETET, 13—y MIEHGELTWVWBRESIE. AXZL)Y—X (CR) 771I)L%
A L TNetApptR— b1 k (NSS) ICHR—FNYRILEZT7ZYTO—RTETET,
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CREEA LY R— /N> RILDIERK
FliE

1. AZRRZLI)Y—R (CR) 770 EERL. CWSAFTZEMITEYT (B trident-protect-
support—bundle.yaml) o

2. ROBMERELE T,

° * metadata.name*: (required) "DHRARLY —XAD%HET, RBICEL -—EOEY R &%
ERLEX Y,

° * gpec.triggerType * ©  (required) Y R—bNYRILEZTSICERTEINRATZa—ILT3Hh%
BELEXT, AT Pa—LEnNfNY RILERIFI12AM UTCIZIThNE T, BRh7%(E :
* AT a—I)LiER
" FEF
° * gpec.uploadEnabled * : (_Optional _) H7R— kN> RILDOERMEICNetAppTR— bH 1 ~IC

Ty 7O—RIBIDESIHZEFIELET, IBELABVES. T 72 MIICHEDET falseo B
Sh7E -

=IELW
*false (77 =)L)

° spec.dataWindowStart:(Optional)t} 7R— kN> RILICEEN2T—2D T > RO %RIBY 5 H
KrZz48E 9 5. RFC 3339HDAMNXFI, HEELBZRWVSEIE. 77 4JL b T24B/E/IICRD
¥9, EETETZIRHEVHBOBAMIZ7TERITY,

YAML®D :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:002%

3. 77AILICIELWMEZE ASILT=5 astra-support-bundle.yaml « CREZEHAL X,

kubectl apply -f trident-protect-support-bundle.yaml

CLIZEAR LY R— N RILOER
FE

1. HR—ENYRILEERL. B> CHOEZRENSDBRICEZTHEZ I, IE trigger-
types N RILETCICERTED AT TP a—I)LICEK > TERERDEE SN TULBH EIRE



L. F7l& scheduled ZIEETIT XY "Manual. 7 7 #JL FEREIEFTY Manualo

Bl

tridentctl-protect create autosupportbundle <my bundle name>
--trigger-type <trigger type>

TridentRED 7 v o L — K

Trident protectz RFT/N—2aVICT v TIL—R TR . FECNTEEZFETE
9,

TridentfR&Z 7w 7 L —F T 3ICIE. ROFIEZEITLET,

Flig
1. TridentHelmJURS R B L F T,

helm repo update
2. TridentfR:€CRD%= 7w UL —RLZET,

helm upgrade trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --namespace trident-protect

3. 7w UL — RTrident{R:& :

helm upgrade trident-protect netapp-trident-protect/trident-protect
—--version 100.2410.1 --namespace trident-protect

7TV —= 3> DB RE
Trident protect AppVault4+ 7> =7 =R L TN\T Y F BRI 3

TridentREERDNT Yy FARXZ L)Y —X (CR) & AppVaultZ MEENF T, AppVault
A7z MMIC ARL—=NTy FOEERKubernetes7—2 7 O—KRIFT

9o AppVault CRICIEZ. /N2 7w . Snapshot. 'J X k74838, SnapMirrorL 714
—>avRY. REWETNT Y b 2RI I3 LHICBERRENTEFNTULE

o AppVaultsZEF TE B DISBEEDHTY,
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F —4Rf £ AppVaultEZ D f

AppVault CRZEERT D & T, TONAEADRIMTBZIVY —RIIT7 VR TR0 DERBERESH B
ERBDET, LTI vILOXF—DEMBEZEIZ. TAONARICEL>TERD FT, X, W<D2Hhn 7O
NARADOAI Y RSAVF—EROBAERLET, KIC. FF7ONA X DAppVautEZDHIZRL T

F— DB
ROBEALT. EIFIRTANAEZDI LT vILHDF—ZERTET F T,
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Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials
=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

AF3 S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> --from-literal=
accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CRO

ROCREIZFEAL T, 277 R FAONAFTEICAppVaultd T2 0 b ZERTE X I,
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

AF3 s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

Trident{RZECLI%Z {8 L 7=AppVaultD {EL

XROCLIAR Y RAI=EERL T, 7O/NTM 4 Z CICAppVault CRSEER TE £ 9,
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Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-

name> --bucket <bucket-name> --secret <secret-name>
AF 83
tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>
ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

AppVault7 5 7% % EH L TAppVaultiFik = &R~ 3

TridentfRECLIZ 5 1 > ZFRALT. 75X ETER INAppVaultdZ 7o 0 BT 315HR%E KRR T
D

FE
1. AppVault# 7> 7 FORBERTLE T,

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

B
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. PBEICHEL T, YUY —XDAppVaultPathz RR T BICIE. 759 & ERL --show-paths” £,

TF—TILDORIIDIICRTIND U 5 XA X2%IE. Trident protect helm®D 1 > X k=L TY 5 R ZEHIERE
SNTUVBBEICOAERTEF XY, Bl | --set clusterName=productionle

AppVaultD Hl i
AppVaultr 7o 7 FMEW D THHIBRTE X9,

AppVaultr 7> = ~ZHIBR 9 3 HiIC. AppVault CRDF —%HIBR LA WT finalizers' < 72 &
(D) L. chaE> L. AppVaultAry FROF—EHHED. 5 ZEROY Y — BT 55
BEMDHD £7,

Fta 9 BRI
BEEHT SN TWVWBNT Y MIRRIHES N T LB Snapshote NI 7y TEIRTHIBRLTEET 9,
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Kubernetes CLI%Z f#F L 7=AppVault D PR

1. AppVaultA 7o = L #HIBR L. HIFRS BAppVaultdr 7o o bD&RIICE S#: X "appvault_name’
S S

kubectl delete appvault <appvault name> -n trident-protect

TridentRZECLI%Z 8 L 7=AppVaultDHIR

1. AppVault4A 7> =7 L ZHIBR L. HIFRY DAppVaultZ 7> o bDOZHEICE ZH# X "appvault_name’
9,

tridentctl-protect delete appvault <appvault name> -n trident-
protect

TridentRETEE 7 V-3 52 EH

Trident protect CBIE T2 7 U —> 3> &I BICIE. 7TV 5—2 3 CREL
O'B3E Y % AppVault CRZEERL L £96

AppVault CRDER
FFI)r—2a > TTr—RREUIBZRITIT 2L I ICHERAT DAppVault CRZER T 2HENHD £, £

fo. TridentfRED 1 VA b —ILEINTWVWE T F X XICAppVault CREEIE T Z2HEHNH D £9, AppVault CR
FEFEVDRIRICEEBTY . AppVault CRSDBIICDWVWTId. "AppVaulth Z &2 L)Y —Z, "

TIVT—a DES

TridenttRECTEERTZ 7 TV —2a v e ENENER I BVEDHDEY, 7TV 75— 3 YCRZFHT
TER 9 3H\. Trident{RECLIZERAL T. BEMNROT IV T —2 3V ZERTIET,
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

CRZERL=7 IV r— 308
Fg
1. FRF4Z=2a>y7T)5—23 > DCRT7 7 ILEERL 9,

a. ;JZQAU V—2Z (CR) 7714 ZEHRL. tWS%EIZ[HITEY (fl: maria-app.yaml
b. XDEMZHRELET,
* metadata.name*: (required) 77 ) —> 3> HRARZL)Y — XD, RERIEICHE
BMMDCRT 7 A ILHACDEZERT 3780, BIRLI-AFIZEXELE T,

* * spec.includedNamespaces* (requ1red)%ﬁuIF’a'37/\)LiT;Li%ﬁﬁ%'”:laaﬁ% ZERALT. 77U
T—=23 )V —ANEETIHAIERMZERELEF T, 7TV Tr—> 3 AmiERIE. D
JRAD—ETHZIHENHD £,

YAMLODA :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: maria

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace

2. BIEIcEhETCT7IUr—>a > CREEMR LS. CREERLZY., 4l :

kubectl apply -f maria-app.yaml

CLIZERLET7 U r—2 3 > 08N
Fig

1. 770r—2a yERzERL TCERAL. EIRNOEZRENSDBRICEZSRIE T, ROFICR
TR ONIRRYD VR +2ERAL T RERC )Y —RZ2T7 TV r—2 3 VERICED S
CENTEZET,

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>
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TridentRE=ZFRHLIT7 TV Tr—> 3 > DIRE

BERER) S —FLETRERYIR—RATRFTYTOay NNV IT v THERT
% _ & T, Trident protect CEIEINTWVWARIRTOD7 TN Ir—>2 3 %R ETETET,

C) T—RRENEBRICT 7AILRATLE 7 ) —XELVT ) —XRRT 5 & S ICTridentfRE %
BRETEET, "Trident protectzFAL7=T7 7ML AT LD T ) —AREDFHH" T,

VTFIVRRFTy IOy b EERLES
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

CRZEALIRFT YT a3y bOIER

FIE

1. ARRZ L)Y —X (CR) 770ILEERL. &£WS%B1%{JIT trident-protect-snapshot-cr.yaml” &
ER

2 ERLTc 7 7AILT. ROBMERELE T,

° * metadata.name*: (required) CDHRARXLY —XAD%&AET. BIBICEL -—EO@EYR&E %
ERLEY,

° * spec.applicationRef * : XF+v P> 3w bZ{ERT 57 7)) —> 3 > DKubernetes$,
° *spec.appVaultRef * . (required) X+ w73y FODARAR (XXT—4) ZHiNS 3AppVault
OEZYITA

° * spec.reclaimPolicy * : (_Optional ) X+ v 7> a3y hCROMWHIBREINILEEDRF YT ay
b DAppArchiveDEIEZEZEL £9, DFD. IZRE L TH "Retain'SnapshotidHIPRENE T,
a4 rSoar:

* Retain (77 #JLb)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. TJ7AILICIELLWMEZ ASILT=5 trident-protect-snapshot-cr.yaml « CRZEREL £,

kubectl apply -f trident-protect-snapshot-cr.yaml

CLIZERLERFv T ay FOER
Flig
1. 2w T3y bEERL. FEIROEZRIENSDIERICEZIRIE T, F:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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FOFIVRNY O T TOER

T IIEWD TNy I Ty I TEEY,
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CREERLT/NY I T v TOER
FliE

1. AZRRZLIY—R (CR) 771ILEERL. £WS&BI% ST trident-protect-backup-cr.yaml” £
ER

2. LT 7 7ML T, OB ZRELF T,
° * metadata.name*: (required) CDHRARXLY —XAD%AET, BIBICEL -—EO@EYR &R %
EIRLEY,
° * gspec.applicationRef * :  (required) /N2 7w 327 ) /r—=< 3> DKubernetes,
° * spec.appVaultRef * :  (required) /\v 2 7 v TRB % KNS 3 AppVaultD & Hi,
° *spec.DataMover *:(Optional)/\y 7 7 v F1IEICER T2 Ny I 7 v Y= ILEZRTXNFH. &
WRE (KXFONFARXBIESNET) -
" Restic
* Kopia (F7#JLH)
° * gpec.reclaimPolicy * :  (_Optional ) BRI SEERINTNYITy TOUNEBEEELET,
BRafE -
" Delete

" Retain (F7#Jb)

° * Spec.snapshotRef *: (A TF>3>) :NvIT7vTDY—RE L THEHETY BSnapshotD%
g, EEELAWESIZ. —BSnapshothMEi SN TNy I 7y FEhExd,

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-hamespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. 77AILICIELWMEZE ASILT=5 trident-protect-backup-cr.yaml . CRZEAL £,

kubectl apply -f trident-protect-backup-cr.yaml

CLIZERLI=/NY I 7 v TOIERK
FIE
1L Ny IT7v T2 ERLET. AN >ZAHOEIX. FHALTLWIBREBDBHRICESHRIET. Fl:
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

T—RRERT D 21— L2 ER
RER)D—E EREINCRTD2—I TRy TFoavb NvIoT7v 7 FRIFEOEAZERT ST

ETT V5= a3 % RELE T, Snapshot &/\N\w o 7w FTEEE. BXR. BX. $LUOBEMNTIER
L. ®F5923IE—08HEIRETTET,

38



CREZEFEALIRAT Y a—ILDIERK
FIE

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ{FIT trident-protect-schedule-cr.yaml” &
ER

2 B L7 7AILT. ROBUZREL T,

° * metadata.name*: (required) CDHRARL)Y —XADEH, RBIGEL—EBEOEYARRE %
BEIRLE T,

° *spec.DataMover *:(Optional)/\y O 7 v F1EICERT 23N\ I 7 v IV —ILEZRmIXFI. B
WRE (KXFONFARXBIEINET)

" Restic
* Kopia (F7#JLH)
° * spec.applicationRef * : /N\w I 7w F$ 257 F1)r—= 3 > DKubernetes$,
° * spec.appVaultRef * :  (required) /N2 7 v THRBZ &N 3 AppVaultD&HI.
° * spec.backupRetention * ! fRIFTZ/N\Nv I 7 v T, £OlF. Nv o7y T=2ERLBEVWI L

ZznLET,

° * spec.snapshotRetention * : {R#F9 % SnapshotD#, v OIE. XFvF 3wy bEIERLAEWT
tERLET,

° *spec.granularity*: 27 1 — )Lz R1T DEE, IEEAERELHEDEET « —JL FIFKRD
EEDHTT,

" hourly (ZIEETIHNENHD spec.minute’£9)
*daily (EZIBETBIHBELHD spec.minute “spec.hour £9) o
* weekly (B&KU ‘spec.dayOfWeek ZIEE T 2 HENBH D “spec.minute, spec.hour £9) o

* monthly (B & U “spec.dayOfMonth' Z15E 3 2MEHH D “spec.minute, spec.hour £ ¢
) o

° * gpec.dayOfMonth * . (_Optional ) X7 Ja—ILERTTZEDH (1~31) ., REHICKE
TATVRIBAE. CO7 1 —JL RIE%A monthly T,

° * spec.DayOfWeek * : (_Optional ) X7 ¥ a—ILZRITT3ER (0~7) o 0F/F7TDMEIE
HEHZRLET, MENICKRESNTUVREHEE. D71 —JLRIFKAE weekly TT,

° * spec.hour * : (_Optional _) 2T a—)LEETTR3ER (0~23) o RIEN. « F-IFICEH
ESNTWVWBZEE. CD 7T+« —JLRIFHAE daily weekly monthly T,

° *spec.minute * : (_Optional ) X7 a—ILEETT359 (0~59) o CDT1—ILFIE I
EBH. ( « FRFICKESNTVWRIBEIFNE hourly daily weekly ‘monthly T,
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apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. 77AILICIELWMEZEASILT=5 trident-protect-schedule-cr.yaml « CREZERL X,

kubectl apply -f trident-protect-schedule-cr.yaml

CLIZERL TR a—ILzFlT %
FIE
1. RERTVa—IZERL. D >CHOEZRENSOBRICESHEZE T, 4!

@ HERATD . COOAYY ROFEHAEBANILTIERERTITETET tridentetl-

protect create schedule --helpo

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>

Snapshot ZHIPRL £9

REICHRSTRTV a—IILiBAEIEA > TI> RD Snapshot ZHIFRL £,
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FIE
1. Snapshot|ZBE:E T T 57T UL % Snapshot CRZHIFRL £,

kubectl delete snapshot <snapshot name> -n my-app-namespace

Ny 7y TzRIBRLET
REBICB ST ATV a—IIBAERB A Y TIVRONY Ty TZEIBRLE T,

FI@
1. Ny o7y 7ICBEERITENTWS/NY I 7y JCRZHIFKRL 9,

kubectl delete backup <backup name> -n my-app-namespace

INY T Ty TUIBD X T —3R ADFESR
ARV RSAVZFEARAL T, RITH. BT FRIEFEKBLIENY I 7y SIBORT—2 A EERTETEXT,

FIE

1. XOAT Y REFERLTNY I 7Y TUIBORXT—2A%ZEBE L. AD > IHOEZRBEOBERICESR
ZET,

kubectl get backup -n <namespace name> <my backup cr name> -o Jjsonpath
='{.status}'

azure-anf-files NetApp (ANF) IBDONy I 7y TR b7 ZER

Trident protectz 1 >~ X b —JL L TW3IFEIENetApp. Trident 24.06 & D BIIC{ERL & f17zazure-lun-files X ~ L
—CUOSREFEITEZIAN L= NYIIVRICH LT AR—APRIZBNINV I TV ITBELIVCIR LT
BEEEBMITE D TEET, COMBEIINFSVARY) 2 —LTHEEL. RET—ILHSEBMDAR—I %
HEBEITZZiEdHhb £t A

Ftad B H0IC

RDR7eRBL XTI

* Trident protectz ¥ > XA b—=J)LLTHE T F T,

* TridentREETT TV —2 3> %2R LE LT, COFIEZTTIBRET. COT7TVTr—a>nfxRE
HEEIIHIRTNE I,

CAML=NYIIVRDTIANEFDRAML—U 05 RELTEZFIRLEL azure-netapp-files
TCO
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1R FIER I C R

1. Trident 24.10IC 7w 74 L — R § B3 HIICANFR Y 2 — L= ERR L 1= 5 1E. Trident TR F|EZ 1T
LExd,

a 7= VICEEMITSENTLWSNetApp 7 7 1 ILAR—XDEPVDSnapshotT 1 L7 k1
EEMICLET,

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. EE[F SN TWVWBEPVICH L TSnapshotT« LY DB H->TVWER I ZREEL X
ER

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

snapshotDirectory: "true"

+

SnapshotT « L2 FUBBEMIZER > TOLWARWES. TridentfREIFBED/\w 0 7 v THReZERL
F9. COMEEIF. Ny o7y 77O IPI—HNICBET—IILDAR—AZHEHELE T, CDH
BlE. Nw o 7w TIT3HR)a—LERBLYAXDO—BR) 2a—L%EERT BT=HD+RHEIAR—R
NBE—IILICHERINTVWA ZCZHEERL TS IEEL,

TR

CNT. TridentiFEZFALET7 IUTr—>a3>ONy o7y eI RTPHREREICED £§, {PVC
ld&. 77V 5—2a3> TNV IT7YTEIVIRANTPICERT S CHTEED,

TridentREZFR L7 TV r—>3>DURNT
TridentREEFERT D . SnapshotX7/=lgN\ v I T v TIhsT7TUr—3> %)Xk

TTEEY, ALISRRCTTUr—2avE VR M7 BHE. BEOD Snapshot
DEDU R TISERTT

@ TIVr—=23 7B RIBE EOTTIVT—2aVICRESNTVWBIRTORITIvY

RFPFVTr—oa>eedbllExningEd. VANTPROERITIvINHBHEIF. VAT
MIBO—IRE L TEHIMICETINE T,

DR STRBET TAIINF—N—NEBROR—LAR—ADT /) T7—3a>e NI

DX STRBE T T AIINFA—N—RIBTIE. TRATAR—23 VR —LAR=ADINIILET /) T—=230Hn
V—=RRX=LAR=ZADINIWNET /) T—=2a> e—HIBELIIMEREINE T, TATARX—>3a>R—L4
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AR=RUZFELHEVWY —RAR—LAR=ZADIRIVLERIEZT / T—2a > hEBMEN. §TICEETDZIOAN
IWERET /) T—23 oDV —XX—LAR—ADBEIC—EHTZELS5ICEEZTINE T, TAToxR—>3Y
Z—LZAR—=RICOBFETDIINILR T/ T—2avIidBEITNEF A

RedHat OpenShiftz {FH 3 2% & &, OpenShiftIlRIFTOR—LAR—ZAD T/ T7—>3aVDE
BRRINGEEITDZICHEETT, F—LAR—ADT7/T7—>a>zFERT3. VAL

@ 7 L7=7R v RH'OpenShift Security Context Constraint (SCC ; £¥ a7« 27+ X MY
) TERINCBYIGHEREEF U T REICK > TWVWS Z EHERIN. HERORBER L
ISRV 2A—LICTIERATESLSICHED ET, FMICOVWTIE. ZEML T "Openshifttz
AT AVTEFIMFICETEI RF a2 XD R <IETL,

DR RTERIFToAINA—N—IB% T Da1ICKubernetesIRIBEEMERET B E T, TAT A K—
VIAVR—LAR—ZADFEDT /T a v EESFTNEVLSICTE N TEFRT
RESTORE_SKIP NAMESPACE ANNOTATIONS. I :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

750 EL THemZERALTY —R 7V r—23> 24 A M=ILLTBEIE --create
-namespace. INJLF—|THFRIRAMIBHITH ‘name X §, TridentfRETIE. VA N7 ERIFTAILA
—N=DT7OCRXTIDININRTRTAR—2 3V R—LAR—RICAE—ENETH. V—IADEHY —
AZ—=LAR—RE—HITB3BEIET AT A XZ—2aAVR—LAR—IADEICEFINE T, COEHY —X
F—LZAR—ZE—HBLBEWVWEE, BEALTTRTAX—>aVF—LAR—Z|IZAE—ENET,

el

KOBIE. V—RAETRATFA4FZF—2a>YDE—LAR—2AZRLTVWET, TENICT/TF—23 85N
IDERESNTVET, WEBOBIEDT AT A R2—> 3V X—LAR—IADRE, BLUVTFXT0X—> 3>
Z—=LAR—=RATT7 /) T—=2a IR z2HAELEILD EEZT LD I3 HEERRETEET,

XM T7FE7oaILA—N—NIEBDg]

RDRIC. VAT XREBTTANA-—N-IEBZRITIBZHDY —AR—LAR—RET AT =23 Y
F—LAR—ZADREZRLET,

R—=LAR—2R 7/T—>av NI
*—LAR—Zns-1  * Annotation.one/key : "UpdatedValue" * RIR=A%H
(Y=2) * Annotation.Two/key : "true" * AY7Z54 7> X=HIPAA
* A= ns-1
F—LRANR—2Zns-2  * Annotation.one/key : "true" *O—J)l=FT—82~R—2X
(FRT4 =23

) ° annotation.three/key : "false"
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) X 7 RLEE

RORIC, VAT R T AN —N-IBROFIDT AT« =23 R—LAR—ADREZTL &
T, —HDF—DEMEINh, —BOF—HNLEZESTIN. name' T AT+ X —> 3V R—LAR—RII—HT
BESICTNILDEFEINE LT,

R—LAR—2R 7/ =3 NI

F—LZ~R—2Zns-2  * Annotation.one/key : "UpdatedValue" * %A= ns-2

\/()TXT’r *> 3 * Annotation.Two/key : "true" * A>T 547> X=HIPAA
* annotation.three/key : "false" * RIB=A%H

NI Ty TDBRIDR—LAR—=ZIAD) AT

BackupRestore CREZER L THDR—LRAR=XIZNY I Ty THE IR T TBE. TridentfREICK > TH
LWR—=LZAR=RIZT IV =23 >R 7SN, URANPLIEZ U= YBo7 75— 3
YCRABMERCNEZ T, VDANTZLET7 TV —3 0% FRETBICIE. FUTIVRNY I 7y TF
I&Snapshotz EF T 2H\. REX TP 21— ILZRELF T,

BED)Y —ZBHBIRNDR—LAR=RIINy I Ty T%I)ZILT7LTH. NvIT7 v TR

C) DIY—ReLGREHETBZ VY —RIBBEINEF A NVITYTHRDITRTHOIY—X
BFUARTTRICIE. 2=y b R—LAR—IAZHIKRLTEER TN FILLR—LAR
— RNV IO T T2 ZANT7LEY,
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CROfEMA
FIE

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ (T trident-protect-backup-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEH, REISEL c—BEOBEYHRE%E
BEIRLE T,

° spec.appArchivePath:/\.v 7 7w 7O 7 YUHREIMETN TS AppVaultID /N X, TDI/NZR
ZRERTBICIE. ROOAT Y REFERLET,

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * :  (required) /N2 7w T2 T VBRI L TUL 3 AppVaultD i,

° * spec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI VYT, LU ‘my-destination-namespace’ . FHL TLWIEBOBERICES
#2 X “my-source-namespace’ £ 9,

° * gpec.storageClassMapping * : U X R 7IEBDY —X XL —J 05 ZADSTRAT4 % —>3

VARL=UUZZADIY Y E YT, HKU “sourceStorageClass' . L TL\BERBOIER
ICEB T2 X “destinationStorageClass’ & 97

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (AF7>3y) VRNTIBRT7TIVTr—2a>OFED) Y —RDHEEIRT ZHENH BHEIF.
BEDINILBMEWIE )Y —XZ2Z0 23D BEATE T IILZ) VT ZEMLET,

° resourceFilter.resourceSelectionCriteria:(7 1 JL 2 1) > | E) resourceMatchers TREER S 11
7)Y —X%ZEHR “Include’ 7zl "Exclude’ FRHA L £ 9o RDresourceMatchers/N S X — & % 3&
LT, BMEFLIFBFEATZIIVY - ZEELFT,

* resourceFilter.resourceMatchers: resourceMatcherd 7'~ = 7 fDEES, Z OEHICHEERD



BXA*TEEHELIEGAE. TNSII0REHE LTHRETN. SEXERND7r—ILK (FIL—7.
. \—>23Y) IFANDEE Y L TBETINE T,

* *resourceMatchers[].group *:(Optional) 7 4« LR > T $ 2V —ADT IL—"F,
* *resourceMatchers[].kind *:(optional) 7 « LR ) > ¢ 3 1)) — XDIELE,
* resourceMatchers[].version:(Optional)7 « LR 1) > 7§31 —XD/N—2 3>,

* * resourceMatchers[].names * . (optional) 7«1 LR > 9 31) —ADKubernetes
metadata.name 7 + —JL K D% #Hi,

* *resourceMatchers[].namespaces *:(optional) 7 « JL ') > ¢ 3 1)) — XA DKubernetes
metadata.name 7 1 — )L K D #FIZER,

* *resourceMatchers][].labelSelectors *:(Optional) CEZE TN T3 )Y — X DKubernetes
metadata.name”7 4 — /L RD SRt L U ZXFF| "Kubernetes D FF 2 A > k" fl :

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4 Tr7AIJLICIELWMEZ ASILT=S trident-protect-backup-restore-cr.yaml « CRZEAL
F9o

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIZERLETY
FIE

1L NI Ty THENDR—LAR—=RICVARTLET, B> ZHOfEIF. FHL TVLWBEREBDIER
ICBE IR T ZE L\, “namespace-mapping'5|&id. IOV TRYIGNI=%BIZEMZERL T,
YV — 2R ERZIE L WEARFIZEMICEER TY v E >4 L “sourcel:dest1,source2:dest2’ £ 9,
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tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

NI T Y TDETTDR—LAR—ZIAD) AT

Ny IT7yvTEVWDTHTRDA—LAR—RICV AT TEET,
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CROfEMA
FIE

1. AZRRZ L)Y —R (CR) 771ILEERL. &£WS%B1% T trident-protect-backup-ipr-cr.yaml” %
ER

2. B L7 7AILT. ROBUZRELFT,

° * metadata.name*: (required) CDHRARXL)Y —XADEH, RBIGEL—EBEOEY AR %
BEBIRLET,

° spec.appArchivePath:/\.v 7 7w 7O T U YUHREMETN TS AppVaultID /N X, TDI/NR
FRRTBICIEF ROOAT Y REFERLE T,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * ;' (required) /N2 7w FAVT Y HIEH TN T LS AppVaultD % ail.

B

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AF>3y) UVRNTIBRT7TIVTr—2a>OFED)Y —ADHEEIRT BZHENH BHEIE.
TFEDINILHMTWIEDY =Rz G03hBFEATE T IILZ ) VT ZEMLET,

° resourceFilter.resourceSelectionCriteria:(7  JL 2 1) > J | E) resourceMatchers TEER S 11
e )Y —XR%EH “Include’ F7z13 "Exclude’ BRrS L £ 9 RDresourceMatchers/NS X — & %36
MLT. BMEFLIFFENTZIVY—XZEELFT,

* resourceFilter.resourceMatchers: resourceMatcher4 7~ = & ~ OEE5, Z DEFICEERD
BRETEELICBE. TNS5IFOREEE LTHREIN. SEXRND 71 —ILK (JIL—7.
fEE, N—23Y) IFANDEE L THEBEEINET.

* *resourceMatchers[].group *:(Optional) 7 « LRV > T2 —XD T IL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR >4 $ 3 1)V — X DFELE,
* resourceMatchers[].version:(Optional) 7 « LR V) >0 F 231V —ADN—=2 3>,

* * resourceMatchers[].names * : (optional) 7« L&) >4 §31)Y) —XDKubernetes
metadata.name 7 «+ —JL K D% &l



* *resourceMatchers[].namespaces *:(optional) 7 « JL ) >4 ¢ % 1)V —ZXDKubernetes
metadata.name 7 + —JL K D& #1ZE[E,

* *resourceMatchers][].labelSelectors *:(Optional) CEZE TN TL\3 )Y — X DKubernetes
metadata.name”7 4 — /L RD SRt L U ZXFF| "Kubernetes D FF 2 X > k" fl :

"trident.netapp.io/os=1linux".

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4 T7AILICIELWMEZ ASILT5S trident-protect-backup-ipr-cr.yaml . CRZERBL £
ER

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIZERLETY
FIE

LNV IT Y TZTDR—LAR—=RICVZA NP LET, AL >AHDEIX. FHLTVWRREBEDER
ICBEIRRITLIEE VW, D backup' 518 TIE. EWSTHERDR—LRAR—IENYVIT v T4%
£ L "<namespace>/<name>"£ 9, fl :

tridentctl-protect create backupinplacerestore <my restore name>

--backup <namespace/backup to restore> -n <application namespace>

NI T THhERDIZIAZAAD) A NT

TTDY ZAZTHEEIRELIIGER. NvIT7 v TZRDIS AR AT TEET,
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s th& B BIIC *
ROBHREEN BTN TWVWE e =ERLE 9,

* TRTA X =232 FRARICTridentfRED A VA F—ILENTWET,

CTRTAX—=AVITRRE. NV ITvTIHEMEINTVWEY —X T F5 XX EECAppVaultd /N
ENXRIZT7OERATEET,

FIE

1. TridentfRECLIT S 14 V& FBLT. TAT1*—> 3> 5 XX TAppVault CRIMERARENE S h%
HERLET,

tridentctl-protect get appvault --context <destination cluster name>

(D TIVT—=23 > DURANTRADE—LAR—ADNT AT =23V IS ARIHFET
BlrERLET,

2. FRT4 X =23V 3 AED S ERARERAppVaultD /Ny I 7 v TRBZRTLE T,

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

COOAXR Y RZRITITD . AppVault TERAIRER /N I 7 v ITHRREINET, ChillE. DI X
R WIKTRTTIVr—23> 84 FALREY T, T—hATNRNIWEENE T,

HHf

fomm - fomm - tomm oo
o tomm - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fom - fom - tomm - e i
o e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. AppVaultt & 7—hA TNRAZEAL T 7V T5r—>3 T RT4%x—>3a VI FRRIUZLTL
=S
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CROfEMA

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ (T trident-protect-backup-restore-
cryaml'£79,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDHRARXLY —XAD%HET, RBIGEL -—EOEYR %%
ERLEY,

° * spec.appVaultRef * . (required) /N2 7w FA2T Y HMEH TN T LS AppVaultD % ail.

° spec.appArchivePath:/\.v 7 7w 7O 7 U YUHREMETN TS AppVaultID /N X, TD/NR
ZRRITBICIF. ROOAR Y RZ2FEALEF T,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

@ BackupRestore CRZER TE R WEHIE. FIE20 <> FZ2ERL TNV I T
v TORBZRRCTETET,

° * spec.namespaceMapping*:!) X k 7AIEDY — AR —LAR—RET AT %2 —>3>Fx—L4A
AR—ADI v E VYT, LU ‘my-destination-namespace’ %#. FHL TLWIEBOBRICESE
#2X “my-source-namespace’ & 9,

Bl

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. 77AILICIELWMEZE ASILT=5 trident-protect-backup-restore-cr.yaml « CRZERL
F9.

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIZfERLEY

1. XOARY RZEFERALTT 7V r—>3>%2 ) X7 L. EIROEZREOBERICESHRI F
9o namespace-mapping5 | Tld. IOV TRYISN=BAZEBZER L T, V—X%[1ZEHE
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% sourcel:destl. source2:dest2OFX TIELWT XA T4 R2—> 3 VEARMZEMICIYE>YSTLET,
il

tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

SnapshotHh 5D R —LAR—ZAAD!) A~

HAZL)Y—R (CR) 770N EFERLT. RF+v 723y b SRDR—LAR—ZFIFTDOY —R
FZ—=LAR—=RIZT—R2EY R T7TEEXJ, SnapshotRestore CREZERL THDR—LAR—X
|CSnapshotz ) A A 733 &, TridentfRBICK D THLWR—LZAR=RIZT V5= o) AT S
N URNZLEZ V=23 BO7 IV 5—2 3 > CRAMERIENE T, UANTZ L7 U —2 3
VEIRETDBICIE. AUTFIY RN I 7y TETIISnapshotZ BT 2 H. REXT P a—ILZHRELE
3_0
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CROfEMA
FIE

1. ARRZ LY —R (CR) 7701ILEERL. £WS4AEI%TIT trident-protect-snapshot-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEH, REISEL c—BEOBEYHRE%E
BEIRLE T,

° * spec.appVaultRef * :  (required) X7+ w73y bV T YD TNTULSAppVaultD®
Ao

° * spec.appArchivePath * : v 7> 3 v FOARABHIEMENTULBAppVaultAD /N R, TD/N
AZRETBICIE ROAR Y R ZERLET,

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

° * gpec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI VY, HLU ‘my-destination-namespace’ . FHL TLWIEBBOBRICES
#2 X “my-source-namespace’ £ 9

° * gpec.storageClassMapping * : U X R 7IEBDY — XX L —J 0 S ADSTRT4 % —> 3
VARL=SUZZAADIYVE VY, KU sourceStorageClass' % . AL TL\BIRIEDIER
|ICEB T2 X “destinationStorageClass’ & 97

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"
3 (AF>3y) VRANTIBRT7TIIV—a>DRBEDIY —RDIHEEIRT ZVENH B5E 1.
BEDINILIMTWEUY —XZEDB3HDHEATE 70 IR VT 72EMLETD,

° resourceFilter.resourceSelectionCriteria:(7 « JL 2 1) > | E) resourceMatchers TEZER S 11
7)Y —X%ZEHR “Include’ 7zl "Exclude’ FrSA L £ 9o RDresourceMatchers/N S X — & % 3&
LT, BMEFLIFBFEATZ VY- ZEELFT,
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* resourceFilter.resourceMatchers: resourceMatcher4 7> =7 b DBEH, Z DEFICERD
BRETEELICBE. TNH5IFOREEE LTHREIN. SEXHND 71 —JLK (JIL—7.
fEfE. N\—>23Y) IZANDRBEY LTRBREINET,

* *resourceMatchers[].group *:(Optional)7 « LRV > T §231) ) —XDJIL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR >0 931V — X DELE,
* resourceMatchers[].version:(Optional)7 4« LRV > $2)YV—AD/N—=2 3>,

* * resourceMatchers[].names * : (optional) 7« ILZ1) 245§ %)) —XDKubernetes
metadata.name” -+ —JL K D% Hio

* *resourceMatchers[].namespaces *:(optional) 7 « L2 1) > ¢ % 1)) — X DKubernetes
metadata.name 7 -+ —JL K D% E1ZE [,

* *resourceMatchers[].labelSelectors *:(Optional) CEZE I N T3 )Y — X DKubernetes
metadata.name”7 4 —JL RDSRJLt L U ZXFF "Kubernetes D KF 2 X > k" fl

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AILICIEELVMEZ ASILF=S trident-protect-snapshot-restore-cr.yaml . CRZ#EHA
LFd,

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLI zfERBLET
FIE
1. 27y 73y bZRHOR—LAR=RIZUR LT L, FHEIROEZREDOBRICESHRIE T,

° ‘snapshot' 5| TlE. LWSHERD R —LRAX— ¥ Snapshot®aZ AL
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‘<namespace>/<name>" £ 9,

° “namespace-mapping ' 5|#i%. IOV TRYISN=EEEBEFERL T, V—XBEIZEB%ZIEL
WSEEARIZERICEER TY v E> 4 L “sourcel:dest1,source2:dest2" £ 9,

Bl

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping

<source to destination namespace mapping> -n <application namespace>

Snapshoth 5 TTED R — LAR—ZAAND) XA 7

SnapshotidW DO THTTD R —LAR—RICURA NP TEFT,
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CROfEMA
FIE

1. ARRZ L)Y —X (CR) 771ILEERL. £WS%EI%{T|T trident-protect-snapshot-ipr-cr.yaml®
9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEH, REISEL c—BEOBEYHRE%E
BEIRLE T,

° * spec.appVaultRef * :  (required) XFwF> a3y AT UDEMINTLSAppVaultD®
Ao

° * spec.appArchivePath * : v 7> 3 v FOARABHIEMENTULBAppVaultAD /N R, TD/N
AZRETBICIE ROAR Y R ZERLET,

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (AF>3y) VRARTPTBRT7TIUTr—a>OBEDDY —ADAEEIRTINEN D ZHEIE.
BEDINILBMMTWEDY —XEZEDI3DBNATZ T2 VT %BMLET,

° resourceFilter.resourceSelectionCriteria:(7 « JLZ 1) > J|Z W E) resourceMatchers TEER S 1
1c1) YV —X%ZER “Include’ F7z1d "Exclude’ BRA L £ 9. RDresourceMatchers/N T X —X %1
MLT. BMFLIFFEATZIVY - ZERLFT T,

* resourceFilter.resourceMatchers: resourceMatcherd 7' = 7 DEE%, Z DEFICEED
BXZTEELIEE. TNSIFOREE Y LTHRETN. BBEZXRND71r—ILK (FIL—7.
BE. N\—J3Y) IJANDEBC LTRBETNET,

* *resourceMatchers[].group *:(Optional) 7 4« LR > T $ 2V —ADT IL—"F,
* *resourceMatchers[].kind *:(optional) 7 1« LR > F 3 1)V — X DELE,
* resourceMatchers[].version:(Optional)7 « LR V) > §21)Y—ZXD/N—2 3>,

* * resourceMatchers[].names * . (optional) 7«1 LR > $31)Y —ADKubernetes
metadata.name 7 + —JL K D %A,

* *resourceMatchers[].namespaces *:(optional) 7 « JL ') > 9 3 1)) — XA DKubernetes
metadata.name 7 1 —JL K D& EIZEfE,



* *resourceMatchers[].labelSelectors *:(Optional) CEZE SN T3 )Y — X DKubernetes
metadata.name”7 « —JL RDZAN)LE L U ZXFF "Kubernetes D FF 2 X > " fl :

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AI)LICEELVMEZASILF=S trident-protect-snapshot-ipr-cr.yaml « CRZERHEL
ERS

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLI ZfERL T
Flig

1. SnapshotZ TtD X —LZAR—XIZV A7 LE T, FNADMEIZ. REOBRICEZHI TS
LYo Il :

tridentctl-protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore> -n <application namespace>

)X+ TRIRD T — R X DFERR
ARV RS2 ERALT. RTH. BT EFLEIKRBLEVRA S T7RIBORXT - A ZHRTIT T,

FIE

1. OO REFERAL TV NTNEBOXT—2X%ZHEL. AL >CHOEEZREBOBRICESIHRZ £
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

NetApp SnapMirror & TridentiC &K 2 fRe&Z AL T TV sr—>a>zL U5 —k

Trident{R&E% £ 9% & . NetApp SnapMirrorT72 / O DIEREAL 75— 3 VU #EE
ZEALT. ANL=YNY I VRE. ALY FRELE. FRIFERDZ VT XZET
T—RZRT ) =3 DEEZL TV —RTEET,

DIET7HIBE 7T AINA—N—NEBEOR—LAR—ADT/T—3> IR

DRARTHEBE D2 AINA—N—NEBTIEZ. TRATARZ—2 I VR—LAR=ADIRNI)ILET /T—2aoh
V=RAZ—=LAR=ZADIRNIVET /) T—=a3>e—RBI3LSIERINE T, TAT4x%—>3>F%—LA
AR=RICFIELBVWY —XRZ—=LAR=ZADIRNIVFLIEZT /T—2arh BN, §TICEET DI AN
IWELIET /) 7—=23a DYV —AX—LAR—ADEIC—HTBDLSICLEEFTEINET, TRXAToX—> 3>
Z—=LAR=RICDOBFETDIINILNR T/ T—=a VidEBBESNF A

RedHat OpenShiftz {FH 3 315 & 1%, OpenShiftIlRIFTOR—LAR—ZADT7 / T7—>3aVDE
BRRINGEEITDZICHEETT, F—LAR—ADT7/T7—>a>zFERT3. VAL

@ 7 L7=7R v R H'OpenShift Security Context Constraint (SCC ; £¥ a7« 27+ X MK
) TERSNICBYIGHEREEF U T REICK > TWVWS ZEHERIN. HERORBER L
ISRV 2A—LICTIERATESRLSICHED ET, FMICOVWTIE. ZEML T "Openshifttz
AT AVTEFIAMFICETEI RFa2 XD " <IETL,

DX MTERIETAINA—N—NIB%EE{TT B81ICKubernetesIBIB T ERET B LT, TARAT A *—
SAVE—LAR—ADFEDT / T—avh EEETEINBVLSICTEIENTETET
RESTORE_SKIP NAMESPACE ANNOTATIONS. I :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

750 % EL THeimZERALTY —R7 V=23 24> A M=ILLTBEIE --create
-namespace. INILF—|THFRIRAMIBHNITH name X §, TridentfRETIE. VA N7 ERIEToAILA
—N=DOTOCRTIDINIIBT AT A R—2 3V R—LAR—XICAE—ChFITH V—RDEHY —
AZX—=LAR=RE—HITBIGEIETRATA X =23 VR —LAR—ADBEICEHFINE T, COEHLHY—X
F—LZAR—RE—HBLBEWVWEE, BEALTTRTAX—>aVF—LAR—Z|IZAE—ENET,

el
KOBlE. V—RAETRATFA4FZ—2aYDE—LAR—2AZRLTVWET, TENICT/TF—23 > ESAN

IHBESNTVET, WEOFEDTZT 12— 3V R—LAR—ZORE, BLUTFRF17—> 3>
R—LAR=ZTT /) F=2 AR INEABEDRID EBE LD T2 AERRBTEET,
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JZRT7EET 1A —N—IBDHE]

RORIC, VAT R Tz ANA—N-IBZRITIBHDY —AR—LAR—RET AT X =23y
F—LAR—ZADREZTRLE T,

R—LAR—2R 7/ T=3r NI
F—ILAR—2Zns-1  * Annotation.one/key : "UpdatedValue" © RIB=A%H
(V=2) * Annotation.Two/key . "true" * AV 7 Z4 7> X=HIPAA
* Hi= ns-1
*—“AX&—ZnsQ * Annotation.one/key : "true" *O—J)l=F—Z~R—2X
\/()7_7\7_’( *> 3 * annotation.three/key : "false"

)X 7L

RDOKIC, VAT ERIET AN —N—NEBEOFDT T4 X%—> 3V HZ—LAR—IADREEZRLE
To —BDF—HEMTN. —ZBOF—HEEZTIN. name TAT 4 RX—> 3V RX—LAR—III—HT

BEIICINILDEFEINE LT

R—LAR—2R 7/ T=3y NI
F—ILAR—2Zns-2  * Annotation.one/key : "UpdatedValue" * %A= ns-2
P25 A R _
(FR7 1 = * Y7517 Z=HIPAA

2) * Annotation.Two/key . "true"

* annotation.three/key : "false" © RIB=A%H
*O—)l=7—H2~X=2

() I ERELERICTrALSRTLETY - XBEUT Y~ TRET B4 S (CTrdentRikE

RETEE I, "Trident protectZEFR L7 7ML AT LD T ) —XREDFEM" T,

L7V — 3 VEBfRZRE
L7V —2 3 VEROREICIE. ROEEDSENT T,

* Tridentprotect C7 7 —> 3 >R FwFoay b aERT28BEZERLEY (77U r—>3>
MDKubernetes )Y —R&, 7V r—> 3> D& R ) 2a—LDR) a—LAFyvToay bhEaEFnxd
) o

C LT =23 7T a—)LOEIR (Kubernetes) VY —X kR ) a— LT —2%EFL)

* Snapshot® {ERLEFE DR E

FI&E
1. Y=RIZRBIIV =TTV r—> 3 Y EAOAppVaultzE L £9, X L—FONAHICRLE T,

DHIZRIRICEODE TEEL X "AppVaulth XX L)Y —2R"
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CR% {3 L 7=AppVault D ERL
a ARZLIY—R (CR) 771N %EERL. EWSEEIZMITEYT (fl . trident-protect-

appvault-primary-source. yaml) o
b. XDEMZRELET,

* * metadata.name*: (required) AppVaulthXZ LY —XD&HEI, L) —> 3 VERIC
MERMOCRT 7 IILHZDEZBRBL TWS7cdH. BIRLIZAFIZXELTHEVWTLLES
LYo

* * spec.providerConfig*: (required) |&. IEEIN=7ONA X ZER L TAppVaultic 7o
2T B1=DICHBRIBREERIFLF I, bucketName F7O/NA X —ICKHBREDMDFR%E
BIRLE T, LU= 3 VERICHERMOCRT 71 IILIFCNSDEEZBRLTWS T
O BIRLIMEZXELTEVWTL TV, 1D 7O/N1 A TDAppVault CRSOBIIZDWLT
1F. ZBBBL TSIV AppVaulth ZZ L)Y — 2",

* * spec.providerCredentials*: (required) 3. ¥EEIN=7O/NA X ZEFH L TAppVaultiZ 7
VAT B1DICHEBERIRTODERBERANDOSRZRELE T,

* * spec.providerCredentials.valueFromSecret*: (required) |&. ZL T > v ILEH > —2
Ly DO OEBEBENZBENHS_cZRmLEFT,

" *key*: (required) FEIRTZ>—UL v bOBEMEF—

**name*: (required) CDT7+4—ILRDEZZL—I Ly bD%AE, BLR—LA
AR=RIZBITNUIEED FH A

= * spec.providerCredentials.secretAccessKey*: (required) FO/NAHANDT 7t ZIfE
B9 %72+t XF—, name (& spec.providerCredentials.valueFromSecret.name* ¥ —E{
LTWBARENDHD 7,

* * spec.providerType*: (required) &, /N\v o 7 v 7Digtt (NetApp ONTAP S3. AA
S3. Google Cloud. Microsoft Azure’a &) ZREL X9, BINRME :

= AWS

= Azure

= GCP

* JAAE-s3

= ONTAP -s3

= StorageGRID - s3

C. 77AIJLICIELUMEZ ASILT=5 trident-protect-appvault-primary-source.yaml
. CRZERL XY,

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIZ £ L 7-AppVaultD {ERK
a. AppVaultz{Epf L. IEIMHDEZRIED S DIBRICET TR X,


trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2.Y=2T7 V5= 3 CREMERL X7,
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CREALIY—RT7TUIr—>3 > DR
a ARZLIY—R (CR) 771N %EERL. EWSEEIZMITEYT (fl . trident-protect-

app-source. yaml) o
b. XOEMZHRELFT,

* * metadata.name*: (required) 7 7V 7r—> 3> ARBRL)Y —ZAD%EL, LTV r—23
VEMRICBRERBMODCRT 7 ILACDEZEBRLTWVWS 8. BRLI-AFIZXEL TSV
TLIETE LY,

* * spec.includedNamespaces*: (required) $%B1ZEfE L BIE S NILDERS, %BiZEE% % A
L. BEICHELCTINILZFERAL TEIZEBOXI—TZRKRDAH. TTICURAREINTL
BDEREBICEEIBR VY —RZEELFT., 7V Tr—> 3 EmZEMIE. COEYID—
BTHZIHELNHD £,

* YAMLOB*

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. 77AJLICIELWMEZASILTS trident-protect-app-source.yaml « CRZEA L £
ER

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

CLIZERLEY—RX7 U4 — 3 > DER
a =7V —=oa>EERLET, fl:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

BMBIZIEL T, V=RAF TV Tr—=2a3> DRy I gy b EERLET. TDSnapshotlid. TR 71 %
—2aAVISREADT IV T—23>DR—R LTERATNE T, COFIEZERLIGEIR. AT
2—)LEINF=RDSnapshot P EIT TN TRETDSnapshotMER TN 2B FTRHOMNENH D 95,
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CREEALIRF v I3y bDIER
a V=7 TVr—=o3> 0L TV r—23> R a—-ILEZERLET,

L AZXZL)Y—R (CR) Z7AILEEHR L. EWSERIZMITET (Bl trident-
protect-schedule.yaml) o

i. XOBMZHRELE T,
* * metadata.name*: (required) X7 a—ILARXZL)Y —IXD%HI,

* *spec.AppVaultRef *:(required) C DfEIL. V — X7 1) — 3 > DAppVault
MDmetadata.name”7 1+ — )L RE—HTIRELHD £7,

* *spec.ApplicationRef *:(required) Z DfElE. VV — X7 F1) - —< 3 > CRMDmetadata.name
T14—ILRE—TEIHRELRHBD XTI,

* * spec.backupRetention * :  (required) T®D 7«4 —ILRIEKEBETHD. 1EIF0ICKRET S
WHENRHD £7,

* * spec.enabled * : truelCERE T AHEHLHD £7,

* * spec.granularity*: |XICERE T DHENH D £9 Customs

* *spec.recurrenceRule *:FIAAZUTCRRE L&D IR LR TEZ L £,
* * spec.snapshotRetention * : Z2ICRET ZHNELHD £,

YAML®D :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bo6bdec-
46a3-420a-b351-45795e1b5e34
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

L 77A4ILICIELUWMEZASLTZS trident-protect-schedule.yaml « CRZHEAL
ER



kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

CLIZERLERFv T ay FOER
a XFvyvFiay bzERL. EIHNOEZREDNSDBRICETHRIE T, F:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

V=R S RAIEALTAppVault CREBILY — X7 XU r—2 3 AppVault CRE T AT 4 %—> 3
VOZRARIER L. CWOEFIZHITET (Bl : trident-protect-appvault-primary-
destination.yaml) o

- CRZERALFY,

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

T RATAX= AV I TRBICTRATA R =23 >T7 TV r—o 3 ADAppVaultE B LEdT. X ML
—o7ONARICIELC T, OFIERBICEDLDETEEL 9" "AppVaulth AR L)Y — 2",

a ARAZLIY—R (CR) 771N %EERL. EWSERIZMITEYT (Fl: trident-protect-

appvault-secondary-destination. yaml) o
b. XDEMZREL XTI,

* * metadata.name*: (required) AppVaulth X Z LY —XD%&HE, L) r—> 3 VERICHER
DOCRT7 71 IILHCDEZBEL TWR o BRLICARZXELTEVWTLIEEL,

* * spec.providerConfig*: (required) |&. IEEIN=FONA A ZERL TAppVaultic 7o/t X$ 3
TeDICHBRREEZRELET, $LUTONAHICHNERZDMOFERBEREZIRLET
bucketNameo, L 77— 3 VBRICBERMOCRT 71 IILIEFINSDEZESRLTWST
&, BIRLIEZXELTEVWTLETV,, 7O/ 2 TDAppVault CRSDAFIIZ DWW T
EHBBLTLLIETIW AppVaulth 2 & L)Y — 2",

* * spec.providerCredentials*: (required) . IBEIN7O/NA X %ZHFEH L TAppVaultic 7o
AT BDICHER TR TOERBERANDBREZREFLE T,

= * spec.providerCredentials.valueFromSecret*: (required) (&, Z LT > v JUEHN—T L v
OSBRI NZIVERHD_LZRLET,
" *key *: (required) FERTBZ>—UL v bDBEWERF—
* *name *: (required) CDT7 14 —ILRDEZZT—U LY bD%AT. BLR—LRR—
ZUZIRITNURED FE Ao

* * spec.providerCredentials.secretAccessKey*: (required) F7ONARXADT U AERT S
72Ut XAF¥—, name | spec.providerCredentials.valueFromSecret.name*¥ —8 L TL\ 3 HE
NHO FY,
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trident-protect-appvault-custom-resources.html
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* * spec.providerType*: (required) &, /\v o 7 v 7DiEtt (NetApp ONTAP S3. AFS3
. Google Cloud. Microsoft Azure’a¥) ZREL XY, BWNRE :

= AWS

= Azure

= GCP

* JAAE-s3

= ONTAP -s3

= StorageGRID - s3

C. 77AJLICIELUMEZ AJILT=5 trident-protect-appvault-secondary-
destination.yaml . CRZEHEL X,

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n my-app-namespace

. AppMirrorRelationship CR7 7 1 JLZ{ERL L £ 96
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CR% {#H L 7=AppMirrorRelationshipDER{
a ARZLIY—R (CR) 774N %EERL. EWSEEIZMITEYT (fl . trident-protect-

relationship.yaml)o

b. XDEM=EREL X7,

* * metadata.name:* (%78) AppMirrorRelationship1 X % L) Y — X D40

* * spec.destinationAppVaultRef*: (required) CDfElF. TAT 1 R —> 3>V IS X2 LEDT
AT X—=>3a>T7 TV r—23 > DOAppVaultDEFI E —B T 2RELH D £7,

* * spec.namespaceMapping*:(required)5ELHE L VY — ADEFIZEMIZ. TFENENDT U
—YaYCRTEEINTVWER 7 T —2 a3 VEARIZERE—RL TLWBABRELHD £,

* *spec.sourceAppVaultRef *:(required) Z DfEIL. V —R 7 1) r— 3 > DAppVaultD g &
—HITIBENHD FT,

* spec.sourceApplicationName:(required)C DfEIX. VYV —RT7 )4 r—> 3 YCRTEELT:
V=RT7TVr—>a>OHaE—RITIBENHD £7,

* * spec.storageClassName * :  (required) 75 AR EDBMBERA L —T 05 ADEHIZE

RLET, V—REBEBrE7BRICHBONTAP Storage VMICA KL —S 952U VIS
BZREHRHD XY,

* *spec.recurrenceRule *:FIAAZUTCERE L DR LR TEZ L £,

YAMLODA :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



C. 771JLICIELVMEZ ASILTS trident-protect-relationship.yaml . CRZEAL £
ER

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLI%Z £/ L 7=AppMirrorRelationship D {ERL

a. AppMirrorRelationshipZ4 7 7 2 ER L GEA L. IEMRADOEEZRED S DBERICEITHRZ
x9, f:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (FAFv3ay) LTVT—2a BEROREERT—E2XZHEBLET,

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath

='{.status}' | Jjg

FRFARZ—2aAVISAIANDT A INA—/IN—

TridentREEZFR T DL, LTV — b ESNET IV T5—2a3 % T AT4X%—2a VI SRR TAILA
—N—TZFd, COFEEFLTVT—2a BFERILEL. TATAR—23a Y IIRETT ) 5=
AVEFASAVICLET, Trident protecthEEL TLWIBE. V—RITAZLEDT7 TUIFEILELEFHE
Ao

FIE

1. AppMirrorRelationship CR7 7 1 JL (78#Y) %FdE trident-protect-relationship.yaml. *
spec.desiredState*DfE% ICZE L £ 9 Promoteds

2 CR7Z71IIL%=HREFZLET,
3. CRE=#EARALEY,

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (ATF>3y) FJxAINA—N—CNT7 V5= 3V TRERFREX D a— L2 ERLE T,
S. (AT ay) LAV —a BEROREERT—2 AR LET,
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kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath

='{.status}' | Jjg

TxANF—N—ENf LTV r—2a VEAREZBRBALEI T,

BRIEBICE>TL IV r—2a VEBRIBREIIEINE T, BRBLIEZRITIBZ . DOV —R7 U7
—2 A HRITRDT IV T =23 VICBD. TRTAX—23a VI ZARTRITROT7 TV r—2 a3 I
RATCEBIFWEINE T,

COFOtRIF LTVTr—2 a3 ZBEITBRIIC. TATAR—23YISAREQT7 TV r—2av%e
FLELE T,

@ TIANA—N—HIIT AT R%=2a>T7TVT5—2aVIlETRAFTFNT—RIFIARTER
HNnEYJ,

FIE
1. Y—=RT7TV =23 >DRFyv T3y bEERLET,

2. AppMirrorRelationship CR7 7 1)L (%8Y) %#BIE trident-protect-relationship.yaml
. spec.desiredState DIE%Z ICEE L X9, Established

B CRI7AMINERELEFT,
4. CRZERL %Y,

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

S JxANA—N—CNET TV =3 %2 RmETRIRODICTATAXZ—2a VIS RAATIRER TS 2
—VEERLIEBEIFHRLE T, TP a—ILHE->TWB . Rl a—LSnapshothkB L £9,

TxAINF—N—EnfL TV 7r—2 3 VEROTEEREA

TIANA—N=—CNIcL TV =2 a VEREEBRBIZE. TRATa3x—2a>y7 7V r—2arhy
—RATTFVT—=23UIlBD V=R TRAT4%—=2aVIlB0DET, JxAINA—N—HIITXT 1 R—
2avr7 I r=avilMRoncBEEBREFEINE T,

FIE

1. TDOT AT 1 %X—> 3 >0 5 XX TAppMirrorRelationship CREHIFRL £9, CHhiCED. TRAT 4 %—
A NV —RIZBDET, FILWTFTRTX—2 3 VI T RARICFRERT D 2a— LD > TWBIHEEIE
HIBRL £,

2. LN —2a BRERET BICIE. TR EORRERMAIDT S X RICKRET 5 7HICEALICR
TN EERLEY,

3. £V S5 XA TAppVault CRSDERHNTZTT L TWAR & ZHERLE T,
4 RN IS AL TUr— 3 VEGREREL. EAHBRDOEEZFRELE T,
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TV r—oa>olFr—oayAa% KRR

L= 3> AAa%ERETDE. TridentREICK>TT7 IV —o a3 o TF AT =3 VA NL—2
NYIIVRIZBEECN. TDYV—XASL—=—IUNYIIVRICBIEHESIL TV T—FEINET, Trident
protectid. V=7 V=3 %z FEEL. TRATa 2= 7 V5= il T7AIIA—N—F3
BICT—RET AT %—=a>IlLTUr—RLET,

CORRTIE. V=RETRT4XZ—2arvaRBmLLS5 e LTVETS,

Flig
1L ovy OV FY T ay b EERLET,
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CRZERALIY vy NIV F v T3y FDIERK
aV=RT7 V=23 DFRERVS—RTTa—ILZENLET,
b. ShutdownSnapshot CR7 71 ILZ1ERL L £

L ARZLUY—Z (CR) Z7AILZERL. EWSRFIZMGIFEYT (B! trident-

protect- shutdownsnapshot.yaml)o

i. XOBMZHRELE T,
* * metadata.name*: (required) 71 XX 1L1)Y) — D%,

* *spec.AppVaultRef *:(required) Z DfEI&. V — X7 1) 75— 3 > DAppVault
MDmetadata.name”7 « — /LR E—HTZ3HEHHD X7,

* *spec.ApplicationRef *:(required) C DfElF. VYV —XF7 FVr—>3>CRT7 71l
Mmetadata.name” 1 — /LR —B T Z2HEHLHD 9,

YAMLODB :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. 771JLICIELVMEZ ASILTS trident-protect-shutdownsnapshot.yaml « CR% EH
LF¥d,

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

CLIZERLE> Yy NIV R Fyv T ay FOIER
a oy IR FYy T3y bEERL. ENRNDOER RIE DBERICEZTHZFI, H:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>



2. Snapshoth'5e 7 L7=5. SnapshotD X 7—42 2B L £,

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. XD < > R%EER L T* shutdownsnapshot.status.appArchivePath *DIEZEE L. 7 71 ILIXZXDRE
DE (basename HIEENE T, CHNISHREDRA T Y aDHEDINRTICHEDFT) ZEERLF
ERS

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
jsonpath="'{.status.appArchivePath}"'

4 RODESICEBLT. TRATAR—23VITRAIDNBY —RIFZAZANDT T AINF—N—2EITLZE
ER

TxAINA—=N—FIED T v F2Tl&. AppMirrorRelationship CR7 71 JLIC7 1+ —IL R
@ T EZ&. ‘spec.promotedSnapshot’  DfE%x FEEDFIEITREFR L cRN—XA X —LIZEREL
£7,
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kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace
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apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S{sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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1. ARRZ LY —R (CR) 7701ILEERL. £WS4AEI%TIT trident-protect-snapshot-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEH, REISEL c—BEOBEYHRE%E
BEIRLE T,

° * spec.appArchivePath * : v 7> 3v FOABHERENTULBAppVaultAD /N R, TD/N
AZRRT BIIEF. ROAX Y RzERALET,

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * . (required) XF w72 a3y bV T YD ET N TULSAppVaultD
Allo

° * spec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI vV, HKU ‘my-destination-namespace’ . FHL TLWIEBOERICES
#2 X “my-source-namespace’ £ 9,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

S URNTIBT IV r—a>vDRED)Y —RDHEEIRYT BZUEDHBHEIF. BFEDINILY
TV —RXZ2EB0BDENTE T IILR) T ZEBMLE T,

° resourceFilter.resourceSelectionCriteria:(7 L2 ) > J | E) include or exclude
resourceMatchers CER SN Y —XEZEH D BN TEIHZIEELE T, X
MDresourceMatchers/N\Z X —2%BIML T, BMEXLIIBATEIVY —XEEEZLET,

* resourceFilter.resourceMatchers: resourceMatcherd 7' = 7 DEES, Z DOEHICHEED
BRETEELIEEBES. TNHS5IFOREEE LTHREIN. SEXRND 71 —ILK (JIL—7.
BE. \—>3Y) IZANDEEE L TEBEINET,

* *resourceMatchers[].group *:(Optional)7 « LRV > 21V —XDJIL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR ) > ¢ 3 1)Y) — XA DIELE,



* resourceMatchers[].version:(Optional)7 4« LRV > $2)Y—AD/IN—2 3>,

* * resourceMatchers[].names * : (optional) 7«1 L&) >4 § 3 1) —XDKubernetes
metadata.name” -+ —JL K D% Fi.

* *resourceMatchers[].namespaces *:(optional) 7 « L2 1) > ¢ % 1)) — X DKubernetes
metadata.name 7 r —JL K D% FIZER,

* *resourceMatchers[].labelSelectors *:(Optional) CEZE SN T3 )Y — X DKubernetes
metadata.name”7 4 —JL RD SRt L U ZXFF| "Kubernetes D KF 2 X > k" fl

"trident.netapp.io/os=1inux",
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spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AILICIEELVMEZ ASILF=S trident-protect-snapshot-restore-cr.yaml . CRZ#EMA
LFT,

kubectl apply -f trident-protect-snapshot-restore-cr.yaml
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tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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TVTr—2 3 ORBEORITIvIZ2F I VO—-—FLET, oy MBODRARLRTI VI ZIBRI 37D
DRCTATT7 /B EHTEEXT,

E1T7 v U DIERL

Trident protectx FHL T. 7T7UVDARRLRIT IV IEERTEE T, RIT7 v IR T BICIE.
Owner . Admin. F7zi& Member DWLWFNH DIERNHKRE T,
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CRODfER
=2}
1. ARBZLI)Y—X (CR) 774N ZERL. WS EHEIZ{TIT trident-protect-hook.yaml' £ F
2. TridentfRERBL VS X2 EBRICEDET. XOBUHZRELF T,
° * metadata.name*: (required) CDHRAZ L)Y —RADEEI, RBICELI-—EDEYHREE%
BEIRLET,
° *spec.applicationRef *:(required)R1T 7w U 2 R1T9 2 7 1) r—< 3 > DKubernetes%,
° *spec.stage *(required)R1T 7 VI DRITEINZ T I3 >VDRAT—JRRIXFS, BRRIE

* Bl
B

° *spec.action *:(required 8 ESNT=RIT T Vv I T4 WA —HI B EREL T RIT7vIHER
T9270>a>ERINFH. BWEE :

= Snapshot
AR S

" URET

s JxAIIA—N—

° *spec.enabled *:(Optional)C DEIT 7 v I HBNIEND ZRLET. BELABWEE. 77+
)L MMElFtrue TY,

> spec.hookSource:(required) base64 TLT > A— REINF=T v IR I U T EEUXFF,

° *spec.timeout *:(_Optional _)E1T7 v I DERITZ5FA I 2Rl Z nEMATEER T SE, &=/IVE
19T BELBWEEDT 7 #+ /L MBEIF259TY,

° * spec.arguments *:(_Optional _)E{T7 v ZICIBETET 35|HDYAMLY X K,

° *spec.matchingCriteria *:(Optional)\R1T 7 w7 7 1 L XA BRI 2EZRT DEEX —([EXRTDHF
Toav) Rk RITT7VITEICRKIVEDT 4 LR ZEBMTEET,

° *spec.matchingCriteria.type *:(Optional)R1T 7 v 7 7 4 W R XA T=HA T Z2XF5], BMERE

AT FTAX=D
s AVTTA
"Ry R
= PodLabel
" R—LRR—2%

° *spec.matchingCriteria.value *:(Optional)3R1T 7 v 0 7 « L X% #A T 2 XFH) F 1= IFIERK
B,

YAMLODA :
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apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pre

action: Sn
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout: 1

arguments:

apshot

0

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:
value:
type:
value:
type:
value:
type:
value:
type:
value:
type:
value:
type:
value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. CRZ7AILICIELWMEZ AN LS. CREZERALET,

kubectl apply -f trident-protect-hook.yaml

CLIZERLETY

FIE

1. RIT7v 2R L. EIROEZRED SDBRICESHRZIE T, fl:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

Trident 7 O7 27 b7 >A A=)l

HmOABRNS TIN=3 27y TIL— R B5EE. TridentfRFE D 2 R—=

Y FDHIBRDRAREBICHRZ ZEHHD T,
TridentRE#HIBR T 31X, XDOFIEZRITLE T,

Flig
1. TridentfRECRZ7 71 ILEZHIBRL £ 9,

helm uninstall -n trident-protect trident-protect-crds

2. TridentREZHIRL £9,

helm uninstall -n trident-protect trident-protect

3. TridentfRER—LRAR—ZZHIFRL T,

kubectl delete ns trident-protect
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i X3E@MES LOREBNICN T 32 EEMEORTRNRIEZ S 2 CNURESNABVVLDRBEETR
NBRFRIEDITVEEA. R b7y 7id. ABRILIIABY -—EXOFEE. AR, 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I M T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HEROFEEDEREMENEN S
NTWE LTH, TOEEER. RUE T55FH. ZHNOBFE. BEREE. FETR BRFLIZEST
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