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Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials
=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

AF3 s3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> --from-literal=
accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CRD

ROCRAIZEALT. 75V R TANARIEICAppVaultr T2 27 b ERTE F 9,



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

AF3 s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Trident{RECLI% £/ L 7=AppVaultD ERL
ROCLIOY Y REIZERLT. 7ONAM R CICAppVault CRSEZIERR TET £ 9,



Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-

name> --bucket <bucket-name> --secret <secret-name>
AF 83
tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>
ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> —--secret <secret-name> --endpoint <s3-endpoint>

AppVault7 U %ZfEH L TAppVaultiEikz X193

TridentRECLITS 71 > % FERALT. 75 XX ETER SN I-AppVaultZ 7 =7 MMCET 3 1B8HRZ KRR T
TEY,
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1. AppVault# 7> 7 FORBERTLE T,

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

HHB



e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. PBEIZHEL T, U Y —XDAppVaultPathE KRR S BICIE. 759 & ER L "--show-paths” £,
F—=TILDORIIDINRKRTIND U T X F%IE. Trident protect helm®D -1 > X k=L TV 5 R ZEHIEE
SNTUVBBEICOAERTEF XY, Bl | --set clusterName=productionle
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Kubernetes CLI%Z f#F L 7=AppVault D PR

1. AppVaultA 7o =2 L #HIBR L. HIFRS BAppVaultdr 7o o fD&RIICE S#: X "appvault_name’
S S

kubectl delete appvault <appvault name> -n trident-protect

TridentRZECLI%Z 8 L 7=AppVaultDHIR

1. AppVault4A 7> =7 L ZHIBR L. HIFRY DAppVaultZ 7> o FDOZHEICE ZH# X “appvault_name’
9,

tridentctl-protect delete appvault <appvault name> -n trident-
protect
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a. ;JZQAU V—2Z (CR) 774N ZEHRL. tWS%EIZ[FITEY (fl: maria-app.yaml
b. XDOBEMEEHREL XI5

* metadata.name*: (required) 77 ) —> 3> AHRARZL)Y — XD, RERIEICHE
BMOCRT 7 IMNZDEZBRT 3780, BIRLILAFEXELET,

* * spec.includedNamespaces* (requ1red)%ﬁuIF’a'37/\)LiT;Li%ﬁﬁ%'”:laaﬁ% ZERALT. 77U
T—=23 )V —ANEFEETIHAFEEMZERELEF T, 7TV Tr—> 3 AmiERIE. D
JRAD—ETHZIHENHD £,

YAMLODA :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: maria

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace

2. BIEIcEhETCT7IUr—>a > CREEMR LS. CREERLZY., 4l :

kubectl apply -f maria-app.yaml

CLIZERLI7 ) r—2 3 > DEM

CTFVT—2avERZFERL CGEAL. EIROEZRED S DBERICEZTHRIE T, ROFICT
TR ONIRRYD VR +2ERAL T RERC )Y —RZ2T7 TV r—2 3 VERICED S

CENTEZET,

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>
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@ T—2RENEBRICT 7 AN RT L2 T —XBLVT U —XBERY B & 5 ICTridentfREZ
RETEE Y, "Trident protectz B L7 7 7ML AT LD T ) —XREDFH"T T,
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1. ARRZ L)Y —X (CR) 770ILEERL. &£WS%B1%{JIT trident-protect-snapshot-cr.yaml” &
ER

2 ERLTc 7 7AILT. ROBMERELE T,

° * metadata.name*: (required) CDHRAZ L)Y —RADEEI, BBICEL-—EDEYHREE1%
ERLEY,

° * spec.applicationRef * : XF+v P> 3w bZ{ERT 57 7)) —> 3 > DKubernetes$,
° *spec.appVaultRef * . (required) X+ w3y FORAR (XXT—4) ZHiNT 3AppVault
BT

° * spec.reclaimPolicy * : (_Optional ) X+ v 7> a3y hCROMHIBREINILEEDRF YT ay
b DAppArchiveDEIEZEZEL £9, DFD. IZRE L TH "Retain'SnapshotidHIPREINE T,
a4 rSoar:

* Retain (77 #JLb)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. TJ7AILICIELLWMEZ ASILT=5 trident-protect-snapshot-cr.yaml « CRZEREL £,

kubectl apply -f trident-protect-snapshot-cr.yaml

CLIZERLERFv T ay FOER
Flig
1. 2w T3y bEERL. FEIROEZRIENSDIERICEZIRIE T, F:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>



FTOFIVERNY I T TOIER

T FIIEWD TNy I Ty I TEEY,
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CREERLT/NY I T v TOER
FliE

1. AZRRZLIY—R (CR) 771ILEERL. £WS&BI% ST trident-protect-backup-cr.yaml” £
ER

2. LT 7 7ML T, OB ZRELF T,
° * metadata.name*: (required) CDHRARXLY —XAD%ET. BIBICEL -—EO@EYR &R %
EIRLEY,
° * gpec.applicationRef * :  (required) I\ 27w 327 ) /r—= 3> DKuberneteso
° * spec.appVaultRef * :  (required) /\v 2 7 v THRB% KNS 2 AppVaultD & Hi,
° *spec.DataMover *:(Optional)/\y 7 7 v F1IEICER T2 Ny I 7 v Y=L EZRITXFH.,. &
WRE (KXFONFARXBIEINET)
" Restic
* Kopia (F7#JLH)
° * gpec.reclaimPolicy * :  (_Optional ) BRI SEERINTNYITy TOUNEBEEELET,
BRafE -
" Delete

" Retain (F7#Jb)

° * Spec.snapshotRef *: (A TF>3>) :NvIT7vTDY—RE L THEHETY BSnapshotD%
g, EEELAWESIZ. —BSnapshothMEi SN TNy I 7y FEhExd,

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-hamespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. 77AILICIELWMEZE ASILT=5 trident-protect-backup-cr.yaml . CRZEAL £,

kubectl apply -f trident-protect-backup-cr.yaml

CLIZERLI=/NY I 7 v TOIERK
FIE
1L Ny IT7v T2 ERLET. AN >ZAHOEIX. FHALTLWIBREBDBHRICESHRIET. Fl:



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

T—RRERT a— )L %= 1ERK
RER)S—F. EBINRT D 2a—-ILTRFyToayvb NwoIT7v7 FEZEOmMAEZERT D

ETT7TVr—>2a>%RELE T, Snapshot &/\w o7y FaER., B BRX. LB EMTER
L. ®FT2E—DHEIRETETXT,

15
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CREZEFEALIRAT Y a—ILDIERK
FIE

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ{FIT trident-protect-schedule-cr.yaml” &
ER

2 B L7 7AILT. ROBUZREL T,

° * metadata.name*: (required) CDHARL)Y —XADEHE, RBIGEL—EBEOEY AR %
BEBIRLET,

° *spec.DataMover *:(Optional)/\y 0 7 v F1EICERT 2N\ I 7 v IV —ILEZRmIXFI. B
WRE (KXFONFEARXBIEINET)

" Restic
* Kopia (F7#JLH)
° * spec.applicationRef * : /N\w I 7w F$ 257 F1)r—= 3 > DKubernetes$,
° * spec.appVaultRef * :  (required) /N2 7 v THRBZ &N 3 AppVaultD&HI.
° * spec.backupRetention * ! fRIFTZ/N\Nv I 7 v T, £OlF. Nv o7y T=2ERLBEVWI L

ZznLET,

° * spec.snapshotRetention * : {R#F9 % SnapshotD#, v OIE. XFvF 3wy bEIERLAEWT
tERLET,

° *spec.granularity*: 27 1 — )Lz R1T DEE, IEEAERELHEDEET « —JL FIFKRD
EEDHTT,

" hourly (ZIEETIHNENHD spec.minute’£9)
*daily (EZIBETBIHBELHD spec.minute “spec.hour £9) o
* weekly (B&KU ‘spec.dayOfWeek ZIEE T 2 HENBH D “spec.minute, spec.hour £9) o

* monthly (B & U “spec.dayOfMonth' Z15E 3 2MEHH D “spec.minute, spec.hour £ ¢
) o

° * gpec.dayOfMonth * . (_Optional ) X7 Ja—ILERTTZEDH (1~31) ., REHICKE
TATVRIBAE. CO7 1 —JL RIE%A monthly T,

° * spec.DayOfWeek * : (_Optional ) X7 ¥ a—ILZRITT3ER (0~7) o 0F/F7TDMEIE
HEHZRLET, MENICKRESNTUVREHEE. D71 —JLRIFKAE weekly TT,

° * spec.hour * : (_Optional _) 2T a—)LEETTR3ER (0~23) o RIEN. « F-IEICEH
ESNTWVWBEZEE. CD 71 —J)LRIFHAE daily weekly ‘monthly T,

° *spec.minute * : (_Optional ) X7 a—ILEETT359 (0~59) o CDT1—ILFIE I
EBH. ( « FRFICKESNTVWRIBEIFNE hourly daily weekly ‘monthly T,



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. 77AILICIELWMEZEASILT=5 trident-protect-schedule-cr.yaml « CREZERL X,

kubectl apply -f trident-protect-schedule-cr.yaml

CLIZERL TR a—ILzFlT %
FIE
1. RERTVa—IZERL. D >CHOEZRENSOBRICESHEZE T, 4!

@ HERATD . COOAYY ROFEHAEBANILTIERERTITETET tridentetl-

protect create schedule --helpo

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
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Snapshot ZHIBRL £ 9
REICHRSTRTV a—IILiBAEEA > TI> RD Snapshot ZHIFRL £,

=2}
1. Snapshot|ZBEE(TIF 57T UL 3 Snapshot CREHIBRL £,

kubectl delete snapshot <snapshot name> -n my-app-namespace

NI Ty THREIBRLET
FEBILE ST RT S 1—ILEREEA Y TI Y RONY 27w FEEIBL £,

FIiE
1. Ny o7 TICEEMITENTWS /NI 7wy FCREHIFKRL 9,

kubectl delete backup <backup name> -n my-app-namespace

INY DTy TRIBD AT —3 XA DHESE
ARV RSAVHEFALT. ETH. 7. FHEEBLENY I 7Y TREBORTF— 2 A=A TI£T,

FIE

1L XOAR Y REFEAL TNV I 7Yy TUEBOXTF—2 2B L. Ah > IHOEZBEDIBRICE I
AET,

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

azure-anf-files NetApp (ANF) WUIBDO/Nv o7 v T U)X 7 %FEIR

Trident protectz ¥ > X k—JL L TW3IHEIENetApp. Trident 24.06 & D BijIC{ERL S 17-azure-lun-files X k L
—DUZRAEFATEIANL—UNYIIVRICHL T AR—APRIZENTNV I T TELVCI AT
WEEZBMCITE N TEEXT . COKAEIINFSVARY) 2 —LTHEL. BET—ILHSEBMODAR—I%Z
HEBTZIEHDFEFHA.

FAtaS 2aEIIC
RORZHZLEFT,
* Trident protectz 1 > XA b—JILLTHEETF T,

* TridentRETT7 TV —> a3 a2E&LE L. COFIEERTIRET. COT7TVr—3>0RE
HeEISHIRRSINEX I,

CARL=NYIITVRDTIAINEDAML—=0F R LTEEIRLEL azure-netapp-files
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T-:o
BRFIERICER

1. Trident 24.10IC 7w 74 L — R § 3 HIICANFR Y 2 — L= ERR L 12358 1E. Trident TRDFEZE 1T
LExd,

a 7FX)r—2 a3 VICEEMITSENTLWSNetApp 7 7 1 ILR—XDEPVDSnapshotT 1 L& k1
EEMLET,

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. BEEMFIFSNTUVWBEPVICK L TSnapshotT« LY FUDEMIR>TWVWBR e xR LE
ED

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

snapshotDirectory: "true"

+

SnapshotT « L7 FUBBEMICER > TOLRWEE. TridentfRFEIZBED/Nw 07 v Fgaez ERL
F9. COKEIF. Ny o7y FTTOCLRPU—BNICEET—ILDODIAR—XZEELEZT., CD%H
BlE. Nw o 7w TIT3HR)a—LERELYAXDO—BR) 2a—L%ZERT B=HD+RHEIAR—R
HBET—IILICEBRINTVWS I EZRERLTLETL,

&R

ZNT. TridentiREZFERALI=7TIT—>3 >Ny o7y TEY X RTHEIREICHED £§, EPVC
lF. OT7 TV r—o 3> TNy I T7vTELXVI A NTICERTZ D TEET,

TridentRE=FERAL =7 TV 5r—>3>OU) X LT
TridentfREE%ER I % . Snapshotx7=ld/N\v o7y IHhET7 V5= %)X b
PTCEFXEYS, RILVFZRRICT IV r—a> z) AT 355, BIED Snapshot
5D X RTIEEERTT,

FIVT—LaVEERTHE. TOT T -2 a VICRESNTVETATORTI v 2
() prrusr—savrrbic@RInET. URTROEGTT v INBEBAR. R LT
WRO—BE LTHBNICRTINE T,
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DAST7HIBE 7 AN FA—N—NBEOR—LAR—XDT /) T—3>eINI)

DZRTFNIBE D TAINA—N—NIEBTIE. TRXTAX—23VFZ—LAR=ADIRNIILET /) FT—2avh
V=RZX—=LAR=ZADIRNIVECT /) T—=a3>e—RBI3LSIERSNE T, TAT4x—>3>F—LA
AR=RIFELBEVWY —XARX—LAR=ZADINIVLEIET /) T—=2arhEMmEn. I TICEET SN
WERIET /) T7—=2a3a DV —AX—LAR—ADEIL—HTBDLIICEEZTINET, TRXATorX—>3Y>
2= LZAR=RIZOBFETZIINILR T/ T—=avidBESINEF A

RedHat OpenShift= A3 335 & 1&. OpenShifIRIE TCOR—LAR—ADT / T—3 VDE
ERRENGIETZUENEETT, R—LAR—ADT/FT—avEFERTR . UX bk

@ 7 L 7=7R v R H'0penShift Security Context Constraint (SCC; £Fa ) 74 IV FF X MK
) TERINBYIBHEREEXF U T REICK > TWVWS Z EHERIN. HERORBER L
KR a—LICTIERTERLSICHD FT, FHICOVTIE. 22 L T "OpenShifttz +
AT AVTHFIAMRICEATEIRF XY KTV,

DR NTERIET TAIINA—N—MIE%EERTT 3HIICKubernetesIRIBZHERET DL Ty TAT A X —
SIAVR—LAR—ZADFEDT /) T—a hEESIINBVLSICTEZI N TEET
RESTORE_SKIP NAMESPACE_ANNOTATIONS, f :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

750 % EL THeimZFERALTY —RXR7 ) r—o3> %4 A M=I)LLTBEIE --create
-namespace. INILF—(HFRIANIEDTTHO name NE T, TridentREETIE. VAT ERIEToAILA
—N=—D7OCLXTIDIRNRIDNTRT4R2—=2 3V FX—LAR=ZIIAE—CNETH,. V—IADEHY —
ARX=LAR—ZAL—HTBHFRIIT AT A R—2 3V R—LAR—ADBICEFHFINE T, CDEHY -2
F—LAR—RE—HBLBWEES. BEALTTATA X =23 VF—LAR—=Z|IZAE—NET,

il
ROFNE V—RETRATAFZ—>3YVDE—LAR—ZAZRLTVWET, ENENICT/T—>3 >IN

AHBESNTOVET, MEOFBRDT AT 17— 32— LAR—ZAORE. BLUFITF1R—> 3>
F—LAR—RTT/F—2a VRSN ERAIEDED LEBS LD T3 E5HRATE £,

DRSTPERLIET 1A —N—IBDF]

RDOFRIC VAT ELRIETzAINA—N—NBZRITITIEDY —XARL—LAR—RET AT R—>3 >
Z—LZAR—ZADREETLET,

RT—LAR—2R 7/ T=3r NI
Z—ILAR—2Zns-1  * Annotation.one/key : "UpdatedValue" * RIR=A%H
(V—2)

° Annotation.Two/key . "true"
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F—LAR—R 7/ =3y Za)”
*—LRAR—Zns-2  * Annotation.one/key : "true" *O—J)l=F—Z~R—2X

(FRT 41— 3

) ° annotation.three/key : "false"

1) Z b 70038

RDFRIC, VAT ELRIET AN —N—NEBEDOFADT AT X—> a3 VR —LAR—IADREZRLE
T —SBDF—HEMIN. —W/OF—HEEZITIN. name T AT X —2 3 VR —LAR—RII—HT
BESICTRNILDEFHFINE LT

L= LAR—R 7/ T—3r R
FX—LRANR—Zns-2  * Annotation.one/key : "UpdatedValue" * ffi= ns-2
== s -
;7 TARTZI L Annotation Twolkey : "true” * AV FS54 T Z=HIPAA

>
* annotation.three/key : "false" © RIR=A%H

INVITYTHBERDR—LAR—ZAAD) AT

BackupRestore CRZER L THDR—LIAR—=XIZNY I Ty THE VX7 T B L. TridentfREIC K > TH
LWR—LZAR=RIZT IV =23 o)A 7SN VRN LIEZ U= a3 YBo7 75— 3
YCRMWMERCNE T, DANTPLIET7 V=3 % RETBICIE. TUTIRNYITYTET:
IE¥SnapshotZz ER 3 5 h\. REXA TP a—ILZRELF T,

DU —ZDBBRNDR—LAR—RICNY I Ty TEIYINTLTH. NvIT7v TR

@ DY —ReBuZHETZIVY—REEESINEF A, NV IT7 Y THRDIARTOIY —X
BIUARTTBICIE 2=y b RZ—LZAR—XEZHIRLTBERT 2D FILLWR—LZR
— RNV I Ty TERIVZAMTLET,
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CROfEMA
FIE

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ (T trident-protect-backup-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEHI, RFEISEL c—BEOBEYHLE%E
BEIRLE T,

° spec.appArchivePath:/\.v 7 7w 7O T U YUHREIMETN TS AppVaultID /N X, TDI/NR
ZRERTBICIE. ROOAT Y REFERLET,

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * :  (required) /N2 7w T2 T VBRI L TUL 3 AppVaultD i,

° * spec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI VYT, LU ‘my-destination-namespace’ . FHL TLWIEBOBERICES
#2 X “my-source-namespace’ £ 9,

° * gpec.storageClassMapping * : U X R 7IEBDY —X XL —J 05 ZADSTRAT4 % —>3

VARL=UUZZADIY Y E YT, HKU “sourceStorageClass' . L TL\BERBOIER
ICEB T2 X “destinationStorageClass’ & 97

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (AF7>3y) VRNTIBRT7TIVTr—2a>OFED) Y —RDHEEIRT ZHENH BHEIF.
BEDINILBMEWIE )Y —XZ2Z0 23D BEATE T IILZ) VT ZEMLET,

° resourceFilter.resourceSelectionCriteria:(7 « JL 2 1) > | E) resourceMatchers TEZER S 11
7)YV —X%ZEH “Include’ 7zl "Exclude’ FRHA L £ 9o RDresourceMatchers/NS X — & % 3&
LT, BMEFLIFHFEATZIVY—XEZEELFT,

* resourceFilter.resourceMatchers: resourceMatcherd 7' = 7 fDEES, Z DOEHICERD



BREZERLIBE. TholJORERBE LTREIN. BEFERDT7r—ILF (JIL—7,

BE. N—23Y) IFANDEEE LTREThE T,
* *resourceMatchers[].group *:(Optional) 7 4« LR > T $ 2V —ADT IL—"F,
* *resourceMatchers[].kind *:(optional) 7 « L2 ) > § 3 1)\ —XDFEHE,
* resourceMatchers[].version:(Optional)7 « LR 1) > 7§31 —XD/N—2 3>,

* * resourceMatchers[].names * . (optional) 7«1 LR > 9 31) —ADKubernetes
metadata.name 7 + —JL K D% #Hi,

* *resourceMatchers[].namespaces *:(optional) 7 « JL ') > ¢ 3 1)) — XA DKubernetes

metadata.name 7 « —JL K D& BIZERE,

* *resourceMatchers][].labelSelectors *:(Optional) CEZE TN T3 )Y — X DKubernetes
metadata.name”7 4 — /L RD SRt L U ZXFF| "Kubernetes D FF 2 A > k" fl :

"trident.netapp.io/os=1inux",

Bl

spec:

resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4 Tr7AIJLICIELWMEZ ASILT=S trident-protect-backup-restore-cr.yaml « CRZEAL

9,

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIZERLETY

FIE

1L NI Ty THENDR—LAR—=RICVARTLET, B> ZHOfEIF. FHL TVLWBEREBDIER
ICE IR T ZE L\, “namespace-mapping’'5|&id. IOV TRYIGNI-%BIZEMZERL T,
YV — 2R ERZIE L WEARFIZEMICEER TY v E >4 L “sourcel:dest1,source2:dest2’ £ 9,
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tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

INVIT T TOHETEDRE—LAR—ZAANDI) I T

Ny IT7yvTEVWDTHTRDA—LAR—RICV AT TEET,
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CROfEMA
FIE

1. AZRRZ L)Y —R (CR) 771ILEERL. &£WS%B1% T trident-protect-backup-ipr-cr.yaml” %
ER

2. B L7 7AILT. ROBUZRELFT,

° * metadata.name*: (required) CDHARL)Y —XDEH, RBIGEL—EBEOEYARE%E
BEBIRLE T,

° spec.appArchivePath:/\.v 7 7w 7O T U YUHREMETN TS AppVaultID /N X, TD/NR
FRERTBICIF XAV REFRLE Y,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * ;' (required) /N2 7w FAVT Y HIEH TN T LS AppVaultD % ail.

B

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AF>3y) UVRNTIBRT7TIVTr—2a>OFED)Y —ADHEEIRT BZHENH BHEIE.
TFEDINILHMTWIEDY =Rz G03hBFEATE T IILZ ) VT ZEMLET,

° resourceFilter.resourceSelectionCriteria:(7 « JL 2 1) > J | E) resourceMatchers TEER S 11
e )Y —R%EH “Include’ F7z13 "Exclude’ BRrS L £ 9 RDresourceMatchers/NS> X — & %36
MLT. BMEFLIFFENTZIVY - ZEELFT,

* resourceFilter.resourceMatchers: resourceMatcher4 7~ = & ~ OER5, Z DEFICHEERD
BRETEELICBE. TNS5IFOREEE LTHEIN. SEXRND 71 —ILK (JIL—7.
fEE, N—23Y) IFANDEEC L THBEEINET.

* *resourceMatchers[].group *:(Optional)7 « LRV > T2V —XD T IL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR > 45§31 — X DFELE,
* resourceMatchers[].version:(Optiona) 7 « LR V) 204231V —ADN—=2 3>,

* * resourceMatchers[].names * : (optional) 7« L&) >4 §31)Y) —XDKubernetes
metadata.name 7 «+ —JL K D% &l
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* *resourceMatchers[].namespaces *:(optional) 7 « JL ) >4 ¢ % 1)V —ZXDKubernetes
metadata.name 7 + —JL K D& #1ZE[E,

* *resourceMatchers][].labelSelectors *:(Optional) CEZE TN TL\3 )Y — X DKubernetes
metadata.name”7 4 — /L RD SRt L U ZXFF| "Kubernetes D FF 2 X > k" fl :

"trident.netapp.io/os=1linux".

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4 T7AILICIELWMEZ ASILT5S trident-protect-backup-ipr-cr.yaml . CRZERBL £
ER

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIZERLETY
FIE

LNV IT Y TZTDR—LAR—=RICVZA NP LET, AL >AHDEIX. FHLTVWRREBEDER
ICBESIRRITLIEE VW, D backup' 518 TIE. EWSTHERDR—LRAR—IENYVIT v T4%
£ L "<namespace>/<name>"£ 9, fl :

tridentctl-protect create backupinplacerestore <my restore name>

--backup <namespace/backup to restore> -n <application namespace>

NV I T Y THERDTSTAZIADI)ZINT
TDY S AZTEENKE LI-BAIE. NI Ty TEANDISAZICUZANTTEET,
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s th& B BIIC *
ROBHREEN BTN TWVWE e =ERLE 9,

* TRTA X =232 FRARICTridentfRED A VA F—ILENTWET,

CTRTAX—=AVITRRE. NV ITvTIHEMEINTVWEY —X T F5 XX EECAppVaultd /N
ENXRIZT7OERATEET,

FIE

1. TridentfRECLIT S 14 V& FBLT. TAT1*—> 3> 5 XX TAppVault CRIMERARENE S h%
HERLET,

tridentctl-protect get appvault --context <destination cluster name>

(D TIVT—=23 > DURANTRADE—LAR—ADNT AT =23V IS ARIHFET
BlrERLET,

2. FRT4 X =23V 3 AID S ERARERAppVaultD /Ny I 7 v TRBZRTLE T,

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

COOAXR Y RZRITITD . AppVault TERAIRER /N I 7 v ITHRREINET, ChillE. DI X
R WIKTRTTIVr—23> 84 FALREY T, T—hATNRNIWEENE T,

HHf

fomm - fomm - tomm oo
o tomm - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fom - fom - tomm - e i
o e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. AppVaultt & 7—hA TNRAZEAL T 7V T5r—>3 T RT4%x—>3a VI FRRIUZLTL
=
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CROfEMA

1. hRZL)Y—Z (CR) 771N EERL. EWSE&HIZ (T trident-protect-backup-restore-
cryaml'£79,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) "DHRARXLY —XAD%HET, RBICEL -—EOEYREET%E
ERLE Y,

° * spec.appVaultRef * . (required) /N2 7w FAVT Y HIEH TN T LS AppVaultD % ail.

° spec.appArchivePath:/\.v 7 7w 7O T U YUHREMETN TS AppVaultID /N X, TD/NR
ZRRITBICIF. ROOAX Y RZ2FEALEF T,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

@ BackupRestore CRZER TE R WEHIE. FIE20 <> FZ2ERL TNV I T
v TORBZRRCTETET,

° * spec.namespaceMapping*:!) X k 7AIEDY — AR —LAR—RET AT % —>3>Fx—L4A
AR—ADI v E VYT, HLU ‘my-destination-namespace’ %#. FHL TLWIEBOBRICE S
#2X “my-source-namespace’ & 9,

Bl

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. 77AILICIELWMEZE ASILT=5 trident-protect-backup-restore-cr.yaml « CRZERL
F9.

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIZfERLEY

1. XOARY RZEFERALTT 7V r—>3>%2 ) X7 L. EIROEZREOBERICESHRI F
9o namespace-mapping5 | Tld. IOV TRYISN=BAZEBZER L T, V—X%[1ZEHE



% sourcel:destl. source2:dest2OFX TIELWT XA T4 R2—> 3 VEARMZEMICIYE>YSTLET,
il

tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

Snapshoth SR D R —LAR—=ZAD) A 7

HAZL)Y—R (CR) 770 2FERLT. RF+v 723y b SRDR—LAR—IFIEFTDOY —R
F—LAR—=ZRIIT—R%Z) AT TEZXY, SnapshotRestore CRZFER L THIDHR—LAR—ZR

|CSnapshotx ) A 7§ 3 &, TridentREICE D THLWR—LAR=RIZT V=30 AT E
N URNZLIET7IVr—2a BAO7 ) 5= 3 YCRIMEIENE S, URNTZLETZ ) =23
;%1%%%3‘%&:&1\ FOFIVRNY I Ty TETIFSnapshotEZ BT 3D REX TP a—IIL%ZRELFE
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CROfEMA
FIE

1. ARRZ LY —R (CR) 7701ILEERL. £WS4AEI%TIT trident-protect-snapshot-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEHI, RFEISEL c—BEOBEYHLE%E
BEIRLE T,

° * spec.appVaultRef * :  (required) X7+ w73y bAVT YD TNTULSAppVaultD®
Ao

° * spec.appArchivePath * : v 7> 3 v FOARABHIEMENTULBAppVaultAD /N R, TD/N
AZRETBICIE ROAR Y FZERLET,

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

° * gpec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI VY, HLU ‘my-destination-namespace’ . FHL TLWIEBBOBRICES
#2 X my-source-namespace’ £ 9,

° * gpec.storageClassMapping * : U X R 7IEBDY —X XL =0 S ADSTRAT4 % —>3
VARL=SUZZAADIYVE VY, KU sourceStorageClass %, AL TL\BRIEDIBER
|ICEB T2 X “destinationStorageClass’ & 97

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (AF>3y) URNFPITBFZIIT—2a>DEBED)Y —ADHEEIRT ZNEND B35S,
BEDIRNILAIMTWIEDY —XEZED3D A TE2 70 IL2) 0 %EBMLE T,

° resourceFilter.resourceSelectionCriteria:(7  JL 2 1) > | E) resourceMatchers TEZER S 11
7)Y —X%ZEHR “Include’ 7zl "Exclude’ FRSA L £ 9o RDresourceMatchers/N S X — & % 3&
LT, BMFLIFFEATZI VY —XZEELFT,



* resourceFilter.resourceMatchers: resourceMatcher4 7> =7 b DBEH, Z DEFICERD
BRETEELICBE. TNH5IFOREEE LTHREIN. SEXHND 71 —JLK (JIL—7.
fEfE. N\—>23Y) IZANDRBEY LTRBREINET,

* *resourceMatchers[].group *:(Optional)7 « LRV > T §231) ) —XDJIL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR >0 931V — X DELE,
* resourceMatchers[].version:(Optional)7 4« LRV > $2)YV—AD/N—=2 3>,

* * resourceMatchers[].names * : (optional) 7« ILZ1) 245§ %)) —XDKubernetes
metadata.name” -+ —JL K D% Hio

* *resourceMatchers[].namespaces *:(optional) 7 « L2 1) > ¢ % 1)) — X DKubernetes
metadata.name 7 -+ —JL K D% E1ZE [,

* *resourceMatchers[].labelSelectors *:(Optional) CEZE I N T3 )Y — X DKubernetes
metadata.name”7 4 —JL RDSRJLt L U ZXFF "Kubernetes D KF 2 X > k" fl

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AILICIEELVMEZ ASILF=S trident-protect-snapshot-restore-cr.yaml . CRZ#EHA
LFd,

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLI zfERBLET
FIE
1. 27y 73y bZRHOR—LAR=RIZUR LT L, FHEIROEZREDOBRICESHRIE T,

° ‘snapshot' 5| TlE. LWSHERDR—LRAX— ¥ Snapshot®aZ AL
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32

‘<namespace>/<name>" £ 9,

° “namespace-mapping ' 5|#i%. IOV TRYISN=EEEBEFERL T, V—XBEIZEB%ZIEL
WSEEARIZERICEEX TY v E> 4 L “sourcel:dest1,source2:dest2" £ 9,

Bl

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping

<source to destination namespace mapping> -n <application namespace>

SnapshotD 5 TTDR—LAR—ZANDI) A 7

SnapshotidW DO THTTD R —LAR—RICVD RSP TEFT,



CROfEMA
FIE

1. ARRZ L)Y —X (CR) 771ILEERL. £WS%EI%{T|T trident-protect-snapshot-ipr-cr.yaml®
9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y—XADEH, REISEL c—BOBEYARE%E
BEIRLE T,

° * spec.appVaultRef * :  (required) XFwF> a3y AT UDEMEINTLSAppVaultD®
Ao

° * spec.appArchivePath * : v 7> 3 v FOARABHIEMENTULBAppVaultAD /N R, TD/N
AZRETBICIE ROAR Y FZERLET,

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (AF>3y) VRARTPTBRT7TIUTr—a>OBEDDY —ADAEEIRTINEN D ZHEIE.
BEDINILBMMTWEDY —XEZEDI3DBNATZ T2 VT %BMLET,

° resourceFilter.resourceSelectionCriteria:(7 « JLZ 1) > J|Z W E) resourceMatchers TEER S 1
1c1) YV —X%ZER “Include’ F7z1d "Exclude’ BRA L £ 9. RDresourceMatchers/NZ X —X%Z1&
MLT BMEFLIFFEATZIIVY - ZERLFT T,

* resourceFilter.resourceMatchers: resourceMatcherd 7' = 7 FDEE%, Z DEFICEED
BXZTEELIEES. TNSIEOREE Y LTHRETN. BBEZXERND71r—ILK (FIL—7.
BE. \—U3Y) IJANDEBC LTRBRETNET,

* *resourceMatchers[].group *:(Optional) 7 4« LR > T $ 2V —ZADT IL—"F,
* *resourceMatchers[].kind *:(optional) 7 1« LR > F 3 1)V — XDELE,
* resourceMatchers[].version:(Optional)7 « LR V) >3 —XD/N—2 3>,

* * resourceMatchers[].names * . (optional) 7«1 LR 2T 9 31)Y —ADKubernetes
metadata.name 7 «« —JL K D %Al

* *resourceMatchers[].namespaces *:(optional) 7 « JL ') > 9 3 1)) — XA DKubernetes
metadata.name 7 1 —JL K D& EIZEfE,

33



* *resourceMatchers[].labelSelectors *:(Optional) CEZE SN T3 )Y — X DKubernetes
metadata.name”7 « —JL RDZAN)LE L U ZXFF "Kubernetes D FF 2 X > " fl :

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AI)LICEELVMEZASILF=S trident-protect-snapshot-ipr-cr.yaml « CRZERHEL
ERS

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLI ZfERL T
Flig

1. SnapshotZ TtD X —LZAR—XIZV A7 LE T, FNADMEIZ. REOBRICEZHI TS
LYo Il :

tridentctl-protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore> -n <application namespace>

)X N THIBEDR T —52 ZDFER
ARV RSAUEFERLT. RTHR %7, FLEKBLEVIMTREORTF -2 AEHRTEET,

FIg
1L XOAR Y REFEALTYUR N TUEBORXT—2XAEZREL. A>CHOEZBEDBHRICEIHRZ F
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ERS

kubectl get backuprestore -n <namespace name> <my restore cr name> -0

jsonpath="{.status}"'

NetApp SnapMirror & Trident|C &K 2 1RE=FER L T7 ) r—
vayelL7Ur—Fhk

TridentRE % FEH T 5 £. NetApp SnapMirrorT2 / O DIEREBL 71 & — 3 U #EE
ZEALT. ANL=—UNYIIVRE ALV TREZE £RIGERZ VT AXMET
T=RRT V=3 EEEL VS —RTEET,

DZAST7HIBE 7 AN A—N—NBHOR—LAR—XDT /) T—3>eINI)

DZRFIBE T TAINA—=N—NIEBTIE. TRATAX—23VFZ—LAR=ZADIRN)ILET /) T—>avh
V=RZ—=LAR=ZADIRNIVET /) T—=a3>e—RBI3LSIERSNET, TAT4x%—>3>F—LA
AR—=RIFEELBEVWY —XARX—LAR—=ZADINILEIET /T—=2arhEMEn. I TICEET S IAN
IWERIET /) T7—=2a3 DV —AX—LAR—ADEIC—HTBDLSICEEFTINET, TRXTosX—> 3V
Z—=LAR=RICDBFETDIINILR T/ T—aVidBBINFEF A

RedHat OpenShiftz {FH 3 315 &%, OpenShiftlRIECOR—LAR—ZADT / T7—>3aVDE
BERRENSFETDICHEETY, F—LAR—RADT7/T7—avEFERTI . Uk

@ 7 L7=7R v R H'OpenShift Security Context Constraint (SCC ; ¥ a )5+ A>T F X MK
) TEEINLBEYIRIEREEF 2V T REICE>TWVWE ZEHERIN. MEROBELRL
KR 2—LICTI7ERTERLSICBRD FT, FHICOVTIE. ZFBL T "OpenShifttz =+
AT AYTFAMIKICEATE REF XY R <EEL,

R NP EIET TA A —N—IBEEITT 3 HiICKubernetesBBIEZ M A RET 5L T FAT 1 R—
DAVR—LAR—ZADFEDT /) T—a v EEEITNRVLSICTEII LA TETET
RESTORE_SKIP NAMESPACE ANNOTATIONS. I :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

750 %BEL THemZERLTY—X7 5= 42X M=ILLTEBEIE --create
-namespace. IANJLF—|THEFRIRANIEBEHNTITH name X ¢, TridentRETIZ. VR N7 ERIET1ILA
—N=DTALATIDINIDT AT 4 R—2 3 Y R—LZAR-RIIZAE-TNEI I V-IDEHY —
2AX—=LAR—RE—HBITBHBEIITRATA =23 VX —LAR—ADEICEFHINE T, COEHIHY—X
F—LZAR—RE—HLBWVWEE. BERLTTRATA X =23 VF—LAR—X|IZAE—CNET,

il

KOBIE. V—RETRATAFZ—2aVDHE—LAR—ZAZRLTVWET, ThENICT/T—3 > ESN
IDERESNTVET, WEBOBIEDT AT A4 R2—> 3V X—LAR—IADRE, BLUVTFXToX—> 3>
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F=LAR=ATT /) T7=23 R INNVEBHEDEID EEELIED TR HEEZHRETEE T,
YR BTEINGT TANA—N—EOR]

RDOKIC VAT EEETTANFA—N—NIBEZRTITIHDY —AX—LAR—RAETRATAH—>3 YV
= LAR—ZADREETRLET,

FT—LANR—R 7/ T3 NI
R— L AR—Zns-1 * Annotation.one/key . "UpdatedValue" s IRIB=AFE
V—2 —
( ) * Annotation.Two/key : "true" * AV Z4A4 7> X=HIPAA
* f4H1= ns-1
RX—LRANR—Zns-2  * Annotation.one/key : "true" *O—J)l=7—Z~R—2X
2= w s
\/()T TAR—YS ° annotation.three/key : "false"
R TR

RORIC VAT ERIET AN A—N—NEBEOFDT AT 4 HZ—> 3 2—LAR—ADREEZTRLE
I —EROF—HEBMIN. —FOF—HLEZTTN. name TRTA4 RZX—> 3 VX —LAR—RIT—HT
B2ESICSRNILAEHREINE LT

=L AR—R /) TT—=>3ay

2%
*—“L\Z/\°—Zns-2 ° Annotation.one/key : "UpdatedValue" * %A= ns-2
\/()7—-;(7_4 *¥3 * Annotation.Two/key : "true" * AV TFZ4 7> RX=HIPAA
* annotation.three/key : "false" * RIR=A%E

*O=)=7—8~=2

C) T—RREWBRICT 7 AN RT LT ) —XBEIVT ) —XEIRY B & 5 ICTridentfRE %=

B

BRETEEY, "Trident protectzFB LT 7ML R T LD T ) —XREDFM" T,

L) r—>a VEREHRTE
L7V —2 3 VBEROEBREICIE. RODEEHNSENE T,

* Tridentprotect C7 AU —> 3> R FwFoay b aERT2BEZERLEYT (7S r—>3>
)(DKubernetesU V=R, 7IV5—=23 08 R ) a—LDAR) 2a—LAFTyvTFoay hHEENET
L= 3 R a—)LOEIR (Kubernetes) VY —X EkiiR) a— LT —2EEL)

* SnapshotD{ERL R DERE

FIE

1. YV=RIZRRIY =TTV =23 EOAppVaultZER L £ 3. X ML= 7ONTRIZIEL T,
DFIERBICEHDE TEEL X9 "AppVaulti AZ L1 Y — ",
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CR% {3 L 7=AppVault D ERL
a ARZLIY—R (CR) 771N %EERL. EWSEEIZMITEYT (fl . trident-protect-

appvault-primary-source. yaml) o
b. XDEMZRELET,

* * metadata.name*: (required) AppVaulthXZ LY —XD&HEI, L) —> 3 VERIC
MERMOCRT 7 IILHZDEZBRBL TWS7cdH. BIRLIZAFIZXELTHEVWTLLES
LYo

* * spec.providerConfig*: (required) |&. IEEIN=FONA X ZER L TAppVaultic 7o
2T B1DICHBRIBREERIFELF T, bucketName 7O/NA X —ICKBREFDMDFA%E
BIRLE T, LU= 3 VERICHRERMOCRT 71 IILIFCNSDEEZBRLTWS T
O BIRLIMEZXELTEVWTL T W, 1D 7O/N1 A TDAppVault CRSDBIIZDWLT
IF. ZBBL TSIV AppVaulth ZZ L)Y — 2",

* * spec.providerCredentials*: (required) 3. ¥EEIN=7O/NA X ZEFH L TAppVaultiZ 7
VAT B1DICHEBERIRTODERBERANDOSRZRELE T,

* * spec.providerCredentials.valueFromSecret*: (required) |&. ZL T > v ILEH > —2
Ly DO OEBEBENZBENHS_cZRmLEFT,

" *key*: (required) FEIRTZ>—UL v bOBEMEF—

**name*: (required) CDT7«4—ILRDEZZLI—IL vy bD%FI, BLR—LA
AR=RIZBITNUILED FH A

= * spec.providerCredentials.secretAccessKey*: (required) ZFO/NAHANDT 7t ZIfE
B9 %72+t XF—, name (& spec.providerCredentials.valueFromSecret.name* ¥ —E{
LTWBRENDHD 7,

* * spec.providerType*: (required) &, /N\v o 7 v 7DiEtt (NetApp ONTAP S3. AA
S3. Google Cloud. Microsoft Azure’a &) ZREL £, BINRME :

= AWS

= Azure

= GCP

* JAA-s3

= ONTAP -s3

= StorageGRID - s3

C. 77AIJLICIELUMEZ ASILT=5 trident-protect-appvault-primary-source.yaml
. CRZERL XY,

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIZ £ L 7-AppVaultD {ERK
a. AppVaultz{Epf L. IEIMHDEZRIED S DIBRICET TR X,
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tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2.Y=2T7 V5= 3 CREMERL X7,

38



CREALIY—RT7TUIr—>3 > DR
a ARZLIY—R (CR) 771N %EERL. EWSEEIZMITEYT (fl . trident-protect-

app-source. yaml) o
b. XOEMZHRELFT,

* * metadata.name*: (required) 7 77— 3> ARBRLDY —ZAD%EL, LTV r—2 3
VEMRICBRERMODCRT 7ML DEZERLTWVWS 8. BRLI-AFIZXELTHWL
TLIETE LY,

* * spec.includedNamespaces*: (required) $%B1ZEfE L BIE S NILDERS, %BiZEE% % A
L. BEICHELCTINILZFERAL TEIIZEBOXI—TZRDAH. TTICU R REINTL
BDEREBICEEID VY —RZEELFT, 77U r—> 3 EmZEMIE. COEYD—
BTHZIBENHD £,

* YAMLOB*

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. 77AJLICIELWMEZASILTS trident-protect-app-source.yaml « CRZEA L £
ER

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

CLIZERLEY—RX7 U4 — 3 > DER
a =7V —=oa>EERLET, fl:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

BMBIZIEL T, V=RAF TV Tr—=2a3> DRy I gy b EERLET. TDSnapshotlid. TR 71 %
—2aAVISREADT IV T—23>DR—R LTERATNE T, COFIEZERLIGEIR. AT
2—)LEINF=RDSnapshot P EIT TN TRETDSnapshotMER TN 2B FTRHOMNENH D 95,
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CREEALIRF v I3y bDIER
a V=7 TVr—=o3> 0L TV r—23> R a—-ILEZERLET,

L AZXZL)Y—R (CR) Z7AILEEHR L. EWSERIZMITET (Bl trident-
protect-schedule.yaml) o

i. XOBMZHRELE T,
* * metadata.name*: (required) X7 a—ILARXZL)Y —IXD%HI,

* *spec.AppVaultRef *:(required) C DfEIL. V — X7 1) — 3 > DAppVault
MDmetadata.name”7 1+ — )L RE—HTIRELHD £7,

* *spec.ApplicationRef *:(required) Z DfElE. VV — X7 F1) - —< 3 > CRMDmetadata.name
T14—ILRE—TEIHRELRHBD XTI,

* * spec.backupRetention * :  (required) T®D 7«4 —ILRIEKEBETHD. 1EIF0ICKRET S
WHENRHD £7,

* * spec.enabled * : truelCERE T AHEHLHD £7,

* * spec.granularity*: |XICERE T DHENH D £9 Customs

* *spec.recurrenceRule *:FIAAZUTCRRE L&D IR LR TEZ L £,
* * spec.snapshotRetention * : Z2ICRET ZHNELHD £,

YAML®D :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bo6bdec-
46a3-420a-b351-45795e1b5e34
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

L 77A4ILICIELUWMEZASLTZS trident-protect-schedule.yaml « CRZHEAL
ER



kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

CLIZERLERFv T ay FOER
a XFvyvFiay bzERL. EIHNOEZREDNSDBRICETHRIE T, F:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

V=R S RAIEALTAppVault CREBILY — X7 XU r—2 3 AppVault CRE T AT 4 %—> 3
VOZRARIER L. CWOEFIZHITET (Bl : trident-protect-appvault-primary-
destination.yaml) o

- CRZERALFY,

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

T RATAX= AV I TRBICTRATA R =23 >T7 TV r—o 3 ADAppVaultE B LEdT. X ML
—o7ONARICIELC T, OFIERBICEDLDETEEL 9" "AppVaulth AR L)Y — 2",

a ARAZLIY—R (CR) 771N %EERL. EWSERIZMITEYT (Fl: trident-protect-

appvault—secondary—destination.yaml) o
b. XDEMZHRELET,
* * metadata.name*: (required) AppVaulth X Z LY —XD%&HE, L) r—> 3 VERICHER
DOCRT7 71 IILHCDEZBEL TWR o BRLICARZXELTEVWTLIEEL,
* * spec.providerConfig*: (required) |&. IEEIN=FONA A ZERL TAppVaultic 77t X 9§ 3
TeDICHBRREEZRELET, $LUTONA L ICHNERZDMOFERBEREZIRLET
bucketNameo, L 77— 3 VBRICBERMOCRT 71 IILIEFINSDEZESRLTWST

O, BIRLIEZAELTHEVWTLET L, 17O/ 2 TDAppVault CRSOHIZ DUV TIE.
EHBBLTLLIETIW AppVaulth 2 & L)Y — 2",

* * spec.providerCredentials*: (required) . IBEIN7O/NA X %ZHFEH L TAppVaultic 7o
AT BDICHER TR TOERBERANDBREZREFLE T,

= * spec.providerCredentials.valueFromSecret*: (required) (&, Z LT > v JUEHN—T L v
OSBRI NZIVERHD_LZRLET,

" *key*: (required) ERTZ>—IL v bOBMEF—

* *name *: (required) CDT7 14 —IILRDEZZT—U LY bD%RT. BLR—LRR—
RIZRITNIEED FE A

* * spec.providerCredentials.secretAccessKey*: (required) F7ONARXANDT V€ AERT S
72Ut XAF¥—, name & spec.providerCredentials.valueFromSecret.name*¥ —8 L TL\ 3 HE
NHOD FY,

41


trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

42

* * spec.providerType*: (required) &, /\v o 7 v 7DiEtt (NetApp ONTAP S3. AFS3
. Google Cloud. Microsoft Azure’a¥) ZREL XY, BWNRE :

= AWS

= Azure

= GCP

* JAA-s3

= ONTAP -s3

= StorageGRID - s3

C. 77AJLICIELUMEZ AJILT=5 trident-protect-appvault-secondary-
destination.yaml . CRZEHEL X,

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n my-app-namespace

. AppMirrorRelationship CR7 7 1 JLZ{ERL L £ 96



CR% {#H L 7=AppMirrorRelationshipDER{
a ARZLIY—R (CR) 774N %EERL. EWSEEIZMITEYT (fl . trident-protect-

relationship.yaml)o

b. XDEM=EREL X7,

* * metadata.name:* (%78) AppMirrorRelationship1 X % L) Y — X D40

* * spec.destinationAppVaultRef*: (required) CDfElF. TAT 1 R —> 3>V IS X2 LEDT
AT X—=>3a>T7 TV r—23 > DOAppVaultDEFI E —B T 2RELH D £7,

* * spec.namespaceMapping*:(required)5ELHE L VY — ADEFIZEMIZ. TFENENDT U
—YaYCRTEEINTVWER 7 T —2 a3 VEARIZERE—RL TLWBABRELHD £,

* *spec.sourceAppVaultRef *:(required) Z DfEIL. V —R 7 1) r— 3 > DAppVaultD g &
—HITIBENHD FT,

* spec.sourceApplicationName:(required)C DfEIX. VYV —RT7 )4 r—> 3 YCRTEELT:
V=RT7TVr—>a>OHaE—RITIBENHD £7,

* * spec.storageClassName * :  (required) 75 AR EDBMBERA L —T 05 ADEHIZE

RLET, V—REBEBrE7BRICHBONTAP Storage VMICA KL —S 952U VIS
BZREHRHD XY,

* *spec.recurrenceRule *:FIAAZUTCERE L DR LR TEZ L £,

YAMLODA :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2
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C. 771JLICIELVMEZ ASILTS trident-protect-relationship.yaml . CRZEAL £
ER

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLI%Z £/ L 7=AppMirrorRelationship D {ERL

a. AppMirrorRelationshipZ4 7 7 2 ER L GEA L. IEMRADOEEZRED S DBERICEITHRZ
x9, f:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (FAFv3ay) LTVT—2a BEROREERT—E2XZHEBLET,

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath

='{.status}' | Jjg

FTRTFAZ—23 VI SRAEIANDT A ILA—/IN—

TridentREEZFER T, LIVT— RSN T IV T =23 85T AT =230 SRR TAILA
—N\N—T&EFd, COFIEFLTVITr—>a BEREELEL. TRATARX—23 0 FRRTT7 TV —2
AVEFAVTAVICLET, Trident protecthEEL TLWIBE. V—RITAZLEDT7 TVIFELELEFE
Ao

FIE

1. AppMirrorRelationship CR7 7 1)L (%8¢) %ZBE trident-protect-relationship.yaml. *
spec.desiredState*DE%Z ICZE L £ Promoteds

2 CRIZ7MILEREFELET,
3. CRz#EALEY,

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (F723aY) JxAINA—N=—NET TV Tr—2a > TRERRER T 2 — L2 ERL T,
S. (AFvay) LTV —2a BEROREERT—2XZHEBLE T,
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kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

TxAINA—N=—ENcL TV 75— a3 VERzBRBELE T,

BREALIBICE >TL T r—2a VERIBREIICh T T, BRAPUIEZRITIZ L. 7OV —XT7 V7T
—2a HBRITRDT IV T =23Vl TRTAX—23 YIS ARTRITHROT TV r—2a Il
ZATCRBIIWEINE T,

COTOERIF LTIVT—2 3 zBREILTBHEIC. TRATAX—23 VISR 07T )r—a>%z
FIELE T,

C) TTAINA—N—RITRATF4RZ—=2a>rT7T)r—a VIl RAENT—RIEIARNTE
hnEd,

Fig

1. V=7V r—23> >0y T3y b EERLET,

2. AppMirrorRelationship CR7 7 JL (% Y) %ZF T trident-protect-relationship.yaml
. spec.desiredState DIE%Z ICEE L £, Established

B CR7Z7MI%=REFELET,
4 CREERLZEY,

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

O JxANA—N—CNETFTVTr—2 a3 8 RETIEDICTRATAR—2I VI TRATHRER T 2
—IVEERLIZBEIFHBRLET, XTJa—IHK>TWB . R 2 —LSnapshoth' kL £ 9,

TxAINA—N—NL V=23 VBEGROMEBEE

TxAINA=—N—NL TV 5= a3 VBREEBREPTZIE. TXATaX%—>a>F7 U r—2a3rhy
—RXT7 TV —=2aIlhED V=AW T AT x—=>2avilwbfzFd, JxMIINA—N—HIITRXT 1 %—
a7 = a iAo niEEBIIFREINE T,

Flig

1. TDOT AT« *—> 3> S5 X4 TAppMirrorRelationship CRZHIBRL £ 9. CNICEKD. TRAT o4 %—
AV —RIZBDET, FIiLWTFRT4 %= a3 VI FARIFERERT D 2a—ILH%R>TWVWBEEIE
HIBRL £9,

2. LFVT—2a VERERET B TR EOBERERMAIDY 5 XRICKRET B DICERLRECR
T EERBLEI,

3. 8YU 5 XA TAppVault CRSDERFHTZTT L TWBR I e 2B L X9,
4 RIAIDISZAZICLTUr—> a VEGRESREL. YABRDOEZRELE T,
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TV r—>a3> ol T r—arhAa%E R

LTIUr—o a3 ARA%ERES 3. TridentREICEK > TT7 V=23 U TFRTF4x—>a YR ML=
NYIIVRICB#ESN. TDY—XZAML—=U Ny IV RICEIEHRSL IV r—hENE T, Trident
protectid. V—RT7 V=3 zFEEL. TRATaRX—=2a> 7 V5= il T AIINA—N—F3
BICT—3R2%ETATa4%—=>avIicLFIU5—brLET,

CORRATIE. V=RETRATAZ =3 oaRBELEISLTVETD,

Flia

1L oy bSO RFyv T ay bEERLED,



CRZERALIY vy NIV F v T3y FDIER
a V=RT7 V5= DFRERVS—RTa—ILZzENLET,
b. ShutdownSnapshot CR7 71 ILZ1ERL L £

L ARZLUY—Z (CR) Z7AILZERL. EWSRFIZMGIFEYT (B! trident-

protect- shutdownsnapshot.yaml)o

i. XOBMZHRELE T,
* * metadata.name*: (required) 71 XX 1L1)Y) — D%,

* *spec.AppVaultRef *:(required) Z DfEI&. V — X7 1) 75— 3 > DAppVault
MDmetadata.name”7 « — /LR E—HTZ3HEHHD X7,

* *spec.ApplicationRef *:(required) C DfElF. VYV —XF7 FVr—>3>CRT7 71l
Mmetadata.name” 1 — /LR —B T Z2HEHLHD 9,

YAMLODB :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. 771JLICIELVMEZ ASILTS trident-protect-shutdownsnapshot.yaml « CR% EH
LF¥d,

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

CLIZERLE> Yy NIV RFyv T ay FOIER
a vy IV RFYy I3y bEERL. IENRNDER RIE DERICEZTHZFI, H:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>



Snapshoth'58 7 L7=5. SnapshotD R 7—Z XA %=EF L £,

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

RD AR > R %{#EF L T* shutdownsnapshot.status.appArchivePath *DEZ&RZEL. 7 71 IL/INZADRE
DE (basename HIEENE T, CHNISHREDRA T Y aDHEDINRTICHEDFT) ZEERLF
ERS

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
jsonpath="'{.status.appArchivePath}"'

CRDESICEBL T TRATAR—=23VISREANEY =T SRAEIAND T T AINA—N—ZRTLF

ERS

TxAINA—=N—FIED T v F2Tl&. AppMirrorRelationship CR7 71 JLIC7 1+ —IL R
@ T EZ&. ‘spec.promotedSnapshot’  DfE%x FEEDFIEITREFR L cRN—XA X —LIZEREL
x9,

- OFBREHOFIRZERITL[7 = MIILA—N—ENTcL T 7r—2 3 VEROEBEHA X T,
CHLWY =R SAATRERT D 2L 2BICLE T,

FER
DN=ZLTVTr—o 3 hRITENB &0 ROVEHETEINE T,

TTDY — AT T DKubernetes )Y — XD R+ 3w hHMERESN T,

TDY —RAT7TVr—3>0ORy Rid. 7TV —2 3> DKubernetes!) Y — X% HIBR 2 & TIEER
IcfBlkEnFEzET (PVCEPVIZZEDFFHIZINET) o

Ry R vy bEoYEhde. PT7VDR)2a—LDRF v T3y bHBEEN, LTUS—RT
nx9,

SnapMirrorBA@HMRR I N. TR T4 X—> 3 VR a— LD HRAED/EZIAABTRERIRREICRD 9,

7 7) OKubernetes') V — X ld. TTOYV —XT7TUH vy DY ENRBICERINT-R) 2a—LT
—2EFEALT. vy N OVRIORFT Yy o3y D BETEINET,

EARICL U= a vy BRIShE T,

TN —=2a3> %DV —RITRZZT ANV I LET

TridentREZ AT S . TN A—N—BRICRO—EDQUEBEZFERALT 7Ny I Z2FRRT
TEJ, COT—o70-TIE wOL TV Tr—>3 > AFA%ZETT B7HIl. TridentRElx. LTV 7r—2
AVARAZEREIBEIC. 7TV Tr—2 a2 DEBEZDOY —XAT7 TV r—2aVICRLEYS (BE) o

COTOERIF TRTA4XZ—=23ADTzAINFA—N—DRT7T LEEBFRISHIEL. ROFIEZEITLE

ERS
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* T ANA-N—REHISHIBEL XTI,
LTV a vEREEBEELE T,

@ BEOBRMBBREFIEITLAEVTLSREEV, JIMILA—N—FRITRAT1x—>a>y
SRFICEETAFN T —IDKEINEX T,

LT3 OAAEEICLET,

Fg
1. FIg2RTLES[ZzAILA—N—NiL U7 —2 3 VBEZROEERE.

2 FIRZRITLEI(T TV T—>3>DL VT —2 3 v ARA%ERE
L7V —> 3 VERzEIRY 3

L7V =2 3 VEBRIEWDOTHHIBRTEE T, 7TV Tr—2a >y L7V r—2 3 VEMRZHEIRT B &, 2D
DR =7 DT FVr—2 3 HMEREN. ENoDT T 7r—2 3 VEICEFRDI B BD T,

FlE
1. AppMirrorRelationship CRZHIFR L £ 9

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

TridentiREEZX(FER L7 T 5—2 3> 01T

INY DTy FTr—2FT=ESnapshotT— R ZFIDI S ARZFRIEA ML= 05 RV
ARTPITBIET. VSRRABERIFA ML= O0SRBTT IV r—2 3> %817 T
TE9,

FIUT—LaVEBATAL. TOT T -2 3 VBIBHE N TR TORTT v oh
()  77ur—sa rrsicBATnET. URNTRORTT v INBEBAE. UR L
BO—BE L TEPHICRTINE T,
Ny O 7y TE) X7 DINIE

RO FTVATNY Ty TEVR ST DIEZERITIBICIE. BEDNY I T TEVRART DRI %Z2H
#MELEI,

ELCISRAICoO—=>9

TIVr—=23 zBLISRRIC/O-=2TFBICIE SnapshotX 7cld/N\w o7 v F=ER L. BLY
SRRNT—BZ VX LTLET,

Flig
1L xROVWTNAERITLET,
a. "Snapshot Z{ERL L £9"TYo,
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b. "Ny o 7w TEERLEIT"TY,

2. Snapshot& Ny 7y FDEE5ZERLIEMIGL T ALY X2 TROVWThDZRITLET,
a"XftyFTaybhhoT—REJINT"TT,
b. "Ny o7 v TIhET—2%)XFT"TT,

MU Z2RICOO—=22T

TIVT=2arvENDIVZAZICIO-ZY (VZREEIO-Z2J%ZRT) TBICE V—RISR

BTNV ITvTHERL. IOV SXZICVANTLES, TAT a4 F—> 3> 5 ZXAICTrident protect
BNAYVAR=ILETNTVWBR e EEELE T,

@ ZEALT. BER3I9SREBTTZ ) r—>a>z2 L TUr— M TE X "SnapMirrorL 1)
/7__\\/3\/"0

FIR
1L"Ny o7y T=EBLEI"TY,

2 Ny OTYTEECATS TV MI ML= N7y FDAppVault CRI TR T4 22— 3 00 5 XX T
ESNTWAZrzmRLED,

3 FRFAX—2aAVISART "Ny o7y IThETF 2% A7 ERFLET,
BBANL—DUZADBRDA ML —=DTZAANDT TV —2 3 > 0BT

ATy Foay b EHOTRATA4RZ—2a YA ML= RCVRMNTTBIET. HBRIAN L=
WERDRA ML =SOSR I r—2a vz T TEEd,

ERIE. RDESICHEDFET (VX FTCROY—I Ly hZR<) o
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apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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CREZEALIERXFy T ayvbOUX LT
FIE

1. ARRZ LY —R (CR) 7701ILEERL. £WS4AEI%TIT trident-protect-snapshot-restore-
cryaml'£9,

2. R LTc 7 7ML T, ROBMZERELF T,

° * metadata.name*: (required) CDARARL)Y —XADEHI, RFEISEL c—BEOBEYHLE%E
BEIRLE T,

° * spec.appArchivePath * : v 7> 3 v FOARABHERENTULBAppVaultAD /N R, TD/N
AZRRT BIIF XA RzERALET.

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath='{.status.appArchivePath}'

° * spec.appVaultRef * . (required) XF w72 a3y bV T YD ET N TULSAppVaultD
Allo

° * spec.namespaceMapping*:') X k 7HIBDY — AR —LAR—RAET AT R—>avx—LA
AR—ADI vV, HKU ‘my-destination-namespace’ . FHL TLWIEBOERICES
#2 X my-source-namespace’ £ 9,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

S URNTIBT IV r—a>vDRED)Y —RDHEEIRYT BZUEDHBHEIF. BFEDINILY
TNV —XZ2E20BDENTE T IILR) T ZEMLE T,

° resourceFilter.resourceSelectionCriteria:(7 « JL 2 ) > J | E) include or exclude
resourceMatchers CER SN Y —XEZEH D BN TEIHZIEELE T, X
MDresourceMatchers/N\Z X —2%BIML T, BMEXLIIBATEIVY —XEEEZLET,

* resourceFilter.resourceMatchers: resourceMatcherd 7' = 7 DEES, Z DOEHICHEED
BRETEELIEEBES. TNHS5IFOREEE LTHREIN. SEXRND 71 —ILK (JIL—7.
BE. \—>3Y) IZANDEEE L TEBEINET,

* *resourceMatchers[].group *:(Optional)7 « LRV > 21V —XDJIL—"7,
* *resourceMatchers[].kind *:(optional) 7 « LR ) > ¢ 3 1)Y) — XA DIELE,



* resourceMatchers[].version:(Optional)7 4« LRV > $2)Y—AD/IN—2 3>,

* * resourceMatchers[].names * : (optional) 7«1 L&) >4 § 3 1) —XDKubernetes
metadata.name” -+ —JL K D% Fi.

* *resourceMatchers[].namespaces *:(optional) 7 « L2 1) > ¢ % 1)) — X DKubernetes
metadata.name 7 r —JL K D% FIZER,

* *resourceMatchers[].labelSelectors *:(Optional) CEZE SN T3 )Y — X DKubernetes
metadata.name”7 4 —JL RD SRt L U ZXFF| "Kubernetes D KF 2 X > k" fl

"trident.netapp.io/os=1inux",

Bl

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4 T7AILICIEELVMEZ ASILF=S trident-protect-snapshot-restore-cr.yaml . CRZ#EMA
LFT,

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLIZERLERFYy a3y YR NT
F@
1. 279y Toay bZDR—LAR—RICVRA 7L, BFIRNOEZREBOBRICESTRIE T,

° “snapshot' 5| TlE. LWSHERD R —LRAX— ESnapshot®aZ AL
‘<namespace>/<name>" £ 9,

° ‘namespace-mapping' 5|#(&. QO TRYISNBEIZREZFERL T, V—XAFE[%EZIEL
WIBSE B ZERICHER T v E >4 L “sourcel:dest1,source2:dest2" £ ¢,

Bl
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tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>

Trident(REXT1T TV v 7 DEIE

RTT7vold. BEURT TV Tr—2 3> 0T —2RERECBEAEHOETERITIS L
SICBHTERNRARALT V3> TT, lrerlE. T—FR=XT7 V5= 30h
H3BE. RIT7vIEFERALT. XAFTvyFoay bORICITRTODT—ER—I+Z
oo avE—BELEL. ATy T3y hDRTRICE S YOO 3 E2BRTE
£9, CNUICEKD. 7TV —2 3> BEMDSH S Snapshot ZELTE £9,

ETT7vIDRAT
Trident PROTECTI. EI{TRIRELR A A IV JICEDWVWT, XOEA TORITIvI%=HR—ELET,

* Snapshot#l

* Snapshotf%

Ny O Ty T

Ny o7y TE

* YR M7EDPOSTOVY Y RTY
C TJxAINA—N—%

E1TIERF
TRRERFERITIBE. RITTVIARY FDRDIEFTERITEINE T,

1. BARBERHDRZILT)ARL -3 EFT T v oI, BYAIYTFHFTRITINET, hAXLOTY
ARL =23 7y I 3RBLRIFIFER L TERITTEEIN. BIERIOINSD T v I DERITIERIXREE
HERDINTULEE Ao

2. 7AW RTLDN TN -3 (YT 3HE) o "Trident protectZER L7 7ML AT LD T )
— XREDEA"TI,

3. F—HRENEBENEITINE T,

4. 7)== ENT 7MLV AT LG, ZETIH5EIEFT)—ERINET,

S. BAFBERNARZALRANARL =23 >RTIvoIiE, BRIV TFHFTEITINE T, RELGHOAH
ZAALRIARARL—=23 07y I%ERLTRITTETEITN, BIEBOINSD T v I OERTIERF IR
SEENY. REDTTFEH A

BLBRADRITIvY (RFv T3y hpiny) ZEBIERT 3%E8. CN50D7 v I ORTIEFIIRIES

NERA. 2l BBRBFZATDT v IVDERTIERIFRIESNTVE T, LEXIFUATIFITNTORLS
BATDT vy ZROERDETIEFTY
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1. ARBZLI)Y—X (CR) 774N ZERL. WS EHEIZ{TIT trident-protect-hook.yaml' £ F
2. TridentfRERBL VS X2 EBRICEDET. XOBUHZRELF T,
° * metadata.name*: (required) CDHRAZ L)Y —RADEEI, RBICELI-—EDEYHREE%
BEIRLET,
° *spec.applicationRef *:(required)R1T 7w U 2 R1T9 2 7 1) r—< 3 > DKubernetes%,
° *spec.stage *(required)R1T 7 VI DRITEINZ T I3 >VDRAT—JRRIXFS, BRRIE

* Bl
B

° *spec.action *:(required 8 ESNTERIT I Vv I T4 IWEZH—HIT B EREL T RIT7vIHER
T9270>a>ERINFH. BWEE :

= Snapshot
AR S

s URENT
*rJxAIILA—N—

° *spec.enabled *:(Optional)C DEIT 7 v I HBNHENDZRLET. BELABWEE. 77+
)L MMElFtrue TY,

> spec.hookSource:(required) base64 TL > A— R EINF=T v IR U T R EELXFEF,

° *spec.timeout *:(_Optional _)E1T7 v I DERITZ5FA I 2Rz D EMATEER T SE, &/IVE
19T BELBWEEDT 7 #+ )L MBEIF259TY,

° * spec.arguments *:(_Optional _)E{T7 v ZICIBETET 35|HDYAMLY X K,

° *spec.matchingCriteria *:(Optional)\R1T 7 w7 7 4 L A BRI 2EZRT DEEX —([EXRTDF
Toav) Rk RITT7YvITEICRKIVEDT 4 LR ZEBMTEET,

° *spec.matchingCriteria.type *:(Optional)R1T 7 v 7 7 4 W R B A T=HA T Z2XF5], BERE

T AVTFAX=D
s AVTTA&
"Ry R

= PodLabel

" R—LRR—2%

° *spec.matchingCriteria.value *:(Optional)3R1T 7 v 0 7 « L 2% AT 2 XFH) F 1= IFIERK
B,

YAMLODA :
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apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pre

action: Sn
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout: 1

arguments:

apshot

0

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:
value:
type:
value:
type:
value:
type:
value:
type:
value:
type:
value:
type:
value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. CRZ7AILICIELWMEZ AN LS. CREZERALET,

kubectl apply -f trident-protect-hook.yaml

CLIZERLETY

FIE

1. RIT7v 2R L. EIROEZRED SDBRICESHRZIE T, fl:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>
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