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"storage": [
{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"1luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. LUKSEES b ZERAL TR ML= T —ILEEERT 2HEICHERA L parameters.selector £ 9, fl :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}

3. LUKSNKRTL—X%EEL>—2oL vy b EERLET, fi:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA


../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html
../trident-use/ontap-san-examples.html

HIPREIE

LUKSTEES{L IR 2 —Llk. ONTAP OEEHRE EHE%EZFATET FE A

LUKS R a—L%EAVR—bTB0D/IN v I I RIER

LUKSRU a—LZzAYR—FF3ICE NV I TV RTZIC(true BRETDIHENHD £T
‘luksEncryptione DA >3 >%IEET % luksEncryption’ & . (false XDFIUIRT L SIC. R a—
LHLUKSERLTH 3 (true’ H & S h D Tridentl BRI SN E T,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKS'RY a—L%xA>VR— T B37-HDPVCETE

LUKSTR) 2 —LZFMIZ1 VR— T 3ICIE.

trident.netapp.io/luksEncryption ‘true XDFIIZR

FTEOIC. P/ T—2a3>0%ICHEL. LUKSHIGDRA ML —J OS5 X EPVCICESD F T,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: luks-pvc

namespace: trident

annotations:

trident.netapp.io/luksEncryption: "true"

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: luks-sc
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1. &L U node-publish-secret-namespace  StorageClass/N\TX—A%ZEBIML XY "node-
publish-secret-nameo il :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LFflESnapshotDEIFED/INZ 7L —XEREL £ T,
R a—L

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/vl1/volume/<volumeID>

...luksPassphraseNames: ["A"]



Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. R a—LDLUKSS—I Ly bZEFHL T HLULWNRTL—ILHIDNRTL—XzEELF T,
previous-luks-passphrase BID/NATL—X—HTB_czMiBLET ‘previous-luke-
passphrase—-nameo

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LEIIVEIBHLVWRY REERLEY, ChidO0—T—> 3V ZMRT 37HICHET
ER

S.NRT7L—APO—F—>arInfklexzEELET,
A a—L4

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/vl1/volume/<volumeID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["B"]
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2. LU node-expand-secret-namespace " StorageClass/N\TX—AZZEBIMLEXY ‘node-expand-
secret-nameo, i :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIETIER LB 7 7 M ILEERALT. Ny I IV RZEERLET,

tridentctl create backend -f <backend-configuration-file>

Ny IV ROERICKRBLIESZEIE. Ny I Iy ROREICAIEBENHD £, ROIAXYY RZ2ET
T3, OJZRRFLTRAZHETEE T,

tridentctl logs

7 71 CRIEZRHELTEIEL S, create AV REBERTTCIE,

X |‘[/—°/‘\752%ﬂ55‘2'§_50
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AML=U0S ATV M EERT D ETIE. NITA—REZFERAL T, XDIDD/N— 3 >~ DKerberos
ESItOVWTNHAZIEETEF LY mountOptions o

* mountOptions: sec=krb5 (EREfrES1t)

* mountOptions: sec=krb5i (IDIRZEICKLDERELCEESIL)

* mountOptions: sec=krb5p (IDBKIUVTTA /NS —1REICKBEREAS &K UBES1L)
KerberosL RILE1DFEIFIEEL TL LTV, NTX—=F1) X FTEHDKerberosBESL L NILEISE L 1215

Bl RUIDA T a>OHIMMEREINE T, AFL—I NV I IV FERTEE LICES{ELANILAZ L
—JUSRATP TV PTHERELLELANILERRSBEIE. AML—V03RF T HBREINE T,

FlE
1. R fF|%=ER L T, StorageClass Kubernetes#t 7 7 b % 1ER L £ 9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. L= U SREERLE T,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3 APL—=2USRMMERENTVWS C e ZMERL £,
kubectl get sc ontap—-nas-sc
RDESBHADVKRTIEINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

AR)a—LoFO g=>y
ARL=SNYIIVRER ML= 5REER LIS, R)a—LETOES 3 =20 TERL3ICAHD
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Azure NetApp Files7R!) 2 — LA TDErixH Kerberostg St DERE

BIEWRY 5 XX E—NDAzure NetApp FilesX kL —/\w o T R £7=I&Azure NetApp FilesX kL —2
Ny IIVRDREBT—IOEDRA L= b Z 7 1w 7ICx L TKerberosBES{bZBMICTZ LN TEF
ED

Fta Y BH0IC
* HIEWRDRed Hat OpenShiftZ 5 X 2 TTridenth' BMICE > TWB Z E EEERL £ 95
CA—FTA)TAICTIERATERZ 2R L tridentetl £,

* Bz L. OFIBICHK > T, KerberoshES{tADAzure NetApp FilesX kL — /N I T K D%
NETLTWBR e =L ET, "Azure NetApp Files D RF 2 XA > k"

* KerberosBE St TERE T ANFSV4R ) a— LD ELKERESNTVWS e 2L £9, DNetApp
NFSVAR XA VDRELI 3> (13R—2) #BRLTZE V" INetApp NFSv4 Enhancements and
Best Practices GuideJ "o

AbL=Ny O I ROIERK
KerberoshE 2 1L #aE% =T Azure NetApp Files A AL —S Ny I T R EER TE £ 95

R EE

KerberosBE St Z2RET DA ML= Ny I TV RIET 7 1 L2 BT 3551 RD2DDLANILDOWVWT
NHOTEATZLSICERTETET,

* 74 —J)LR%{EHH L 7=* storage backend level * spec.kerberos

* Ja4—I)LRZEFEBLIMRET—JLLARJL* spec.storage. kerberos
JRET—=ILLARNILTHERZEEERT D5E. ARL—2OFZADSRIVEFERALTT—ILANEIREINE S,
EE5DLARILTH. ID3IDD/IN—T 3 > DKerberosBEBILOWVWEFNHOEIBETT 9,

* kerberos: sec=krb5 GRIFCHEES1t)
* kerberos: sec=krb5i (IDIRFZEICLDEREECEES1L)
* kerberos: sec=krb5p (IDEKXVTZA N —REICKL B K UVES1L)

FIE

T EENRISAZT, ANL=U Ny I IV RZERI BUBENHZEM (ARL—S Ny I IV RLA
IWEIMREBT—ILLANIL) IS T ROVWITNHDRZFERL TR ML= Ny I T Y FIERT 71
LZERL T, Fil<>DfEIE. REOBERTETHRIT I,

12


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

RET—ILLXILOBF

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

2. HIOFIBTYER LB 7 7 M ILEERL T Ny I IV RZEERLF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANBERHD £, ROAXY R Z2FE1T
T3, OV ZRFLTRERRAZRHETEE Y,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AbL—=20 5 R%ZERT B0
AbL—=295R%2E LT KerberosBES bz AL TR 2—LZOEY 3=V ITEET,

FiE
1. Jxff)%ER L T. StorageClass Kubernetes4 72 1o M EER L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. A=Y 0S5 R=EBLET,

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AML—=USAAMER TN TVWB e 2L T,

kubectl get sc -sc-nfs

RDESBHADVKRRIEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lo7OESs=>y

APL=—YNYIITVRERML—=DT TR 2B LTIcS. R a—LZ2T7O0ED3a =T TEBRLSICAD
Fllo FIBIIOVWTIE, ZBBLTKLETVW" R a—LAZzT7OED 3 =209 3%
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