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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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) "NIST"

R Y BHiIIC
* J—Hh—/—FRiClZcryptsetup 2.1 E BOKDBH T MM VA R—ILETNTVWBIRELRHD FT, 5
M OVWTIE. BB L T /EE LV Gitlab: cryptsetup”s

* NT#—<IXVALEDEHENS. 7—75—_/— K TAdvanced Encryption Standard New Instructions (AES-
NI) ZHR—bTZCZ2#HRELEFT, AESNIYR— rZHRTBICIE ROOAXY REERTLET,

grep "aes" /proc/cpuinfo

AHRINBRVGES. BFEVO O Y HIZAES-NIZHR—ELTWEHE A, AES-NIOFEHICDLT
3. ZBEL T TV Intel © Advanced Encryption Standard Instructions (AES-NI) "o

LUKSEES{LZBMICLET

ONTAP SANH K T'ONTAP SANT O/ = —/Rl1) 2— LTI, Linux Unified Key Setup (LUKS ; Linuxfi& ¥ —
Ty b7y ) ZEEALT. R a—LBEAOKRI MIBS{tZBMICTEEFT,

FIE

1. Ny O I RIB CLUKSERLEYZTEELE T, ONTAPSAND/NY I Ty RERA 7> 3 > DI
DWVWTIE. ZBBLTLCIEEIV'ONTAP SANDIERA > 3 >

"storage": [
{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"1luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. LUKSEStZERALTA ML= F— L2 EET 5B FICHER L "parameters.selector £ 9, I :
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKSKRTL—XESL>—oLy b EERLET, fi:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

CHSEESE
LUKSTHESSt I Ni=RY) 2 —Lld. ONTAP OEEHREEHREEFNATEF A

LUKSR a—L%E A VR—TB7HDNY I IV K&

LUKSAHR) 2a—L%ZzAVR—bF3ICIE Ny IIYRTZIC(true RETIUNELHD FT
“luksEncryptione DA T3 %EIEET S ‘luksEncryption’ &, (false XDFNTRT SIS, R a—
LHOLUKSERL T DH B (true’ h &S Hh Tridentl BRI S N E 95

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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LUKS'RY a—L%EA VR— kT B7-DDPVCERTE

LUKSRY 2 —LEZHWIZA VR— T 3ICIE. trident.netapp.io/luksEncryption ‘true XOHIIR
FTESIC. P/ T7—2a>%FICKREL. LUKSHIGDRA L —U U F5 X %ZPVCICEDHE T,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

LUKSNZX 7L —X%Z0O0—7—>3a>YLFxd

LUKSONR 7L —X%O—F7—>a3a> L TO—7—> a3 VBT Ed,

INZTL—XIE, "YU a—L, Snapshot, >—2J L w hTEBEEINB LI ZHRTDIE
(D TshsuTdESn, BRINTVS/SZTL—IAEDNESE, RUa—LEIDS b
TEYP. FSPEBMINLEET /LA TEBBBLABD T

R EE

LUKSINX 7L —X0O—7—>3avid. R)a—LEI T RTBZRY RH, FTILLLUKSNNZXTL—XD
BERBICERINIESZICTTONE T, FILLWPODAERR NS & Tridentid’RY) 12— L EDLUKS/NX T L
— %=Ly DT IT4THBINATL =B LET,

*AR)a—LDNRTL—=XD—T Ly N TTIT4TRBRNRATL—X—BLAEWGE., O—7T—>3
UHERITENET,

ARV A—LDNRTL—XW—U Ly bRADT I T4 TBRINZATL—X—HT 3HS. “previous-
luks-passphrase /N T X — R IFERINE T,

FIE

1. &LV node-publish-secret-namespace StorageClass/N\T7X—AEZEMLEY node-
publish-secret-nameo, #l :
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LF7IESnapshotDBIFD/NZ T L —XZREL F£75
A)a—L4

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. AR a—LDLUKSY—2I Ly rEEH LT, FILWNRTL—XEHID/NRXTL—X%IBELZE T,
previous-luks-passphrase BID/NATL—X—HIB_czMHi3LET ‘previous-luke-
passphrase—-nameo

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LZEIIVEIBHLVWRY REERLEY. CdO—T—> a3V ZRRT 3 7OHICHET
ERS
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

FER
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l/TCo
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@ Tz 2lE. 2D2D/INR T L—XHRENTHE. “luksPassphraseNames: ['B", "A" T O—F7—<
AVIEFRTELTY, BERETTI37HDIC. FILLWRYREZRNJATEET,

A a—LOWRZEMCLET

LUKSEESt R 2— L ETHRY a—LIREZBMICTET XD,

FIE

1 e — b (R—21.25L%) #BWMICL XY CcSINodeExpandSecreto, sEAICDOWVTIE. BB L T
<72 &V "Kubernetes 1.25 : CSIZFR) a— LD/ — RR—XDILRICO—I Ly b EFEBLEI".

2. & node-expand-secret-namespace StorageClass/NTX—R%ZEBIML FFY node-expand-
secret-name. il :
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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* spec.nfsMountOptions: sec=krbS5p (IDEKIV TSN —REICK DRSS L UVESML)

KerberosL RILEI1DIEIFIEEL TL T WV NTAX—H 1 X b TEHDKerberostES{t L NILEIEE LT-3%
Bl3. RUIDA T a>OIAIDMERAINET,

FIE

1. BEENRISAEZT. ZOFEFBLTAML—SNAYIIYRIER T 7AIILEER L X T, Ell<>DE
I$. BIEOBRCTEIHRIES,

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIETIER LB 7 7 M ILEERALT. Ny I IV RZEERLET,

tridentctl create backend -f <backend-configuration-file>

Ny I TV ROERICKRBLIESZEIE. Ny I Iy ROREICAIEBENHD £, ROIAXY RZ2ET
T3¢, OJZRRFLTRAZHETEE T,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

ARL—=U0 S A EERT B,
AML—=20 5 2%ERM L T, KerberostES{tZEAL TA) 2a—LZAOES 3 Z>JTEET,

R EE

AML—=SOSRATOx U M EERT 2SI, NSX—2EZFERB LT, XD3DD/N\— 3 > DKerberos
EEEOWVWTNHZIEE TE XY mountOptions o

* mountOptions: sec=krb5 (ER5fES1t)
* mountOptions: sec=krb5i (IDIREEICK DERELEEEES1L)

* mountOptions: sec=krb5p (IDBEIUVTTA /NS —1REICKBEREAS &K UBES1L)

KerberosL NILZ1DEIFIEEL TL TV NTAX—A1) X hTHEHEDOKerberosBEEB{L L NILEIEE L1-35
Bld. RUDOA T a>DAEMERAETNET, ANL—U NI IV RERTIEELEESIELLANILAI ML
—DOSRATS T FTIBELLELRNILVEERRZIFEGIE. ANL=J095 AT MAMBREINE T,

FIE
1. xR f|%=ER L T, StorageClass Kubernetes#t 72 7 b % 1EF L £ 9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5p
parameters:
backendType: "ontap-nas"

storagePools: "ontapnas pool"

" "

trident.netapp.io/nasType: "nfs

allowVolumeExpansion: True

2 ZAhL—=U0SREERLET,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3 APL—=20SZBMERENTVWS e 2B LE T,

kubectl get sc ontap—-nas-sc

RDESBHEADRTEINE T,
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NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

RYa—LoFOESs=>s
ARL=SNYIIVRER ML= REERLIES. R a—L%E7OES I Z>JTESRELS5I1ICED
FLT FIBICOWTIE. ZBBLTLKIETVW R a—LETOES 3200353

Azure NetApp Files7R) 21— LA TOER%FKerberostiES{t DERTE

BIEWNRYT 5 AR EE—DAzure NetApp FilesX b L— /N I T R E7zldAzure NetApp FilesX kL —

NYIIVRORBT—=ILOBDIA ML= 8570w ZIC% L TKerberosBES{bZBMICT A ENTEE
ER

R Y BHiIIC
* EEWRDRed Hat OpenShifty 5 X Z TTridenth BMICE > TWB & #RERLE T,
CA—TFTA)TAICTIERATETEZ & zHERL tridentetl £,

c BHEHEEL. OFIEICHRE > T KerberoshES b MDAzure NetApp FilesX kL —2 /N I TV R DA
PETLTWB I e ZREEL £ 9, "Azure NetApp Files D RF 2 X > k"

* KerberostE St TERA T BNFSVAR) 2 —LDELKRESNTWVWS 2R L £9, DNetApp
NFSVAR XAV DHREELI > a3y (13R—2) ZBRLTEE WV " INetApp NFSv4 Enhancements and
Best Practices GuideJ "o

ZARL=UNYy I ROER
KerberoshE S 1L RE % ST Azure NetApp FilessR FL— Ny O TV RIERZEERTE £ 95

HRIE

KerberoshBE St ZsRET DA ML= NV I IV RBR T 71 IV EERT 2BEI1E. XD2DDLANJLDWTG
MO TERAITSESICERTETXY,

* 74 —JLR%{ER L 7* storage backend level * spec.kerberos
c Ja4—I)LREFERALIEMRE S —ILLARIL* spec.storage. kerberos

RES—=ILLARILTHERZEERT D55 ANL—S05R0OTRIIVEFERALTT—ILHANERINE T,
EE5DLANILTH, KD3DD/N— 3 > DKerberoslEES{LOWVWITNAEIEETEF X,

* kerberos: sec=krb5 GRFEEES1L)
* kerberos: sec=krb5i (IDIRZEICLDFEECEES1L)
* kerberos: sec=krb5p (IDEKXVTZA N —REICKL BE6EH K UVES1L)

FIE

1. EERNRISAZT. ARL=SNYII Y REERT BZBENDBZHR (RAEL—S NIV RLA
WERRBREBT—ILLANL) IZHLT ROVWTNH DB ZERL TASL—S Ny VTV RERT 71
LZERL &9, Fl<>DfEIE. REOBERTETRITI,
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ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

RET—ILLXILOBF

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

2. HIOFIBTYER LB 7 7 M ILEERL T Ny I IV RZEERLF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANBERHD £, ROAXY R Z2FE1T
T3, OV ZRFLTRERRAZRHETEE Y,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AbL—=2035R%ZEKT %o

ARL—=295%ZEM LT, KerberosBES{bZ2fEAL TR 2—LZ27OES 3 Z2ITERT,

FIE

1. k)% ER L T. StorageClass Kubernetes#4 7' o b E{EF L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. L= U S REERLET,

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AML—USAAMER TN TV e 2R L& T,

kubectl get sc -sc-nfs

RDESBHEADBRTEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lop7OESa=>y

AML=NY I IVRERML—=D TS5 RA%Z2EH LD R)a—LZ2T7AOED 3 ZVJTEBRELDICED

Fllo FIREICOWTUE, Z2BBLTKELEVW R a—-LAZT70ED 3 =TT 3%
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