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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>
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security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true
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security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

ALl

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

e el femsmesessessa=== femsmsssssssssesessososessssssssssssass
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fmmmmmmmamaae e fmmm e s e me s e s e s e e e s e e e
fre=m=m==s L X

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_ name\>

2. Trident2—H D1 —HL%=/ERL £7,

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3 2—wicaO—-JLETvEYILET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRSs:
- 192.168.0.0/24
autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C HEWMERENI-C =ML E T,

vserver cifs share show -share-name share name
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WAL= TFL T 0w 0 RDMEDHIA
ENFEI,
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BRETIHEIESVMICEIDETEAIRENHD FT
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USeREST ONTAP RESTAPI Z{EH I 370D T—1) 7 >/NVZ  true ONTAP 9.15. 1L R DIFE
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B RE)C K > TERIEIN vsadmin cluster-
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ “ontap-nas-flexgroups' IC2WTld. ‘ontap-nas Trident# L LWETERZEA L T. FlexVol
HisnapshotReserve DEIG Y PVCTIELL APy I N3 LS5ICARD £ LT 2—DPVCEERT S

. TridentidF LLWEHEEZFRALT. £DZLLDRR—REFDTDFlexVolZER L £9. CDFHEICE
D, A—HIFERINT= PVC HDEZTAHABERAR—IAZREL. BERINAR—IEDHDEBEVNZAR
—RAEBRTEET, v21.07 EOFION—T 30Tk I—HFHPVCEZERT B L (5GB HRY) .
snapshotReserve 1' 50% ICERESNTWVBRIFE. EFTAAFBERIR—XIE 25GB DHICHEDEFT, Ch
& A—HYHBRLIZDIFR) 2—LLETHD. FDEIETH 378 snapshotReserve TY, Trident
21.07TlE. A—YHER T ZDIFETAHFEERAR—IATH D, TridentTIER ) 2 —L2EKICHTZEE
ELTEEINET, “snapshotReserve’ CNUFICIFEA TN Et “ontap-nas-economy Ao, Z DIEEED AR
HICDOVTIE. ROBIZERLTLIEET L,

FARIEIRODEED T,

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

snapshotReserve = 50% . PVC &K = 5GiB DFE. K1) 2a—LDEFT X% 5/0.5=10GB THDO. i
e 1 XF 5GIB THH. TNH PVC BERTERIN/-H A1 XTY, “volume show XDEID &£ S 7
BRAKRTINET,
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Vserver Lui tat ype Size Available Used%

online Rw 18GB 5.

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

HUainA > A R=ILD5DBFED/N Y I T RTIE. Trident® 7w 749 L—REICEHRO L SICR) 2—LH
7OoEDazZyIEnEzd. 7y UL —RENSER LR ) 2a—LICDOVWTIE. BEEARBEIND LS ISR
a—LDHYAXZBEETINELNDHD £7, 7 RIE. UFID £ 2GIBDPVCT "snapshotReserve=50

I 1IGBDEFAAARERAR—RERMHTZR) a—LDMERSINE LT Tz xiE. R a—LDH
X%z 3GBICEB T DL, 7TV Tr—>3 > DEFIAHARBRAR—IAN 6GIB DR 2—LT 3GB IZHRD
i-a-o

=/ RDFEEH

RDBNE NFEAEDNFTRA—=E 2T T4 FDFIICTEIEANLGREZTLTVWET, Chid. NvIT
VrFZERIBIROLBERFETT,

(D Fw k7w 7 ONTAP T Trident ZfER L TW3IFEIE. IP 7L XTIZ% < LIF O DNS %
ZHEEITDEZHELET,

ONTAP NASDZE DA

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup D4

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroClusterD |

AAYFA—N—"BELIVORA Y FNYIRIINYIIY RERZFENTEHR T IHNELNBVLSICN
WOTLYRERECETEI'SVML U —o 3> Um0,

ZAYFA—N—CERAYFNY I —LLRICETTBICIE. ZFEALTSYMZIEEL
managementLIF, /NTXA—R Y svm INTX—RZHEELET ‘datalIF, BRI :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB7R ) 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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SERAEAN— X DFREED A

CHUSRNBRON Y I T RIBDABI T, clientCertificate. clientPrivateKey. &Y
trustedCACertificate (BEESNICAZFERL TWAHRIFA T 3Y) IEFRATIN
backend.json. TENENT T 7> FEHE. WER. BLOEEINICAIIFHEDBase64 T Y
d— REINIEIMEREINEF T,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEIT Y AR— bR S —DF)

COBE. BIMNABRT O XR—bRUS—%FRALTIVRR—bRUS—%2BHNICERE L UVEET
& SICTridentliCi8Rd 2 AEZ "L TVWET, Tk, KRS /N& “ontap-nas-flexgroup” K 51 /AT
[ & 5 IC#8E L “ontap-nas-economy’ £ 9,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv67” K L XDl

RIC. IPv6T KL ZDfEMAHIZ TR L "'managementLIF £,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

SMB7R!) 2 — L= {EHA L 7=Amazon FSx for ONTAP D

“smbShare SMBR!) 2 —L%{FEHRAT BDFSx for ONTAPTlE. NTX—HIIWNBETI,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXR0ZXJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix
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nameTemplateZ 8 L 7=/\v 7 T > K& DAY

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

RET—II2fERATENY I FOAI

MTICRITH Y TILNDONY DIV RERT 7AIILTIE IRTOR ML= T—=ILICREDT 7 4L EHEE
INTWET (atnone. at spaceAllocation false. atfalse encryption % Y) “spaceReserveo 1R
BT—=iE. ARL—2E2023 0 TEELED,

TridentTl&. [Comments]7 « —JLRICFOES I Z VI SRILHBRESINE T, O X bE. DFlexVolF 7=

IEDFlexGroup ontap-nas-flexgroup TaRAEL XT “ontap-nas. Tridentid. IRET—ILICEFEET ST

RTOIFRNINETOAES I ZVIRFCA ML =R a—LAICOE—LFY, A ML—UFEEL. RET—
NI RILEEELED, R)a—LEZSRNILTIIL—SELLIEDTEZXT,

N5DBTIE. —BBDRML— =)L THBED. . spaceAllocation &Y “encryption” DEH
BREIN “spaceReserve. —ZfDT—ILTT 7 #IL MEDNEEZTENE T,
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ONTAP NASOD

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup D

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

I\ I R% StorageClasses I(CN¥vE>YI LET

JRDStorageClassE#&IF. ZEBBL TLKIEIVWIRET—ILE2FEHITZNY T ROl 71 —IL RE{FEH
L T parameters.selector. %StorageClassidR) 2 —LDHRRA MIERATEZRET—ILZFUHL F
o AU a—LICIE. BRLERET—ILATERSINERZNHD £7,

* protection-gold StorageClassid. NV I IV RORKRPE2BBDRET—ILICYyEYTINZE
9 ‘ontap-nas-flexgroupe Jd—ILRLANILDREZRMETZH—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassid. NV I IV ROIFBHCA4BHDRES—ILICIvEYD
INXT ‘ontap-nas-flexgroup. EEBUNDREL NI EZIRMET IHE—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqgldb StorageClassld/N\ VI TV ROL4FBEHDRET—ILICRYEY T ENET “ontap-
naso. C AU, mysqldbRXA TT7TUVREDRA ML —S T—ILIERERETIH—DT—IL TS,

29



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClassld/\v I LY RDIBEHDRES—ILICT
wbEYIENET “ontap-nas-flexgroupe VIL/IN—LARILDREL 200007 Ly FRA > Mg
TEIHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClassid. NV I IV RDIBEDORET—ILENY I IV RO2EB DR
#F—JL ‘ontap-nas-economy ICN¥YEYTEINET “ontap-nase _il5IE. 50007 LTy kiR
AN EHFOH—DT—ILAT 7)) VT T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

TridenthBIR T BRE S —ILZREL. A NL—CBENE-INELSICLET,

VB ERICEFT datalIF

#IHA

REZICdatallIFZZE T3 ICiE. ROOAY Y RZEITLTHLWLWANY I I RISONT 71 ILICEFIN

J=dataLIFZ3gEL £,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVCH DU EDR Y RICEFH SN TUVWEES. FILLWT—XLIFZEMICT BICIE. Wind 3
ITARTORY REEFILELTHESBEBREICEIVRELHD £,
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