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"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. LUKSEES b ZER L TA ML —CF— L2 EET 25SICERA L parameters.selector £9, iz IS :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}

3. LUKSIKNZRTL—XZBELY—ILy bEERLET, AIXIE:
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

HIPREIE
LUKSTEEB LI NIz 22— Lilk. ONTAP OEEHIREEHEFETET EFE A

LUKSR 2—LZA 2V R—bT3ODNY I IV RIEHK

LUKSR a—L%EAVR—FT3IC1E NV IIYRTZIC(true RETIHBELHDFT
‘luksEncryptione DA 73 U EIEET S 'luksEncryption’ & (false RDFIITRT LS. R a—
LHOLUKSERL T DH B (true’ h &5 Hhh Tridentl BRI S NE 95

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKSR) 2 —L%EA VR— k3 37-8DPVCEE

LUKSTR) 2 —L%ZFMICA >V R— 9 3ICIE. trident.netapp.io/luksEncryption true XDFIICR
FTEIIC. P/ T7—2a3>%FICREL. LUKSHIGD A ML —2 U 5 X%ZPVCICEHE T,



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

LUKSNX 7L —X%=0O—757—>a>LEd
LUKSODNR 7L —X%#=O—F7—>a>LlcO—7—>a3 > EERTEEd,
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publish-secret-nameo FlZIL :



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. ;R1) a—LF7lESnapshotDEFED /N T L —XZ4HEL £ 9,
R)a—LA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. AR a—LDLUKSY—2I Ly rEEH LT, FILWNRTL—XEHID/NRXTL—X%IBELZE T,
previous-luks-passphrase BID/NATL—XE—RTB3 =B LET previous-luke-
passphrase—-nameo

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LZEIIVEIBHLVWRY REERLEY. CdO—T—> a3V ZRRT 3 7OHICHET
ERS



S . NRTL—=XPA—T—>a3>Ehic e ZERLEFT,
R)a—LA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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* spec.nfsMountOptions: sec=krb5i (IDIRF#ICK BDEREELHES1L)

* spec.nfsMountOptions: sec=krb5p (IDHEXIUVTTA /NS —1REICK BEREAH &K UBES1L)
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5p
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIBTIER LB 7 71 ILEERL T Ny I IV REERLF T,

tridentctl create backend -f <backend-configuration-file>
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tridentctl logs
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* mountOptions: sec=krb5 (EREfrES1t)
* mountOptions: sec=krb5i (IDfREEICK DEREEEEES1L)

* mountOptions: sec=krb5p (IDBIUVTTA /NS —REICKBEREAH &K UEES1L)
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1. Jx )% EA L T. StorageClass Kubernetes#4 7' o M EER L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krb5p
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2 L= S REERLET,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3 APL—=2USABMERENTVWS e 2B LE T,
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kubectl get sc ontap—-nas-sc
RDESBHEADPRTREINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

RYa—Lo7OESg=>d
ARL=SNYIIVRERM L= 0S5 REERLTES. R a—L27OES a0 TEZEDICHD
F L7 FIBICOWTIE, Zz8BLTLLKETVW R a—LE2T7OES3aZ=Z>095"

Azure NetApp Files’R ') 1 — LA TODEXFKerberoshE St D&

BENMRY S AR L BE—DAzure NetApp FilesX kL — /Ny U T R £7:1ZAzure NetApp FilesX kL —
Ny IITYRORET—ILOBEDA ML= 57 0w IIC8 L TKerberoslES b ZBMICTHENTE X
ER

Fa 9 SaE1IC
* BEIENHRDRed Hat OpenShifty 5 X # TTridenthBICHE>TWVWB Z e #HEL £,
CA—TA)TAICTIVEATER =R tridentetl £95

ET’#’EEEEML\ DFIEICHE> T, KerberoskES 1L DAzure NetApp FilesX kL —2 /Ny I TV R D%
FTTLTWBZ xR LE T, "Azure NetApp Files D RF 2 X > k"

* KerberosBE St THER T ANFSVAR) 2 — LD ELKRESNTVWBR e 2R L £9. DNetApp
NFSVAR XAV DHREELI a3y (13R—2) ZBRLTEE WV " INetApp NFSv4 Enhancements and
Best Practices GuideJ "o

AML= Ny O ROER
KerberosBES1LEEE % & T Azure NetApp Files A FL—S N w O TV REBRMEERTET £,

BATHE

KerberosBE St Z8RET DA ML= NI TV R T 71 IILEER T 2581 RD2DDLANJLDOWT
NHOTEHITBLSICERTTET,

* 71 —JLRZ%ZHEH L 7=* storage backend level * spec.kerberos
c Ja4—I)LREFERALIEMRE S —)LLARIL* spec.storage. kerberos

RET—=ILLRILTHEREEERZTDHE. ANL—J09FRAOIRNILEFEALTT—ILABRETNE T,
EE5DLANILTH, KD3DD/N— 3 > DKerberoslEES{LOWVWITNHO EIEETEF X,

* kerberos: sec=krb5 GRFEEES1L)

* kerberos: sec=krb5i (IDIREICLDEREECEESIL)
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* kerberos: sec=krb5p (IDEKXVTZA N —REICKL B K VES1L)

FIE

1. EENRISAZT. ARL=S NI IV REERT BBENDBZHR (RAEL—S NIV RLA
WELRRET—ILLANIL) IKIELT ROVWTND OO ZFERLTA ML= Ny T R T 71
LZERL &9, Fil<>DfEIE. REOBERTETRITI,
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ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

RET—=ILLRILDOBF

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

2. FIOFIBTIER LB 7 7 M ILEERALT. Ny I IV REERLEF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANMEBERDHD £, ROAXY FZ2FE1T
T3, OV ERFLTRERRZRETEE T,
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tridentctl logs

B 771 CRBEZEBELTEIELZS. create A¥Y RZHEERTTEFFI,

AbL—=20 5 R%Z2ERT B0
AbL—=295R%Z2E LT KerberosBES bz AL TR 2a—LZ2FOED I =V I TEFT,

Flig
1. D% #FER L T, StorageClass Kubernetes#+ 7 o & {ERL £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. A=Y 0S5 R=EBLET,

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AML—=USAAMERETNTVWB e 2L T,

kubectl get sc -sc-nfs

RDESBHADKRRIEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lo7OE s>y

APL=—YNYIITVRERML—=DT TR 2B LTcS. RUa—LZ2T7O0ED3a =T TEBRLSICAD
Fllo FIBICOVWTIE, ZBRBLTKLETVW R a—LAZzT7OEY 3 =279 3%
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