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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []
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BRIFERAINE T, BHRHNAVE)

B

RDOBF FEAEDNTRA—RZTITAIDEXICTEIERERZTRLTVET, TNV IIVRE
BRI IROBERFETT,
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&/ N\RDIERY

CNISERBICR/IEDNY VT R TY . CDBHTIE. Trident (SR S NT-IBARICH B Azure
NetApp FilesiICEEINTcTRTDNetApp 7 ATV b BET—IL. BLUH TRy bZ&EHL., 21
SDT=INEH TRy FOVWTNMNMIHLWRY 2a—LZS VA LICBRBLE T, BHERS nasType' &
BEINHEE. nfsT 7LD ERHIN. NwIIVRIENFSAYa—L%EOE S 3=V o LE
3_0

C DERLIE. Azure NetApp FilesxFEULWEH TEH L THZBEICRBETI D, EREICIZ. 7O 3=
VPG BR)2a—LDRA—T%# I SIIBET S CHREBICED ET,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

11
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DNy ITYRBHTIE. subscriptionID. tenantID.
F—CRIDZFERTIFFIEA T3 >TT,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

clientID.

Z L T “clientSecret' ¥



AKS DU ST K ID

DNV I Iy RIEBRTIE.
Bl3A T a3>TY,

tenantID.

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID:

RET—INTIINE2—%2FERLIEEEDOY—E XL ANILIER

clientID.

Z L T ‘clientSecret 72 K ID 2R %%

9f£87c765-4774-fake-ae98-a721ladd45451

DNy I I R TIE. Azure® eastus 35T "Ultra  B= 7 —JL, Trident I&. & DIHFTTAzure
NetApp FilesICEEINIARTOH TRy b ZBEMICKRE L. ED55D 1 DICHLWERY 2 —L4

ZSVHALICERELE Y,

version: 1

storageDriverName: azure-netapp-files
9f87c765-4774-fake-ae98-a721ladd45451
68e4f836-edcl-fake-bff9-b2d865eebb6ct

subscriptionID:
tenantID:

clientID: dd043f63-bf8e-fake-8076-8de9%9le5713aa

clientSecret: SECRET
location: eastus
servicelevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2

13
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CDONY I I REETIE. Azure® "eastus’ F8) QoS BE T — /LD H 3157, * NetApp Trident 25.06
DTFIZHhIL FLEa2—%

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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CDONYIITYRIBRICED. R a—LORRBEHEINE—DH TRy MIEISICENIN. —EFDR
Ja—L OB 3 Z>00T7 74 BEEINE T,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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CONYIIYRBETIE. B—DT7 7ML TEROA N - T—ILZEELET, Chid. ELD
P—EX LRIV ZYR—FTIEROBET—ILHEHD. TNHEZRITANL—Y IR %
Kubernetes TERL T 215 & ICEFITT, RET—ILSANILIF. UTOBEICEOSVWTT—ILEZRXRTS
Te®ICERINE LT performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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Trident . V=23 Y Al AMY —VICEDWTT—20—ROR) 2a—LDTAES 3 Z VI %R 5
ICLE T, £ supportedTopologies CD/N\y I Iy RO IOy Zid. Ny IIVRZCIC)—2
eV —VDOUR N ERBEITZEOICERATNE S, CCTHERETZIV—rarvey—rofiid. &
Kubernetes 75X 42— /—RDIRILD) =23 eV —VDEC—BRITIBERHDFT, CN5D
)= ey —=2ld. ANL—Y IS ATIRBETEZHBMEO VI M ERLET, NV IIVRTR
HEINB3)—23> =200 Ty FESTCR ML= V5 XDFE. Trident IFIBES N —

2areV = IR a—LEERLET, FHICOVWTIE "CSIMNROYZERT 2",

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

ARL—=CUZADEE

YR “StorageClass &I LD ML —Y F—I)LEBRLE T,

E# | “parameter.selector 4 &F

£ “parameter.selector ZNZNIEETEF £ "StorageClass' R 2 —LE KA M T BHICERIN B3R

BT—)o RUa—LICIF BRLET-ILTERSNABELIEENE T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB/RY 2 — LDEZH

{#H nasType. node-stage-secret-name. < L T node-stage-secret-namespace. SMB R 2
—L%EIEE L. HEA Active Directory BIRIFHmREIRETET X7,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

LRIEECCICELSEY—I Ly AT

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

RUa—LITCICERDMEZERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ ‘nasType: smb’'SMB /R) 2a—LZHR—brFTB23T—ILDT 1 J)LZ—, ‘nasType: nfs’ F7=id
‘nasType: nul’NFS 7—ILD 7 1 JILZ—,

INY I LTV REERT S
Ny IV REET 7ALEER LS. ROV REEFLED,

tridentctl create backend -f <backend-file>

Ny I TV RFOERICKBLISE. Ny I I ROBRICEEDNHD T, ROIVV RFZERTTH L. O
TR R L TRRAZHETEE T,

tridentctl logs

BT 71 )LORBEEESEL TEIELT-S. create ANV REHEXRTTITFET,
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