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"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {EF “parameters.selector LUKS BES{tZERA L TA ML= T—ILZEELFT, HIXIL:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKS NRTL—X%Zza8L>—oL v bEERLET, FIZIL:
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

HIPREIE
LUKS TEES{t I NN a—Lldk. ONTAPOEEHIRE EEZFEBETEITEH Ao

LUKSR) 2—LZAVR—bF3ODNY I IV RIEHK

LUKSTR a—L% 4 VR—b93ICIE. luksEncryption IC (“true NY I IV RTo D
‘luksEncryption A 7> a VIFR ) a— LD LUKSEMDE S D & TridentIlERA D (true) e
[FLUKSICZEH#LL TULVR LN (false) ZEXRDBID L SICAHALET,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKSR) 2 —L%EA VR— k3 37-8DPVCIERK

LUKSTR 2 —LZEBNCA VY R— b TBICIE. 7/ T7—2a =R ELET
“trident.netapp.io/luksEncryption™ I “true’ CDFICTR T & SIS PVCICLUKS |IGRA ML —2 V5 X230 F
ED



kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: luks-pvc

namespace: trident

annotations:

trident.netapp.io/luksEncryption:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

LUKSNX T L —Xz0—7—>3>9%

LUKS N X7 L —X%z=0O—F5F—>3>vlL. O—F7—>3
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R EE
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TJL—X%S—0Ly bADTIT14TBNRTL—X B LFET,
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luks-passphrase /N X — R IFERINE T,

FIE

1. 3B/N9 % “node-publish-secret-name’ % L T “node-publish-secret-namespace StorageClass /N5 X —%#,

Bz I

"true"

VEHRITBEHTEET,



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LFRIFRFTY T3y b EOBIBEONZITL—XZHBIL £,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

B AR)a—LDLUKS =Ly rEFHLT. FILUWNZXTL—XMUEIODNZATL—X%ZIBELE T,
1R 9 % “previous-luke-passphrase-name’ % L T previous-luks-passphrase RN /N X 7 L — X & —E
LE,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LZEIXIVEIBHLVWRY RZERLEY. CHIIEERZRIRYT 37cOICHBETT,



S . NRTL—=XPA—T—>a3>Ehic e ZERLEFT,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

R
R)a—LeXFTy T3y bTHLLWARTIL=XDAMEREINESIC. NRTL—=-MO—-FT—>3>
Sh&FElis

@ T ZIE. 2D2DINR T L —XAHDRENT=3BE luksPassphraseNames: ["B", "A"]. [Ol#xR
IIFRTEL T, FILWRYRZRNUA—LT, BlEERTIEBZIECHNTEFEXT,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. BIOFIETIER LI 7 71 L2EALT. NI IV FZERLET,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBMLIESE. Ny I IV FOBRICEENHD T, ROIVV FZRITTS
& OJ2RRLTRERZRETE T,
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tridentctl logs

BRI 71IILORBBEEZEEL TEEL]ZS. create ANV REHERTTEFXT,

AML—=20Z X %ERLT %
Kerberos St = AL TR 2a—LZ O I =2 J§230DIA ML= VS XEZERTEE T,

HRUE

ANL—=S9S5Z2A TV h2ERT B 2 FIC. KerberosBEES{ELD3IDDELZ/N— 3 >0LWTnh =g

ETEFXT, “mountOptions /NT X —4:

* mountOptions: sec=krb5 (EREE¥HES1t)
* mountOptions: sec=krb5i (IDIREZER I-ER:L L iES1L)

* mountOptions: sec=krb5p (FPATUTA T4 TTMNI—REZBRT-FREE L EES1L)

Kerberos LRJL%E 1 DIEIFHEELE T /INTX—HX )X NTEHOD Kerberos BBt L NILEIEE L 135
B, BRIIOA TS a>nsIMERINET, A L= Ny I Ty RERTIEELEESILLANILAZ L
—JUOSRFTVT IV RTEELELRILEERZZAIE. ANL—= 95X ATV RHMBREINE
ER

FlE
1. R fF|%=ER L T, StorageClass Kubernetes #7212 FE{ERR L £ 95

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2 A=Y IS REERLEF T,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

S AML—=—Y USRBMER SN EZRBLET,
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kubectl get sc ontap—-nas-sc
RDESBHEADPRTREINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

JOoeYaz=>JR)a—LA
AL=Y Ny IIVRER ML= IS RZ2EHLTIcS. RUa—LZ2TOEDIZVITEBRLDICR
DET, FIREICOWTIE, "RUa—Lz7OED3a=Z>J923",

Azure NetApp Files’R!) 2 — LT > 754 b Kerberos BES{t =B 3

NA—T R TR —BE—DAzure NetApp FilesX kL —2 /N I T2 R E7ldAzure NetApp FilesX + L
— NV IIVROREBT—IEDI L= 571w 7IZxF LT Kerberos BES{tZEMICTETEY,

e d S0l
* BIBYXR Red Hat OpenShift 7 5 X 2 —TCTridenthBICHR > TWB I e 2R L E T,
C TULATEREHERL TSV tridentctr 2—F7 ¢ U T 1o

c BHIEEREL. UTOFIEICHRE > T KerberosFES1LFHMAzure NetApp FilessR FL—U Ny I IV R%E
Lol &R LET, "Azure NetApp Files D RF a2 X > k"

* Kerberos BES{L TERT S NFSv4 R 2a—LADELLKBREINTVWS e BB L £9. NetApp
NFSV4 R XA BRI a3y (13R—=2) ZBRRL T LTV, "NetApp NFSv4 DIEER{E E R+
TS50F4AHAR",

ARL=UNY I REERT S
Kerberos BE 51t 1&ae% & T Azure NetApp FilesX b L—2 Ny I TV RIEREERTE 95

BATHE

Kerberos BES{L Z BT DA NL— NI IV REBR 7 7ML EER TR ESIC. XD 2 DDLARNILDW
INHOTEHAINDLSICERTEXEY,

CRARL—=INYIITYRLARIL*E. “spec.kerberos 9 EF
* MRET—ILL AL ZER L T “spec.storage.kerberos™ 73 £

RIET—IL LRI THEREERTZHBE. ANL—C 95 ROSRNILEFRALTT—ILANEIREINE T,
E55DLANILTH. Kerberos BEBILD 3 DDELZN—a>OVWThhEIEETEF T,

* kerberos: sec=krb5 (FRiFrEES1t)
* kerberos: sec=krb5i (ID{RE%EAT-ERE L BES1t)

* kerberos: sec=krbSp (FPATUTA4 T4 TTAN—RE&EZRAT-FREELEESF1L)
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FIE

1. BEWRITZAZ—T, ACL=I NV I IV RZERIBDVENDHBIGA (AL—2 Ny I VR
LANIWFIFMRET—IL LRI IZIGC T ROWVWT D DOFIZFERL TR ML= Ny I Ty REEKT
7R L T, FHll<>RADEIF. REOBERTEIHRIET,
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14

ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

RET—=ILLRILDOBF

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krb5i #can be krb5, krb5i, or krbbp

credentials:
name: backend-tbc-secret

2. FIOFIBTIER LB 7 7 M ILEERALT. Ny I IV REERLEF T,

tridentctl create backend -f <backend-configuration-file>

Ny T ROERICKBLIZE. Ny I I FOBRICEENHD T, ROIVU FZRITTS

& O ZRTLTRRAZRHETET XTI,
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tridentctl logs

BRI 71IILORBBEEZEEL TEEL]ZS. create ANV REHERTTEFXT,

AML—=20Z X %ERLT %
Kerberos St = AL TR 2a—LZ O I =2 J§230DIA ML= VS XEZERTEE T,

Flig
1. RF%ER L T, StorageClass Kubernetes 77 FZER L £95

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2 A=Y U5 REERLET,

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AL =Y ISAMMEHENC = R L £ 9,

kubectl get sc -sc-nfs

RDESBHADKRRIEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

Joe a=>JR)a—L

AL=Y Ny IIVRERML—2 I5RZEHLIES. R)a—LZ2TAOEDIZ VI TEELSICR
DEF, FIEICOWTIF. "RUa—LzT7OE 3 =>J93",
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