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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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‘resourceGroups . netappAccounts'. BKXV

‘capacityPools DfEIF. BHEINTEVY —XDtEY hE DAL= Ny I I RTERRA
BELRDDICHIRTZ T IILITHD., FEDHASHE TIEETET T T, TREMBIIRDOAZIIC
WET :

2147 J+—xXv b

Y= TIWN—" <resource group>

NetApp 77 Ho > b <resource group>/<netapp account>

BRET—I <resource group>/<netapp account>/<capacity pool>
Ry kD—2 <resource group>/<virtual network>

TRy b~ <resource group>/<virtual network>/<subnet>

RYa—Lo7OESg=>y

B 7 71ILOFRBEI S a3 TROA T3V ZEBETZEICED. TT7A4IMOAR) a—LD7FOE
DIV EFIETEIET, FHICOVWTIE. [EflZSBLTI T,

INT A=A BE T7#ILbE
exportRule A 2 —LDOIT 7 ZXAR—k)L  "0.0.0.0/0"
_}l/o

exportRule |&. CIDREKREEICKD
EEOHAELEDIPVAT FL X
XBIPVAT TRy b AT T
X)o7 ) A S THZIRELHD
£9, SMBR 2—LTIFEFS

nxd,

snapshotDir “snapshot 74 LI FUADTY  true. false (FARHIICERTE
R ) o

size FLWARY 2—LDT 74 MY T100G]
14X

unixPermissions AR 2 —LDUnix/IN\—I v 1 (FLEa2—#8E. T XD
3> (8E4HMI) o« SMBARU a2— U3V THRIARIRIMAD
LTIFERINET, BERHNE)

B

RDOBNE NFEAEDNFTRA=EF 2T T AN FDEIICTEEFERERLTVWET, CNINYIIVREZ
BRI IROBERFETT,
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CHUSIETRICR/IBDONY I T RIBRTY . OB TIE. Tridentik. #AE S NTIFFRICEH B Azure
NetApp FilesICEE SN TR TDNetApp 7 HO > b BET—IL. BTy b ERHL. TFhoD~
— LTy bDIDIZFHLWARY 2a—LES VA LICEREL X T, nasType hNEBEINTWB T
. nfssT 7 AL EDEARIN. NV I RIENFSARY a—LxOE3a =S LETD,

C DERLIE. Azure NetApp FilesZFEUWLBSH7=IEHND T, WAWBEH L TWR E FICRBETI D, EBEIC
&, 7OEY 3=V 923R) a—LAICBMDODRAO—T2RET IHEHLNHD £,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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AKS DI #—J R ID

DNy LY RBMTIE. subscriptionID. tenantID. clientID. H KU “clientSecret H'E
BEENTUVET, ChERIYR—I R ID 2EAT 358134 T3> TY,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

14



AKS DU ST K ID

DNy I Iy REKTIE. tenantID. clientID. H KU “clientSecret NEBRETNTULETH.
NBSIXI>IRID ZERTZBEIEIA T3 VT,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

RET—IN TN 2%EFERALIEEEDT—EXLANILEE

DN I IV RIEBETIE. Azure® ‘eastus’ O —> 3 >® Ultra B2 7—ILICARY) a—L%ZEEEL £
9o Tridentid. £ O — 3> TAzure NetApp FilesiICEEINI=IARTOH TRy b EBHICKEH

L. EDSEDIDICT VA LICHLWVWARY) 2a—LZREL XY,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2

—
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FE QoS BES/—ILEFERLI/NYIIY RO

CONYIIY RIEBRTIE. R a—L% Azure D “eastus O —> 3 > DFE QoS BRES—ILICEE
LEd,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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CDONYIITYRIBRICED. R a—LORRBEHEINE—DH TRy MIEISICENIN. —EFDR
Ja—LOESa=Z>0oTF7xIILcBEETNE T,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"



RAE T — L DR

18

CDONYIITYRIBHTIE. B—DT7 7ML TEBDANL—CTF—ILZEFELET, TNIE. EL D
H—EALRILZYR—NTR2EHROBET—ILHHD. ENHERT AL —T 05 X% Kubernetes
TYERR T 2B BICER T, RET—ILTRILIF “performance’ ICEDWT T—ILEXRI T 3 1-DICEH
ThZFEFLT

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2



PR—FIhTWVW3 bROSHERK

Tridentid. V=23 e T7RASEY TV —=VICEDWTT—20—ROAR) a—L0FOES 3=
VIOHERBBICLET, CONY I I RIEBRED supportedTopologies 7Oy Zd. Nw I IV RIT D
=232V —2DURANZRETIOICERAINET, CCTIEEIDI)—2arey—2nfE
IZ. BKubermetesZ7 S XARXA—/—RDSRILD) =238V —VOBEE—BITZIHNENHDFEFT,
nep—og> ey —id. A= S ATRETEZHBEOV A ERLET, NvoTY
RTIREINZ ) -2 a3 eV -0y h 280X ML—20 35 XDIFE. Tridenti$IgE SN
)= 3>V =R a—L%ZERLET, FFHICDOVWTIE. "CSI FROVEFERT2"#8RBLT
<TEELN,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

AML=205ADESR

JR®D “StorageClass &l DAL —JF—ILEZBRBLET,

‘parameter.selector’ 7 + — )L R Z £ L 7= E &I

‘parameter.selector Z{FRAT B .
‘StorageClass C¥Ic. R a—LZ KA NTBDIFERINZRET—ILEZEBETETET,
A a—LAiZlE. BRLET—ILTEESNAELINSENE T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB 7RJ 2 — LD EZHLH

‘nasType '« "node-stage-secret-name’'. KLU ‘node-stage-secret-
namespace ZfEAL T. sMBRU a—L%ZIEEL. BEHActive
DirectoryBI&IEHREZIRMETET X T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
HHEECCICERDZ - Ly FEFRTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

R a—LTEICBRBS—I Ly FEERT 3

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb SMBARU a—LZHR—rF3F7=ILDT 1L,
nasType: nfs  F7lE ‘nasType: null NFS F—ILD 7T 1 L%,

INY I IV REERT S
INYIITYVREBRT7 7AIVEER LS. ROOAT > REERITLET .

tridentctl create backend -f <backend-file>

JEFGF Azure 7 50 REEARAT 3388 1E. tridentctl D Azure ¥ 5 RIBIEE®D Azure Resource Manager
BLURIY RRA Y b Z2FRATILSICHERINTVS CEZHRL TV, Ny I IV ROERD
KBLIEBEIE. NIV ROREZHER L. OJZ2RALTRERZFHEL TEEL,

tridentctl logs

W7 7 )LOREZREL TEIEL] S, create ANV REBERTTEFET,
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