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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm
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helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
79K Z7AONAM RV 5T RIDZEEL TTridentz 1 > X b—=JLL £ :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident
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* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

network: "<vpc-network>"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim O (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim O] (RWO)



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"
servicelevel: Flex
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true
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* ext3
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ReadWriteOnce (RWO)

apivVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv-—-san—-rwo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san
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apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

£70v o741 X (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx
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nfsMountOptions

limitVolumeSize
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B

ARL=RSAN—D4HE

(A F>3ay) ARL=—SNYIIVRODRAE LS

R 2a—LERBDORA ML =T —ILZIEET 57
ICERSNB3 A T3 >DNITX—4,

Google Cloud 7 Ao > b 7O> o &S, fEIF
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client id. auth uri. token uri.

auth provider x509 cert url. H&U
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debugTraceFlags fSTdIWNoa—FTa0VIBICERTZT/NYS 75 nul
Jo B {mapi":false, "method":truel}o. I
STNSa—Ta4>J%17oTHED. FHERHOT R >
THREBERIGEERE. ChaEBLARVWTLES
L\O

nasType NFS £71d SMB R 2 —LDERZREL £Jo & nfs
7o avidnfs. smb. £7IEnullTY, null IZERE
38, T7AILETNFS AR a—LICKEDET,

supportedTopologies CDN\NYIIYVRTHR—FIATVWBR -3
V=D ARZERLEFT. FHEICDOVWTIE. "CSI
FRODZERT2"Z28RLTETL, 6l
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

RJa—-Lp7OES3=Z>I F73>
T7ANEDR) 2a—LT7OESIZ T3 BT 7LD defaults £ > 3 > THIEITE XS,

INT A=K B TI7#I b

exportRule HLWARYa—LDIYRXA—K~ "0.0.0.0/0"
IL=ILo EED IPv4 7 KL XD#E
AFEHLEZ AV TRYI 27U R
MCTRIRENRHD £,

snapshotDir “snapshot 7+« LY FUADTY  true. false (F7#I+DE)
2 EIXELZHZEDHD £, AR
BIICERTE) NFSV3DIZEIE T
false]
snapshotReserve Snapshot BICFHRITNTWVWERY "™ (FTI7FILMDOEZITANET
1—LOEIE )
unixPermissions FLWLWARD 2—LD UNIX R (4 ™

W1 8 EE)

B

ROBF. FEAEDNFRA—RZTITAIDEXRICTEIERERZTRLTVET, TNV IIVRE
EETIHROBERFTAETT,
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&/ N\RDIERY

CHUSIENRICR/NBDONY I T RIBETY. DB TIE. Tridentid#pl & N 7-3BFT TGoogle
Cloud NetApp VolumesICEETNmITARTODR L= TF—ILEREL. FILWARY 2a—L%EZZN5D
T=ILDIDICT VA LICEEE L £9 . ‘nasType NBEEEEINTWE7®H. 'nfs'T 7 3 )L bHEA I N.
Ny O ITYRIENFSARY a—LEFOES3Z=Z>FLET,

C DIERIE. Google Cloud NetApp Volumes ZfEWESH 7=IEHD TLWA VAL TV RIHBEICRETY

HL ERICIFTOED I Z>I 3R a—ALICHLTEMOROA—TZ2RET IHVELRHZIHH LN
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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E
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

17



StoragePools 7 « JL 2 — %= {EMH L o1&

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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CONYIIYRIBHETIE. B—DT7 71 TEBROEET—ILEEERLFT. RIEF—ILIZ storage’
YOI a3 TEREINE T, BADZY—EXLRILEYR—FITI3EHROIANL - T—=ILHH

D. KubernetesTENEEZRI AL —C U S RAEERT BBRICIRIIBE X T, RET—ILSANILIE.
T ZXTRIHIFERINE T, LExiE. ULTDAFITIE performance’ )L & “serviceLevel’
A THMRET—IILZXA T3 HICFERAINE T,

—EDT TN MMEEITARTOIRET—IILISERTESLSICKREL. BLDRET—ILDT T+
Ex FEZITZIHTETET, XOFHITIE. “snapshotReserve & “exportRule’ B’ TR TDIRAE T —)L
DTF 7L LTHEELE T,

SEMICDOWTIE. RET—IL"EBRBLTLIEEL,

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"

private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
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client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE D7 >k ID

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml
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Tridentid. V=23 e T7RASEY TV —=VICEDWTT—20—ROAR) a—L0FOES 3=
VIOERBRBICLET, CONY I I R#EBRED supportedTopologies 7Oy Zd. Nw I IV RIT D
)=V —2D) AN ERBTZHICERAINET, CCTEETRAV—Sa>yey—2ofE
IZ. BKubermetesZ7 S XARXA—/—RDSRILD) =238V —VOBEE—BITZIHNENHDFEFT,
nep—og> ey —id. A= S ATRETEZHBEOV A ERLET, NvoTY
RTRIEEINZ ) -3 eV —2ot ey FEEE8X ML —C 05 ADIFE. TridentidEE SN/
)= 3>V =R a—L%ZERLET, FFHICDOVWTIE. "CSI FROVEFERT2"#8RBLT
<TEELN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-Db

RDFE
NYIITYVRBR 7 7AILEER L5, OO RERTLET

kubectl create -f <backend-file>

Ny I TV RHEBICERSNIcC C 2RI 3ICIE. ROOAXY RZRITLET !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-0234-477e-88£d-713913294£65
Bound Success

Ny I Ty ROERICKBLIEZEIE. Ny I Iy ROBERICEELH D £, kubectl get
tridentbackendconfig <backend-name>' 1Y > RZERAL TNV I IV RZERT BH. ROOAY Y FZEIT
LTadzRR~L. ERZHETETET !
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tridentctl logs
B 7 71)ILOREESELTEBIELLES. NvIIYREHIBRLT. create ANV RZHEERTTEXT,

AML—=CUZADEE
UTFIE. EEBONy I Ty F2BRT 3EARNZL "StorageClass & T o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* ‘parameter.selector' 7 r —JL R ZER L IcE&ERM - *

‘parameter.selector ZfEATZIE. &

‘StorageClass I LT RV a—LERANTZHICERAINS1ink: .. /trident-
concepts/virtual-storage-pool.html ["{REF—IL

"ZIBETEEXRT, AJa—LAlliF. BIRLET—-IITERINLAELAZENE T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: premium-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

ARL—0SZADOEHBICOVWTIE "A L —C 05 2 ERT 2" EBBLTLLIEEL,
SMB 'RJ) 2 — LD EZHH

‘nasType’s ' node-stage-secret-name’ . H& T ‘node-stage-secret-

namespace ZfEAL T, sMBRU a—L%ZIEEL. BEXAActive

DirectoryBNRIBHMETIRMETET X, EEDIERF/-IFIERD AR VActive Directorydl—1H—

JINZAT—R%E ) —RRFT—=I2 =Ly MCERATEED,
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T 7 A4 b DOREEF TOERRE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

LRIEECCICELSEY—I Ly AT

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

RUa—LTCICRBBEY—T Ly b RT3
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



(D nasType: smb SMBARU a—LZHR—rFT3F=ILDT1I)LA; nasType: nfs F£rid
‘nasType: null NFS 7—ILD 7 1 L%,

PVCEZ DA

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

PVCHINA Y RENTVBNE S DRI BICIF. ROIV U FZRTLET

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE
gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-nfs-sc  1m
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:

storage: 500Gi
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