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kubectl create ns engineering-ns
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kubectl create ns marketing-ns
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apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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apiVersion: vl
kind: ServiceAccount
metadata:
name: mkt-user
namespace: marketing-ns
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apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service—-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. marketingh —EX7AHIY rDI—T Ly bEERLET -

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service—account.name: mkt-user

name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user
namespace: engineering-ns
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n engineering-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret

providerType: GenericS3
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"
b. A—H—MT7 I AMEREIFOL S IR STz AppVaultiBREEE TEZNESHETAMLET ¢

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect
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helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. Prometheus ServiceMonitor CRD %2 S XX |BALET ©

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml
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metrics-config.yaml : kube-state-metrics Helm 7+ — b E%E

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0
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prometheus.yaml : kube-state-metrics 1/ —E X ¥ Prometheus OIS

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 75— % Alertmanager (Z)L—T7 « > 7§ % & 51C Prometheus Z#A L £ 9. Prometheus 8E 7 7 1
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prometheus.yaml : Alertmanageri_7 5 — FZX59 %

alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093

R

Prometheus (& kube-state-metrics "5 X b 1) 7 XZUNE L. Alertmanager IC7 7 — FZXETEDLSICH
DELFe INT. 77— b2 b)A—F23FHKET7 57— MOXERZHRET DEREBEVE LT

ATV T3 . T7oT—hETo—MDOXEXREHRET S

V—IHEET B L SICEBRLIES. 7I— b2 ) A—93BMOBELT 5 — FDOXELZBRT 2HE
NHOET,

77— b0 Ny Ty TR

ROFITIE NI T THARL)Y —ZADRAT—R AN Ermor ICRESNTHSMULZBEL - EIC
FUA—CNBEELRTI— L Z2EELEFT. CORAZRRICEDETHRRZIA L. TOYAMLRZRY
k% “prometheus.yamI'BE 7 71 ILICEHZ ENTETET ©

rules.yaml : KEEL 7c/\w 2 7 v FICx 9 % Prometheus 75— b ZE&ERT S

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"

description: "A backup has failed."

Alertmanager % sRE L THIOF v RILICT S — b EXET S

Alertmanagerz s E L T fIOF v RILICBRZXEFE TS CHTETET, EX—JL. PagerDuty. Microsoft

Teams. F7-IZFDOMOBHI Y —E X% HRET SICIE. “alertmanageryaml' 7 7 1 L TENZENDREZTE
ELET,

ROFITIE. Slack F ¥ RILISBEFREIXRET 5 & 51 Alertmanager 18 L £9. COflEBEDDEEBICE

HDETHREIAZXTBICIE. api_url F—DEZBFEVDIRIETHERINTLS Slack Webhook URL &
TR ET:
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alertmanager.yaml : SlackF7 v > R%JLICT 5 — hZXET D

data:
alertmanager.yaml: |
global:

resolve timeout: 5m

route:

receiver: 'slack-notifications'
receivers:

- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’

send resolved: false

Trident Protect 7 R— N\ RILESERKT 3

Trident Protectld. BIEENOJ. XcUwo, BETODIZAZR 7 TVICEAT S MR
AOJIBHRAR . NetApp SupportlCIRIIDIEHRZZC /N RILZERTETSLDICLF
o 1V —2y MIEHEINTWBRIES., hXAXLUY—X (CR) Z71I)L%ZFEAL
T. Y7R—bk/\> KJL%ZNetApp Support Site (NSS) (C7 v FO—RTEFZET,
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CRZFRALTHR-MNYRILZERT S

FIE

1. ARBZLI)Y—R (CR) 774N %ZERL. &EiZEMITET (B trident-protect-
support—bundle.yaml)o

2 ROBMERELFT .

° metadata.name : (%7H) CDAXZL Y —XADEHE, REICEHOE T—EHL DBEYIRAH
FBEIRLTLLIEEL,

° spec.triggerType : (WB) HR—K NV RILETCICERT I AT a—ILT 3D ERE
LEd. X7rTa—I)Lanic/\Y RILERIE. UTC OFFT 12 BFICiThNE T, BMARMEIXRD
EEDTTY,

* AT a—ILiEH
" FH
° spec.uploadEnabled : (F 7> 3>) HR— N2 RILOEREIZNetApp Support SitelZ 77 v

TO—RIBINESHDZFIELE T, IBESNTULWERWEE. T7#)L M false’ TY . BRH
BIFRDEEDTT,

= true
*false (F7#JL1)

° spec.dataWindowStart . (F 7> 3Y) HR—k NVRILICEEFNZT—E2D T4 > RIODE
BHEFZIEE 9 % RFC 3339 XD BAXFF, F8E LAWEEIE. 77 4JL ~T 24 BrfEaiic
BDEYT, IBEETETIRHBREVIs Y RUAMIZ7 BEITY,

YAMLOD :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. “trident-protect-support-bundle.yaml’ 7 7 1 JLIZIEL L\MEZ AL 75, CRZERL XY -

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

CLIZERLTHR— N RILEZERTS
FE
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1 BN OEERBEOBRICETHRI T, YR—F N RILEERL X, trigger-type'id. /N R
DT CICER S ND D\ {ERRBERID AT S a—ILICEK 2 TRESNBZI D ZRELF T, "Manual
F7-1% Scheduled Z8ETZE X J, T 7 #4JL FEREIX "Manual' TY,

RIHERmLET,

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

PR—bNVRILZERLTEIET S

WINHDOEZEZFERBLTHR—F N RILEERLI-E. TOEROETRREZERL. O—HIL X F
LICEE TR TEET,

FiE
1. “status.generationState' ' "Completed JRREIZHR 2 FTRHB X T, MDIT > R TERDETIR T % BR
TEFI !

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. HR—b NYRILEO—AIL PXTLICBIELEY, TT L7AutoSupport/A> KL IE— OAT Y
FEEISLET !

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

HAH5 “kubectl cp’ AV Y FERDITTRITL. A BEZHFLOO-NIL T LI MJICEES]RAF
ER

Trident Protectd) 7w 745 L — R

3 LWEEE R N TEIERER T A1l Trident Protectx REFT/N—> 3 icT7y T L —
RTEFET,
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c N= 32241005 T7vTIL—RTBE. Ty TIL—RRAICETINZ AT v T3
v NDRTBEIREMEN B D £, COEEICED. FHFEIZIRT D a—ILTN[HFFE
DAFvTay COERDHITFEONZZCIEHD FEA Py I L—RARPICR Ty S
oy hHERBLIESGEIF. 7TV —2 a3 hMRESNBESICFEFTHLLWRFTY S
2ay b EERTEET,

BENLBEEERT B0, 7y TYL— REITATORF Y Foay b R7Ya

©) —LVEEHICLT, 7y T L— REICBEEMICT 3 EATEFT, il ShuC
&D. TyTTL— KEEFMICRT Sa—LENERF vy TS 3y FikbN3C EIch
0ET,

T5AR=K LPSZAMNIDA VA R=)LTIE. 2=y b N=2 3 VICAER Helm F v
—hrEAAX=IDBTSAR=—F LIZAMN)THERATEDZCEEEL. HhXZ L Helm fE
BFLOWFYy— b N=2a e BB E#HERLET, SHHICOVWTIE. "5
R— kL IR RMJHS5Trident Protectz 1 > A b—ILT2"#BBLTLETL,

ATV T N—D 3 % ERT S
Trident Protect®/N\— 3 VIFHMAAR—Z D "YY.MM a&iRAICHREV.  TYY] (FFEOT2H. TMMI (B %
FLEd, Ry bUU—=XIF YYMMXEBEBANCHREWL. X1 ENYFILRILERLES, 7y TSI L—FR
TTDN—=T g VICEDOWT, 7y I L—REDODN—U3 0%FERLTLIEEL,
CAVAM=IILTNTVWARN=3 0D 54 ) —IBAROEED R —Ty R —IANDEETY TSI L
—RERITTEET, e xiE. 2410 (FRIFEED24.10R Yy U 1J—X) HB25.10ICEET v T
L—RTEET,
40D —RHBEAADD ) =I5 T v TIL—RITIEEIF. EBRTYTOT7 v TSI L —REET
LTLEETW, "UFION—=2a "7y TSI L —RE3581F. EDODN=2a3 07y TIL—REFE
JEZERL T, 4V —XEAICINE D ROV —XICT7vTIL—RLET. BIZIE. 2410 Z#EITL
TWT. 26.02 7w I L—RLEEWES (1)
a B 2410 15 25.02 17y T L—RLET,
b. JriZ. 25.02h526.02IC 7w T L—RLET,

X 7w 2 Trident Protectz 7w o L— K93
Trident Protect® 7w 7 L — R 9§ 3ICIE. XOFIEEERITLET,

FE
1. TridentHelm DR U ZEHFHLET -

helm repo update

2. Trident Protect CRD # 7w 9L —Kd3 :

@ 25.06& DEIDN—2a b 67y 9 L—R935581E. CRDA Trident Protect HelmF +
—MIgFEFNTWVWEH. COFIEHINVRETT,

a. ZOIAVY Y R%EE{TLT. CRDOEIE% “trident-protect-crds’h* 5 “trident-protect |CHITL X9 :
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../earlier-versions.html
../earlier-versions.html
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kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}'
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

b. ZAvT > R%ERERITL T trident-protect-crds’ F ¥+ — FDHelm>—2J L v FZHIBRL £ 9 ©

@ Helm % £ L T “trident-protect-crds’ F v — b Z 7 >4 VA F—=JLLBRWVWTL 2 E
Lo CRD CEBET—ANHIFRENBEIgeEN DD £7,

kubectl delete secret -n trident-protect -1 name=trident-protect-
crds, owner=helm

3. Trident Protect® 7w 4 L — K :

helm upgrade trident-protect netapp-trident-protect/trident-protect
—--version 100.2602.0 --namespace trident-protect

Ty FIL—RFRICZOVLANILEZRETDICIE. 7y FJL—F ORI --set

@ logLevel=debug ZEBIML X9, T 72/ bDOTLARIIE 'warn' T, T/\wvFO7 (3.
A7 LNIILOZEEPHEDBRZMVE L HT ICNetApp Y R— MO RIEZ 209 5 DICIRIL
DD, bITNa—FTa0JICHREEINET,
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B, BHREE. T—THE EFREI X T LANDHEMAAZ STHEMIEAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y b7y TDERYHSIRELIY 7 U T7IE. RICRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7IE Xy b7y FICE&oT MBRROFTF RESNATVE T, *v b7 v FIZATHERER
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BPEESLUVEHICH LT, my b7y TIdEEEEVEFEA. CORRBOERFIZEBAIRX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRABIEICE DK StV ADHErIZABEINEE A,
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AEIIEFNZT—RIIBAERS LV £IFEEY—EX (FAR2101DERICEDL) ICBERL. T—
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AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. EREHDOBES LIV TS AR T, HREXNRE T3 E L ARBEDFHIRT S EREES
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