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"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. “parameters.selector ZfEA L T. LUKSEES{tZERTEI2A ML —ST—ILZEERZLET, fl:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

HIPREIE
LUKSTHEEE (LT N=R Y 2—Lldk. ONTAPOEEEIRE EfEZFIATE XA

LUKSR 2—LZA 2V R—bT3ODNY I IV RIEHK
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D£Y, ‘“luksEncryption ' ZAF>avid. XOBIIRTLSIC. R a—LHDLUKSER ((true)
MLUKSFEEHL ((false) D ZETridentiTBHM L F 9o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKSR) 2 —L%EA VR— k3 37-8DPVCIERK

LUKS R a—LZEMICA >R—$3ICIdE. 7/ T—2 3 > “trident.netapp.io/luksEncryption’ % “true’ |
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: luks-pvc

namespace: trident

annotations:

trident.netapp.io/luksEncryption:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2 R)a—LFERIERXFTvTOay b EOBFEONRTL—XZBELE T,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3RV a—LDLUKS —J Ly bEEFHLT. FILWANRTL—XEMFIONZRTL—X%ZEELET,
‘previous-luke-passphrase-name’ & “previous-luks-passphrase BNARID /N T L —X & —HT B & = HE
BLFEI,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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spec.nfsMountOptions: sec=krb5 (Fo&f & IES1L)
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* spec.nfsMountOptions: sec=krb5i (ID {R&E&% fmA =50 & BES1L)

* spec.nfsMountOptions: sec=krb5p (IDEFTA4 N> —{RE&EZER I-EREE L BES1k)

Kerberos LRIJL%Z 1 DIEIFIEEL £9, /NTX—HX 1 X N TEHOD Kerberos BES{LLNILEZIEE L 158,

BYIDF T2 a > DHIMERINETT,
FIE

1. I2—2PR U582 —T, ROBIZFERLTA ML= NI TY REBRT 7L ZERR L &9, &

ADE<>ZRIEHDSDBRICESHLIET !

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5p
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIBTIER LB 7 71 ILEERL T Ny I IV RZERLFT :

tridentctl create backend -f <backend-configuration-file>

Ny IV ROERICKBLIESZSIE. Ny I IV FOBRICEENHD T, ROV FZRITTS

& O ZRTLTREZHETET XY ¢
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tridentctl logs
BT 71 IILOBEERELTEBIELES. create AV Y REBERTTET XY,

AML—=20Z X %ERLT %
Kerberos St = AL TR 2a—L%Z O I =2 J§230DIA ML= S X %EERTEET,

HRUE

ARL=S0SRATS U M EERT S EEFIC. "mountOptions' /N5 X — & % {EF L TKerberoskE St M3
DOEBZN-J3>OVWTNHEIEETETET !

* mountOptions: sec=krb5 (EREf¥HES1L)
* mountOptions: sec=krb5i (ID {R:&E% fE X 1=E8:E L FES1b)

* mountOptions: sec=krbSp (IDEXFZA N> —{RE&EZBA I-EREE L BES1L)

Kerberos LRJL%E 1 DIEIFHEELE T /INTX—R 1 X NTHEED Kerberos BBt L RNILEIEE LT-IEE.
BHDF T a>OHIIPMERINE T, ANL—NY I Y RIEBETIEELEESIELARNILAI L=
FSRAATS UV FTHEELELRNIVEERRZZEIE. ANL=2095 AT MHMBRENE T,

FlE
1. x> F|%=ER L T, StorageClass Kubernetes 7 72 1 FEERL E T :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2 A=Y USREERLET !

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AML=CUSABMERENTVWS e 2B LE T !
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kubectl get sc ontap—-nas-sc
RDESBHEADPRTREINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

RYa—Lo7OESg=>d
ARL=SNYIIVRERM L= 0S5 REERLTES. R a—L27OES a0 TEZEDICHD
F9, FIBICOWTIE, "RUa—LE7OEYa=Z>J33"#8BLTLIEEL,

Azure NetApp Files R') 2—LTHA > 751 ~ Kerberos lES{t % RET 3

NA—Y RITRREBE—DAzure NetApp FilessA L — Ny O TV R, F7=I&Azure NetApp FilesX ~ L
—INYIIVROREBT—IEDRA L= 57T 1w TKerberoslBS{bZBMICT R EHNTET XD,

%69 B RIC
* EIENRD Red Hat OpenShift 7 5 X &2 T Trident "EMICHR > TWB 2R L TSV
*Ctridentetl’ I—FT A VT A ICT IV ERATEZ e Z2BRLTLEEL

* Kerberos B3 %ﬂ:ﬁﬁd) Azure NetApp Files A AL =S Ny I TV REEGEEATHZ EEHERL TR
TV EHERRESEL. "Azure NetApp Files D RF a2 X > M"DOFIBICR>TL TV

* Kerberos BES{tL THERT S NFSv4 R a—LHAELLKEBRTINTVWBZ e B L £ 9. NetApp
M%MFX4>§Et7/3 (13 R—<) "NetApp NFSv4 O#ERERILERNZA N TS T4 XA R
EBBLTLES

ARL=UNY I REERT S
Kerberos B S #ERE%# = T Azure NetApp Files A AL —I Nw I TV REEREERTET 9,

BATHE

Kerberos BES1bZ BT DAL =NV I TV RIBRE 7 7ML ZER TR EEIC. D2 DDLANJLDOWV
INHOTEAINDLSICERTEXT .

* “spec.kerberos’ 74 — LR ZEALI* A L= NI RLARJL*
* “spec.storage.kerberos’ 7« —JL R ZFH L 7=MRE TS — )L L AN)L*

RIET—ILLANILTHREEZEERTIHE. ANL—CI95RDSRNILEZFALTT—IILAERINE T,
E55DLANILTH. Kerberos BES{ED 3 DOERBRZN—J3>0OVWTNDEIEETCEET

* kerberos: sec=krb5 (FREFrEES1tL)
* kerberos: sec=krb5i (ID REZ=ER R BES1L)
* kerberos: sec=krbS5p (IDEFZA4 /N> —{RE&EZBAI-ERAL L BES1L)

12


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

FIE

1. EEWRISARAT. ANL=UNYI IV REERITDIMVENHDZHA (REL—S Ny IIVRLA
IWERIFMRET—ILLARIL) IZIELC T ROWTNHDOFEFEBLTRANL—S NI IV RERT 71
IWEERL X9, IENRDE<SERBNSDBERICESIHRIET
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ARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

RET—=ILLRILDOB

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

2. FIOFIBETIER LB 7 7 M ILEERL T Ny IV RZERLEFT :

tridentctl create backend -f <backend-configuration-file>

Ny I ROERICKBLIESZEIF. Ny I IY FOBRICEENHD T, ROV FZRITTS
E. OJ2RRLTIERZRETEEY !
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tridentctl logs

BRI 71IILORBBEEZEEL TEEL]ZS. create ANV REHERTTEFXT,

AML—=20Z X %ERLT %
Kerberos St = AL TR 2a—L%Z O I =2 J§230DIA ML= S X %EERTEET,

Flig
1. R F%EH L T, StorageClass Kubernetes 7 7> = FEER L £ :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2 L= SREERLET !

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 AML—=USAAMER TN TV ez B L&E T !

kubectl get sc -sc-nfs

RDESBHADKRRIEINE T,

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lo7OE s>y

APL=—INYIIVRERML—=DT TR 2R LTIcS. R a—LZ2T7OED3a =T TEBRLSICHD
F9. FIREICOWTIE, "RUa—LZzT7OED3 =27 92"28RLTLIEEL,
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