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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm
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helm install trident trident-operator-100.2606.0.tgz --create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP
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tridentctl install --cloud-provider="Azure" -n trident
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
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imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
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export CP="Azure"
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cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>

I8 TAONAA ELV V5TV RID 757 DfE%E. UTOREERZEALTHRELET !

export CP="Azure"
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",

"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
I
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",
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EETYRARAY b Azure V5T RIBRIBE—RLTWBR e 2R LTLIEET VL, TV RER1L Y MH—KL
BWSE. tridentctl (FFREETE . NI I ROERRICEKBKL £,

Azure Government /\w 7 T RDIFEIX. /N o T REEET “cloudConfiguration.cloudName' % 5% %€ L &
ER

cloudConfiguration:

cloudName: AzureGovernment

VERHERE )Y —2X

PVC OEREFIC TREBT—ILARDODD EHAI LVWSIZ—HARRINZIBEIE. 7T OERICHER
RV -2 (HT7xy b FRRY FT—0 RET—IL) HBEERITSNTOLRWATRENED D D X
To TNVIDBEMCHE>TVBIFEG. Trident Id/\ v I T ROEREHIRE S NI Azure )Y =% 07
ICEEERL £, BYRO—ILMMERSNTVWSZEZRREL TIEE L,

‘resourceGroups « netappAccounts . capacityPools .

‘virtualNetwork' '« KT

‘subnet DEIF. BUVWRAFIECIITLEMBEZERAL TIHRETET X I, BULAFINIEICZRTOERK
DIY—RE—HIBARENDNH B0, IFLALDIHFE. REEHAITHERINET,

vNeth' Azure NetApp Files (ANF) AL —S7ATY MEFERBZ VY —RTIIL—FICERRE
@ TINTWVWBIHBEIX. /NI I RdDresourceGroups') X M EFRET BMEICKREXRY hT—0D
DY —=RTN—TFZEELTLIETL,

‘resourceGroups . netappAccounts’. BKXV

‘capacityPools DfElF. BEINIEUY—-XDEY 2 DAL= Ny I I RTHERA
BELDDICHIRTZ T IILITHD., AEDHASHLETEETET T T, TREMBISROAZIIC
RWET :

2147 J+—Xv b

Y= TIWN—" <resource group>

NetApp 77 Ho > b <resource group>/<netapp account>

AETS-I <resource group>/<netapp account>/<capacity pool>
Ry hD—2 <resource group>/<virtual network>

TRy b~ <resource group>/<virtual network>/<subnet>
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R)a—LorOoEss=—>y

B 7 71ILOFRBEI S a3V TROA TS aVZEBETZEICED. TT7 I bOAR) a—LDFOE
DIV EFETEIET, FHICOVWTIE [EflZSBLTI T,

INTX—H BZ T7#ILbE
exportRule HRARY) 2 —LDOIT 7 ZXAR—k)L  "0.0.0.0/0"
_}l/o

exportRule |&. CIDRFKREZICLD
ERDOHEAEDLEDIPVAT KL X
FFIPAY TRy FZHURT
X >V A NTHEIHELNHD
£9, SMBAR 2—LTIFERS

nxd,

snapshotDir “snapshot 7«4 LY FUADT Y  true. false (BAREIICERTE
R ) o

size FLWARY 2—LDT 74T T100G]
14X

unixPermissions AR 2 —LDUnix/N\—I v 1 (FLEax—#sE. TR
3> (8EH4HT) o SMBRUa— UTFS 3> TRIARIILAD
LTIIEHEINE T, BERHNE)

B

RDOBF FEAEDNTRA=RZTITAIFDEXICTEIERERZTRLTVET, CNIINYIIVRE
ERITIROBERFETT,

v &/\RDER

CHUSIERBICER/IRD/N Y VT R T, DL TIE. Tridentid. #AL S N7-HPTIC3H B Azure
NetApp FilesICEEINTITRTDNetApp 7 HO >V b BETS—IL. $ 7Ry b EKRHL. FhoDTF—
WeH TRy FDIDICFHLWARY 2a—LES VA LICEREBLE Y, nasType HMEBBINTLWS =8,
‘nfs T 7L EDBERHIN. Ny IIYRIENFSKRYY a—L%E=T7OES3=>F L%,

C DIERLIE. Azure NetApp FilesZ EWEDHToIEDD T, WAWARE L TWB EFICKRBETIH. EHEIC
iF. TOED 3= I 3R a—LICBNMORI—TEHRETIHELNHD T,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1e5713aa
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clientSecret: SECRET
location: eastus

VY AKS DY x%—2 K ID

CDNYIITYRBMTIE. subscriptionID. tenantID. clientID. H& U “clientSecret' H1E &
INTVWET, CNSIEYR—JRID ZFERT2HEIEAFT>a>TY,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

VAKS DU >R ID

CDONYIIYREHKTIE. tenantID. clientID. H KLU ‘clientSecret HEBINTULWETH. TN
S5 375K IDZERATZBEIEA T3 >TY,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

12



location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

VERTLT A NAEBEELEEDY —E AL AILEE

CDINY I IV R TIE. Azure® ‘eastus’ 07 —> 3> D Ultra BE 7 —JLICR) 2a—L%ZREL %
9o Tridentid. £DO4 — 3 > TAzure NetApp FilesiICEETNI-IARTOY TRy M BEFBICIKRHE
L. ZDS5SBDIDICS VA LICHLVWRY a—LEBREBELE Y,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

VYV FFH QoS BES—ILEFERALENYIITY RO

CDONYIIYRIBRTIE. R a—L% Azure D “eastus O —> 3 > DFEFH QoS BES—ILICEEL
£9,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
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performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

BELRE
CONYIITYRBRICED. R a—LOEREEEI’BE—DOH TRy MIET SIS, —FBDAR
1—L7OEY3aZ>IDTI74ILEBEEEINE T,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus—-prod-vnet
subnet: application-group-1l/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

vV R T— L DIER

14

CDODNYITITYRIBETIE. B—DT7 7ML TERODIANL—CF—IL2EERZLET, CNiE. BR3Y
—EXLRILEYR—NII3EBOBET—ILHEHD. TENS5EKRIT XML —IU 5 X% Kubernetes TE
Y 3BEICERTT, IRET—ILSAILIL performance ICEDWT T —IILEXRT B -HICERAINE

L/TCO

version: 1



storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application—-group-1/netapp-account-1/ultra-1
- application—-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application—-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelLevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

vV HR— kT TW3 FROJHER

Tridentid, V=23 e 7RASED TV —=VICEDOWTT—20—RDAY a—L0FOES 3 =Y
THEBRBICLET, TONYIIY RIEBRD supportedTopologies' 70w 7. Ny I IV RTED!) —

2aveV—COUReRMIBLDICERATNE T, CCTEEIZ—2arveV—rofEl.

LKubernetes 7 S X2 —/ —RDIRILDY =320 —VDEC—HTIBRELRHD FT, TNH50D
=32y —2ld. ANL=COSXTIRUHTEZIFHB[EOV I N ERLET, Ny I I RTigH
INB =3 ey —20o0TdEey b ESUCIANL—CO 5 RADBE. TridentiddisE SN —2 3>

EV =R a—LZERLEY. FMICOVTIE "CSI MROYZERT 2" 28R

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct

LTLET L
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clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

ARL—=SUSRDESE

XD “StorageClass' E&lF. LERDRA ML= F—ILEZBRLET,

‘parameter.selector' 7 1 —JL R Z{EM L 7= E &G

‘parameter.selector ZERAT B L.
‘StorageClass C&lZ. R a—LZKRANTBLDIFERINZRET—ILZEETETET,
R a—AiZlE. BRLET—ILTEESNTAEIASENE T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB 'R 12— LDEEHI

‘nasType’. ‘node-stage-secret-name'. B&T ‘node-stage-secret-
namespace ZfAL T. sMBR) a—L%ZIEEL. BEXAActive
DirectoryBRIBHRZTIRMHETET X,

Y 774 b DRFIZEFE TOERRE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV ZRIZERCCICRBR B —I Ly b 2ERT 3

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret—-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

VARUI—-—LTEICERZY—I Ly b eEATS

apiVersion: storage.k8s.io/vl
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kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMBRU a—L%ZHR—rTE3FT—ILDT1ILZ,
nasType: nfs  £7zl& "nasType: null NFS 7—JLD 7 1 L&,

INY I IV REERT S
NYIITYVRBHR 7 7AIVEER L5, OO REERTLET

tridentctl create backend -f <backend-file>

JEFGH Azure 7 50 REERAT 31581, tridentctl DY Azure 7 5 RIRIE®D Azure Resource Manager
BIUTETY RRA Y FZ2FERATRIELSICHEBRIN TV EEZRRLTRETWV, Ny I Iy ROERD
KBLIHBEIR. Ny I IV RDOREZHZEL. OJZ2RALTRERZHEL TZEW,

tridentctl logs

BT 71 ILOBEEREL TEBIELT-5. create ANV REZHEXRTTETFET,
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