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LB ETY, “admin’* 'vsadmin' R DIZEDFRIEENT-O—IIEZFRITI I x2#HELET, Ch
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YAML

version: 1
backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
credentials:

name: secret-backend-creds

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {
"name": "secret-backend-creds"

NYITIVRERIIE. LTIV IDTL—VTF AN TRESNDIE—DIGFATHZ ZCICBELTLE
TV NYIIVRAMER SN . 2—H4/NXT—R(IBase64TIL > I— KT 1. Kubernetes>—72 L
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* clientCertificate : 7 5« 7 > FEERAZ D Base64 T> 01— R SN 7fE,
* clientPrivateKey : BEE(T T 5 N7#E+—D Base64 T > I— R TN/l
* trustedCACertificate : (SN 7= CASIFAZ (M Baseb64d TV 1— RENT-{E, EETIZ CAREHTS

BRI CONSX—RZEETIHEDHD T, FRTES CAHMERTNTLRWVEEIF. Che
BHTEET,

—RNBT - TO—ICIFROFIEHEENE T,

FIE

1. 9S4 7 Y NFBBZ X —% 4L £9, £MEFIC. Common Name (CN) %#E2EF9 % ONTAP 1—4'—
ICEREL X9,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. (S} ETT S CASIFAZ%Z ONTAP S X AZICEBMLE o CNIIRAML—UBBEICK>TITICNIES
NTWVWBRIEEMLH D FT, EEHTETS CAHMMEHINTULWAEWVEESIZFESRLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. US4 TV MIERELF— (FIE1H5) ZONTAPY SR ZICA VX b—ILLET,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP tF¥a VT« O >O—ILH ‘cert BREEAEZ Y R— AL TWE 2R L F T,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

S R SNIEIRAE %A L TERiEZ T X b L £9, <ONTAP Management LIF> Y <vserver name>% &



BLIFIPESVMBICE IR £9, LIF D —E XR1) > —H “default-data-management |ZERE ST
WB e ZzHRT2HENHD XTI,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

- GEERE. F¥—. BIVEHETINT CAGIERE % Base64 TTA—RLE T,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

- HIOFIETEUS L/fEZER L TNY I T Y RZERRL T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fmmmmm e fommmmm e na e fm e e e e e e s e
T fremememm=s 1

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

N fremsmsesesosea=== fressmssee e me s o s s e e
f======== fememe===s 4

| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |

fems=msm=ma== fomemeeseso====== e e
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BUEHF ENrbackend.json 7 7 1 L%z R L T “tridentctl update backend #3217 L £7,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

e el femsmesessessa=== femsmsssssssssesessososessssssssssssass
Fommeomoe Fommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fmmmmmmmamaae e fmmm e s e me s e s e s e e e s e e e
fre=m=m==s L X

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

freesmmmemme=s fremsssssesosea=== feesmsseee s me s o s e e e e e e
fm======s frE=mmeme=s F
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Tridenth 2 R LO—)LOERDFERICDOWVWTIE. "Tridenth 22 LO—)LY 2L —42—"%2#8BBLTLLET
Lo

ONTAPOIY Y RS+ > DfER
1. XAV REFEALTHFLLVO-ILZERLET :

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Trident2—H—D1—%—&Z%E1EHRLET :

security login create -username <user name\> -application ontapi
-—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3 O—lzd—H—IcxyFLFT !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

System Manager’ {#FH
ONTAP System Manager CRDFIBE%XERTL £,

1. AR 2 LO—)LE BT 3 :
a JIRZALRINTHRRZLA—IIEERT 311, * Cluster > Settings *%##RL £,

(F7213d) SVMLANLTAHRRZ LO=ILZERT BICIE *A L =2 > I L=IVM >
required SVM>ERE > 1—H—rO—JL*ZERL X T,

b. A—H#—rO—)L*OREICHIRENTA Y () EFRLEFT,

C. Roles*MD FD+Add*&#3ERL £,

d O—-lloI—IzEEL. FKEZIVYILET,

2. Trident1—H'—|CREIZIVvEYI TS +1—H—rO—IL’"R—STROFIEZRTLET :

a 1—H—*OTFICHBDEMT7I I+ ZFRLET,

b. REHRI—H—H%ERL. *Role* D ROy FH I AZ 2 —TREZERLET,

C "Rz v I LET,
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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* /\w I R UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy ICERE true

* A= FL T4 v R trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-2551f159¢c1¢c
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4ddaec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4
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* Active Directory DU LT vIILZBUDR<EH 1 DD Trident >—I L v ke —ULw bZERT
3 IC13 smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows —E X & L TR I N/ CSI 7O+, “csi-proxy Z5RE T Dicid. Windows ETERITEN
TUW3 Kubernetes ./ — R ®"GitHub : CSI Proxy" % 7z(&"GitHub : WindowsFICSIZOF "2 B8R L T
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FIE

1. > 7L 2 X ONTAP DIFE. HEICIHEL T SMB HEEZIERK T DD, Trident ICTERRT B2 A TEE
ER

@ SMB #5& % Amazon FSx for ONTAP ICHE T,
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FHALT. 2 200AEODVWITNDTIERTE £, ONTAPCLI Z{EHAL T SMB B %2 EM T 2ICIF -
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‘vserver cifs share create AV Y FRlE. EBEDIERFIC -path
AT VTEESNINAZFIVvILET, BESNLNZADEFEELAWVGS. OTY
RIFEBLET,

b. 5 TN 7= SVM ICEEE T 5Nz SMB EEEERLET .

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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—LDAVR—MIIGERAINEE A

FlE
1. RDFID &SI, TridentBackendConfig T adAdminUser Z38EL T 723 L ¢

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. L= USRITERZEMLFT,

TF* 2177 SMB ZHEXRICBEWIC T BICIE. trident.netapp.io/smbShareAdUser 7./ 7—>3 Y
HAML—Y JSRICEBMLEY, 7/7T—>3Y “trident.netapp.io/smbShareAdUser 3§
ESNfc1—H—fElE. “smbcreds ' ¥—27Lw b THRESNLEI—HS—REREALTHIHNENHD F
9o smbShareAdUserPermission’ICld. “full control. change. F7cld ‘read DWLVFNH
HIEIRTEFET, 77 #J)L DRI “full_control T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc
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aggregate

useBalancedP
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limitAggrega
teUsage

BE FI7AILE

JoevazZyIBo7I N r—F (F7v3y, ™
RET2HEIE. SVMIZEID HTAZHRENHD T

) o ‘ontap-nas-flexgroup’ K 51 N—DHFE. ZDF
T avIFERINE T, EIDHTOHNTULAWVEG
&i&. FIEAgEETIUTS— oW nhzERL
TFlexGroup’h) a—LZ7AOEY 3 Z>JTEX

ERS

SVM T7 U — hHEFINS
Y. Trident > bO—S=BEH TS
i<, SV\MER—DU>TFBL
T Trident ICE#IMICRMRINE
9, Trident TR a—LxOES 3
ZVJBEHIHEHEDT IS —
ERELTWVWRBE. TOT7T V75—
(D) romENEESALD. SWMPSH
FENi=bdd&. SYM7T U5 —hk
DR—)THRIINYIIVR
D TridentDEEREICRITLE T, /\
WIOTIYRZFSAICETICIE
TV —K%Z SYM LEICEETSD
DICEET 3h. TLICHIFRT ZHNE
RHOHEJ,

AFXZ h L= Y R T LICIFEELBWVWTL T
LYo

* “useBalancedPlacement ' “true ICERE TN TL)
BBEIFEBELBEVTLLEETL, *

FLWARY2a—LDO7 T )7 — MER%Z ONTAP ICZ& false; true ONTAP 9.19.1L4f%
f£EL &9 [Boolean], ONTAP 9.19.1 LIENHNET. DAFXA ML —C X TFLDIFE
UseREST % true ICERETAINELHD £7,
aggregate EHABHLE B IFTETFEH Ao

B LI DVTIE. "ONTAPNW TV RTNS Y
20BN TRREZFERAT 2" 28R LTIETIL,

IBEINTULDIESIE. ONTAP 9.19.1L % DAFX X
L= AT LATIEEIC true’ ICERESNE T,

FEAKNCDON—E YT BRBIEE. 7OEY "™ (FI7A4ILMTIEBHRIShEEA
3= > IFKLB L 9, Amazon FSx for ONTAPIC )

IFEAINFEA. AFXZA ML —U Y X F LICIKIEE

LBWTL T,
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INTAX—&
flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerFle
xvol
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ICERINEY, *ontap-nas-flexgroup*X kL — R
SAN—THR—FTNTLET,
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Y. Trident > bO—S=BEH TS
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() sinzESNLD. SWMHSBEBIEN
=D 3. SUIMDERZER—) >
LTWBRIZ/Nwy T Y RH'TridentT
KHRREICBITLET, NvII VR
BEAVSAVICRTICIE. EHU X+
#SVMEICEFEETD VR NIEETS
H EN) X M EZLICHIRY ZHE
RHHET,
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&, 7O azZyolekBLE 9,

FSONWNa—FTa YIRICERT2TN\YY 75
o BB : {"api":false, "method":true}
‘debugTraceFlags' ZfER LAWVWTL 72T W, 772

L. FSTNSa—FT020%7z1ToTED. %GO
I R THREBERIGEZREET,

NFS 7-ld SMB R 2 —LDER%EREL T, #
7o avid nfs. smb. F72IENull T, null ICERTE
2. TI7AINTNFSRY a—LICHED FT,
IBEIT D585, ARXZA L= XFLTIEEIS
‘nfs’ ICEREL TLET LY,
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null
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NTA—=H

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

BE FI7AILE

ROWTNHZIBETET £ © Microsoft smb-share
Management Console & 7= I&ONTAP CLI%Z {#f L TE

BN 7=SMBHEE D4H]. Tridenth'SMBHE % 1ER
TEBE5ICT 280, FLIFNTXA—2EZTEHDF
FICLTR) a—LAODHEBHRET7 IV X ZHLETE

£F9, CONTA—=RI|E. 7> TL I XAONTAPTIZ

723> TY. TDINTA—AIE. Amazon FSx

for ONTAP/N\wW U TV RTIIMBTHD. ZEHICT S
CElFTEEE A

ONTAP RESTAPIZ AT 37D T—1) 7> /N5  ONTAP 9.15. 1P DIHE 1L true'.
AX—H, useREST ICERET DL “true. Trident FNUNDIZBEIL falseo
|ZONTAP RESTAPIZfERAL T/N\wv I IV R EBE
LEX9d, “false’ICERET D . TridentiZONTAPI
(ZAPI) MU LEFERAL TNy IV REBEBEL
F9, COEBEICIZONTAP 9. 11 1UENNKRETT,
I 5. FRATBONTAPOY 1 > O—JLICIZ.
ontapi’ 7 IV =2 a ADT I AMEDNRET
I, CHUE. FRIEERSNT 'vsadmin' B LD
‘cluster-admin' A—JL T =N X 9, Trident 24.06
1J1) —Z2H K U'ONTAP 9.15. 1A% Tlk. ‘useREST
T 7 #I)LFT true' ICERESINE T, ONTAPI
(ZAPl) MU' LEFHEY 3(1C1E. "useREST %
false |ICEELE T, IEETSFEIE. AFXRA ML —
SO RATLTIEEIC true’ ICEREL TLET L,

ontap-nas-economy /\'w 7 T~ R T Qtree ZERAY ™ (F7 AL LTIFREIShFEA
3IZEDHRA) U T X ~ATHE FlexVol H X, )

Ny I>RH Qtree Z1&HAT 557 L L) FlexVol 7R 1)
21— LZEERTEAVEK S ICHIR “ontap-nas-
economy' LEX9, FiLLWPVOZFOEY 3= >JI(C
i&. BEI1ED FlexVol D&HDMERINE T,

SMB £B5AD 7L T ¥t X1E% #FD Active Directory
BEE1—HY—F321——FIL—F, TDINS

X—=2%=FEHALT. SMBEEADZ)LOY AO—)L
DEBEEREZNLFELE T,

RUa—LOTOESa =V FBONYIIY REBEA T a Y

FI7AIIbOFOES 3= F1F. B/ED defaults £ avicH2INE60A T a>rE=FERLTEHIET
TEY, AICOVWTIE. UTOREHNZBBL T LTI,

INTA—H
spaceAllocat
ion

spaceReserve

snapshotPoli
cy

HE TI7FIE
QtreeD AR—XEDH YT "true”
AR—ZFHE—R . Thones (V) 1 MLy

I Tvolumes (2w?)

€A 9 % SnapshotR 1) & — ML
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gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

nameTemplate

BE

ERSNIAR) 2 —LICEIDETS QS KU —

W= ARL=UTF=ILINYIIVRTE
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I R—FINTULWEEA,

Snapshot BICFHENTWBR 2 —LDEIG

ontap-nas-economy T
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NVE DAtV XZEEL. BWELTIHREHLHD
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4. Trident O 3=y INfIsARTORY
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DEHE"
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FLOWRY a—LDEFaUFa X421, NFSIZ
‘mixed BELL unix X2 TF4 REZAILEYR—
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AZAI)INEYHR—NLET,

HRARZLRY) 2a—LB%EERT 2THDDT>TL—
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FI7AILE

“snapshotPolicy'h' Mnones DIHE
I To1 « ENUANDHZEIF 1)

"false"

"false"

NFS KU a—LDHEIR T
7771 « SMB R 2 —LDIFE
ZE (Z=H=L)

true. false FATRHIICEHRTE

o

"default”

NFSDO T 7 # )L ;& “unix T
9o SMBDT 7 #JL bl "ntfs" T
ER

Trident T QoS R > — JIL—TZERT BICIF. ONTAP 9.8 UENKRETT, HESN TV

®

Ty bOLEREBERLEY,

RYa—L7OES 3 Z>T00)
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

‘ontap-nas B &V ‘ontap-nas-flexgroups DHFE.

TridentldFLWERAZEZFER L T, FlexvVolh'snapshotReserveD/N\— > FT—2 ¥ PVCT
ELLHAARESNDZELSICLET, A—HF—hpvcZzEKRT B . TridentiEFLWEEAZE
ZHEALT. EDZBLDAR—RZHFEDTTDFlexVol ZEHLE T, COFEICED. 22— —I(3p
VCCEKRLIETIAAABRBAR—AZHERICRITRZ N TE. BERLIEAR—ILDHDR
WAR—RZZITED CIdH D FHE A v21.07&DEITIE. I—H—h'pvc (Jo& RIE5GiB) %
FE3R L. snapshotReserveZ50/N\—E Y MIT 3. ESAAHFRELRAR—XIE2.56iBLHEHS
NEFLEATLE, CHF. A—HF—DEKRLEDIEHR) 2a—L2ETHD.

‘snapshotReserve  IFFDENETHB7HTT, Trident

21.07Tld. A—H—DERTIDIFEZTAAAERAR—IATHOD. Tridentld
‘snapshotReserve DEEZR 2 —LE2EDEIEC L TEEZLEX Y. CNiF “ontap-nas-
economy  ICITBEHINEFEA. CNMHEDKDSICHEET 2D ZHEERT BICIE. XDFHZESRL TL
)] AR

HEIIROEEDTY

Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))
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snapshotReserve = 50%. PVCEX =5 GiBDHE. K1) a—LDEFT 1 XIE5/.5=10GBr %D, FEAT
et XI5 GBICAD £d, Chid. I——HPVCERTERL=H 1 XTI, “volume show AT
RERTTZL. ROBIDLSBRERMNKRREINET -

Vserver Volume Aggregate State Type Size Available Used%

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574
online RW 1eGB 5.006G3 8%
pvc_eB8372153_9ad9_474a_95la_@Bael5elcOba
online RW 1GB 511.8MB

2 entries were displayed.

LHIDA YA =IO 5DBEED/NY I T Rid. Trident 7w 75 L— R ZEICEEDHRBICRE> TR
Ja—Lz7OESaZ>JLET. 7y I L—RENIERLIER) 2a—LICDOVWTIE. EEZRBREES
1eDICR) 2a— LD A XZEETIHRENDHD £, HlZIE. “snapshotReserve=50"LLFID 2 GiB D PVC
Tld. 1GB DEZAAAREEIEEIRMET 2R a—LHMERSINE LT BIZIE. R)a—LDOYA X% 3
GBICEETDE. 77V r—>32Id6GB DR a—LET3GBDEITAAARELRMEINEZFATES L
SICBEDFT,

&=/ \BR DB

RDBNE NFEAEDNTA=EFZ2T T4 EDERICTEEFERERLTVWET, CNIINYIIVRE
ERTIRODBELHFAETI,

@ Amazon FSx for NetApp ONTAP % Trident & & B ICERL TW3HEIE. LIFICIP 7RLXT
3% < DNS BZIEET D ZHRL T,

¥ ONTAP NASI 1./ X —Dfl

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ ONTAP NAS FlexGroup Dl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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V¥ MetroCluster Dl

"SVMOL T r—2a> e AN RAORAYFA—N—CERALYFNVIRBICNYIITY REEZEZFH
TEHITIMBERBRVELSIC. NwIIVREHRETEET,

S—LLRABRAYFA—N—ERAYF Ny I %Z{T5IIF. “managementLIF Z#EH L TSVMZIERE
L. ‘datallIF &V svm /NTX—RIFEBELF T, RIHZERLET,

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ SMB 7R 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V SEBEAN— X DEREED A

CNUIRNBRONY VT RIBRDHI TYo clientCertificate. clientPrivateKey. &V
trustedCACertificate (EECETSCAZMEHETIHZHIEA T a3 >) & backend.json ICA SIS .
247 MIERZE, MEFX—. EETETSCANAZEDbase64T > I— FEINFEZ ETNZENEIEL X
ER

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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storagePrefix: myPrefix

vV EHITIRR- LR S—F
CDPITIE. TridentiCBIMNT U XAAR— bk RUS—ZFERALTIVRAR—F RUS—%2BHPIERE LTV
BEIBESICIETRIRAHEERLET, 1T ontap-nas-economy’ K - /\ & “ontap-nas-flexgroup™ K
FANTRLELSICHBEL X T,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

VY NZ Y ZAOBNT-EEF

CDFITIE. ONTAP ONS Y ZOBNTI-EBZE®ICL T ONTAP BAFFLWRY a—LDT7 T )45 —k
EBEIRTEBELSICLET, NTUROENT-ECEICIEZ. ONTAP 9.19.1 UMW NRETY, FEMICDOWVT
IZ. "ONTAPNY I IV RTNSVADENIEEEZFERTS"2BBLTIETL,

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

useBalancedPlacement: true

V IPv67 K L X DA
CDFIE. managementLIF Z{ER L7 IPv6 7 RL XZRLTWET,
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version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:1090:1b41:d4491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipvé
svm: nas_ipv6_ svm
username: vsadmin

password: password

¥ Amazon FSx for ONTAP %= fEF L 7= SMB /R 2 — LDl

“smbShare /NTX—A|F. sMB R 2a—L%Z{EHATS FSx for ONTAP ICHETY,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix

V¥ nameTemplatez L 7=/\w 7 T RERDH)

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.Vo\

lume.RequestName} } "

labels:
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cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

REF—=IIL=FERLI=/NY I I RDA

UFICRTY Y TINONYIIVRERT 7AILTIE. IRTORX ML= T—=LIZR L THEDT 7 )L
HRESINTUVWETY, 7 XX, “spaceReserve' & none. “spaceAllocation’(d false. “encryption™ (&
false T9o IR T—ILIEA ML= 023V TREEINE T,

Tridentld TOX>Y b1 T4 —ILRICTOEY 3 Z>Y IRIVZHRELF T, OX > bid FlexVol DIHE I
ontap-nas. FlexGroup DiZ&(d “ontap-nas-flexgroup ICERE SN E J, Trident &, 7AOET 3 =2 JBFIC
RET=IVNCEETDIIRTDIRNILEZAN L= R a—AICOE—LEd, EELE. A NL—CFEEE
IFMRET—ILCICIRNILEEERZL. NIV IR a—L%EZTIL—FILTEEXT,

N5DHTIE. —BEDR ML= F—)LIFHMBE D spaceReserve. spaceAllocation. BKY
“encryption fBEZREL. —SBOTS—ILIET 7L MEZ EEZLE T,

V¥ ONTAP NAS O

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas_ store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
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cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

SpaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east lc
defaults:

spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1



region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us_east 1b
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east 1lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NASIT ./ = —Df|

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
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encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east 1b
defaults:

sSpaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0775"

- labels:

department: humanresource

creditpoints: "2000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

/N9 T2 R%StorageClasses|CYvE>T T3

JR(DStorageClassE&EII[RE T —ILEFERA LNy I Ty RO ZBBLTWET, parameters.selector
T4 —ILREFERL T, &StorageClassidRN) 2a—LDKRAMIEATEZRET—ILEIEELET, A2
— LIl BRLERES—ILTEERSNIBENSENE T,

* protection-gold StorageClassid. ‘ontap-nas-flexgroup'/\wv 27 IT> RD1EB L 2BBDRE T —ILIC
IJvbEYITEINEzd, InsSlE. d=ILRLILRNILDREEZRIET 2HE—DT—ILTT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassid. “ontap-nas-flexgroup /\w 27 T RD3IHFRH L4BBDIRES
=Ry EYIENET, INSlE. J=—ILRUANDRELANILZRELTVWEIH—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClassi&. ‘ontap-nas’/\w 7 I ROAFBDRET—ILICIvEYTENET,
CHUE. mysqldb R A DT TV =3 EFICRA ML= =)Lz iR T 2HE—DTF—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClassid. ‘ontap-nas-flexgroup /\'v L2 RD3ZE
BORET—ILICI v EYTENET, Cnld. JILN—LRILDRZ L 200007 L2y FRA Y F%EIR
e ZHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
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selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClassid “ontap-nas’/\wv 7 T > RD3FBDRIE T —)L & “ontap-nas-
economy /NI LY RO2BEBHDREBT—ILICIvEYIENET, TSk, 50000 L2y hRA >~
MIESINZHE—D T—LEFHTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident (3. EDRET—ILZERT B3N ZREL. ASL—2CBEDNFELEEINTVWS I e zBRLE T,

HEAER E#RICT7 v 7T — b datalIF

RDOARX Y REFRTLT, BFFcN/zdatallIF 2 8TCHLWNY I IV R JSON 771 ILERHETZ Z i
KO, FHAERZIC datalLIF ZZETEF £ 9,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVC D' 1 DEIXEROR Y RICEHRINTWBIEE. LUV datallF ZE%ICT 3 ICiF. &t
8T RIARTORY REEFEIELTHSBEREHTINELRHD £,

¥ 277 SMB DOl

ontap-nas RS NZFERL/NY I I RERK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1

svm: svm2
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nasType: smb
defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

ontap-nas-economy RS A NEFHL/NY I I REK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

AhL—2 F=IILEBFEARALINY I I RIERK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svmO
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
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name: backend-tbc-ontap-invest-secret

ontap-nas RS A NZFERALIEA ML =205 XD

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

@ ‘annotations ZEBIML T, ¥ a7 SMBEZBMCLTLIET W, Ny I IV RERIZPVC

THRESNIBRICERELS, 7/ 7—230h BV etFa277% SMB 3L EE A

ontap-nas-economy RS A NZFHLIA ML -0 F 2D

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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B—@ AD 2 —H%%{FH L7 PVC Ol

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-smb-sc

B D AD 21—H%EH L7 PVC DOFl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3

spec:
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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