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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYIIVRERIE. LTIV IDTL—2TF AN TRESNDIE—DSZFATHDICCICEELTL
TV NYIIYVRMESND . I—HR/I/NXT—R|IBase64 TL > I— KR &M, Kubernetes>—7 L
yhELTHRESNE T, NI IV ROEMREFRISEHIEZ. LT vILICEAT3HBINE L 75 5 ME—
DRATYTTE, LA >T. ThidKubernetes/ A L —SBIBEICK > TEITINIBEESEAHDIRET
-3-0

SEBENR— X DFRSEDBEMIL
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* clientCertificate : 2 54 77> MEEEAZE D Base64 > 11— K S N7/-(E,

* clientPrivateKey : BE&E{T T 5 N7-ME+—D Base64 T> 11— K TN/ fE,

* trustedCACertificate : {SEE I 7= CASFEAZ (M Base64d T 11— REN/-{E, EETETZ CAREHTS
BEIF. CONTA—RZEETIHRELNHDET, EETETS CANMERTNTLARWVERIZ. Nz
EETETEI,
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1. 0547 FEBEC X —ZER L £, EMFFIC. Common Name (CN) %E35EY % ONTAP 11—+ —
ICRELE T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. EfBTE % CAGEAZ% ONTAP VSR ZICEBMLET, CNEAML—SBEEICK>TITICUIES
NTLWAAEEMNH D T, EETITZ CAHFEHINTLAWVESIFESRLE T,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. USA TV MERELF— (FIE1H5) ZONTAPY SRAICA VA M—ILLET,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

@ COOARVRZREITIB L. ONTAPISEEFAZEDANZEROE T, ATy A1 TER SN
‘k8senv.pem 7 7T ILORBEEDFIF. ENDZAANLTA VA M=ILERTLET,

4. ONTAP X aUFaO01>O—=ILD cert SBiEAEEZ T R—FLTWB I ZMERLE T

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

O I NI-ERAEZFH L CEsEZz T X L £ 9, <ONTAP Management LIF> ¥ <vserver name>% &
BLIFIPESVMBICESHZ £ I,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'



6. STEAZE. ¥—. BLUEEI NI CASIBHE% Base64 TT>I—RFLET,

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. FIOFIRTERR LIEZERLTNY I T FZERLE T,

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fems=mmmmm== fememmemeso====== fes========scscsessssossssssss==ss=sa=s
Fommcomo= oo +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fom e o
e frememem==s I

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

R et fremsmeeseso====== fessmssee s se s o s s s e e
f======= fememe===s 4
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BUEH SN rcbackend.json 7 7 1 L%z R L T “tridentctl backend update’ #3217 L £ 9,

cat cert-backend-updated.json

{

"version": 1,



"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

frecsmsmamme=s fromsosmseso==a=== frecsmssmee e me s s e e e e
fe======s e F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
s e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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T e I

NAT—RZE=O—7T—>3>93%E8. ANL—UBBEIZES ONTAP TA—H—D/VR D
@ —REFEFHITIUNENHDEFT, HLWTNYIITY ROEFHNITHONE S, FIAEEO—T—

2 are35e. A—HF—ICERDOIBEZENMTEXT, Ny IIYRIFFLVIERAEZRF

BI3&LSICEFIN. EDERHVIEAZEIE ONTAP 7 S XD SHIBRTE XY,

Ny IITVRZEFHLTH, TTIERINTWVBE R 2a—LADT 7 AEHEHINT . TDRICITTONL
R a—LERICODEZEBREHD EFEA. Ny IIVRFDOTYyTIT—DEIILIcE WS CEIE Trident
MONTAPNY VTV REBETE. SBOR 2 —LERFZNIETE 3 2R LTVLWET,

Trident BDH XX L ONTAP O—J)LZ{ERR L £ ¢
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>
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2. Trident2—H—O1—H%—L2%ERLET .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3 O—IILEIA—H—ICYYFLET :

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

System Manager’ {1
ONTAP System ManagerCXDFIE%ETL T,

1. AZRZLO—ILEZERT S -
a JVZRAZLANIINTHAZLO—IIZERT BICIF. * Cluster > Settings *ZERL 95
(F7213) SVML AN THREZLO-ILZERT BICIE *A L= > X L= VM >
required SVM>FRE > A—H—rO—JL*Z&RL X9,
b. A—H—rO—IJL*ORBICHBIRENTA > (%) ZBIRLET,
C. Roles* M FD+Add* %= #ERL £
d O—-ILoI—IILzE&L. "®REZI VY ILET,
2. Trident1—H—IlREIETvEY T T+ 21— - O—IL*R—CTROFIEZHRTLEFT -
a 1—HY—*OTFICHBEMT A A+ ZBIRLET,
b. ¥EARI—H—H%EEIRL. *Role* D ROy FH T X -2 —TREZERLF T,
c MrIFEIIVYvILET,

BMICOVTIR, ROR—VUEBRLT LI

* "ONTAPOEEADARZ LO—" lld "HRZ L O—-LOEER"
'O-ea—H-%ZRETE"

WA FCHAPIC £ 2Kt DERE

Tridentid. ‘ontap-san'$ & Uf “ontap-san-economy’ K 1 /N TWARCHAPZ{#EH L TiSCSItzw > 3 > %8R
SEECEEXT, TSI NI IV REERT useCHAP A 7> a Y EBMICT ZHRELRHD T, “true' IZFR
ET 3L, TridentlFSVMDT 7 AL bDA Z>IT—2tF a2 71 ZWHECHAPICEREL. NV IIVRT
FANDEA—HY—-Re—ULy bZHFREL T NetAppld. HEHDREAEICWNAHCHAPZ RIS &
EWRLET, ROV U TILEREEBRLTIEEWV:

version: 1

storageDriverName: ontap-san
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backendName: ontap san chap

managementLIF: 192.168.0.135

svim: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ‘UseCHAP NS X—A&|F. —EBIEIIRETETDZT—UTY INTAXA—R T, TIA4IELT
|3falsellFREINTUVWE T, truellHE LI, falselcRE TR LIETETEHE Ao

‘useCHAP=true |ICHIZAT. ‘“chapInitiatorSecret .

‘chapTargetInitiatorSecret’. ‘chapTargetUsername'. LU

‘chapUsername’ 7«4 —JLRIENY I IV RERICZDDIVENHD T, NV IV REERL
7=#%. “tridentctl update ZEITTARLTI—IL Y b EEETETET,

fHiEA

‘useCHAP ZFtruellBETBRE. AL —U8BE ETridentiCA ML—/Nw o T R TCHAP
HEERETDLIIERLET, CHUTIIIROBDONEENFET

* SVM T CHAP %#:%F 33

* SVMDF 7 AL bDA=ST—FEF 2T 24 THRL (FT4LFTRE) THO. HOR
A —LRICEEZEOLUNDIZEIE LR WESIE. Trdentid T 7 4L bDEF a2 T4 X1 T% "CHAP'IC
HEL. CHAPAM Zo I —R R —Tw hOA—HF—Le>—oL vy FOEBRIOEAR X T,

° SVUMICLUNA'E EFNTWBIFE. TridentidSVMTCHAPZBMICL F A, CHICED. SVMEIZT
TICFE I BALUNAND T I ZAHWFIREN G BD X T,
*CHAP A Z>I—R—tR2—7vy bOA—F—-BELVI—ILy b ZBHELET, ChoDA T3>
3. Ny I IV RFBHTRETZHRENDD T (LEL8zBR) .

NIV RABMERINDS . Tridentldxdind B “tridentbackend CRDZ{Ep L. CHAP>— 2o L w b 1—
' —Z%ZKubernetes>—27 Ly hE LTRELE T, CO/NY I I RTTridentiC & > TIER S NI=IART
DPVIE. CHAPRAHATY VY B LVERINE T,

BREBEREO—T—>a>Y L TNV IIVREEHRTS

‘backend.json 7 7 A ILTCHAP/N T X —R %= EH T35 L T. CHAPRGLIBHREZEEH TET X,
chilld. caap>—2I Ly bZEH L. “tridentctl
update ANV RZEALTINSDEEZ R IHNENHD £7,



Ny oIV ROCHAPY —2 Ly FEBH T 3581, tidentctl ZEAL TNy STy KEE
(D) #328En5D T, ONTAP CLIF7=IZONTAP System Manager£ I L TR b L—4 5
A DEBBREBH L AVWTIEET Vo Tridentid NS DEEZRRTE £ Ao

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt
F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e e e
- R +

BFOERISEEZRITEE AL Trident H' SVM TERBHRZEHFL TH. 5ITHESTIT7 0 TRFXXICHED
F9. HLVWERTREFRSNCERBRIMEAIN. BIEOERIZSISHESTITITRFRICBEDET,
VPV 2T L TBERY & BRCNICERBRIMEAIND L SICRD XD,

ONTAP SAN &4 7> 3 > efl

ONTAP SAN RS+ /N\—%1EREL L CTridentt Y X =)L TERLEXT, COEovT 3>
Tk, NI T REHRDOFIE. /\v o I K%StorageClassesiCY v E> T T 378
DEFMMICDOWVWTEHBAL X d, "ASARYZTL"E, A ML= LAVDOREIZEWVWT,
fDONTAPS X T L (ASA. AFF. HLTUFAS) KIZBRD FT, TNHDEWVIE. 5
HINTLWBRREDNSX—ADFERICHELE T, "ASARY AT LY FDIH

DONTAPY AT LDEWCDWVWTEFLLIE. TBELHZZELEEV, Trident/N\w o T
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VR TIE. PATLDASARTHD EZBEITDIHNEIEIHD £ A “ontap-
san' %z ‘storageDriverName' & L TEIRY % &, TridentlFASA r2 £ 7= 1 DD ONTAP
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‘false ICEBELET,

‘useREST I&. NVMe/TCP ICZE&MIiGLTWE T,

NVMelZONTAP REST APITD& 4R
@ — bk &h. ONTAPI (ZAPI) TIZHR
—hTNTULEEA

EBESNTWRIEEIE. BICASAR2 O XTLD
‘true’ ICRELF T,

iISCSIDFEE L iscsi. NVMe/TCPDBEE X nvme

. SCSl over Fibre Channel (FC) D& ‘fcp % &

RLET,

FT7#ILE

ONTAP 9.15. 1L 2 D5 E X true'.

FNUANDIFZEIF falseo

iscsi ZHDIGS
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INTAX—R BE T7FIL b
formatOption
s ‘formatOptions ZfEALT. RUa—L
NI7+—Ty hENBEVIERAIND
‘mkfs ' ARV ROIOAY Y RS A V5| 8%ZIEE
LEd, CNUICTED. R)a—LZBEEERD
FHIEDETT+—I Y bTEET, TN
AZANREZERE, nkfsAY Y ROA T3>
CEIFRICformatoptionsZIBEL T LTV
o il : T-E nodiscard]

* “ontap-san’$ & U “ontap-san-economy’ K Z 1 /\
TiSCSIZO MO ZFERTIHEICTR—FE
NExd, *&5IC. iISCSIH KUNVMe/TCP O
J)L%=FERT 358, ASAr2Y A7 LATHR—
fEINEd,

limitVolumeP ontap-san-economy /\w 2 LY RTLUN ZERT2 "™ (F74I)LMTIEEFHISINEEA
oolsize BEDRAY Y TR ATHE FlexVol H1 X )

denyNewVolum /\wZ I > RH LUN Z&HNT 3% L L) FlexVol 7R 1J

ePools 21— LZERRTEFRUVEK S ICHIR “ontap-san-
economy' L9, FrlLLW PV O TOEY 3 =>F|(C
&, BIFZD FlexVol D& HDMERTNE T,

formatOptions DfERA ICEE T S HELRFIE
Tridentid. 7 #4—< v FMLEBEEERLTZ7HICROF T a U EHELEFT !

* -E nodiscard (ext3. extd) @ mkfsE{TRICTOvVIZWELAVWTLLIETWL (BICTOY I %2KE
TR3ZLIE VIYRIAT—FTNAZARZAN—RIOFOESIZVFIRANL—YTERTY) »
3R oA T3y TKI ICKHBZDHDT. ext3. extdT7 71 IV AT LICEBRIEET T,

* K (xfs) : mkfsEITRHICTOY I ZWELFEA. COF T2 avid xfsT 7ML AT LICERAINE
ERS

Active Directory OFREEFE#RZHFEAL T/N\v T > K SVM (C Trident Z 58

TridentZ 8% L T. Active Directory (AD) FREEIEHRZEAL T/N\v I T FSVMICERAECE £9, AD7AHY
Y EDSVMIZ 7O R T BH0IC. 9T AZ—FTIFSVMADADR XA Y AV NOA—S 7V X %ZHRET 3
BEAHDET, ADTHTVY M2 FERALTIIRRZ—%BEEBITBICTIE. RXAY bR EERT Z2UREHL D
Di?‘o #‘f‘ﬂih’)b\'dzt\ "ONTAP CActive Directory R XY O hO—F 77X %EHRET3"EBRLT
{2

FI&E
1. NYIIYRSYMDRXAY 2—L X7 L (DNS) BREZEBHRLFT !

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. kDAY RERERITL T, Active Directory ICSVM DAY E21—2 7HO Y b EERLET :
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vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3 COOAXYREFEHRALT. 75 XA2FIISVME BB I Z-ODADA—H FIETIL—TZ1ER L £9
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. Trident/\w I TV REEET 71 )L T, “username LU password /AT X —A%E ZFNZENADI—H—4£
FIETIN—TRBENAT—RICEHELZX T,

A)a—LD7OESaZ>JREONY I IV REREAF T3>

FI7AI OO 3= F1F. F/ED defaults £ > avicHZINE6DF T a>E=ERLTEHIET
TET, FICOVWTIE. UTOREHNZBBL T T,

INTAX—R BE T7FIL b

spaceAllocat LUNDZXR—IRZEIDYT "true" IBEESINTLBIBE(IE. ASA

ion r2 > X7 LRIC true' ICEREL
ERP

spaceReserve AR—IXFHE—R, lnones () Fi MLy

I Tvolumes (2w?) . ASAr2 > RTFLDBEIF
‘none’ ICRREL £,

snapshotPoli fFR Y dSnapshotR) > —, ASARRY XA TLDHE T4 L]
cy IE “none’ ICEREo

gosPolicy B NT=AR) 2 —LAICBIDYE TS QS KU — 45 ™
IW—"T AbL— F=ILINYOITVRTE
IZqosPolicy & 7= |dadaptiveQosPolicy D L\ 3" 1ih 7z 3&E
IRLTLETV, Trident TQoS KU — FIL—7F
HERATBICIE. ONTAP 9.8 LMW HNETY, HH
INTULWEWQoS R >— FIL—T=FERL. R
= JIN—THEERERICENSERAINS LS
ICTBRRMELRHDFT, HE QS RKRUS—JIL—7F
iF. IRTOT7—20—-RDEEFRIL—TFvY D LR

ZHEBLEY,
adaptiveQosP fEREINF=ARU a—LALICBIDYUTEZT7H TT4 7
olicy QoS RUP— T IWN—T¢ ANL—=F=)ILINY O T

> R T & iZqosPolicy ¥ 7= ldadaptiveQosPolicy D L\

NHZEFEIRL T IZEL
snapshotRese XFTw 3w hBIZFHNINTWSHRY 2—LDE “snapshotPolicy’h' nonel DiFE
rve Bo ASAT2Y AT LICIFIBELBWVWTLIZEL, I Toy « #NUANDFZEIF T
splitOnClone fERBFICOO— >N SHEET S "false”
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INTX—A& BE

encryption
DIEHE"
luksEncrypti LUKSEES{tLZBRICL F 9, "Linux Unified Key
on Setup (LUKS) Z{EAT 3" 2SR LTLIZTE L,
tieringPolic
y LICIFFEELBRWVWTLET L,
nameTemplate
Bo
R)a—L7OES3Z>J0f)

7_._“
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TAI b ZeERLIAZRISRLET !

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

#F L LR 2— LT NetApp Volume Encryption
(NVE) ZBMICLEYT, T 7=/~ false’ T
To COATarvzFERTRICIE. VFAXZ—LT
NVE DAt REBEL. BT IHNELHD
¥9, NvII>RTNAE BERMICHE>TWBIE
&, Trident T7AOES 3= ENETARTORY
2—LTNAE BEICED £9, SHHICDOLTIE.
KEBBLTLIEETV  "Tridente NVE & KT NAE

BEBILRUS—IE T2 L) =AY % ASAI2 X7

HARLRY) 2a—LB%ZEHRT 2TDDT>TL—

FI7AILE

"false" IEE SN TVBIBE

&, ASAT2 > X T L “true’ |ICERTE
LEd,

" ASAr2 X T LDIGEIL false’
CERTEo

‘ontap-san' R S/ N\N&EFEHRAL TERINIZITARTDORY 2 —LICDWVWT, Trident (& LUN X%
@ T—RICXT B7=DIC FlexVol IC10 /N\—t > FOEMABE%MA £9, LUN (X, 1—H—

M PVC TERLEEEGY I TOEY aZ>yFEINEd, Trident |& FlexVol |2 10 /S—t

Y hEZEMLEY (ONTAP TIRAAABEAY A XL LTRREINET) . I—HF—&. BXK
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LB DEAREELRREZNATIZLIICAD X LT COEBICLD., FIARTEERANR
—ZADFLRIERTNARVRD. LUN BFRABRDERICKRZ ZCHhlEsnFzE Y, Cnid
ontap-san-economy (CIFBERINEE Ao

‘snapshotReserve ZEEID/NYI IV RDHFE. Tridentld R a—LDHAIZRXDELD
ICSHELET

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.11&. Tridenth’LUNX 2 F— R ICXF ST B =8 ICFlexVollENN T 510/ —t > FDEMD T,
snapshotReserve =5%. PVCEX =5GBDIZFE. R a1—LDEEFY 1 XI35.79 GiB. EARIEERT 1
XI55 GBICHED 9, ‘volumeshow IAYX Y REXRTITZ L. ROFIDXLSBIERNRRINE T

Aggregate State i Available Used%

_pvc_89f1cl56_3801_4ded4_979d_034d54c39574

online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

RE. BEOR) 2 —LAICH L THLVWAHBZER Y 5M—0FEIR. Y1 XEETY,

&=/ \BR DB

ROBNF FEAEDNTRA—RZT T AN DEFRICTEIERERZTRLTVET, CNIBNYIIVRE
EETIROBERFTATT,

@ Amazon FSx for NetApp ONTAP % Trident & & HIZHEH L TL315E. NetApp Tld. IP 7 R
LXATIFR< LIF D DNS HZIEET DL ZHRELTUVE T,

VY ONTAP SAN®D
Chid. ‘ontap-san' RS NEFEHRALEXMAEERETT,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend

username: vsadmin
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password: <password>

¥ MetroCluster M3l

"SVMOL ) r—oa e UANI"RAORAYFA—N—ERALYFNvIRBICNYIITY REZRZFH
TEHITIMBERBRVELSIC. NwIIVREHRETCEET,

S—LLRABRAYFA—N—ERAYF/NvI%Z{T5IIE. “managementLIF Z AR L TSVMZIERE
Ly 'simN\NTX—RIFEBRLET, XIHlZRLET,

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SANT O/ = —Df|

version: 1

storageDriverName: ontap-san—economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

V SEREEAR— X DOFREED A
CDESRIEMFITIE. clientCertificate. clientPrivateKey. B & U trustedCACertificate
(EHETEZCAREARAT ZHBAIET T 3>) b backend.json' ICANTN. 5407 > MNEBEE, W&
*—. EFEECTBCAIMIFBEDbase64 Ty I— RENEZ ZFNENEEL £,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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¥ A ECHAPD

NS5DHTIE. “useCHAP % “true ICEREL TNV I IV RZERLET,

ONTAP SAN CHAP DI

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

Y NS Y ZOBNTI-ECER

CDEITIE. ONTAP DNZ Y ZOENTEREZEBMICL T ONTAP AFILWARY a—LD 7T )5 — K

EBEIRTEITBZLSICLET, NTUROENEEICIZ. ONTAP 9.19.1 UPBENNKRET Y, SHHICDOWVWT

IZ. "ONTAPNY O ITY RTNS VY AOEBNT-ICBEZERT3"%

version: 1
storageDriverName: ontap-san

backendName: san-balanced-placement

=08

= nn

LTLET L,
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managementLIF: 10.0.0.1
svm: svm iscsi

username: vsadmin
password: <password>
useBalancedPlacement: true

¥ NVMe/TCP D

ONTAP /\vw 2 T > RIZ NVMe TR I MN7- SYM DR ETY, ZHd. NVMe/TCP OEARM /NI T
R8T,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

Vv SCSl over FC (FCP) D

ONTAP N\ IV RTFC#ERLTHERINE SYMABETT, CIEFC OEAXNLNYVIIVR
B T9d,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

V¥ nameTemplatez FE L 7=/\w 7 T > REHRDH)

version: 1

storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>

svm: svmO
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username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

V¥ formatOptions ontap-san-economy K < -1 /\— D4l

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

RES—=IL=FERLI=/NY I I RDA

NEDH VTNV IIVREET7AILTIE. TRTDRA ML == LIS LTEEDT 7 )L EHER
EINTUVWETY, 7 XX, “spaceReserveldnone. ‘spaceAllocation’(&false. ‘encryption’|dfalse T,
RET—ILEA L= 2023V TERINE T,

Tridentid TOX> by Zo—JLRICT7OEY 3 =20 IRILZREL XS, O X2 MEFlexVol volumelZE%
EINFET, Tridentid7AOES 3 ZVIRIREB T —IILICEET 3 IRTOINILEZA ML= R a—L4
ICdE—LFd, BFHELE. ANL—CBEEIIMRET-ILEICINILEEERZ L. SANILTEICR) 2a—L%
TJI—TTEZXT,

N5DHTIE. —BEDRA ML= F—)LIFHHMBE D spaceReserve. spaceAllocation. BKY
“encryption fEZREL. —EBOTS—ILIET 7L MEZ EEEZLE T,

V¥ ONTAP SANOD I

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi
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useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "40000"

zone: us east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium

- labels:
protection: bronze
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SANT O/ = —Df

version: 1
storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1
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svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP DI



version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

/N2 T R%StorageClasses|ICYwvE>VT T3

JRDStorageClassE&HI[RET—IL=FERA LI/ v I Ty FOf|ZB8BLTWEY, parameters.selector
T4 —ILRZFERL T, BStorageClass|dR) 2a—LDKRAMIEATEZRET—ILEIEELEFT, DR
) a—LICiE. BIRENTRET—IILTERTINI-ERZNEEFNTVLET,

* D protection-gold StorageClass I&. ontap-san /\W I I RORIORET—ILICTvEVS
INET, ChE. d—ILRIRILORERRBT ZHM—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassid. ‘ontap-san’/\w I T > RMD2EFEB CI3BHDORET—ILICTY
Evrengxd, cnsidk. d—ILFUADRELANILZRELTVWEIHEE—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
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name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* 2O app-mysqgldb StorageClassld “ontap-san-economy /\w 27 TY RDOIFBDIRETS—ILICTvE Y
TJEINET, ChUE mysqldoBZ A TDT7 S )= a3 VEIFICA ML= F— LB RIS 2HE—D
7—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* D protection-silver-creditpoints-20k StorageClassld “ontap-san’/\w o T RMD2EBE Dk
BMT—)LICIvEYTEINET, Cnld. JILN—LARILDREEZ200007 L2y bR1 > bRIEHT S
M—DF—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClassi&. ‘ontap-san'/\wv 27 I > RD3FHDRETS—)L & “ontap-san-
economy /NI LY ROABEDREBT—ILICRvEYITENET, TSIk 50000 L2y RA >~
MISETNZ3HE—DT—ILRHRTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

27



fsType: "ext4d"

* Z®D my-test-app-sc StorageClassid. sanType: nvme ZfERATZ RZ1/NAD “testarp kA8
TRy EYTEINET “ontap-san. _1Ud. testApp iRt AME—D TS —ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident (3. EDRET—IILZERT B3N ZREL. AFL—CBEDNFELEEINTVS I e z2BRLE T,
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