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kubectl create ns engineering-ns
2 R=TTATIN—TDR—LAR—ZZEHLFT :

kubectl create ns marketing-ns
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apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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apiVersion: vl
kind: ServiceAccount
metadata:
name: mkt-user
namespace: marketing-ns
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apiVersion: vl
kind: Secret



metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns
type: kubernetes.io/service-account-token
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apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service—-account.name: mkt-user

name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token
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apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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apiVersion: rbac.authorization.k8s.io/vl



kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

2776 AppVaultd 7o 0 bADT UV A%ZFHAT 3

NYITYTRRFY T ay hREDT—REBRRVEZRITTSICIE. 77 RXEBENELDI——
IZAppVaultdr 7o 20 bAD TV A ZHFA T 2HELHD £,

FIE

1. AppVaulte =2 L FDEAEHEYAMLT 71 LR L GERA L. 1—H—ICAppVaut\D 7 o7&
2EEFELE T, L& ZXIE ROCRIF. I—1— "eng-user IZAppVaut\D 7 7 A= FE5EL £ :

apiVersion: vl

data:
accessKeyID: <ID value>
secretAccessKey: <key value>

kind: Secret

metadata:
name: appvault-for-eng-user-only-secret



namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""

endpoint:
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io

resourceNames:



- appvault-for-enguser-only
resources:

- appvaults

verbs:

- get
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. 1 —H—HT7 I AMERZFHFDOL S ICH S T-AppVaultiEFRZEF TET 3 S5HhETAMLFT !

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect
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kube-state-metrics= 1 > X k—JL T3
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helm repo add prometheus-community https://prometheus-

community.github.io/helm-charts
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helm repo update
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kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml
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metrics-config.yaml : kube-state-metrics Helm F v+ — ME&E

extraArgs:
# Collect only custom metrics

- —-—custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]



verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. Helm ¥ ¥ — k#5704 L T kube-state-metrics #1f > X b—J)LL X3, XICHZETRLE T,

helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0
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prometheus.yaml : kube-state-metrics % — £ X ¥ Prometheus D&

apiVersion: vl
kind: ConfigMap
metadata:

name: prometheus-config

namespace: trident-protect
data:

prometheus.yaml: |

global:
scrape interval: 15s
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https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:

- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 75— % Alertmanager |ICJ)L—F « >49§ % & 51C Prometheus 1A L £ 9, Prometheus RE7 71
JL(prometheus.yaml' Z#R&EL. XDt I/ a>EEBMLEY .

prometheus.yaml : AlertmanageriC 7 5 — b ZX{59 3

alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093

ER

Prometheus (& kube-state-metrics 35 X k1) 7 XZUNE L. Alertmanager ([C7 52— b ZXETET 3L DICR
DELTce INT. 73— bZbUH—T23FHECT7 77— bDOEEBEHRZHET D ERIEVE LT

ATV T3 TS—hET7S5—bOXEXRZRET S

V—ILDEHETBELSICHEBHELTES. TSI — b2 ) A—F3BROBRE T 57— bOXEEZENT IHE
NHOET,

TS— O Ny Ty TR

ROBITIE NI TV THREALI)Y —ZADAT—RIAD Error ICERESNTHS5MU LB LI FIC
F)A—CNB3EERLRT7I—rZ2EELET, CORZREBICEDETAREZIAI AL, TOYAMLRZ Ry
k% “prometheus.yam'BE 7 7 T ILICEOHZ N TEET @

rules.yaml : KL 7=/\v o 7 v FIZ3 T % Prometheus 75— b2 E&ET %

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."
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Alertmanager #&E L THOF ¥ XILICT S — b %2 ZXET D

AlertmanagerzsE L T fIOF v RILICBRZXET B cHTETE T, EX—JL. PagerDuty. Microsoft
Teams. F7/IXZDMOBHI Y —E XZRKET BICIE. alertmanageryaml' 7 7 1 L CENENDRELX IS
ELET,

ROFITIE. Slack F ¥ RILISEFREIXRET B & 51 Alertmanager 18 L £9. COfEBEDDEEBICE
HDETHREIAZXTBICIE. api_url F—DEZ BFEVDRIETHER TN TLS Slack Webhook URL &
TR ET:

alertmanager.yaml : SlackF ¥ > RI)LICT 7 — hZXET 3

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel'
send resolved: false

Trident Protect 7 R— cN\> RILESERKT 3

Trident Protectid. BEENAOJ. X cUw o, BETDI AP T FIICETS R
OB, . NetApp SupportlCIRIIDIBEHRZFL /N RILZERTESLDICLF
To 1V —2y MIEHFINTWBRIHEES., hXXLUY—X (CR) Z71)L%ZEAL
T. YR—k/\> KJ)L%ZNetApp Support Site (NSS) (C7 v TO—RTEFE T,

CRZEALTHR- NV FILZERT S
FIE

1. ARBZLI)Y—R (CR) 774N ZERL. &EiZEMITET (Bl trident-protect-
support—bundle.yaml)o

2. ROBEMERELE T :

° metadata.name : (WB) TOHREL )Y —ADO%HL, BEICEDLE T—EHN DEY)AREE]
ERLTLIET L,

° spec.triggerType . (WZE) HHR—bF N RILZTSICERTED A TP a1—ILTED%ZRE
LExd. XTTa—ILEnNf=NY RILERKIZ. UTC OF a1 12 BICiThnxd,. BRAEIZRD
BT,

= AT a—ILiEH
* FE
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° spec.uploadEnabled : (F 7> 3>) HR— kN2 RILOEREICNetApp Support SitelZ 77
TO—RIZIHNESHEFHIHLET, IEESNTLRWEE. T 74 MK false T, BWAE
BIERDEHD T,

= true
*false (F7#JLK)

° spec.dataWindowStart . (F 7> 3Y) HR—k NURILICEEFNZT—E2D T4V RODE
AR Z45E 3 % RFC 3339 LD B XFF, #E8E LABVWERIE. T7 4L b T 24 BfEFIIC
BDEYT, BETITZIRHBEVIs Y RUBAMIZ7 BEITY,

YAMLOD :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. “trident-protect-support-bundle.yaml' 7 7 1 JLICIEL \MEZE A ST L7=5. CRZERL X9,

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

CLI ZERALTHYR— NV RILZERT S
FIE
1. FEIAOEXRBEOBRICEITRI T, Y R—F N RIILEERLET, trigger-type'ld. /N>R

BT CICTER IS N B D EREBREART S a—ILICK > TRESNBZI D EREL X T, "Manual
F7-1% Scheduled ZI8ETE X J, T 7 #4JL FEREIX "Manual' TY,
RICHZERLET,

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

YR—ENVRILZERLTEIRT S

WINDDFEZFERA L THR— b N RILZER LB 2OEROETRRZERL. O—AIL X T
LICBUS T2 2N TEET,

FIE
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1. “status.generationState’ ' "Completed IRKEEICHRZ FTHFE £ T, RDOIT Y R TERDETIR % B4R
TEET .

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2 HR—bNYRLEO—AIL PXATFTLICBRIELET, TT L7AutoSupport/\> KL IE— OAX Y
RZEELET :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

D5 “kubectl cp’ AV Y RZRBDIFTEITL. BESIBEZFLOO—HIL T LI MNJICBSHRF
ER

Trident Protect®®> 7w /45 L — K

3L WESBE R NSEERSER T 3121, Trident Protectx REi/N— 3 ICc 7wy T L —
RTEEJ,

c N=T 32241005 T v TSI L—RTBE. Ty TIL—RRICRTINZ ATy T3
v NIRRT BAREEDHD T, COEZEICEID. FRFLIERT D a—ILTNIEFE
DAFvTay COERDHIFENZ ZCEHD FEA 7y I L—RRAICRFT v
oy MHERBLIESZEIE. 77V —2 a3 0D RESNBESICFEFTHLWR TS
2ay b EERTEET,

BIENLGEEELOE TSRO, 7Y TIL—REICIRTODRFy Iy bk X522

©) —LEEHICLT, 7y 7L — REICBEAMICT 3 e A TEET, Ly CHUC
&D. Ty T L— REEMRICR T Ua—ILENERF vy Toay M%kbN3 T EIch
DES S

T5AR=K LSZAMNIDA VA R=)LTIE. 2=y b N=2 3 VICAER Helm F v
—hEAAX=IHTSAR=K LIZAMN)THERTETZCZHEL. A RE L Helm (B
BFLOWFYy— b N=2a e B HDZ e EHERELET, SHHICOVWTIE. "TF51
R— kLT R YD S5Trident ProtectZ 1 VA b—JL 3 3"#BB LTI,

ATV N=23 %2FERTS

Trident Protect®/N\— 3 VIZEMAR—X D YY.MM @RISRV, TYY] IZFEOTF2H. TMM) 1A%
KLET, By bUU—=XF YYMMXEBIRAICREL. TX) ENvFLRILERLET, 7vSIL—R
TTDON—2avIcEDIWT, 7y I L—REON—2a3 VEFIRLTLIESE L,

A VA= ILTNTVBRN="3 0054 ) —ZVMAROEED R —7y KD —ZIANDEET7Y I L
—REETTEEI, 7z 2410 (FHIFEED24.10Ry FUU—=X) HB52510ICEET v T
L—RTEET,

c 4D ) —ZREEAN DI ) =I5 T v I L—RITBBEIF. EBATYvTOT7vTIL—RE2ET
LTLEETW, "UFION—=2 a3 " s 7y I L—RI3EE1FE. EDODN=2a3 007y TIL—RE
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IEZERL T 4U U —XERBICNE B RFDV ) —RIIT v FIL—RLET, FIRIF. 24.10 ZE1T
LTWT. 2606 ICT7vFIL—FLIEWSS !

a. T 2410 15 25.02 17w I L—RLET,

b. Jric. 25.02h'526.06lCT7 v I L—RLFT,
X7 w2 : Trident Protectx 7w o L — K93
Trident ProtectZ 7w 75 L — R $3ICIF. XOFIEZRTLET,

Flig
1. TridentHelm RS U ZEHLET .

helm repo update

2. Trident Protect CRD # 7w 9L —Kd3 :

@ 25.06 K DHID/N—2a D67y 5L —RT355l& CRDA Trident Protect HelmF +
—hMICEENTVWSEH. COFIENKBETT,

a. ZmIavYY R%EER{TLT. CRDOEE% “trident-protect-crds’H' 5 “trident-protect |ICF1TL £ ¢ :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs -1 {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

b. Z2dOY > R%EZERITL T trident-protect-crds’ F ¥+ — kDHelm>— 2 L v FZHIBRL £ -

@ Helm % £ L T “trident-protect-crds F v — b Z 7 >4 VA F—JLLABWVWTL 2 E
Lo CRD LEBET—2DBIRENZAIGEDRHD £,

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. Trident Protect® 7w o L —K :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2606.0 --namespace trident-protect

Ty FIL—FRICOVLANILEZRETDICIE. 7y FJL—F a2 I --set

@ logLevel=debug ZEBIML £, 774/ bDOTLARIIE 'warn' T, T/\wvF O,
A7 LNIILOZEEPHEDBRZHE L E T ICNetApp Y R— MO REZ BZ2MT 9 5 DICIRIL
DD, bITNa—FTa 0 JICHREEINET,
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