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"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. “parameters.selector ZfEA L T. LUKSEESLZER TR ML —ST—ILZEEZLEFT, RIZHZETRL
9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

LUKS'RY a—L%xA >VR— T B37=HDPVCHERR

LUKS RV 2 —LZEMICA >R — hF3ICIE. 7/ T— 3 > trident.netapp.io/luksEncryption’ % “true’ |
BEL. CORICTRTELSIC. PVCICLUKS R ML= 0S5 XE5EHET,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: luks-pvc

namespace: trident



annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>



...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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* spec.nfsMountOptions: sec=krb5 (FR:f L ES1t)
* spec.nfsMountOptions: sec=krb5i (ID {R&E&% fE< /=50 L FES1L)

* spec.nfsMountOptions: sec=krb5p (IDEFTA N> —{REZBR I-EREE L BES1k)
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apiVersion: vl
kind: Secret
metadata:
name: backend-ontap-nas-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas

spec:
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version: 1

storageDriverName: "ontap-nas"

managementLTF: <STORAGE VM MGMT LIF TP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>

svm: <STORAGE VM NAME>

username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs

nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
gtreesPerFlexvol:

credentials:

name: backend-ontap-nas-secret

2. FIOFIBTIER LB 7 71 ILEERLT. Ny I IV RZEERLFT :

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIEZSIE. Ny I IV FOBRICERENHD T, ROV FZRITTS
& OJ2RRLTERZRETEEY !

tridentctl logs

BRI 71IILORBBEEZEBEL TEEL]ZS. create ANV REHERTTEFXT,

AML—OSREERT S
Kerberos EEEtZ AL TR 2a—LZ OES I Z VT 3-ODAMNL—COSIAEZERTEET,

HRIE

ARL—SOS5RA TS b RERT B EFIC. "mountOptions /v S X — 4 % {# /A L TKerberosBE 51t D3
DDEBZN-Ja>OVWThhEIEETEIET

* mountOptions: sec=krb5 (FREF¥HES1L)
* mountOptions: sec=krb5i (ID RE%Z{EX TR L FEES1k)

* mountOptions: sec=krbSp (IDEFZA N> —{RE&EZBA I-EREE L BES1L)

Kerberos LRNJL%Z 1 DIEIFIEEL £9,. /NTX—H 1) X b TEHD Kerberos BES{LLANILZIEE L5 E.
BHDF T a>OHIIMERINE T, ANL— NI RIEBRTIEELEESIELARNILAI L=
FRAATS UV FTHEELELRNIVEERRZZEIE. ANL=2095 AT MHMBREINE T,

FlE
1. R F%=ER L T, StorageClass Kubernetes 7 72 1o FEERL £ :

apiVersion: storage.k8s.io/vl

10



kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2 AbL=YUSREERLET !

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3 AML—=USAAMERETNTVWBS e 2R L &S !

kubectl get sc ontap—-nas-sc

RDESBHADVKRRIEINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

R)a—LorOoEss=—>y

AL=YNYIITYRERARL=U TSR ZEHMLICS. R a—L%zT7OED3Z VI TERLSICRD
9. FIRICOWTIE, "RUa—-LZzTAOEY3=>I 325" 28RLTILTL

Azure NetApp Files R') 2—LTA > 751 ~ Kerberos lES{tZRET 3

IX—J RIS AR EE—DAzure NetApp FilesA FL—JN\Nw o TV R, F7zIFAzure NetApp FilesX ~ L
—IONYIIVRDORET—ILVEDA L —2 57 0w TKerberosBESLZBMICT D ENTEXT,

FtR 9 B R0IC
'%ﬁﬁ%@RmHmommmm752&?Tanﬁﬁ%E@oTu5:t%E%LT<ﬁéu

* Ctridentctr A—F 4 UTF A ICT IV ERATER =R LTLIET

* Kerberos BES{L D Azure NetApp Files A L= Nw I TV REEFEATHD CEBRLTLLE
TV, EHERESEL. "Azure NetApp Files D RF 2 X > M"DOFIBICRE>TLETW

* Kerberos BES1t TEAT 3 NFSv4 R 2a—LHELSBRINTWVWS 2R L £, NetApp
NFSv4 R XA V& E‘lZO/E (13 R—20) "NetApp NFSv4 DHERERRILERA NS0T 4 A1 K"
EBRLTET
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AbL=SNyIITY RZERT S

Kerberos BE 51t i&gE% & & Azure NetApp Files A AL —S Ny I TV RIBREERTE £ 9,

2R EE

Kerberos St Z BT DAL =NV I TV RIBRE 7 7MLV ZER TR EETIC. RO 2 DDLANJLOWV
TNHTHEHAINDLSICERTT XY

* “spec.kerberos’ 7 4 — LR ZERALI* AL —NY I T RLARJL*
* “spec.storage.kerberos’ 7+ — )L RZEH L -MREBT—IL L X)L*

RET=ILLRITEEETERTDEE. AL=—20FR0TRIVEFERALTT—ILDBIRENE T,
EE55DLANILTH. Kerberos BES{tD 3 DOERBRZN—J3>0VWTNHAEIEETCETET

* kerberos: sec=krb5 (FRiF&EES1t)
* kerberos: sec=krb5i (ID RE&E% & 1=ER:F L BES1tb)

* kerberos: sec=krb5p (IDEFSA N> —REZ R T-EREL L BES1L)

FIE

1. EEWRISARXT. ANL=UNYI IV REERITDIMVENHDZHA (REL—SNYIIVRLA
IWERIFRET—ILLARIL) IZRLET. ZOWTNHDBIZFERLTANL—S NV I IV RIEBRT 71
IWEERR L £, fENNDE<SZIRIBEN S DIBRICEZTHRIFT

ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard

12



networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krb5, krb5i, or krbbp

credentials:
name: backend-tbc-secret

RET—ILLRILDOBF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT TID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i,

or krbbp
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credentials:
name: backend-tbc-secret

2. FIOFIBETIER LB 7 7 M ILEERALT. Ny IV RZERLET :

tridentctl create backend -f <backend-configuration-file>

Ny I Ty ROERICKRBLIESZEIE. Ny I I ROBRICEBENHD T, ROOAIXY RZ2EITTS
& OJZRTLTREZHETET XY !

tridentctl logs

7 71 )LOREERSELTEBIEL] S, create ANV RZBEERTTETET,

ANL—=SO0SXEERT S
Kerberos EEEtZ AL TR 2a—LZ O I =V 9T 3-ODANL—C IS IAEERTEET,

=25}
1. k)% EFR L T. StorageClass Kubernetes # 7> = & {ER L X7 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2 A=Y USREERLET !

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3 APL=2USABMERENTVWBS e 2B L E T !

kubectl get sc -sc-nfs

RDESBHEADNRTENE T,
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NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

R)a—Lo7FOoEa=>y

AbL=YNy I IV RER ML= 5 R%Z2ER LTS R a—LZzT7OED 3 Z>JTERLSICHD
F9, FlIREICOWTIE, "RUa—LZzT7OED3 =27 92"28RLTIEEIL,
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