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Azure NetApp Files

Azure NetApp Files N\ T RT3

Azure NetApp Files Z Trident DN\ TV RELTERALE T, CONYI IV RIE
NFS LU SMB R a—LEHR—FLTWET, Trident | Azure Kubernetes
Service (AKS) S5 XR4—DIYA*Z—RIDE7—20—RIDEYR—LLET,

HR—bINTWVWBAzure” 77 RIRIE
Tridentix. B DAzure” 5 RIRIETAzure NetApp Filess/\w 7 TV REHR—KLTWVWE T,
PR—FINTWVWS Azure 757 RIFULTOEED T :

* Azure Commercial

* Azure Government (Azure Government / MAG)

* Azure China

Trident &5 041 9 % H'. Azure NetApp Files /\'w I TV R%ERE T BRI, Azure Resource Manager ¥ 53
AETY RARAY b Azure 75T RERIBE—HBLTVWA ML TS IET L,

Azure NetApp Files K 5 /Nt R— ~ DFESR
Tridentix. LT ®DAzure NetApp FilesR b L= RSA NEZRHELF TS

PR—EINTVWBT7 I XE—RIZIE. ReadWriteOnce (RWO) . ReadOnlyMany (ROX
) « ReadWriteMany (RWX) . & & U ReadWriteOncePod (RWOP) h'#% D £7,
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azure-netapp-files NFSSMB  Filesystem RWO. ROX. RWX. RW nfs, smb
OP

LEa2—ICET 3EEFR

* Azure NetApp Files |& 50 GIB RKimD AR ) a—LZHR—ELTWEHEA. Trident (&, KD/NT%HKR 2
—LDBRINFIFBETH. 50GB DR a—LEERLET,

* Trident (¥, Windows / — F ETERITETNTWVBRY FICRT Y hENTc SMB R 2a—LDHEHR—
FLET,

* Azure NetApp Files Z3EFFE Azure 72 RICT 704 $3ICi&. 757 REB D Azure Resource
Manager L E85ET Y RARA > RHBRETY, Trident BELUVITARTONY I I RIEBRT. Azure 757
FRIBICELIEIVRRAY b 2EALTVS I e 2R L TRE LY,

AKS ICYRZ—J R ID #fERT 3
TridentiZAKS 7 S 2 Z—[@IFIC"v % —J R ID"ZHR—FLTWVWET,

‘tridentctl Z{HEHA L T Azure NetApp Files
NI TV REERERIZIEEYT 35815 IELLV Azure
27 REBRITICEBHRINTVWE C EZRESRL TS IEEL,

YAx—Y RIDZEFERT3ICIE. UTOHONBETT !

* AKS ZfEAH L TT 7O41 &7 Kubernetes 7 5 XA &
* AKS Kubernetes 7 5 X 2 —TIBR I NI-EEXNR ID
* Tridenth' “cloudProvider' % ""Azure™ |ICEREL TA VX b—ILEH

Trident XL —4&

“tridentorchestrator cr.yaml’® ZiREL. “cloudProvider %
“vAazure" ICERELE T

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"
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Helm

RDBITIE. Tridentx 1> X b—=)LL. TRRZE $CP %##HEHH L T “cloudProvider 88 €L £7 :

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

ROFTIE Trident =1 X b—JLL. cloud-provider 754 % "Azure ICEREL £ :

tridentctl install --cloud-provider="Azure" -n trident

AKS 07— 0O— K ID ZfEAT 3

J—2O0—RID%E{FERAT 3 . Kubernetes’hy RIZT—2O—RIDE LTEREET B Z & TAzure )V —RIZT
JHEATEBLSICHEDET,

‘tridentctl Z{EHA L T Azure NetApp Files
NYIITY REERERLIIBEETZ5EIFE. ELWV Azure
57 FRERITICER SN TV e 2R LTS

J—20—RIDZERT3ICIE. UTOHOHNKRETT,

* AKS ZEARA L TF 7O+ SN Kubernetes 7 5 X4
* AKS Kubernetes 7 5 A X TEREINT7—20O— K ID & oidc-issuer

* Tridentld “cloudProvider % “"Azure™ |ZERE L. “cloudldentity #7—2 O0— REFHNMEICEREL T VX b
—ILiBH

Trident 7 XL —%&

‘tridentorchestrator cr.yaml Z#E&EL. ‘cloudProvider'%&
“"Azure" ICEREL 9. “cloudIdentity' %&
‘azure.workload.identity/client-1d: XXXXXXXX-XXXKX—XKXX—KXXX—
xxxxxxxxxxx ICEREL X9,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident



imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX-XXXX—XXXXXXXXxXxX"'" # Edit

Helm

UTOEREZH =R L T. cloud-provider (CP) & U cloud-identity (Cl) 757 DEZHREL X
g

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

RDBTIE. Tridentz 1> X b—=J)LL. "$CP %Z{FEH L T "cloudProvider z&&E L. $CI'zEFEAL T
“cloudldentity ZF%E L £ -

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
ISR Z7ONAMR ELV IZTRID 757 0ER2. UTOREBEZH=FERALTRELET :
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

ROFITIE. Trident =1 > X k—JLL. “cloud-provider % "$CP (C. ‘cloud-identity’% "$CI'IZERE L
£9:

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident

Azure NetApp Files /N VT RZHRET B =D D

Azure NetApp Files /NI TV RZERET BHIIC. ROBHNE-SNTVWBD 2 HE
RTBAINEHLHD X9,

HR—bEINTWBAzure7 57 RIRIE
Tridentix. B DAzure” 5 REEIETAzure NetApp Files/ N\ I TV REHR—KLTWVWE T,
PR—EINTWVWS Azure 75T RIFULTOEED T :

* Azure Commercial

* Azure Government (Azure Government/ MAG)
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BiEx #Ed 33, Azure W T XU T3>, ID#E. & KT Azure NetApp Files 1) YV — XHVEY] %
Azure 75U RRIEBICER SN TLWBR Z EZHESEL TS EEL,

NFSE K U'SMBR ) 1 — L DRIRS M

Azure NetApp Files Z{1® TIER T 256 &L WBFRTER T 5355 1E. Azure NetApp Files Zt v
7Y Z7LTNFS R a—LZERT D-HDMERENBETY . "Azure : Azure NetApp Files Dt k
7w TENFS R 2—LDER"ZBBLTLL I,

https://azure.microsoft.com/en-us/products/netapp/ ["Azure NetApp
Files" Ny IV RERELTERT 3ICIE. ROEDHBETTY

* subscriptionID. tenantID. clientID. location. HK T ‘clientSecret’ (. AKS
P5AZ—TXYX—Y R ID ZERAT 3581473 >TY,

* tenantID. clientID. H KU ‘clientSecret'ld. AKSYS XA —TU 57 RIDZFEART

@ BPBRIEA T a>TY,
* Azure NetApp Files ZIEFGF Azure 75U RICT7OA 9 3ICIE. 75T REBED Azure
Resource Manager EERFELY RARA > EHRETTY, Trident BLUVITRTDNY I TV

R T, Azure 7 5 FIRIBICELICIV FRA Y b 2ERALTVWS e 2R LT
L,

* B2 7—JLo "Microsoft : Azure NetApp Files DBRE /— L Z{ER T 2" 2B LT EEL,

* Azure NetApp Files ICEREI NI TR ko "Microsoft © 7% k% Azure NetApp Files ([CEET 5"
ZBRLTLLEEL,

* “subscriptionID’Azure NetApp Files "EMICHE>TW3 Azure B TR0 T2 a>h 5,

* tenantID. clientID. H& U ‘clientSecret' |d. 1537 1&FR%Z #F DAzure Active Directory®" 7 7' &
#x"H 5. Azure NetApp Filesth —E XICX L TERSINE T, 7 TUERIIROVWINH EERT ZHE
HHOFT :

c FREEFIZEMBORE" Azure ICL > TEREEEHA"

° "}) A L\ Contributor O—)L"H T X1 F2 3> L AR)LT(assignableScopes) Tridenth hE Y 9
BHDEIFICHPBESINIEUATOERZIFS I, hXAEZLO-IZERL]S. "Azure R—% )L %= fE
BLTO-LZEIDHETS",

vV AR LEMEOD—I

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
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"/subscriptions/<subscription-id>"
1,
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr
ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",
"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],



"dataActions": [],

"notDataActions": []
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‘resourceGroups « netappAccounts’. capacityPools .

‘virtualNetwork' s KT

‘subnet DMEIF. BULWRAFIEcIIT2EHiRZERAL THEETET T, BLAFEIIE L BEIDEHR
DY —RE—HTBERMUDN DB BT, IFLALDFE. BTREMGHIERINE T,

vNethH' Azure NetApp Files (ANF) X L =T AT Y REIEERZ VY —XTIIL—TICERE
(D INTWLBIHEIE. Nv I I RDresourceGroups') X F % HRET ZBICIRERY FDO—0D
DY —=RTN—TZ2BE LTI,
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‘resourceGroups . netappAccounts'. BKXV

‘capacityPools DfEIF. BHEINTEVY —XDtEY hE DAL= Ny I I RTERRA
BELRDDICHIRTZ T IILITHD., AEDHASHETIEETET T T, TREMBIIRDOAZIIC
WET :

2147 J+—xXv b

Y= TIWN—" <resource group>

NetApp 77 Ho > b <resource group>/<netapp account>

BRET—I <resource group>/<netapp account>/<capacity pool>
Ry kD—2 <resource group>/<virtual network>

TRy b~ <resource group>/<virtual network>/<subnet>

R)a—Lp7OESa=>y

B 7 71ILOFRNBEIS 3V TROA TSIV ZEETHLICED. 774 bOR) a—LDT7OE
DIV EFETEEXR T, FHICOVWTIE. BRI ZSBL T TV,

INTX—A B T4k
exportRule HHRAY) 2 —LDIT U XHKR— k)L "0.0.0.0/0"
_}l/o

exportRule |&. CIDRFEREZIC KB
FEDOHEAEHLEDIPVAT KL X
FlFIPAY TRy F 2 AT
Xo7) A S THZIRELHD
£9, SMBAR) 2 —LTIFERS

nxd,

snapshotDir “snapshot 7«4 L2 NUADTY true. false (BARBIICERE
2 ) o

size FLWARY 2—LDT 74 MY T100G]
14X

unixPermissions FHRARY) 2 —LDOUnix/N—Z v 1 (FLEa2—#8E. TR0
3> (8EF4HT) o SMBRU 21— UTFS3>THRIARIILAD
LTIFERINET, BN E)

1Bl

RDBNE NFEAEDNTRA=EFZ2T T2 EDEXICTEEXERERLTVET, CNIINYIIVRE
EEIIROBERFAETT,

vV R/\RDIERL

CHUIHEXTEYICR/NBRD /N Y I T R T . DB TIE. Tridentid. #M S NTIFFTIC 3 B Azure
NetApp FilesICEE SN TR TDNetApp 7 HO >V b BET—IL. BTy b ERHL. FhoDT—
NWeH T2y FDIDICFHLWARY) a—LE S VA LICBELEX Y, nasType BEBEINTWLWS 76,
‘nfs'F 7 #IIEHABRHIN. Ny IIYRIENFSRKRY a—L%Z7OEEY3=Z>F L%,
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C DHERLIE. Azure NetApp FilesZEFEULESH 7IEHND T, WAWBREH L TWR E FICRBETIH . EE

ICIE. 7O 3 =>4 93R) a—LICEBNMORA—T%2KETINELHD T,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET

location: eastus

¥V AKS DY *—2 K ID

DNy ITY R TIE. subscriptionID. tenantID. clientID. H&K U ‘clientSecret N EEE

TNTVLET, INBRYR—Y R ID 2B 355IEF T3> TY,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

VAKS D757 K ID

12

CDONYIIYREHKTIEX. tenantID. clientID. H KLU ‘clientSecret MEBINTULETH. Ch

5137 ZU K IDZEAY35EIEF T3 rTY,

apiVersion: trident.netapp.io/vl



kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

VARET—INTaINWNE2EFEBLIEREDH —EXLRNILEE

DNV I RIBRTIE. Azure® ‘eastus O —> 3> D Ultra RE7—JLICARY) a—LEZEEBEL
9, Tridentid. ZDO4 — 3> TAzure NetApp FilesICEESINI-IARTOH TRy FEBFHHICEE
L. ZDOSBEDIDICTVALICFILWARY a—L%EEEL X9,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2

Y FH QS BE=/—ILEFERALENY I ROF

CONYIIYRERTIE. R a—L% Azure D ‘eastus O —> 3 > DFE) QoS BRE S—ILICEE
£9,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl

L
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location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v BEARE
SONY STV RBRICED. KU 21— AOREBBENE—0F 7%y MIE SIS, —BOKY
1-LTOEVI=VIDF T AL RBEBESNET,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
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defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"
size: 200Gi
unixPermissions: "0777"

vV RAET— )L DR

CONYIITYREBRTIFE B—DT7 7ML TEBROI N —JT—IILEZEELE T, Chidk. BERZY

—EXLRILEYR—EIZIEROBET—ILHHD., TNS5EKRIT AL —I9 5 X% Kubernetes TE
9 3IBEICERTT, IRET—ILSANILIE performance ICEDWT T —IILEXRT B -HICERAINE
l./TCO

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application—-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelLevel: Standard
capacityPools:
- application—-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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\4

A
R

#HE— FTNTVS MROVHR

Tridentidk. V=23 e T7RASEY TV —=VICEDOVWTT—270—-ROAR) a—LD7OES 3=
TJHBHICLET, CONYIITY RERLD supportedTopologies 7Ow Zd. Nw oIV RIT D) —
OareV—2OURANERBTIEDICERAINE T, CCTEEITIV 3>y —rofEld.
ZKubernetes7 S XA —/ —RDIRILD) =320 =V DEE—BTIHNENHD FT, CNH5D
=232V —=2d. ANL—=CO0SATRETEZHBRMEDODIVAMERLET, Ny I IV RTEM
INB)—=2a3> eV =207y b 2SR MNL—J 05 XADFE. TridentidIEES NI —T 3>
EV—=UICRY) a—L%=ERLE T, sFEICDOWVWTIE "CSI FRODCEFEATZ"#BBLTLIEEL,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

FL—COSROES

@ "StorageClass &% EERDA ML= F—ILEBRBLET,

‘parameter.selector’ 7 « —JL R Z [ L 7= E & A
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‘parameter.selector ZfERAT 3 .
‘StorageClass C&lc. R a—LZKRANTB3DIFERINZRET—ILZEBETETET,
AV a—LIZIF BRLET-ILTEESINTAEBIAZENE T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
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allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB 7R 2 — LDEZEH

‘nasType’« ‘node-stage-secret-name'. B&T ‘node-stage-secret-
namespace ZFEHAL T, sMBhJ 2a—L%ZIEBEL. BEXRActive
DirectoryBIERHRZIRETET X7,

Y 77 4L b DRFIZEFE TOEERRE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

Vv ZARIZERCCICRBRB S —T Ly b eERT 3

apiVersion: storage.k8s.io/vl
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kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

VAR)a—-—LIEICERBDZY—ILy b Z2EATS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}

@ nasType: smb SMBRU a—L%ZHR—rTE3T7—ILDT1ILAE,
nasType: nfs  F£7zlE "nasType: null NFS 7—JLD 7T 1 L&,

Ny IV RZERT S
NYTITY BRI 7ML etBLIcS5. ROOAR F2RITLET

tridentctl create backend -f <backend-file>

JEFERE Azure 7 50 R%EEART 338813, tridentctl H Azure 757 RIEHED Azure Resource Manager
BLUOFRAIVRRA Y b Z2ERATAILSICEBRINTWVWRZCZHERLTLET V. Ny I ROERD
KBLIBEIE. Ny I IV ROREZESE L. OJZ2RALTRERZHFEL TZE0,

tridentctl logs

BR 7 71IILORBBEZEEL TEEL]ZS. create ANV REHERTTEFXT,

Google Cloud NetApp Volumes
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Google Cloud NetApp Volumes % 5% 7E

Google Cloud NetApp Volumes % Trident ®/\w I T R & L TERE L. Kubernetes 7
—J0—-READAML—2%Z27OES 3 Z>JTEET,

B

Trident (. NAS (NFS & U SMB) 70w (iSCSI) 77— 0O— R®DMEA T Google Cloud NetApp
Volumes ZH7R— bk LTWLWET,

* NAS” —2 00— K& "google-cloud-netapp-volumes /\w I T REFERL XS
* JOwvZ (iSCSI) 7—720— KRi& "google-cloud-netapp-volumes-san'/\w 7 T Rz ERAL X9

NASTHR) a—ALIFT77AIIR—=IADZA ML —=C%FBH L. NFSEIISMBZO NN EZFERLTT7 V7R T
NEd, CNS5DR) a—Lld. EBRORY RFEIZ/ —RBTORET7 VX EYR—FLET,

JOv IR a—LIZEOT7Ov I AL —U%FBMH L. Kubernetes / — RICER SN7ZiSCSIT /N1 R L
TT7CVREINET, INBDOR)a—LALld. 7TV —=2g3 07Oy IILRNILDT IR 2B T D5
BICEHAINE S,

CHNIIUTORRICERAINET !

* Trident 26.02L4B%
* Google Kubernetes Engine (GKE) Z7zI& Red Hat OpenShift
* Google Cloud NetApp Volumes X kL —F— )L

JOvs (SCSI) X ML—SHBRTBICIE. "TOv oA RL— (SCSI) OBREEBBLTL LTV
=5 TE D ZEA

Cloud IDZ{ERTY % . Kubernetes7 —2 O— RIZEEMARERELIBEHREZFER T30 DI, 7—2O—FRIDE L
TESEEY % Z ¥ TGoogle Cloud )YV —RICT7IVERATEBZELSICBEDFT,

Google Cloud NetApp Volumes T 57U R ID ZEHAT 3ICIE. UATHHURETT :

* Google Kubernetes Engine (GKE) Zff L T7 70O+ St 7/-KubernetesV 5 X X —

*GKEYZ S RXARTI7—270O0—RIDBABHMICHE>TED., /—RT—=ILTXETFT—2HF—N—HDEFMICHE->T
WEd,

* Google Cloud NetApp Volumes BIEEZ O —JL ((roles/netapp.admin) FIEIEFEDHAZLO—IL%
7D Google Cloud Y —EZX7HU > k

c UTUR FONAAHD GCPICEHRETN. 777 RIDFRHAER I NI-RETTridenth' 1 VX =)L &
NnNTWXY

Trident A XL —#

Trident 7R L —&2%Z @A L T Trident 1 > X b—)L 9§ 3IZIF. “tridentorchestrator_cryaml' Z#R&E L £
CI
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gcnv-block.html
gcnv-block.html
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gcnv-block.html
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gcnv-block.html
gcnv-block.html
gcnv-block.html

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes—admin-

sal@mygcpproject.iam.gserviceaccount.com"

Helm
Helm%ZfEB L CTridentz 1 Y XA =L BMEIC. 77T K 7AONA LAV RIDZRELET :

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
2R Z7AONA RO Z U RIDZEEL TTridentz 1 > XA b—JLL £ :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

NASZX b L —2 DEERE

@ Google Cloud NetApp Volumes UNIFIEDX kL — 77— )LDIHFE. TridentidzR 1) 2 — LIRIEF
ICUNIFIEDEIED X —I VI B L UREIL—IILEBRAL XY,

R 2a—L%ZIRERT D, TridentiIEHOEBRMEDHZ R 2a—LEZDNV T O\ TVERRT E—
AATHERABY) #FFHITDEC T 1 VAR— b eBREOEEE =R LS B3N TEET,

RS NDEHH

Tridenti&. Google Cloud NetApp Volumesh'5NASX kL —2% FOEY 3 =245 9 37D "google-cloud-
netapp-volumes’ K 514 N—Z1HL £7,

CDORZANIE. ULTDT7I7EXE—REZHR—FLTWET,

* ReadWriteOnce (RWO)
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* ReadOnlyMany (ROX)
* ReadWriteMany (RWX)
* ReadWriteOncePod (RWOP)

Driver ZO0k3JL volumeMod #HR— kTN TWE7Y HER—FETNTWET 7

e TRXRE—FR AV AT LA
google-cloud- NFS SMB  Filesystem RWO. ROX. RWX. RW nfs, smb
netapp-volumes OP

Trident NAS/\w OV TV R%ERET S

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"

NAS ;R a—Lp7OES3=>s

NAS/R U 2 —/Lld. ‘google-cloud-netapp-volumes'/\w I T RZERALTFOE 3 Z>J 3. NFSE
SUSMBZO RO EHR—FLET,

StorageClass (NFS7/K') 21— /L)

NFSARY a—L%Z7OES 3 =259 3ICIE. nasType & nfs ICEREL £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
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allowVolumeExpansion: true

StorageClass (SMB7R!) 21— /L)

SMBRYa—LZz7OES3=>J93ICI3

apiVersion: storage.k8s.io/vl

kind: StorageClass
metadata:

name: gcnv-smb

‘nasType Z "'smb' ICEREL TIL TV vILEIBELE T,

provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim O (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim O (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:

requests:
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storage: 100Gi

storageClassName: gcnv-nfs

@ NAS/R ) 2 — L& “volumeMode: Filesystem Zf#H L £ 9,

Google Cloud NetApp Volumes @ SAN 77— 0O— RAITEE

iSCSI 0O k JJL% 1 L T Google Cloud NetApp Volumes B*57Ow I X L —T 7R
Ja—LZz7OES 3= 35&5IC Trident ZERETE X T SANRU 2 — LI,
"google-cloud-netapp-volumes-san' X b L —< K S5 /\%Z R L T Flex Unified X kL —
ST-IpsFOEvazZyviInEd,

(D)  cors1/ARTAYIT—sO—FEMTHD. NASTO R ALEFE— FLTOEY A

"google-cloud-netapp-volumes-san'/\wv 7 T2 K&, iSCSI7AOv IR a—LOFOEY 3=
@ VIICWETY, "google-cloud-netapp-volumes' /\w o T RIZINASTO AL DHEHR—
FLTHD. SANTD—270O0—RICIXERTETEE Ao
BE

Trident |&. “google-cloud-netapp-volumes-san' K 51 /\Z{#H L T. Google Cloud NetApp Volumes SAN
(iscsl) 7—oO—RZEHR—FLTULWET,

SANR ) 2 — LlFFlex Unified X kL= F—bpsFOES 3 =>4 EN., iSCSIZTOv I T N1 R L
TKubernetes/ — RICIERENE T,

CHIIUTORBICERATINET -
* Trident 26.02L%
* Google Kubernetes Engine (GKE) Z7zI& Red Hat OpenShift
* Google Cloud NetApp Volumes Flexit& X kL —27F—)L
* iISCSIR—XD7T7—70O—FR
Flex Unified X AL —7F—)L

Flex Unified X kL — 7 —JLIE, iSCSIZO ML EFERALT7Ov A ML —U%BMH L. SANZOED 3
—VTICWETY

* Flex Unified REGIONAL 7— LA\ R— kTN TWET,
* Flex Unified ZONAL 77— )Li%. Trident 26.02.1 L THR— I TWE T,
* SANT—20— R Tl *Flex*tt—EXLARILDOFHFHIYR—ENET,

Trident SAN/NW U TV REHRETS

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

StorageClass Z{Ef{ 9 %

SANNwW O I R%ERELS. “google-cloud-netapp-volumes-san' K 5 - /\% &89 % StorageClass% E
BLFET,

T7AIINSATLRA T, Ny I IV RTIE% < StorageClass TEESINE T,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

PR—FSNTVWBE T 7ML R T LOEE :

cextd (F7AILE)
* ext3

* xfs

SAN RSA4/N\N—IlEFlex —EX LRILDHZHR—F L. exportRule.

@ unixPermissions. nasType. snapshotDir. nfsMountOptions. = 7cISPEE{LEEE
DFREBREDNAS BIEDNYIIVR NI X—2—IFERALEE A
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JOv IRy a—LpFOEsa=Z>y

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROXD—HEHI %R /N2 — > ld. BEfFDReadWriteOncerR) a—LEVO—> L. €DV 00— % HAID EHHE

ELTRIRTBIETY,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:

requests:
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storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — 470y D&

ReadWriteMany (&. ‘volumeMode: Block' DIF&ICOH Y R—rINET,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san

70y IR a—LOEIE

JOw R a—LAIESCSILUN LTFOEY 3 Z>vJ &N, 7Ov o5 /N1 X2 L TKubernetes/ — K |Z
RHEEINET,

JOv IR a—L4L:
*iSCSIZO NI EFERTS
C T FPAIN AT LEETOYIORTIEYR— K
* Tridentic& > TT7 R Y FHLIUVBEIND
* B DKubernetes 7 7 XA E— R&EHR—k
T7IOtEXE—FR
Trident IC&k>TFOEY azZydcnic7OvoR) a—Llg. ULTFTOT7I7ERE—RZHR—FLEXT !
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)

* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) (& UTFDHZEICOAHFHR—FINET, volumeMode: Block

26



volumeMode DENE

‘volumeMode 7«4 —JLRIE. 7OV IR a—LORNEAEZFHIEL X,

* Filesystem Trident (7R 2 —LZ 74— v LTYVVELET,
* Block Trident (&7 /N1 XA %ZFEFKE L. rawJOvITF N1 R LTREALE Y,

YIR— TN TVBERE

‘google-cloud-netapp-volumes-

san' RIAN—%FERALTIOEE S a =y Inf=70vIR) a—LHHR—~9 2HEE :

* 1ERK

* HIBR

. 7D_

* Snapshot

c B XEE

s A UR—k

2P GIBDA—N—FOES 3 =V J8E

Google Cloud NetApp Volumes 70w 7R 2 —LALIlld. REBBXXT—2DA—N—~\v RREENET,
CDA=N—=AAYRIZED, A—FIDBERIZTNAAYAXF. 7O 3 Z>IInicB82e &L T
INELBEDET,

TR MER !

* FIEERESICHI300 KIBD A —/N—Aw RBREL X,
s H A XALTEE. RAKN107TMB DA —/N—AY REARELET,

Google Cloud NetApp Volumes IEGIBEMDEND HTDAHEZIFTANS . Trident [(FLATDAHEICEKD.
FERABERT /INA AT A IDNEICPVCOBREFBITH. TNEZBR I CERELFT -

s BERINI=H A X E=XROBHGBICYID EIFET
*1GBON\Y 7 7%1BMTS

Bl

*PVCJZJITX I 1100 GiB
* Google Cloud NetApp Volumes TXOE aZ>yJ i1 X 101 GiB
T FVT—=2a h o RXZEAELRAE | D% < 5100 GB
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Pod D

T7AILY AT LRI hEnz7Oy 2R 2—L (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san—-rwo

£70v I FN1X (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—-rwx

TEYFELUOIYT Y AEIE
Google Cloud NetApp Volumes h'5 7OEY 3= > 3N SAN R 2 —LDIFE .

* TridentlX. Flex Unified X b L —7F—)LRICERIEI=w FES (LUN) Z/ERRL 9,
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B Trident (FLUN 2/ —RCEDRA T IL—FIIIvEYT LET,
* J—RZAF—=T VI, Trident :
©iSCSIZ—47'w MIOgA4 > L& T
c LUNZRRHLFT
o RILFNRZHRELET
* “volumeMode: Filesystem DiFE. TridentlFBEICIGC TTNA R ZT+—<Xv L. YTV ELET,

* “volumeMode: Block’ Di5&. TridentiET /N1 XA &Z#EHEL. 74— v YTV b Z1TH T ICEEPOIC
NELET.

SANT Oy IR a—Lid. 78Oy IPESAHFAREEZIRELFEA. OV IRV
—LDERED/ —RH 5772 AENZ5E (ReadWriteMany & volumeMode: Block)
TFIVr—2a > ERE 770V XA T AR, HTREBEZEERETIHNELNHD T,

Google Cloud NetApp Volumes /\'v 7 T R BT 2 %ElmE T3

Google Cloud NetApp Volumes /\'w I T RZRET DHIIC. ROBHELEZETNTL)
B EERTINELDHD £,
NFS X 7z(3SMB/R ) 2 — L DRITERM

Google Cloud NetApp Volumes Z#]$ THERT 3155, F7ld#FH L WG THER T 2% &1E. Google Cloud
NetApp Volumes Zt v k7w LT NFS £7I1& SMB 7R 2 —L%ZER T 37-0HIC. FIEARENHVET
T "BIRT A" ZEBRLTIIZT L,

Google Cloud NetApp Volumes /\w T RZEET DH1IC. XDHDZHABEL TLEETL,

* Google Cloud NetApp Volumes t —E XA H'EKTE S 17z Google Cloud 77177 > b, "Google Cloud NetApp
Volumes"ZZEBR L T 728 L,

* Google Cloud 7A7 > b 7OV bES, "7OD TV FOFE"EZBRLTIIZEW,

* NetApp Volumes Admin (roles/netapp.admin) O—JL%3#FDGoogle Cloudtf—EXT7ho >
;o "Identity and Access Management® O —JL ¥ #EFR"# BB L T 72T LY

*GCNV 7AIUYEDAPI F— T7A )L, BRE I "U—EXTATY FF—Z1EHT 2"
* AbL=UTF =)l "AL—=UT—)LOBE ZBRBLTLEEIL,

Google Cloud NetApp Volumes ND 7 7 XA ZE T D HEDFMICDLTIE. "Google Cloud NetApp
Volumes ND 7Vt A%ZHET 2" Z2BRLTLETL,

Google Cloud NetApp Volumes /\'v 7 T> RDREA T 3> & f)

Google Cloud NetApp Volumes /N I LY REMA T aIco2WTEZ L. B
ZHERLE T,

NI TV RIBRA T3>

ENYIIVRIE. B—D Google Cloud V=23 VIZARY a—L%x 7O 3=V LET, o) —2 3
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IR a—LZERTBICIE. BMONY I IV RZEERTEET,

INTAX—H
version

storageDriverName

backendName

storagePools

projectNumber

location

apiKey

nfsMountOptions

limitVolumeSize

servicelLevel

labels

network

debugTraceFlags
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Google Cloud 7Ho > bD7FOY TV FES, fEI
Google Cloud R—=ZILDHR—LR—=IIZHD £,

Google Cloud DFF7EH, Trident ' GCNV 7K1 2 —
L%EERRLE S, U— 3% /DB Kubernetes
VS XAAEER T BIBE. location TYER S =R
1) 2—Lik. E$D Google Cloud ') —T 3 VICE T
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ERORELET,
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Y—EXTATY EOWERT 71 ILDISONFEERD
NE Ny IIVRBRT77AILICEOEFEFOE—T
NE9d) HEENEI, apiKey IZIE. ROF—
DF—LEDRTZIDIVERBHDFT :

"type. project id. client email.

client id. auth uri. token uri.

auth provider x509 cert url. BKU
client x509 cert urle

NFSYOUY b F T a2z THlh <HIHTET I,

EXRINFAR) 2a—LYA IR DEEZBZZ5E.
7O 3= kML E T,

A=Y F=IILEEFDR) 2a—LDHF—EX LA
Jlo {BlF flex. standard. premium. F7cl
“extreme’ TY,

A a—LICEBREYTZEED JSSONFERDOIANILD
vk
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'7_70

FSTNWNSa—Ta Y IRICERTZT/NYYT 75
Jo B {"api":false, "method":truel}o. I
STNSa—TaVJ%17oTHED, RO T R >
THREBERIGEERE. ChaEBLARVWTLRES
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“storageDriverName' D&
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MRELRHD ET,
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NTA—=H

nasType

supportedTopologies

BE FI7AILE

NFS £7zI& SMB R a—LDER%EHREL £9, 74 nfs
ZFoavidnfs. smb. F£7=IEnullTd, null ICERE
T3¢, TIFIENTNFSHRY a—LICHEDZET,

CONYIIYRTHR—-—bIhTWE)—-3>K
V=D ZERLEFT. FHEICDOVWTIE. "CSI
FRODZERT2"Z8RBL TSIV, f:
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

R)a—LpFOEys=>d 723>

T7AINEDOR) a—LT7OEDSaZ>JE BR7 717IIL0D defaultss o> 3 > CTHIEITEF X9,

INT A=A

exportRule

snapshotDir

snapshotReserve

unixPermissions

AR

BE TTA4ILE

FLWRYa2a—LODI Y XKR—K "0.0.0.0/0"
L=l FEED IPv4 7 KL XDHE

HAEhtEE IVITRY->7U X
MCTBIREHLRHD £,

“snapshot 7+« LY FUADTY  true. false (F7#I+DE)

X EISBRDI5EaDHD T, AR
BIICERTE) NFSV3DZAIE T
false]

Snapshot BICFHEINTWEARY " (TIAILEDOEZITANET

1—LDEE )

IR 2 —LDUnix/Si—I vy ™
3> (8EHAMT) o

RDBNE NFEAEDNTRA=EF 2T T AL FDEIICTEEFRERERLTVET, CNIINYIIVRE
EHRIIROBEBHTETI,

vV R/\RDIERL

CHUSIETRICRIRD /N Y I T RIBTY . DB TIE. Tridentidi#pE & 1735 TGoogle Cloud
NetApp VolumesICEFETNIIARTDR ML= TF—)LEZRHE L. FILWRY a—LEZhS5DT—)L
DIDNCT VA LICEEEBLE Y, ‘nasType MEBINTWVWE D, nfs T 7 F /L MDERAIN. Ny
YRIENFSHRY a—LZ7OES3Z>JLFT,

Z D& IE. Google Cloud NetApp Volumes ZEWRHTZIEND TLWA WA L TVWAIGZHICRETY
M RRICIFTAOEY 3 =22 J92R) a—LICKLTEMORI—-T%ZHRETIHENHIhbLNZE

Ao

(D) <id_value>' & “<key_value> £ —E X7 H Y hORIFERICES BRI ET,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

¥ SMB R 12— LDERTE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnvl

namespace: trident
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spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

¥V StoragePools 7 « /L2 —%{EA L =185

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:

version: 1
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storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

&8 7 — L DHER

CONYIIYRIBETIE. BE—DT7 71 IILTERORET—ILEEEZLFT. RIET—ILISL storage’ &z
I3 VTEEINET, BBV —EXIRNILEYR—FTI3EHROI L= T—ILDH

D. KubemnetesTENLERT AL —C U T RZERT I HBICRILEE T, RET—ILINILIE 7
—NZXBTREHICFERINE T, e zxiF. ULTDOHTIE performance’ ZJL & “serviceLevel Z
THMREBT—ILZXAT3-DICERINE T,

—EBDT T AI MEZ TR TORET—IILICERATESLSICKREL. BLADRET—ILOT 7+l ME
FLEEZIFTZICDHTETET, XROBITIE. “snapshotReserve' & “exportRule M IR TDIREF—ILDFT
T b LTHBEL EY,

FHICDOVWTIE. "RIET—)L"Z2BRLTIREE W,

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

<key value>
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

VGKE D7 >R ID

GKEZ 57U RIDZEAL TTridentz 1 YA b—JLF 2. Ny IITVRIEFT—o7O—RIDE L CEREES
. “apiKey' 7O0v 7 IFEEEINE T, 757 RIDIEZ. @A DGoogle Cloud NetApp Volumes K 51 /N\—T
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FLESICERESINE T, H—DELX storageDriverName DETY, NAS (NFSZE7-IESMB) R a
— L\IZ1F "google-cloud-netapp-volumes' Zf#H L. SAN (iSCSIZ7Ow ) R a2—LAICIE google-cloud-
netapp-volumes-san' ZfEA L £ 9,

*google-cloud-netapp-volumes-san’ K 51 /N\—®D 2 7 RID H#7R— ~ZI&. Trident 26.0614
()  BAUBTY, SANKY 2—LIdFlex Unified 2 F L—Y 7= LA B TOEY 3= SN 5
7. “serviceLevel % flex ICRREL TL LT,

NAS K 5 /\— (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml

SANKR 5 /\ (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: flex

storagePool: pool-flexl

HR—FENTVWS MROPHER

Tridentlid. V=23 e 7RASED TV —=2VICEDOVWTT—20—RDAR) a—L07OES 3 =Y
THEBRBICLET, TDONYIIY RO supportedTopologies' 70w 7. Ny I IV RTED!) —
vV —2OURNERBITZIEDICERINET, CCTEETS)—TYaveV—2oféEld.
ZKubernetes7 S X 2—/ —RDSRILDY =308V —CDEE—BTIHELRHDET, TNHD
)—=o3>eV—2ld. ANL—COSATRETEZHRMEDIVAMERLET, Ny I I RTiEM
INB3N—=232eV—2oY Ty b ESUCRA ML= 0T ADBE. TridentiFiBEESNI)—2 3>
EV=ICR) a—LEERLE T, SFHAICDOVWTIE. "CSI FROYEFEHETZ"#BBLTLETL,
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version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

RDFEE
NYIITYVRBHR 7 7AIIVEER L5, OO RERTLET :

kubectl create -f <backend-file>

NYIITYRDEBICERSNICEZRERTDICIE. ROOAT Y RZEITLET

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1£f£f9-0234-477e-88£d-713913294£65
Bound Success

Ny I Ty ROERICKBLIEZEIE. Ny I Iy ROBRICEELH D £, kubectl get
tridentbackendconfig <backend-name>' Y > RZFERL TNV I I Y Rz 5D ROOAYY RZET
LTOJzRRL. RRZHETET T :

tridentctl logs

BRI 7AIILOREZSEELTEBELES. NvIITYRZHIBRL T, create AN RZHEEETTEET,

AML=205RDER

MFid. EEBONY I ITY FZ5B Y B3EARRA "StorageClass E&E T o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* ‘parameter.selector' 7 r —JL R ZER L IcE&ERM - *

‘parameter.selector ZfEHATZE. &

‘StorageClass IS LTy R a—LEKRANTBZHICERAINS1ink: .. /trident-
concepts/virtual-storage-pool.html ["{REF—IL

"ZIBETEEXRT, AJa—LAlliE. BIRLET-IITERINAELAZENE T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: premium-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: standard-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=standard
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backendType: google-cloud-netapp-volumes

AML=20 3 RADFMICOVWTIE. "A L =20 5 RZET 2" 28R LTI E L,

SMB R 2 — LDEZH

‘nasType’. ‘node-stage-secret-name'. B&T ‘node-stage-secret-

namespace ZfFAL T, sMBRU a—L%ZIEEL. BEHActive
DirectoryBIi§IEHREZRMETET I, ERDER X /ISHERD ARV ACtive Directoryd—H—
JINAT—R%Z /) —RRT—=I2—0JL vy MIERATEET,

v 77 #) b DREZEBTOERRTE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

V LRI CICERSY—ILy hEERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

VAR)a—-—LIEICELBDRY—ILy b 2EATS

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-sc-smb

provisioner: csi.trident.netapp.io
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parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMB7RU 2—L%EHR—bTEZT—ILDT1)LR; nasType: nfs 7l
‘nasType: null NFS ZF—JLD T 1)L X,

PVCEZ D

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

PVCHBINA Y RENTVBDES D RN T BICIF. ROIV U FZRTLET :

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

Google Cloud NetApp Volumes O BEERERE1LEZRET S

BEREE(IZ. Trident/N\w I T KINT X—4 EPersistentVolumeClam7” ./ 57— 3>
ZHEALT. RUa—LADFOES 3=V FBIIREINE T, TridentzfER L
T. Google Cloud NetApp VolumesD BEIfERBIL #RETET £ I,

HME
BEIPBEEILICE D, Trident IXFET VT4 T 8T —2%ZNT A —X VABH SREBICEBMNICKI TR

1—LZ7OEYIZVITEXRT, CHUICED BEICTIEAETNE T —RDNT -V Rz L7
N5, AL—Y X MZHIBRTEE T,
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Trident I&. R 2 —LERRBFICOABERERBILREZERBLET, 7O 3=V JEDEE|S Trident
26.06 CTlIHR—rTNTULEHA.

1)

*E&l

AN

BEREREL

BEIPEBILEREIX. 77 EANE—VICEDWT, 77 XBEEDEVWT—X%E/NT+—<I >V AEBHSRE
BEEBICRIL 9, T—XEXIFIEREATITONE =80, BIRTIEHD £t Ao

PEBER > —
BERMLAR ) > —IE. RUa—LICK L TEIEEILZEMICTEHESHZRELET,

UTOR)S—DHYR—EINTUVET  *auto: ZIEINEZ—VICESVWTEHKBLZERICLET *
none : BEIEB{LEZEMICLET

AEBEE

ARBBEIE. T2 TOVIDEBIEONREBBTDICHT I T« TREZHF I 30 ENHSH/)H
HEBELFT, AEABI. BEIR) S —1 auto’ ICRESN TV BRIBRICOAMBERATNE T,

BWRETIL

BRZX1-—7

HEREELIIEROR I - THRETET£T
* AML=UT—IIL0OEE RS IS 7O 3 VI EINIRTORY) a—LICBATNET,
*ARVa—L ROA—TFB—R)a—LISBEBRAINZET (PersistentVolumeClaim 7/ 7—3< 3 V#ZH)

Trident |3, BRENERINTVBIBAICEDIVT. BBBRZREL XTI,

RE DEFIRAL

FLRENEBDR - TERINTWVDIFE. Trident FUATOBEIEMUZERALET :

~

1. PersistentVolumeClaim 7/ 57—>3 >
2. Trident/\'w 2 T Ri8RE
3L —=STF=IILDT T AL NERE

BRIBAZOEVEREIF. BRIBAOBVREZ LESTLEFT,
Trident 26.06 THR— kTN TL\SHEEE
Trident 26.06/. Google Cloud NetApp VolumesD XD BEIFEBILigREZ HR— L TWE T ¢

cRUa—L7AOEY aZ B0 BHEBLOBEML F - IXERMIL
* Trident N\ LY RIBRLTOREBILR) > —DES
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*PVC 7/ T—>a>EFERALT. BEBARDS—AR)a—LZEOANBH = LEXTS
s HEIBEBIEABMICHR > TWBRY 2 —LDSHBZRET S
Trident 26.06 THR— b TN TWLARULVERE
ROMBIZHR— TN TULWEH A
c R a—LIEREBICESRBILEREEZZEET D
* Kubernetes 7w 75— b2 EAL TEEFER) 2 —LOREBLR) S —%ZEET S
* Tridenth'BIE 93OS 3a=->J0—o70-UATEHKEBILEREZEHT 2
NV ITIY RER/INT X —R
UTD/INZA—=&IE, Trident/N\w I IV REBETERSINIIZESOEESELOEEZFIEL £7 :

INTX—H AR BE

tieringPolicy A3 R a—LIZDREBERY > — (auto
F7=1% none)

tieringMinimumCoolingDays (AIAY-3 T—AHEBILESNZETDIET VT T

BH# (8F :2~183. T 7 #JL bk :31)

PersistentVolumeClaim 7/ 7—> 3 V% {FERALER ) a—LLRILDF—=N—F1 K
HYR—FEINTWET7/T—>3Y

PersistentVolumeClaim7 ./ 7—> 3> {ERAT3 . R a—LZCICEHEERBILEREZ LEXTEET,

AR BE
trident.netapp.io/tieringPolicy R a—LDMEBIER)>—%EEZTLET

trident.netapp.io/tieringMinimumCoolingD 7R 2 —LDAIHNBMDEZ EFESLFT
ays

B : BEPERILA —/N\— S 1 R{JZ PersistentVolumeClaim

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
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resources:
requests:

storage: 500Gi

EEC HIPREIE
Joesaz->IeME
 BEEBLEREIE. R a—LIERBICOAFMmME L VBERINE T,
* Tridentld. 7OEY 3 Z > JRICEBILOREZFHRLEFE A
s ERBILARS—H none’ ICRESNTVLWRES. AABRIIEHEINE T,

75y b T+ —LOFIR
* BEIfEE LIE. NASR) 2—L (NFSEXLUSMB) TOAHAHR—EFETNTWLWET,
* 7Ry oK) a—L (iSCSI) IFEEEE{LZYR—FLTLWEEA
* Google Cloud NetApp Volumes D X kL —2F— )L TlE. Google Cloud THEIFEEBIEABRICR > TL
BRENBHD XY,

HR— FSNTVSIE

* “tieringMinimumCoolingDays' DG *h&3H : 2~183
* T T7FILME: 31

Google Cloud NetApp Volumes ONTAP E— R X kL —S F— LDRTE

Trident 26.06LAf%. BX7ZD “ontap-san'$ & T “ontap-nas’ /\w I TV R%EEREL
T. Google Cloud NetApp Volumes (GCNV) MOONTAPE—RX ML= F—JLICR K
L—o% 7O 3= 0 TEEY, COMEEIXTIV=ZAILTLE2—TT,

C DREREIT Trident 26.06 DTV AT LEa2—T9, TIZZHITLE 2 —#aElIF. ABE
XE BTOFERIETR—FINTULWERA., #EE. REEB. $LUHYAR—FEINBZTR) VIR
IE. —HRIRHERIE (GA) RIICEEINZBEaLHD £,

fHHE A

Trident |[$BEED “ontap-san' & U ‘ontap-nas' R4 /NN—O2 v I ZBFAL. GCNV 7OF > TV RARA
> hZENLTONTAPREST U LZIL—Tr>JLET, CO7FO-FICELD. EEONTAP N\v o T
VRICERTZ2OCRELCERT7— 70— %Z#FLADN S, GCNV R MED ONTAP Y S XRZ—DA L —
CHEJOESIZVIBLIUVBETEET, ONTAP E— R TlE. FILWARL—=JRSAN—IFEATNE
BAo NYIIYRICICEMICTBICIE. “genv' i@k 70w ¥ % “ontap-san’ % 7z13d “ontap-nas’/\w T~
RICBMML XY,

7OESaZYIONRARBRODEESEDTY !
PersistentVolumeClaim — Trident (ontap-san F7l& ontap-nas) - ONTAPREST V517> k —

GCNV 7O+ — GCNV 7— LD ONTAP UV S5 X & —
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HR— M REE & YR — FRHRNEEE
CDTIVZANLTLE2—TIE UATFZHR—-—bLTVET,

* RS54 /\—: ontap-san (iSCSI) &KXV ontap-nas (NFSF7IXSMB)

* TAXTENLIET AT A TIIVERE Ny I T2 FOVHAL. R 12— LOERCBIER. EXUBEET
% ONTAP REST 70—,

* SREEET /L : Workload Identity Pool (WIP) . H—EX7hHU > rF—. &K UApplication Default
Credentials (ADC) 7 #—JL/\v ¥,
CDTFIVZAILTLE2a—TlE. UTDEBITHRANAELRD ET,

* ontap-san-economy. ontap-nas-economy. & & ontap-nas-flexgroup™ K - /\—,

* ASA2 IN—YVF T4/ R,
* ZAPID 7 #—JL/\w 2, ONTAPE— R|ZONTAP RESTO &A% FAL 7,

AR
ONTAPE—RODONY I IV RERET HIIC. UTDHLDZAHEL TSIV

* Trident 26.06L4P%,

cXWRTOD T FELUHRIFATIC. GCNVONTAP E—RDA L= F—IILHAARMETT,
Z7OF REICKER GCP IAM #ERZ. SERORBICEHLE TEYICII-TREL XY,
* proxyURL. projectNumber. location. #&U ‘poollD'ZZL/Nw I IT> R,

*iSCSISANT—2770—-0DFE8. 75V b7 4—LD ./ —RAISCSIELUTILF/NADFHREENNE
—C\‘j—o "U_j]_/ - F%ﬁ{ﬁjé"%%ﬁﬁ L/—C < 7‘3?5 L\o

NI IV ROEE

ATridentBackendConfig ICl& ‘credentials HDWMWETT, ONTAP E— RDFEH. ED—IL vk
ICIE cecr FOF DEREEBHNA S ENTULET, ONTAP ‘managementLIF/ username/ password |3E £
FtAo ‘svmiFA T 32T, & GCNV ONTAP E— R F—JLICIFIRE 1 DD SVM B H D BRINT:
me Trident (37— ILHASEUEL £,

14747 GCNV ERLY—ERTHOYMNEZ—2FERLET, IEEET « — LRI genv. apiKey.
private key. ¥—%2 L v FRIE “private_key id ICFEiR L £9 . "Google Cloud NetApp Volumes D&k 1"
EBBLTIEITL,

ontap-san /\'wJ T > R

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
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storageDriverName: ontap-san

backendName: gcnv-ontap-san

credentials:
name: gcnv-sa-secret
type: secret

gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas backend

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:
type: service account
project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/ocauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:
"https://www.googleapis.com/oauth2/vl/certs"
client x509 cert url: "<client-x509-cert-url>"

o—=JLwhk

apiVersion: vl
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kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"

private key: |

‘TridentBackendConfig f1#kICIE “private key X
‘private key id ' ZIBELBWVTLK TV CRDICK>TERINEY, 7OV

*E ARL=2ICIE AL ‘genv &I LTI vwI)l NEZ—2%ZED ontap-
san  ZERAL TLEEL,

svm: "<svm-name>"

== Authentication

Trident resolves credentials for proxy access in the following order:
Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store

credentials in a Kubernetes secret.
* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails

fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the
driver is unsupported for ONTAP-mode, or credential resolution fails.



== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility

ONTAP-mode is opt-in per backend through the "gcnv' configuration block:
* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?

Apply secret before TBC; use " kubectl apply and "-n trident® to match
examples.

NetApp HCI £7-|Z SolidFire /N7 TV R%Z/RET S

Tridentf > XA b—I)L%Z{ER L CTElement/\w I LY REERS S OMERT I AZEICDOL
TEREAL £ 9

BERSA/\NDFMA

Tridentld. 7 5 XX EEET D7D “solidfire-san A L —S RSANEZRELET, 7 R—FEIN TV

TOELXE—RIFERDEED TY : ReadWriteOnce (RWO) . ReadOnlyMany (ROX) . ReadWriteMany
(RWX) . ReadWriteOncePod (RWOP) .

‘solidfire-san A ML= RISANIE. file KUY

_block RJa—LE—RZHR—rLZXY, ‘Filesystem  volumeModeDHZH.
Tridentld R a—LZERL. 771N RTLEERLE S 777 XTLDRA Fidst
orageClass CIEEINE T,
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Driver JOralL VolumeMode HR—brTNTWE HR—FThTWLWS

VIOt XE—NR T774IV AT A

solidfire-san iISCSI JOwvy RWO. ROX. RWX 7714 RTFLH
. RWOP HHFHF A, Raw

JOvIT7INA o

solidfire-san iSCSI Filesystem RWO. RWOP xfs. ext3. extid

B9 BRI
Element /N LY REER T 381IC. XODHDOHWRETT,

*Element V7 F I T 7% ETIZ3HR—ERROINL— X T Lo

* NetApp HCI/SolidFire 5 X 2 —EBE X3RN 2a—L%ZBETES 7+ 21— —DIL TV ¥
Lo

* IARTD Kubernetes 7—H—_/ — RISEYA iISCSIY =LA VXA =ILENTVWBIRELHD EFT, "
TJ—h—/)—FOERFBREZSEL TV,

NV ILIYREBRA T3>
NY I TV REBEA TS aVICDOVWTIE. ROREZBBLTLETL
INTA—H BE FT7A4ILE
version =y el
storageDriverName ARL—=U R4 N—D%H] &1 Tsolidfire-sany
backendName HRARZLAFLIEZA L=\ I'solidfire_| + X kL —< (iSCSI
JIVR ) IP7RLZX
Endpoint T+ > b E&IERZ D SolidFire
75 X2 —DMVIP
SVIP XhkL—Y (SCSI) IP7RLRE
R—k
labels A a—LISBERTZEED "
JSON kD SRILDE v bk,
TenantName FERTZT7+H>ra (Bohsh
WEBIFIEREINET)
InitiatorIFace iSCSINS 71 woEREDHRZ ~ "default”
AR —T 1 XICHIRT 3
UseCHAP CHAP %Z{EFR L T iSCSI #535EL true
9, Trident (X CHAP Z{ERAL
ER
AccessGroups RT3 70€XJIL—FIDDY Mrident] CWSHBIOT7IERT
ey IW—TDID%E®RELET
Types QoSft#k
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INTX—A& BE FI7AILE

limitVolumeSize BRINTA) 2—LPAINT ™ (F7FILETIERBFISNEEA
DEZBZZHBE. 7O 3= )
DOICKRBLET

debugTraceFlags ESTINSa—Ta JRICER  null

3TNV 737, fI
. {"api":false, "method":true}

" ‘debugTraceFlags'ld. SIS a—T4 00 %ToTED. EElROT A Y THREBERISE
= ZBRE. FRHLAWVWTLIETL,

33

1 : 3FEFEDR 12— LA A1 T=EFD “solidfire-san" RS /N\—D/\w I T2 RIER

CDFITIE. CHAP SBSEEERA L. HED QoS FilxEA 3 DDR ) a—L 1 THETIALTZ NV D
IVR 770 %ETRLET, BFS5<. I0PSstorageclass /NS X—XEZFEALT. TNHDENENEH
BIBZ3RANL—DIUSREFEETDLICBRBTLEL D,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
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#12 : “solidfire-san’ F S A N—CRET—ILZ2RALINY I IV REIUVI ML -2
95 ZADKE

CDFITIE. RET—IDBRESNIENYIIVRERT 7A1ILE. ENH5ZEBRY SStorageClassesz R L
TWEJ,

Tridentld. 7OEDaZVIBICA ML= T —ILICFEET S IRNILZNY I I RZAML—YLUNICOE—
LF¥d, FELE. A RL—CBEEIIMFRET—ILEICSRNILEEEREL. SRNILTCICRY a—LE2TIL—F
ItTEE9,

UTFICRIY Y TILONY I IV RERB T 7AILTIE. TIRTORX ML= F—=IILICREDT 7 4L FHERE
TNTED. “type H'SilverliZTREINTVWET, RIET—ILIE storage o> a3 > TEEINTUVET, C
DFITIE. —BBOA L= T—ILISHBDRA TZREL. — B T—ILIE LR THRESNT=T 74/ ME
xEEZLET,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold

cost: "4"
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zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-—east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"
zone: us-east-1d

RDStorageClassE#& IS LEBDRE T —ILZBB L £, “parameters.selector 7 r —JL FZER L T,
& StorageClassidR) 2 —LZRA T BHICERTEZRET—ILZHEPELE T, R a—Lilld =
RLUIRET— L TEESINIAEIRESNE T,

=)D StorageClass (solidfire-gold-four) IFRFDREBT—ILICT Yy TEINET, ZHldGolddD
Volume Type QoS CA—ILRNTA—I U AZRMIIH—DTS—ILTT, mEDstorageClass
(*solidfire-silver) &« JIN—NTH#—IVAZREITEZIANL—T—I)LERUHE L FT, Trident
& EDRBT—ILHIEREINDIDZREL. ARL—CBEHNBEINTVWSR I ZERLED,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=1

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: extd

0d

B RDEBHE
C R 2= LT ORI IN—T

-

ONTAP SAN 1 /\—

ONTAP SAN R 51 /N\DHIE

ONTAP & &K T Cloud Volumes ONTAP SAN K1 /N\—%{EH L 7= ONTAP N\vw o IV
ROBEAEICOVWTEBELE T,

ONTAP SAN R S5 /N\—D3$H

TridentlX. ONTAPY S X R EBETBTODLUTDSANA ML= RSANZIRELE T, Y R—bEINT

WBT7IEXE—RIEZRODEED TY : ReadWriteOnce (RWO) . ReadOnlyMany (ROX
) « ReadWriteMany (RWX) . ReadWriteOncePod (RWOP) .
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* ‘ontap-san-economy = AT B DIL. KEIR) 2 —LDOERBEA T H—FEhTL
BONTAPHR ) 2 — LEIR'ZH#Z 25 ENFRINBZIZEDATT,

* “ontap-nas-economy Z AT 3 DI, KR 2 —LDFERHM" T R— TV
BONTAPR ) 2 —LFIE"ZHBZ 5 e FEIN. HD ontap-san-economy’ K 51 /\—
ZERATIHVEEDATT,

* THFRE. TAHRZVANY, BEED T OBBEMEDNTFEEINZHZEIE. FALEV

T<7Z& L) ontap-nas—-economyo

* NetAppTid. ontap-sanAAD TR TDONTAP K S« /\—TFlexvolD BEIHLEEFERT 3
IR INFHA, EEERE LT, Trdentid X+ w73y kb UF—JDFERZ YR
— kL. #FNUIIE L TFlexvoliR ) a—L%ZILRLE T,

HYR—bETNTWVWE T 7
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a2—H—¥EfR

Tridentid. ONTAPX7zIdSVMBBE L L TRITINZ A BESNTED . BEIE admin 7 5 X Z1—
H—F7=1F ‘vsadmin' SVM1—H'—, FlZRILO—-IILZ2E o501 ——%FEALE 9. Amazon
FSx for NetApp ONTAPIRIETld. TridentiEONTAP X7z IZSVMBEE Y L TRITTNBZ A EETN TS
D, 54 fsxadmin' 11— — £ 7=1E ‘'vsadmin' SVM1—H—, F/=lZRELCO—-I/ILZEF2FD&e101—
—%FERALEFT, fsxadmin I—H'—|F. VS XABEEI—HY—DREMNBRRKETT,

‘limitAggregateUsage’ /N T X — 2 ZERA T 315513, 77 XA XEEEDHERNHBET

9 Amazon FSx for NetApp ONTAP% Trident CfEF 9 2354 . limitAggregateUsage /\ 5 X
— &% "'vsadmin' B KU fsxadmin' I—HT7 AT FTIIHEEL A, CD/INTA—Z %I
ETDE. RELEBITKBLET,

XE

ONTAP AT&L D HIBRMAO—ILE/ER L. Trident RSAN—THERATBZZCIIAIEETTH, HEELFE
Ao Trident DIFEALEDF LW —XTlE. ZETINEHLNHZEMD API BIFUHEINBZ=H. 7v
L —RAEEICHED, TS5S—HRELPIL<ABDET,

NVMe/TCPICRE T 2 BIMMDE EHIE

Tridenti&. ‘ontap-san' RS N—%FRAL THAEEREXEVI VX IL X (NVMe) 7O RJLEHR—F
LEFd, CHICIFXRDEDOIEENET :

CIPVeZFERLIEFv>Y 7y 7O—REBRERDPYR—-—FEINZLSICBDFLT
* NVMe 7/R) 22— LD Snapshot & 70—
* NVMe R a— LD A XEE

* TridentOAEBTIER T NT=NVMe R 2 —LEAVR—bEL T EDSA T AU )L % Trident CEIETE
3£DI1C93

* NVMe %1 74 T<TILFI/INR
*K8s/—RODEEFIIERES vV 4T (24.06)
Trident THR— b TN TULARLVEEERE :

* NVMe T A T« I R— kTN TLBDH-HMAC-CHAP
* FNA AT wWIS— (DM) TILFINR
* LUKSES 21k

NVMeldONTAP REST APITD#AH7R— k1. ONTAPI (ZAPI) T R—rEINTULEE

ONTAPSANRSANEFERAL TNV II VR E2RETZ3EREELET

ONTAP SAN RSAN—%{FALIONTAP NI TV RDBZEEMYREA Ty
ICDOWTEML X9,

2
IARTD ONTAP Ny I T KT, Trident TP EH 1 DDT7 I UGS — b%Z SYM ICEID HTEHRHEN
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HHETJ,

"ASATR2Y 2T L"E. A ML= LAVDREIZEWVWT, MBDOONTAPY X7 L (ASA. AFF.

BELUFAS) CIFELRDF T, ASARYIXTLTIE. 77U —=FDRDHDDICA ML =207
B —UhMERINE T, ASARYXTLTSYMICTZI VA — R EEIDYHTSHZEIIDWT
[F. "BEE"FLYIR-IDEBEESBLTLLIETWV

XE

BEORZANZREKICETL. TNENICHIETEIA ML —J IS RZERTEIEZ3EHRIATHEVWTLE
TV, Tz xIE. “san-dev' RS A N%ZEEAT S ‘ontap-san'Z 5 X &, “san-default RS N\N&EFERT S
‘ontap-san-economy’V J A ZHET D _EMNTETET,

IARTOD Kubernetes 7—H— / — RICEYIA ISCSI Y =LA VXA —=ILTNTVWIRENRH D £, 5Fi
ICDWTIE, "I —H—/ —RF%E[FET2"%=BBLTLIEEIVL,

ONTAP N\'w ULV R%ZEEAEL XS

Trident TIE. ONTAP Nw I IV R%ZFREET % 2 DOE—RAARETNATVLET,

* SREFHBIHRAN—X . MERMERZIFOONTAPA—HY —0D 1 —t—%Z /XX T — K, ‘admin’ £7ld
‘vsadmin' R EDBFIERSIN X2 T O >O—I)LEERALT. ONTAPN—2 3> DRAR
DEHBM%*BERITDZICESEOHLET,

* SEFAZEAR—X : Tridentld. NI IV RICA VA M=ILENT-EERAE R FERH L TONTAPY S XX EEE
FRAECHTEET, CCT NYIIVRERICIE. 95147 MFAE, *—. BLVEFE N
7-CASIBBEZ ((FHT 3154) DBase64L > I1— RINIEHNS ihru%u&gb%b £9 (M) ,

BEONY I Ty FeEHLT. BREBRN-ADFELAER-XDFEZDBEZZ N TEEXT,
el —EICHR—bENBEEAZEIE 1 DREITTY . BDSREEAEICTIDEZXBZICIE. Ny I IV RE
D SBIFEOREZHIRT 2B HD T,

“® BRIBIRECIAZOM A ZIREL IS ETB L. BRT 71 ILICEBOFREEA EMRE TN
= TWBREWSIS—HEEL. NIV FOERMNKBLE T,

34

7[/7_//’\7“//\ Z@anE%ﬁ)‘j}‘k—?%

Trident B ONTAP NI TV REBETBICIE. SYMRAOA—T /| VS XRZRAA-—TOEBEDI LTV v
ILBAETY, ‘admin’* ‘vsadmin' R DIZEDEFIEESNO—-IIZFERITICEZHEELET, TN
IC& D, KD ONTAP U 1) — X TR TN S EJeEMD 5 3 BEEE APl ZJF3R D Trident J ) — X THEHETE 3
&3S, EUEEMIBRINE T, DAZLEFa)FoO71>O0—I)L%Z{ER L T Trident TERET 3
CHTETEIH, HESNFEA.

HOTIDONY I IV RERIFRDELSICHEDXT !

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

55


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYIIVRERIE. JLTUIYIDTL—2TF AN TRESNDIEE—DIZFATHDCCICEELTL
TV NYIIVRAMEREIND &, I—H8R//NAT— RIZBase64 TI Y J1— K &1, Kubernetes>—7 L
v LTHRESNE T, NV IIY ROEREIESEFHIE. LTV vILICET3HEAINE L 75 5 HE—
DRATYTTF, LIcH>T. ZhidKubernetes/ A L —SEBBEICK > TERITINIBEESHADIZET
ER

SERAENR— X DERED BRI

RS LUBEFEONY I TV RIFEFAZEZFEHALTONTAP Ny IV REBETEET, NvIIVRES
ICIE3 DDINSA—FHNRETT,

* clientCertificate : ¥ 5 77> FEERAE D Base64 T > 11— K TN 7=fE,

* clientPrivateKey : BEE{T T 5 N7-ME+—D Base64 T > 1— K TN/ fE,

* trustedCACertificate : {538 I 7c CASEBAE D Base64 T> O— R ENTfE, 8 TETS CAZERT
BEIE. CONTA—RZIBETIVELHD £, EETETS CANMERITNTLAWVGEIE. %
BETETET,

—BNET - 70— ICIXROFIENE ENE T,

FIE

1. OSAT7RERREC X —FERL 9, £REFIC. Common Name (CN) %ERiFd 5 ONTAP 1—1'—
ICERELE Y,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ST E % CAGIEAE% ONTAP 7 S R ZICEBMLE T, CNIEA ML —CBEEICL>TI TICWMIED
NTWBAEEEAHD £, EFEHTETD CAHOMEFAINTULWARWVSSIZERLE I,

security certificate install -type server -cert-name <trusted-ca-cert-
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name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. USATYMERAZEE T — (FlE1H5) ZONTAPY S RZICA VA R—ILLET,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

S COOXRYRZRITITBE. ONTAPIFEEFAZE DA NN ZROE T, RTv T1TER NI
‘k8senv.pem' 7 7T ILORBEEED 7. ENDZAANLTA VA M=ILERTLET,

4. ONTAP X aUFsO71>O—ILD cert 3BFAFEEZTR—FLTWR I #HERELE T,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. R CNIEERZE 2 A L TEREE%Z T X b L ¥ 9. <ONTAP Management LIF> ¥ <vserver name>% &
BLIF IPESVMAICBE TR F Y,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'
6. AERAE. ¥—. BLMEFESINT- CASIFAE% Baseb4 TTYI—RL £ T,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. BIOFIETERE LIEZERLTNAY I Ty FZERLE T,

cat cert-backend.json

{

"version": 1,
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"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"storagePrefix": "myPrefix

}

tridentctl create backend -f cert-backend.json -n trident

e e e e Fommmmmmroocorrrrrrre s s e e e e
Pommmmm== o= +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmmm== P messe=== B it
S e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

e Frommemememeoomom= Fommmmmmmmoososmereesmemememeoememmm o
Focmcomo= ommmcemos +

RAAEEEFHIEI JLTVIvIIEO—T—>3VT D

BIFEONY I I REEHLT. JIDOSREAEEFERALED. BREHREO—T—>3 YLD TBI T
TFEJ, CnEEARICKEELEX T, I—H—RB/INRT—REFERTZ/NYIIY RIIEBAEXFRAIT 3L

SICEHTETET, SFAERFERATINYIIY RIFA——RZ/INAT—RK R=XIEHTETEFT, %k
T51C13. BIFEDREEAZEZHIRL. FILVLEREIAEZ BN 2UREBELRHD £9, RIC. BREBER/INTA—2%

ST EFH SN fbackend.json 7 7 1 JL%ZfFEF L T “tridentctl backend update’ #3EfT7 L £ 9,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl

tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e ————— e ————————————— e ——————
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fomm - tomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o o
R remmmeme== +F

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

R et femsmemessess==== fessssmmsm s e s ss s oses s s s ess
femm==== femememm== 4

NAT—REZO—FT—23> 338, ANL—UBEE(IZE T ONTAP TL—H—D/VRD
—REEFHITDIMBELNDHDEF T, HVWTNYIIY ROEFNfTONE T, SAEEZO—T—
2 a>935e. A——ICEROIBEEZEMTEXT, Ny II Y RIFFLWIERZE%RE
BI3LS5ICEHFIN. TDORHVIEEAZIZ ONTAP VS X ZDSHIBRTE XY,

XE

NYIIVRZEBEHLTH., T TICEREINTWVWSR) a—LADT7 7 RIFHEINT . FORICITTHN:
R a—LEHRICOREEEIHD XA NVIIVRDT7 vy TT—EHEINLI-E WS Z Eid. Trident
MONTAPNY I T REBETE. SHOR) 2 —LIRExIBTEZ % RLTVWET,

Trident BD /1 X2 Ly ONTAP O—/LZ{ER L £ 7

B/INROMERZFDONTAPY S XX O—I)L%EM T 3 Z & T, Trident TI2{EZRITT 27-0HICONTAPEIEE
O— I EZERTAINENGLSBEDET, Trdent/ NI ITY RIBRICI——2%FZE5HD L. TridentiEfERL L
7-ONTAPY S 242 0O—)L%ERL TIREERTLE T,

Tridenth X 2 LO— )L DERDEFBIC DWW TIE. "Tridenth 22 LO— )Ly TR L —42—"=2#BB LTS
Lo

ONTAPOY Y RS > ODfEH
1L X<y REFERALTHFLLVO-ILZERLET :

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident2—H—D1—%—&ZEZ1EHRLET :

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

S O—lZI—H—IIXyTLFT !
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>

System Manager’ {£FH
ONTAP System Manager CXDF|EZERTL T,
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1. AZZLO—ILEERT S :
a JZRZLANIINTHIAZLO—IIZERT BICIF. * Cluster > Settings *ZERL £ 9,

(F72ld) SVMLANLTAHRZLO=LZERT BICIE *A L= > X L—=2VM >
required SVM>ERE > 1—H—rO—JL*ZERLF T,

b. A—H—rO—JL*OMEICHBIKRENTA > (=) ZFRLET,
C. Roles*dD T D+Add*Z3EIRL £,
d O—-ILDIL—IZEEEL. *REZIVYILET,
2. Trident1—H—|CREIZIvEYI T +1—HF—eO—IL"R—STROFIEZERTLET -
a A—H—*DOTFICHBIEMT A AV+ZFIRLF T,
b. ¥EARI—H—2%EERL. *Role* D ROy FH I A a—TREZFRLE T,
cC *REZEI Vv I LET,

SEHMICOWTIE. MOR—SHEBBLTLEIV .

* "ONTAPOEBEHADO AR ZLO—)L" £E "X L O—-ILOER"
c'O—Le - —%ZigET 3"

WA FCHAPIC & 3 i DERE

Tridentid. ‘ontap-san'$ & Uf “ontap-san-economy’ K 51 /N TWARCHAPZ R L TiSCSItzw > 3 > %8R
BECEET, CHUCIE. NI IV REET useCHAP A /o a > BMICTIHNENHD £, “true' lZF
ETDE. TridentiEdSVMDT 7 I bDAZ>IT—RtEF a2 T4 ENFECHAPIZEREL. NIV RT
FAIUDSA—H—BE—TL Yy b ZHREL XTI, NetAppld. HEHDRIEICNARCHAPZ FERT 3 &
EWRLET, ROV U TILEREEBRLTIEEWL:

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

. ‘useCHAP N X —&lF. —EFRIIRETETDZIT—UT7Y NTA—RTTo TIFILET
= |dfalsellFRETNTWE T, truellZRE L 7RI, falsellFRET B CIETET X Ao

34
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NIV RABMERINDS &, Tridentldxdind B “tridentbackend CRDZ{Ep L. CHAP>—2o L w b & 1—
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‘backend.json" 7 7L TCCHAP/N T X —RZEFH T3 L T. CHAPGLIBIRZENM CET X,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",
"useCHAP": true,

"username": "vsadmin",

"password": "password",
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"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

F—— e +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

e e e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbSc |
online | T

o o —— e
+———— o +
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vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3 COOAXYREFEHRALT. 75 XA2FIISVME BB I Z-ODADA—H FIETIL—TZ1ER L £9

security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. Trident/\w I TV REEET 71 )L T, “username LU password /AT X —A%E ZFNZENADI—H—4£
FIETIN—TRBENAT—RICEHELZX T,

R)a—Lo7OESI=Z>FHEONYIIY REEAF T ay

FI7AIbOTOES 3 Z>TIF. /ED defaults o> avicHz I nNoDA T a>u=FERLTHIET
TET, FICOVWTIE. UTOREFNZBSBL T,

INT A=K
spaceAllocat

ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone
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Bz F7 ALk

LUNDZR—XEID YT "true" IBEE SN TUVBIBESIE. ASA
2 27 LBIC true' ICEREL X
ER

AR—AFHE—R, Tnoney (¥>) %1 MLy

I Tvolumes (Sw%) . ASAT2 > XA TLDEEIE
‘none ICEREL £9,

fEA 9 dSnapshot’R1) > —, ASARRY AT LDHE ALy
IE "none’ ICEREo

ER SN 2—LICEIDHE TS QS RKRU>—45 ™
W—"T AbL—= F=ILINYOITVRTE
IZqosPolicy & 7z fadaptiveQosPolicy D WL\ b & 3%
RLTLIEET W, Trident TQoSKU>— F)L—7
ZEHETSICIE. ONTAP 9.8 LIENNETY, HH
TNTVARWQS RS — JIIL—T=FERL. R
= JN—THERBRERICENICEREINS LS
ICTBREDRHDET, HHE QoS KU — JIL—TF
. IRTOT—270—-RDEFHRIL—TFY LD LR
ZHERALEI,

ERENIcAR) a—LICBIDHETET7E TT7107
QoS KUY — T )IWN—T¢ ANL—=TF=IILINY O T

> Rk T & iZqosPolicy ¥ 7z ldadaptiveQosPolicy D L\

NHZERL TSV

AFwFoay MRICFHINTWSARD 2—LDFE “snapshotPolicy’ h' Tnonel DIFE
Bo ASATI2Y AT LICIFFBE L BWTLLET LY, & 01 « ENUANDIHZEIF 1)
ERRBFICO O— > B\ S NEET S "false"



INTX—A& BE

encryption L UWAKRU 2— LT NetApp Volume Encryption
(NVE) ZBMICLEYT, T 7=/~ false’ T
To COATarvzFERTRICIE. VFAXZ—LT
NVE DAt REBEL. BT IHNELHD
¥9., NvII>RTNAE BERICHE>TWBIE
&, Trident T7AOES 3= ENETARTORY
2—LTNAE BEICED £9, SHHICDOLTIE.
KEBBLTLIEETV  "Tridente NVE & KT NAE

D 1EHE"
luksEncrypti LUKSEES{tLZBRICL F 9, "Linux Unified Key
on Setup (LUKS) Z{#EHT2"Z28RLTLETL,
tieringPolic PEREILARU>—IF TRL) ZFEHATS ASAr2 > X7
y LICIFEBELBWVWTLIEEL,
nameTemplate HARAALRY) a—LZEERTDIEHOT>TL—
[

RUa—LFOESa=>Jof

TI7AN b EERLIHZRICTILET !

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

FI7AILE

"false" IEE SN TVBIBE

&, ASAT2 > X T L “true’ |ICERTE
LEd,

" ASAr2 X T LDIGEIL false’
CERTEo

‘ontap-san' R SA NEFEHRAL TERIN-IARTDORY 2—LICDWVWT. Trident & LUN X%

XE

F—=RICHT D70 FlexVol IC10 /N\—t > FOEBIMBE%MA 9, LUN (F. 1—H—
M PVC TERLI-EMAYAXTFOEY 3 =T ENnEd, Trident I FlexVol IZ 10 /X—+¢

Y hEEMLET (ONTAP TIIFIBRREELGT A A LTRRESNET) » I—H—I1F. EXR
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LB DEARRELRREZNATI AL IICADE LT COEBICLD. FIAREER AN
—ZADFLRIERTNARVRD . LUN BFRARDERICKRZ ZCHhlEEnFzE T, Cnid
ontap-san-economy (CIFBERINEE Ao

‘snapshotReserve ZEEID/NYI IV RDHFE. Tridentld R a—LDHAIZRXDELD
ICSHELET

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.11&. Tridenth’LUNX 2 F— R ICXF ST B =8 ICFlexVollENN T 510/ —t > FDEMD T,
snapshotReserve =5%. PVCEX =5GBDIZFE. R a1—LDEEFY 1 XI35.79 GiB. EARIEERT 1
XI55 GBICHED 9, ‘volumeshow IAYX Y REXRTITZ L. ROFIDXLSBIERNRRINE T

Aggregate State i Available Used%

_pvc_89f1cl56_3801_4ded4_979d_034d54c39574
online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

RE. BEOR) 2 —LAICH L THLVWAHBZER Y 5M—0FEIR. Y1 XEETY,

=/ NROERA

ROBNF. FEAEDNFRA—RZT T A DEFXRICTEIERERZTRLTVET, TNV IIVRE
EETIHROBERFTAETT,

Amazon FSx for NetApp ONTAP % Trident & & HIZEHR L TL\315E. NetApp Tld. IP 7 R

AT L xTldn< LIF O DNS £%AIERT 3 o r s #BLTL 5,

VY ONTAP SANOD
Chid. ‘ontap-san' RS NEFEHRLIEXMEERETT,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend

username: vsadmin
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password: <password>

¥ MetroCluster M3l

"SVMOL ) r—oa e UANI"RAORAYFA—N—ERALYFNvIRBICNYIITY REZRZFH
TEHITIMBERBRVELSIC. NwIIVREHRETCEET,

S—LLRABRAYFA—N—ERAYF/NvI%Z{T5IIE. “managementLIF Z AR L TSVMZIERE
Ly 'simN\NTX—RIFEBRLET, XIHlZRLET,

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SANT O/ = —Df|

version: 1

storageDriverName: ontap-san—economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

V SEREEAR— X DR DA
CDESRIEMFITIE. clientCertificate. clientPrivateKey. B & U trustedCACertificate
(EHETEZCAREARAT ZHBAIET T 3>) b backend.json' ICANTN. 5407 > MNEBEE, W&
*—. EFEECTBCAIMIFBEDbase64 Ty I— RENEZ ZFNENEEL £,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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V¥ XA FECHAP D
NS5DHTIE. “useCHAP % “true ICEREL TNV I IV RZERLET,

ONTAP SAN CHAP DI

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

Y NS Y ZOBNT-ECER

CDEITIE. ONTAP DNZ Y ZOENTEREZEBMICL T ONTAP AFILWARY a—LD 7T )5 — K
EBBIRTEBELSICLET, NTUROENT-ECEICIZ. ONTAP 9.19.1 LUIBENNETY, FMICDOWVT
IZ. "ONTAPNY I TV RTNST YV AOENT-IEEZFERHT 3" 28 L TLIETL,

version: 1
storageDriverName: ontap-san

backendName: san-balanced-placement
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managementLIF: 10.0.0.1
svm: svm iscsi

username: vsadmin
password: <password>
useBalancedPlacement: true

¥ NVMe/TCP DI

ONTAP /\vw 2 T > RIZ NVMe TR I MN7- SYM DR ETY, ZHd. NVMe/TCP OEARM /NI T
R8T,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

Vv SCSl over FC (FCP) D

ONTAP N\ IV RTFC#ERLTHERINE SYMABETT, CIEFC OEAXNLNYVIIVR
B T9d,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

V¥ nameTemplatez F L 7=/\w 7 T > RERDH)

version: 1

storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>

svm: svmO
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username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

V¥ formatOptions ontap-san-economy K < -1 /\— D4l

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

RET—IL=2FERAL=NY I RDOA

NSDTYTINYIIVRERT 7AILNTIE TRTORX L= T =LKL TREDT 7 4L AR
EINTUVWETY, Tz XX, “spaceReserve ldnone. ‘spaceAllocation’(&false. ‘encryption’|dfalse T9 o
RET—ILEA L= 2023V TERINE T,

Tridentld TOX> by Zo—JLRICTOEY 3 =20 IRILZREL XS, OX 2 MEFlexVol volumelZE%
ESNFET, TridentiE7OES a3 =V IBRICRET—IILICEET DA IRTOIRNILEZA N L—Y R a—L4
ICOE—LZEd, BELE. R NL—UBEBEIIFRET—IILICIZIRNILEZEEERZL. IRNILIEICA) a—L%
TJI—TTEZXT,

N5DHTIE. —BEDRA ML= F—)LIFIHMBE D spaceReserve. spaceAllocation. BKY
‘encryption fBEZREL. —ZBOTS—IIEFT 7+ MEZ EEZLE T,

V¥ ONTAP SANOD

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi
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useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "40000"

zone: us east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium

- labels:
protection: bronze
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SANT O/ = —Df

version: 1
storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

75



svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP DI
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version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

N\ I R%StorageClassesICNY v E>VT T3

JRDStorageClassE&HII[RET—ILEFER LI/ v I Ty ROf|ZB8BLTWEY, “parameters.selector
T4 —ILRZFERL T, &StorageClassidR) 2 —LDKRAMIEATEZRET—ILEIEELEFT, DR
)a—LAIZlE, BREINERET—IILTERINEERZDNSENTLET,

* D protection-gold StorageClass |&. ontap-san NV I IV RORIIORET—ILICTYE>VS
INFEJT. Chld. J—ILRLRILDFREZIRE T Z2HE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassi&. ‘ontap-san'/\w I LY RO2EBEH E3BHDRE S —ILICT Y
Eyrengxd, cnsidk. d—ILFUADRELANILZRELTVWEIHE—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
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name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

Z D app-mysqgldb StorageClassld “ontap-san-economy /\w 27 T RDOIFBDIRES—ILICIY v E Y
TJEINET, ChUE mysqldoBZ A TDT7 S )= a3 VEIFICA ML= F— LB RIS 2HE—D
7—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

Z @D protection-silver-creditpoints-20k StorageClassld “ontap-san’/\w o T RMD2EEBE Dk
BMT—)LICIvEYTEINET, Cnld. JILN—LARILDREEZ200007 L2y bR1 > bRIEHT S
M—DF—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClassi&. ‘ontap-san'/\wv 27 I > RD3FHDRETS—)L & “ontap-san-
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economy’ /N I LY FDABBDREBT—ILICR vy EYTENE T, Thsid 50000 L2y bRA >k
MISEENBHE—DT—ILFHRTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"



fsType: "ext4d"

* Z®D my-test-app-sc StorageClassid. sanType: nvme ZfERATZ RZ1/NAD “testarp kA8
TRy EYTEINET “ontap-san. _1Ud. testApp iRt AME—D TS —ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident (3. EDRET—IILZERT B3N ZREL. AL —CBEDNFELEEINTVS I e z2BRLET,

ONTAP NAS K 51 /\—

ONTAP NAS RS 1 /NOHE

ONTAP & & T Cloud Volumes ONTAP NAS R4 /N\—%Z{EHL7=- ONTAP /\w o I >
ROEBEAEICDOWTEHBAL 9,

ONTAP NAS R 51 /\—DEEH

Tridentid. ONTAPZ SRR LBETR=HDDUTDNASI L —S RSANZREBLET, HR—FENAT

WBT7IEXE—RIERDEED TY : ReadWriteOnce (RWO) . ReadOnlyMany (ROX
) « ReadWriteMany (RWX) . ReadWriteOncePod (RWOP) ,

Driver Z7O0k3JL volumeMod HR— kTN TW37Y HER—FINTW3ET7
e TTXE—F TILAT L
ontap-nas NFS SMB Filesystem RWO. ROX. RWX. RW "' nfs, smb
OoP
ontap-nas-economy NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OoP
ontap-nas-flexgroup NFS SMB Filesystem RwO. ROX. RWX. RW ", nfs, smb
OP

* “ontap-san-economy T 2 DId. KR 2 —LDFERHA T R— LTV
BHONTAPR 2 — LR ZHBZ 2 L FRINBZIHBEDHTT,

=& * ‘ontap-nas-economy Z AT 3 DI, KR 2 —LDFERHM" I R— TV
BONTAPAR ) 22— LFIE"ZHBZR 5 C e HAFEEIN. HD ontap-san-economy’ K 51 /N —
HZERATEIARVMEEDA T,
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* T—RRE. TAHFRZVANI, BEEU T OREBEENFRINDHEIE. FHALAV
TL 72TV ontap-nas-economyo

* NetAppTld. ontap-sanAAD TR TDONTAP K S« /\—TFlexvolD BEHLEEFERT %
CCIIHRINERA, EEEY LT, Tridentid X FvFo 3y b UF—JDFEREHR
— kL. FNICISC TFlexvol R a—L%=ZIEEL X T,

1~ — 18R

Tridentid. ONTAPZ 7zIZSVMBIBE Y L TEITINBZ I EHEEIN TS O, @EIE admin 5 X 21—
H—F 7L ‘vsadmin' SVMA—H'— ¥LIIREILO—-IILZEOROLe0I——%=FEAL XY,

Amazon FSx for NetApp ONTAPERIE Tld. TridentidONTAP X 7z(ISVMEBIEE C L TEITINB ZCHEES
NnTEHEH, V35 R4 fsxadmin' L—H'— £ 713 ‘vsadmin'SVM1—H—, F7/IZREILCO—ILZEHDFIDERD
A—H—%FRALET, fsxadmin I—H—|F. VS XAFXEBEI—H—DRENLALETI,

‘limitAggregateUsage /NS X — R Z AT 31581 7 7 RAXEEBEDHERIBET

9o Amazon FSx for NetApp ONTAPZ Trident CfEFE 9 5355 limitAggregateUsage' /\Z X
— &3 ‘'vsadmin' B KU “fsxadmin' I—HT7 AT FTIIEEL £t A. CD/INTAXA—R%i5
EITDL. BRENIBISEKBLET,

XE

ONTAP AT DHIFREYZO—ILZ{ERK L. Trident RS A N—TEATSZZCIFAIETIA #HELIXE
Ao Trident DIFLAEDFHLWI ) —XTIE. ZRI BVEDHBEMD API BIFUVHINB D, v
JL—RHEEICHED, TS—HRELPIBDET,

ONTAPNAS RSANEZEFERAL TNV IIVREZHTETIHEEETD

ONTAP NAS RS A /N\N—%fEALT7=ONTAP Nw oI T ROFREICEATZEMH. SR
Toay. TVRAR—FRUS—ZEBELET, 25.10 U 1) — L. NetApp Trident

I3 "NetApp AFX 2 R L— & 25 1" B HHK—k LET. NetApp AFXZ kL—I S 2

TLiF. ARL—2 LA VOREICBEWVWT, tOONTAPS X714 (ASA. AFF. FAS)
CIEBABD XY, Trident N\ I TV RIBETIE. PXATLDNAFX THBEZIBET
ZRE(FHD FH A, “ontap-nas’% “storageDriverName' & L TEIRT 3 &, Trident (&
AFX 2 27 L7z BEIMICERE L 9,

‘ontap-nas’ K5 /\ (NFS 7O L)L) DAMNAFX R FLTHR—FINTLWET, SMB

AT O ROl E— FEATOER A

2t

* gARTDONTAP Ny I IV RT, Trident TIIDRLEH 1 DOT7 T )5 —r%Z SUM ICEIDHTAHNE
rHO X,

CHEBHORSZAN—ZETL. WINDEETAMNL - IS RAEERTEET, 7 X, “ontap-nas’
RSAN—%EHETSGoldZ XX, “ontap-nas-economy %ZfEHF BBronzeV S A RETIT X9,

* IARTD Kubernetes 7—7H—/ — RISEYIE NFS V=LA Y A R—ILENTVWEIRENHD £9, 5F
MUCOWTIE, "CCZo )y LTLIZa W, "2BRBLTIZEL,

* Trident I&. Windows / — R ETEITINTWVWABRY RICYT Y SN/ SMB AR a—LDHEHR—
FLET, BEAICOVWTIE. SMBARDY 2a—ADT7OEY aZ > 0% EEBRB LTIV,
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ONTAP /\vo I > RZz5BEEL £

Trident TIE. ONTAP Nw I IV R%ZFREET % 2 DDE—RAARETNATVLET,

s BRIBIHRAR—X : TOE— KR TlE. ONTAPNN YOI ITY RIS T B3+ HERNANRETT, ONTAP/N—
AV EDRABOE#REERERT ZHIC. "admin’® ‘vsadmin' REDBRIERINI-EFa2UFr O
1 >O—ILICEEMITENT=THI Y b2 ERT23 =IO LET,

* SERAENR—X I CTOE—RTIE. Trident B ONTAP 7 5 R X LIBET DI, Ny I IV RICGEREZ
AVRA=ILTIRERBDEFT, CCT. Ny IIVRERICIE. 75472 MERE. ¥—. LU

EHEINT-CASIFBE ((FH T 3158) DBase64T>1— RETNIEHEENTVIRELRHD X9
Jﬁ)o

BEONYIIVRZEHLT. BRBEBN-—XADHELAER-XDFEZYIDEZ DD TEET,
ezl —EBICHR— b ENBFWEEAEIF 1 D72IFTY, ROSREEAEICTIDERZICIE. Ny IV RIE
h SBIFD A EZHIRT 2HENHBD XT,

& A *ENRBIRCBEOMAZIREL LTI L. BT 7 1ILICERBORIE A ENEEHTI N
= TWBRLEWSIS—HELEL. Ny IIY FOERNIKBLET,

34

7[/7_//'\"”//\ Z@DILDIE%%)JJL—?%

Trident A ONTAP Nw I LY REBETDICIE. SYMRAOA—F /S RARXRAA—TOEBEDIL TV v
IR ETY, "admin™ ‘vsadmin R DIZEDERIEZ INO—IIZFEHAITICZ#HELFT, N
IC& D, FED ONTAP D) — X TRBEINZAIREM D H 2 KE8E APl ZJFED Trident V) — X TERATE S
E3Ic. EUEBEMIBRINE T, DAZLEFa)TFoO71>O—I)L%1ER L T Trident TERET 3
CHTETETH, #HESNFHA.

YO TILDONY I IV RERIFRDKSICHEDXT !

YAML

version: 1
backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
credentials:

name: secret-backend-creds

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",
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"dataLIF": "10.0.0.2",

A LA

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

NYITIVRERIIF. LTIV IDTL—VTF AN TRESNDIE—DIGFATH S ZCICBELTLE
TV NYIIVRMMERCND . I—HR/I/NRT—K|IBase64 TL Y 1— K &M, Kubernetes>—7 L
v hE LTRESNE T, NI IV ROERMIEFHIZ. LT vILICET 3B’ REE RE5ME—D X
FvITTT, LI=A>T. THhidKubernetes/ X b L —SEBBEICK > TERAITNIBEEEADIEETT,

SERAER—XDEREEEBMNICT S

RS UBREFEONY I RIZERAZERZERAL TONTAP NI IV REBETEET, NVvIIYVRESE
ICIZ 3 DDINTA—EHRETT,

* clientCertificate : 7 5 7> FEERAZ D Base64 T> 01— KR S 7fE,

* clientPrivateKey : BE(T T S NTcME F+ — D Base64 T> J— F ENTfE,

* trustedCACertificate : SR8 I N 7= CASIBBZ M Base64 T> 11— R3IN7-{8, EFETET3 CAZEAHT S
BElE. CONTA—FZIEETINELHD T, EETETS CAHNMERTNTLAWVSEEIE. ChEx
EIBTETET,

—REN T - JO0—ICIXRDOFIBHAEENE T,

FIE

1. 9547 MFBBE F—% 4L £, £MEFIC. Common Name (CN) %3RiF9 % ONTAP 1—1—
ICRELE Y,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. {SRETET 2 CAGLEAEZ ONTAP I SR ZICEMLE T, CHIFZA ML —UBEEICL > TITICUETS
NTVREEEMDSDD T, FRTET S CANMERTNTULARWESIFERLF I,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. USAT Y EBEE T — (FIE1H5) ZONTAPI S X ZICA VA M=ILLE T,

security certificate install -type client-ca -cert-name <certificate-
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name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAPEXxaUTF«OJ 0 >O—ILh cert SREEAZEEZ T R— ML TWVWBRZ EZRERELET,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. AR ENTFEEAZ 2 A L TERaEZ T X b L 9. <ONTAP Management LIF> Y <vserver name>% &
BLIF IPESVMEBICBEZHRR £9, LIF DY —E XK1 S —h default-data-management |ZERE T T L)
B EERTDIVENHD £,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. SEHE. ¥—. HLOEM|INT CAHE% Base6s TT>I—RLET,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. BIOFIETEIG LIcfEZzERL TNV I T Y RZERLE T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
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tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemeemmes=a== LB e et
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e e Fommmmmmmmesrrrrrrrre e reme s e emm o
Pommmmm== o= +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

fommmmmmmmm== P mesase== LB it
Fommmmm== o= +

WEAFEZEF TR JLToIvIIEO—T—23>dB

BEONY TV RZEHRLT. BIOREEAEZERALIED. BREHREO—T -3V LIEDTBIEHT
TEJ, ChZEARICHELF T, 1—H—RB/INRT—RFRZzEATINYI IV RISEEREZFERI S &

SICEHTEET, SAZEZEATEINY I IV REA - —B/INZAT— R R=XCEFTETEI, Thz
173113, BiFDORGEAEZHIFR L. $TLVLEEAEZEBMT B3V EDHD T, RIS, BEBRNTAXA—LR%

BUEF SN ibackend.json 7 7 1 L% R L T “tridentctl update backend #3217 L £7,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fomm - oo e
tomm - e it +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - o e et
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fomm - tomm - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

fom - Fomm o
o to—m————— +

NAT—RZEO—7T—23>93%68. ANL—UBBEIZET ONTAP TA—H—D/VRD
S —REBEFHITIUNELNHDEFT, HWTNYIITY ROFEHHTONE T, FAEEO—T—

2 areBRHe. A——ICEROBEZENMTEEXT, Ny II Y RIFFLVIERAZEZRE

BI3LSICEHFIN. EDERHVEEAZEIZ ONTAP 7 S X 2D SHIBRTE XY,

NYIIYRZEHFLTH. TTIEREINTWVBRY 2a—LADT7 7L AEHHEINT . 20RICITTONT
R a—LERICODEZEBREHD EFEA. Ny IIVFOTYyTIT— DL E WS C EIE. Trident
MONTAPNY VTV REBETE. SBORY 2 —LIEREZNIETE 3 2R LTVLWET,

Trident BDOH XX Ly ONTAP O—ILEERK L £

=/I\EDIERZFFDONTAPY S XX O—I)LZ{ERT D Z & T, Trident CI2{E2 E1TT 3 1-HICONTAPEIEE
O—ILZFERTINENGLLHRD FT, Trdent/N\v I Iy REBRICI——R2%EH5 . TridentldERL L
7=ONTAPZ S 2420—)L%ZEB L TREEERTLE T,

Tridenth X 2 LO— LOERDEEBIC DWW TIE. "Tridenth 22 LO— )Ly TR —42—"%=#BRB LTS
LYo

ONTAPOY > KRSA4 > DfER
1L XAV REFEALTHLLVO-ILZERLET :

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident2l—HY—Q1—%—&%=ERLFT :

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

S O—lEd1—H—ICXvyTLFT !
security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod

<password\>

System Manager’ {£H
ONTAP System Manager CXDF|EZRTL £,

1. hRZLO—-)LZERT S :
a JZRAZLANIINTHIAZLO—IILZERT BICId. * Cluster > Settings *ZERL £ 95

(£7=18) SVMLARIILTHRAZLO=IILEERT SICIE. *A L= > A FL—2VM >
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FIE
1. RDOBD &SI, TridentBackendConfig T adAdminUser Z8E L TL 723 ¢

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. A=Y IZRTERZEMLET,

¥ 277 SMB ZHEERIZBERICT BICIE. trident.netapp.io/smbShareAdUser 7./ T7—> 3>
H#AML—=Y JFRICEMLEY, 7/7—>3Y “trident.netapp.io/smbShareAdUser |C3g
EINI—H—EIE. “smbcreds ' ¥—27L Y FTHEESNLI—YS—REFBLTHIBELNHD X
Jo smbShareAdUserPermission ICid. “full control. change. F7cld ‘read DLV NH
EIRTEET, 77 4L DIERIL “full_control T9 o

apiVersion: storage.k8s.io/vl
kind: StorageClass
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metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change

trident.netapp.io/smbShareAdUser: tridentADuser
parameters:

backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb

provisioner: csi.trident.netapp.io

reclaimPolicy: Delete

volumeBindingMode: Immediate

1. PVCZEREL £

ROBITIE. PVC ZERLL 7

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"

trident.netapp.io/smbShareAccessControl: |
read:

- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-smb-sc

ONTAP NAS 14 7> 3> Al

ONTAP NAS RS /N\—%1ER L CTridentt Y XA =L TERLEXT, COtEI> 3>
TiE. NI T REHRDBIE. /\v 2o T K% StorageClassesiCY v E> T T 378
DEHAICDWTERRAL £ 9, 25.10 U —XXLAP%. NetApp Trident (& "NetApp AFX X
L—2 D27 L"ZHR—FLET, NetApp AFX A RL—U S AT LG A RL—D

LAVYDEREICEWVT. 1) ONTAP R—XXD > X5 L (ASA. AFF. FAS) XIIE%R
h*xd,
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smbShare

useREST
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adAdminUser
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

‘ontap-nas B &V ‘ontap-nas-flexgroups DHFE.

TridentldFLWERAZEZFER L T, FlexvVolh'snapshotReserveD/N\— > FT—2 ¥ PVCT
ELLHAARESNDZELSICLET, A—HF—hpvcZzEKRT B . TridentiEFLWEEAZE
ZHEALT. EDZBLDAR—RZHFEDTTDFlexVol ZEHLE T, COFEICED. 22— —I(3p
VCCEKRLIETIAAABRBAR—AZHERICRITRZ N TE. BERLIEAR—ILDHDR
WAR—RZZITED CIdH D FE A v21.07&DEITIE. I—H—h'pvc (Jz& RIF5GiB) %
FE3R L. snapshotReserveZ50/N\—E Y MIT 3. ESAAHFRELRAR—XIE2.56iBLHEHS
NEFLEATLE, CHF. A—HF—DEKRLEDIEFHR) 2a—L2ETHD.

‘snapshotReserve  IFFDENETHB7HTT, Trident

21.07Tld. A—H—DERTIDIFEZTAAAERAR—IATHOD. Tridentld
‘snapshotReserve DEEZR 2 —LE2EDEIEC L TEEZLEX Y. CNiF “ontap-nas-
economy  ICITBEHINEFEA. CNMHEDKDSICHEET 2D ZHEERT BICIE. XDFHZESRL TL
)] AR

HEIIROEEDTY

Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))
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snapshotReserve = 50%. PVCEX =5 GiBDHE. K1) a—LDEFT 1 XIE5/.5=10GBr %D, FEAT
et XI5 GBICAD £d, Chid. I——HPVCERTERL=H 1 XTI, “volume show AT
RERTTZL. ROBIDLSBRERMNKRREINET -

Vserver Volume Aggregate State Type Size Available Used%

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574
online RW 18GB 5.80G3 %

pvc_eB8372153_9ad9_474a_95la_@Bael5elcOba
online RW 1GB 511.8MB

2 entries were displayed.

LHIDA YA =IO 5DBEED/NY I T Rid. Trident 7w 75 L— R ZEICEEDHRBICRE> TR
Ja—Lz7OESaZ>JLET. 7y I L—RENIERLIER) 2a—LICDOVWTIE. EEZRBREES
1eDICR) 2a— LD A XZEETIHRENDHD £, HlZIE. “snapshotReserve=50"LLFID 2 GiB D PVC
Tld. 1GB DEZAAAREEIEEIRMET 2R a—LHMERSINE LT BIZIE. R)a—LDOYA X% 3
GBICEETDE. 77V r—>32Id6GB DR a—LET3GBDEITAAARELRMEINEZFATES L
SICBEDFT,

=/)N\RDERA

ROBNE NFEAEDNTA=EZT T4 EDERICTEIEAERETRLTVWET, CNIINYIIVRE
EEIIROBEERFAEATT,

XE Amazon FSx for NetApp ONTAP %Z Trident & & HICHERAL TW35HEIE. LIFIZIP 7RL X
T3 < DNSBZIEETH e zHRLFE T,

¥ ONTAP NASI 1./ = —Dfl

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ ONTAP NAS FlexGroup D

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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V¥ MetroCluster Dl

"SVMOL T r—2a> e AN RAORAYFA—N—CERALYFNVIRBICNYIITY REEZEZFH
TEHITIMBERBRVELSIC. NwIIVREHRETEET,

S—LLRABRAYFA—N—ERAYF Ny I %Z{T5IIF. “managementLIF Z#EH L TSVMZIERE
L. ‘datallIF &V svm /NTX—RIFEBELF T, RIHZERLET,

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ SMB 7R 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V SEBEAN— X DEREED A

CHNIIRNBRONY VT RIBRDHI TYo clientCertificate. clientPrivateKey. &V
trustedCACertificate (EECETSCAZMEHETIHZHIEA T a3 >) & backend.json ICA SIS .
247 MIERZE, MEFX—. EETETSCANAZEDbase64T > I— FEINFEZ ETNZENEIEL X
ER

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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storagePrefix: myPrefix

Vv EHITIRR- LRI S—F
CDPITIE. TridentiCBIMNT U XAAR— bk RUS—ZFERALTIVRAR—F RUS—%2BHPIERE LTV
BEIBESICIETRIRAHEERLET, 1T ontap-nas-economy’ K - /\ & “ontap-nas-flexgroup™ K
FANTRLELSICHBEL X T,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

VY NZ Y ZAOBNT-EEF

CDFITIE. ONTAP ONS Y ZOBNTI-EBZE®ICL T ONTAP BAFFLWRY a—LDT7 T )45 —k
EBEIRTEBELSICLET, NTUROENT-ECEICIEZ. ONTAP 9.19.1 UMW NRETY, FEMICDOWVT
IZ. "ONTAPNY I IV RTNSVADENIEEEZFERTS"2BBLTIETL,

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

useBalancedPlacement: true

V IPv67 K L X DA
ZDBE. managementLIF ZEAL]IPv6 PRLXZRLTWET,
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version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:1090:1b41:d4491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipvé
svm: nas_ipv6_ svm
username: vsadmin

password: password

¥ Amazon FSx for ONTAP %= fEF L 7= SMB /R 2 — LDl

“smbShare /NTX—A|F. sMB R 2a—L%Z{EHATS FSx for ONTAP ICHETY,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix

V¥ nameTemplatez L 7=/\w 7 T RERDH)

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.Vo\

lume.RequestName} } "

labels:
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cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

RET—IL=zERBLIENY I T DA

MFICRI YV TILDONYIIVRERT 7AILTIE IRTDI ML= T—I)LICH L THEDT 7 4L
EHRESTNTUVETY, 7cr XX, “spaceReserve' & none. “spaceAllocation’(d false. “encryption’ (&
false T9o IRET—ILIEFA ML= €023V TEESNE T,

Tridentld TOX>Y b1 T4 —ILRICTOEY 3 Z>Y IRIVZHRELF T, IX > bd FlexVol DIHFE I
ontap-nas. FlexGroup MDIFE I ontap-nas-flexgroup ICERESNE T, Trident . 7OET 3 =V JBFIC
RET=INCEETEDIIRTDOIRNILEZANL—Y R a—AICOE—LEd, EELE. A FL—CFEREE
IFMRET—ILSCICIRILEEERZ L. NIV IR a—L%ETIL—FILTEET,

N5DHTIE. —BEDRA L= F—)LIFIMBE D spaceReserve. spaceAllocation. BKY
‘encryption fBEZREL. —ZBOTS—ILIEFT 7+ MEZ EEZTLE T,

¥ ONTAP NAS D

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
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cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

SpaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east lc
defaults:

spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
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region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us_east 1b
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east 1lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NASIT ./ = —Df|

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
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encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east 1b
defaults:

sSpaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

N\ T R%StorageClasses|ic¥vE >V T 3

JRDStorageClassE&EIK[RET—ILEZFER LNV 7T RO ZBBLTWE Y, parameters.selector
T4 —I)LRZERL T, &StorageClassidR) 2 —LDKRA MIERATEZRET—ILEIEELE T, A2
— LIl BRLERES—ILTEERSNIBENSENE T,

* protection-gold StorageClassid. ‘ontap-nas-flexgroup'/\v 27 LT RD1EB L 2BBDRET—ILIC
IvEYITEINET, NS, d—ILRLRILORELRBETZ2H—DT—ILTT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassid. “ontap-nas-flexgroup /\w 27 T RD3IHFRH L4BBDIRES
=Ry EYIENET, INSlE. J=—ILRUANDRELANILZRELTVWEIH—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClassi&. ‘ontap-nas’/\w 7 I ROAFBDRET—ILICIvEYTENET,
CHUE. mysqldb R A DT TV =3 EFICRA ML= =)Lz iR T 2HE—DTF—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClassid. ‘ontap-nas-flexgroup /\'v L2 RD3ZE
BORET—ILICI v EYTENET, Cnld. JILN—LRILDRZ L 200007 L2y FRA Y F%EIR
e ZHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
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selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClassld “ontap-nas’/\w o T > RD3FBDRIE F—JL & "ontap-nas-
economy /NI LY RO2BEBHDREBT—ILICIvEYIENET, TSk, 50000 L2y hRA >~
MISEETNZHE—DT—ILFHTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident (3. EDRET—ILEZBIRTIHDEREL. APL—SEHERNBEEINTWBR 22 LET,
VIHAERE#ICT7 v 77— b dataLIF

RDOARXY REFRTLT. BFic/zdatallIF 2 8TCHLWNY I IV R JSON 771 ILERMHETZ Z i
& D, {EAEREIC datalLIF #ZECTEF £,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

PVC ' 1 DETIFEBDOR Y RICEHKINTWVWBRIHE. L dataLlF ZBZICT BICid. Xt

A EFBTATORY REELLTHSEERET 25BN 5 0 £ 5.

T+ 2777 SMB DOl

ontap-nas K S A NZFERLE/NY I I RIERK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2

nasType: smb
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defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

ontap-nas-economy R4 N\NZFEALM/N\v I I RigRK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

A= F=I)LEZ@EBRALINY I I RERK

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
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name: backend-tbc-ontap-invest-secret

ontap-nas F 71 NZFERLIEA ML =05 206

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

‘annotations’ ZEBIL T. EF*¥a 7R SMBEZBEMICLTLEI WV, NI IV RERIZPVC

AT R INEERICEERA . T/ F—>a VAR F 1 7 SMB I3HEE L E A

ontap-nas-economy RS A NZERALEZA ML —20 5 Z0F)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate



B—n AD 2—H'% A L7 PVC DO

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B D AD 21— %= fER L 7= PVC Dl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

ONTAPN\Y I IV RTNS Y AOBNI-ECEZERT S

ONTAP N\ I RTONTAP ODNS 2V ZAOBNI-EEBZEMC TR ENTEFET,
INT Y ZDENT-EEE TIX. ONTAP WFiRR) 2 — L CICRBELR 7T U5 — %z &R
IB7H. Trident T7J VT —FDEIDHTZBIEITINEIIHD £H A

INT 2 ZOBWNTEEEDHEA

T 7 #JL L TIE Trident & SVM ICEIDEToNIT I VS —b2EH L. E7T V5 — b2 L= T —
JWELT/RW, R a—LZz7OEDaZ>J93BICTI V75— 2ZERLE T,

NV RAEBZBMICTB L !
* Tridentid. ELZDT7 I VS —bZRETBDTIFHRL SYWMEFZE—DIX ML —ITF—)LE LTHREL
9,

* ONTAPIZFIRR Y 2 —LZICTT V7 — b 2&ERL. EAAEET7T )7 — b2ICR) 2 —LZ 5
SEEI,

* Tridentld. ONTAP /application/containers RESTAPIZER L TAHR) a—LZERLET,

NZ Y ZOBNTEEBEIE. #E ONTAP > X7 L (AFF. FAS. LU ASA) & NetAppAFX R L —2 2
FLTEHATEET.

2t

* NwOITYRIZONTAP9.19.1 L% FATINENRHD £T,

* Trident (& REST Zf£F L T ONTAP L BET 24BN HD T, ZAPI TRINF U AERERFATETEE
Foo

* Ny I IVRERTIE. 77T —b2iEELTIEIVWTEFEA. NTURDENTERECRATNGT I
T—hERZEAEDEBZ I TEE Ao

T 7 #)L ME

‘useBalancedPlacement DT 7 AL MEIFR ML= XFTLICE>TERD XY,

ZRL—T SRTL F7 ALk Notes

HEONTAP (AFF. false NV ARBZBMZLARVED. Tridenti& 741
FAS. ASA) JT—rZERLET,
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ZARL—T SRTL FI ALk Notes

NetApp AFX (ONTAP true NZ Y ZDBNI-EENBETT,

9.19.1L4F%) ‘useBalancedPlacement' % “false' ICERET D . /\
WO I RORIENEKEL £,

NetApp AFX (ONTAP false N ZOBNTEEIFTEEE A

9.19.1& D&l

REA S>3

INS A —& BE FIAILE

u
t

seBalancedPlacemen ¥HLUWHRD 2 —LDEKEIRZ ONTAP ICEFEL F false; true ONTAP
T COFTTaviE. Ny IIYREBEOIL—r. 9.19.1UEDAFXMEF
FHIFELDRET—ILICREL TLIETL,

RET—ILICE DN ZAOENT-EE
NSV ZOENT-EREIE. RET—ILOEEICELSTHELET,

AR T =LA UL, Trident 1& SVM ZE—DX ML —IF—JLE LTHRE L. NV ROBNIEE
ZEALTIRNTOFLWRY a—LZERL T T,

RS —)LTIE. Trident [TBEEHSDIRET—ILEHREL. RUa—LEZFNSICEIDHETET, — T
BIRET—ILTNS Y RAEEDEMICHE > TWVWBIFES. ONTAP (IR a—LDT7I )5 —hEERLF
ER

‘useBalancedPlacement ' Z/N\W I IV RIBEDIL— MIBEL TIRTORES—)LICER
530 BALDRET—ILICEREL GERNICBMICT AN TEET,

il

ROBITIE. FETNIONTAP NI ITY RTNS Y AOBN-ECEZBMICLET

version: 1

storageDriverName:
backendName: nas-balanced-placement

ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

username: cluster—-admin

password: <password>

useBalancedPlacement: true

ROFTIE. “TridentBackendConfig' Z A L TN Y AOBNTIECEZBMICLEFT !
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
svm: trident svm
useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

ROFITIE. "goldRET—ILDATNS Y ZOBMNIEEBEZEMICL £, Trident (&, “bronze kA8 7 —
WC—ETBZ3R) a—LDT7I)r— b Z5|SHIBRLET .

version: 1
storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:
performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

NI IYREEETI S —

Ny T FOERRICIFEFRDUTOT —ITRBLET !

515 mR

useBalancedPlacement: true (ONTAP9.19.1 #REEICHKBIL £ L7=o ONTAP 919 1LFICT v T
& D) L—RLTLESL,

‘useBalancedPlacement: true’ ZAPIZ R 5 /\wv U RKREEICKBML X Lo RESTEERTS3LDIC/NY Y
IVR I RZEEELTIZEL,

‘useBalancedPlacement: true 8D 7 U — b & WREEICKBL £ L7 ENBREHIBRT 2D NFV
HAEDHDES ABBEEMICLTLIET L,
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TR &R

useBalancedPlacement: false AFX ¥ ONTAP #&REEICKRBIL £ L7 ONTAP 9.19.1LUFFDAFXIC
9.19.1 LA . NS ZROBNTEENNETT,

Amazon FSx for NetApp ONTAP

Amazon FSx for NetApp ONTAP T Trident Z {£FH

"Amazon FSx for NetApp ONTAP"I&. NetApp ONTAPX L —SARL—Fo VTR
TLz2EBE TR 71N RTLZRITIZDIIIRX— RAWSTH—EXTY, AWS
DIRFEM CER EDOBEM % E X T-ONTAPDIERE. NT7+—<T VX, EEMZIRHELE
o 771N R T LlFAmazon FSXDEEBRIY —XTHH. 7> FL = ADONTAP
JSARCHEBLET, 771N ATLICIEI DU LEDOR ML —DRETS

(SVM) HEENTED. ESVMICIE T 7ML T« LI MU EBINT 212U LEDR
Ja—LHDEgENTUVET, COHEEICED. Amazon Elastic Kubernetes Service

(EKS) TERITEINTUWBKubernetesZ S X4 —i%. JOv o 7— 00— RELUVT 7
1IILT7—2o0—REIFICONTAPE NV I TV RE§RkEA) a—Lx O 3 =Y
JTEBELSICHRDET,

2

"Trident®ZH"ICHNZ T FSx for ONTAP% TridentE i85 3 B3ICIE. DL DN ETT

* kubect’ h' 1 X b—=IJLETNTWBEEEDAmMazon EKSY 2 XX £7ldt )l 7<% — KKubernetes?7 =
2R,

* PDSRARADT—H—/—RKH 570t XAREREEEDAmMazon FSx for NetApp ONTAP 7 71 LY R T L
¥ Storage Virtual Machine (SVM) .

* "NFS F7cld iSCSI"BICEmE N7 —Hh—/— R,

XE EKS AMI 2 ZIZ[5 C T Amazon Linux & & U Ubuntu "Amazon Machine Images" (AMI
) ICHER /) — FERFIRICE > T I,

EREH
*SMBRUJa—L:
° SMB/RJ a—LAl%. ‘ontap-nas’ RSAN—DAHAEFEALTHR—FINET,
° SMB 7R 2 — L& Trident EKS 7 RA > TIFHR— b TLWEE A,

° Trident [&. Windows / — R ETEITINTWVWBRY RICYT > FEN/=SMBR) a—LDH%EYH
R—bhLEFT, FHICOVWTIE, "SMBAR) 2—LDTOED 3 Z V7 OERFEZBRBL TSIV,

* Trident 24.02& DEITIE. BEINY I 7Y ITHEMICE > TWBAmazon FSx7 71 IV AT LATER E
Ni=R ) 2— Lk, TridentTHIBR TET £HA TL o Trident 24.02L & TZ ORIER P < ICIE. Amazon
FSx for ONTAPD /N IV LY REE T 71 JL T fsxFilesystemID. AWS apiRegion. AWS apikey.
H K T'AWS “secretKey #IEEL £ 9,
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IAM O—JL% Trident |IC38E 9 3% &1d. apiRegion. apiKey. B & U “secretkey 7«
XE —J)L R % Trident |ICBARMYICIEE T A e =BT £9, SHMICDOWVWTIE. "FSx for
ONTAP SREA T a>vefl'w=8BL T TV

Trident SAN/iSCSI ¥ EBS-CSI K S+ /\DFEBERA

AWS (EKS. ROSA. EC2. F7IEZDMD 1> XA > RX) Tontap-san R 51 /N\— (iSCSIRY) ZFERT 3
FEDHZE. / — R THRERTILF/INZAERH H Amazon Elastic Block Store (EBS) CSIRS A N—iREaT 3

AREMRHD FT. AL/ —REDEBST 1 RVICFHT D ERLIILFINZADEEET D& SICT BICIE
VILFNRAHETEBSZBRATIBENHD T, COBF. EBST A XV ZTILFINIDSHEALERA S
B TridentsRE%Z 2L "multipath.conf 7 71 ILEZRLTWVWET :

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

DIL:\IJ

TridentLCCEtZ’DU)m,\nE:E I‘b‘% D E-a_o

s SREFIBHRAN—R (L) : FRELIE¥R%E AWS Secrets Manager ICER2ICRELE T, 77 ML IATLD
‘fsxadmin' 1 —4 — £ 7zl SVM BICERE I N7 ‘'vsadmin' I—H—ZFETE X7,

Trident |& vsadmin SVM 2 —H#'—¥¢ LT FiERLO-IILZHFEIRO&FIOI—HF—&
s LTERAITNBZ I EEELTULE T, Amazon FSx for NetApp ONTAP (Zd fsxadmin
= dA—H—HHDH. UL ONTAP admin 7 5 X2 — 1—H—ORENHRRKER T,
vsadmin % Trident CHE T3 =R BEIHL X,

%

e SEFBEANR—X ! Trident [&. SVM ICA VXA =)L ENT-EEAZEZFERAL T FSx 771 S XFLLED
SVM KLTI: L/ia-o

SR BMICT D AEDFEMRICOWVWTIE. RTIAN— XA ORI EBL TS
* "ONTAP NAS 23"
* "ONTAP SAN 25"
TR REHD Amazon Y1 X— (AMI)
EKS VS RA—3TEFIFLARL—TFT A VI AT LEYR—FLTWVWETH, AWS [F4FED Amazon ¥

SUAX—T (AMI) £V FF ¥ EKS BICEELTUWET, MUTFD AMI iE NetApp Trident 25.02 TF X
MEA T,
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AMI NAS NASTI/=— iISCSI iSCSITa/ =—

AL2023 x86_64 ST |ZL\ EIR 0 IE 0
ANDARD % fER L 7=

Fy>o 7w rO—

REZLERH Y R—

fEhd&SICHD

i LzTCo

AL2 x86_64 EIN EIR) o* o*
BOTTLEROCKET x |Z(\** £ L L sy L

86 _64%=fERL7=F
v 7y7O—R
EHERDTR— b+
INB3ELDICHBD X
l/ TCO

AL2023 ARM_64 S |10\ IF 00 £ £ 01
TANDARDZ=ER L

T=Fy¥>o 7v 7O

— RERLERMSYR

—rENBESICH

hEL7T,

AL2_ARM_64 0 10 o* o
BOTTLEROCKET A |f(\** £ s | .
RM_64

/- FzBEEHETICPY ZHIRTZ I TETIEEA
* **Trident /N\—2 3> 25.02 O NFSv3 TIFBIEL £ Ao

B AMI DT ZICUZARINTULARWNEES. FRUETR—FESNTULEVWE WS EKRTIEA
XE O BIZFZAMETNTULWAREWVWEWSEKRTY, COURXME BET R bHbh>TWLWDS
AMI DHA R LTHBEL 95

TAMIERLETNT R

* EKS version: 1.32

* 1Y RAM—=JLAE I Helm 25.06 KT AWS 7 R4 > 25.06

* NAS [CDWTIk. NFSv3 & NFSv4.1 ODlAD TR I FE L
* SAN DIBE. NVMe-oF Tl < iISCSI DHAMTF R hENFE LT

EITINETR

* {ER{ : Storage Class. pvc. pod
*HIBR : R R, PVC (LF¥a25—. gtreelun— T/ I—. AWS N\ I 7w FfHE NAS)

SEEROSR

* "Amazon FSx for NetApp ONTAP RFa X> k"

118


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

* "Amazon FSx for NetApp ONTAP |ZB8¢ % 7 O/ #&fa"

IAMO—JLEAWS>—2J L v hE{ERT D

BRREYZ AWS SREFIEHRZIBE T30 DIC. AWSIAMO—J)LE LTCEREET A Z & Ty
Kubernetes Ry RHBAAWS DY — XTI R TBESICEHRETETET,

AWS IAM O— )L Z{EA L TREF$ BIcid. EKS #{#H L T Kubernetes 75 XA X% EA T 3144

AT mRBOET,

AWS Secrets Manager >—27 L v FZ1ER T %

Trident [$ZX b L —2%BIE$ 5 7812 FSx vserver [ICX L TAPI ZHITT 378, TDHICIZERIFEHRN
WEBICHEDET, CNHEDREHERZETZERAEIE. AWS Secrets Manager > —27 Lw hEFEHETSC
T, LIHoT. FLEEFETHWVEEIX. vsadmin 7H DY b DiREHEHR%E S AWS Secrets
Manager >— 27 L b Z{E T 2REDHD £7,

C DHITIE. Trident CSIDERIBFHR=Z RF T 3 T-HDAWS Secrets Manager>—27 L FEERLE T :

aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

IAM RS —%1ERT 3

TridentZIEL < £179 3 ICIE. AWSHERHMNETY, L7I=h > T, TridentiChERIERZ (TS5 TR S —
HVERR T AREBHLHD £7,

ROBITIE. AWS CLI ZfER L TIAM R > —ZER L F T !

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

R1) > — JSON Ol :

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",

"fsx:CreateVolume",
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"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1
"Version": "2012-10-17"

Pod Identity £7-idH—E X 7HU > bOBEERIT (IRSA) BHOD IAM O— L= {EFR Y 3
EKS Pod Identity Z3#F> AWS Identity and Access Management (IAM) O—JL. £/lgH—EX7AT >~
DOBEEM T (IRSA) @ IAM O—)L%5|EFF3 & 5 Kubernetes T —EXT7 ATV hERETEET, 1

—EXTAID L EFERATEILIICKRESNIINRTORY Rid. O—IHBT7 7 XERZFHODITAATD
AWS H—EXIZTI7EATESZLDICHED FT,

Pod 717747+

Amazon EKS Pod Identity associationsi&. Amazon EC241 > XX > X707 74 JLH'Amazon EC2-1
ARV LTI vIILVEREBTIDLERRIC. 7TV Tr—>a>0 oL 7o vl 2 EEY 31468
ZIRMLET,

EKS 5 X 4| Pod Identity #1 > A F—JLL ¥ :

AWS >V —ILFTIERD AWS CLI OX > RZfEA L T, Pod identity Z{ERTE £,

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent
SEMIC DWW TIX. "Amazon EKS Pod Identity Agent # 52 E S 2" # BB LT L,
trust-relationship.json % {EX :

EKS —EX 71 > /NJLH Pod Identity ICXF L T OO—)LZ5|ERIFTEZENTET DL DI, trust-
relationship.json ZER L £9 . RIZ. COEER)>—%FoO0-)LEERLZET !
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aws ilam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-

relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 7 71 JL :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"

IAM O—JLiIcO—ILRUS—%Z2T7 2y FLET :

BIDFIEOO—ILR)>—%, EEELTZIAM O—=ILICT7RYFLET !

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

—-—-role-name fsxn-csi-role

Ry R ID OB EM T EIERRL ET :

IAMO— )L & Tridentty—E X 7Ho > bk (trident-controller) DRIICRw RIDDEEM T EERT 3

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \

—-—-role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

—--namespace trident --service-account trident-controller

H—EX 7HU Y FOEERIT (IRSA) @ IAM O—/L
AWS CLI OfER
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aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json 7 71 JL :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc_provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

‘trust-relationship.json’ Z7AITRDEZEFHFLET !

* <account_id>-AWS7 AU > ~ID
* <oidc_provider> - EKS ¥ 5 X4 ® OIDC, oidc_provider (XD AT RER{TLTEETET £ !

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

IAMO—I)LZ IAM RS> —ICT7RyvFLET
O—ILAMER N6, XYY REFERLT. (EEROFIETERINE) RUS—%2O—ILICT
RAYyFLET :

aws iam attach-role-policy --role-name my-role --policy-arn <IAM policy
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ARN>

OICD 7ONA X —HEEMFTONTVE B L X T !

OIDC FONAH—Ho 5 RE—ICBBERIFSNTVBC LERRELETo RO KA L THER
TEEY

aws iam list-open-id-connect-providers | grep Soidc id | cut -d "/" -f4

HANEDZEIE. ROV RZERALTIAMOIDC 7 5 A RICBEEMITET !

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

eksctl ZEAA L TLWBIHE. ROFIZFERALTEKS DU —EX 7ADY FD IAM O—LZERLEXT

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

--cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

Tridentz 1 > X k=)L

Trident |&. Kubernetes |C$ 1T 5 Amazon FSx for NetApp ONTAP DX L —YEIE%
BIBtL. MEBCEEEN T TV T —2 a3 ORMICERTESLDICLE
T TridentiEXDWVWTNHODHEEZFRLTA VY AM—ILTEET .

e Helm

*EKS 7 R#7 >

2FTv T gy bMEEEFIRAT3BEIE. CSIXAFyFoay b A A—5—T7RAVYEAVIS—=ILL
F9, FMICOVWTIE. "CSIAR) a—LDRAF v Toay MEEEBMICT2"#2BLTLETL,

helm ZH T Trident 1 > X b—JL

Pod 715747«
1. TridentHelm YR MU ZEMLES -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
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chart

2. DB EFERLT Trident #Z1 >XA—JLLET :

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

“helm
llSt\]V\/ l\“%ﬁmb—t\ %ﬁfj\ *_L\Z/\O_X\ 9:'\7_#\ X;_QZ\ 77')’7__9
avN—oay, VEDSaUBESREDA VA M—IILOFFM=ZHRTEET,

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

H—EX T7hYU ok 7YSI—>3Y (IRSA)
1. TridentHelm DR U EBMLET

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. cloud provider ¢ cloud identity D{E%ZZEL £,

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—namespace

"helm
liSt\:l?\/ F%ﬁmbfx %ﬁﬁ\ *_Az/\o_Z\ '9:"\7_1\\ 17___&2\ 77')/7-_9
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XE

IN=232 VEDIUBESBEDAI VA M—IIOFHEZHRTEET,

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

iSCSI Z(ERT3FEDHZEIE. 771472 T 2TIiSCSI BEMICHE>TWVWS Z & xR
L TL TV, AL2023 Worker node OS ZfEF L TW3IF&E(E. helm 1> X k=)L T node
prep INTAXA—RZEBMTBZE T, iISCSI VA7 DA VAM—I)LZzBELTETXT :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace —-

set nodePrep={iscsi}

EKS 7 RA VHRHET Trident 1 > X b—)JL

Trident EKS 7 RA VICIZBFO X2V T Ny FENTEENESENTED. Amazon EKS TENINET D
ENRAWS ICE>TRIESNTWET, EKS 7 RAVEFERTD . Amazon EKS VS5 XX —DELM R

EUZEICERL. PRADDA VA =)L, BE. EFICHELRIFEEXHIRTEE T,

AWS EKS O Trident 7 RA > %H_RE T DHIIC. UTOHOEHEEL TSIV

T RAVHYITZRIN T 3 (FED AmazonEKS V5 XA 7hHo >V k
*cAWS Y—4vw T LA IADAWS &R -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2~ : Amazon Linux 2 (AL2_x86_64) Z7=i& Amazon Linux 2 Arm (AL2_ARM_64)
* /J—R&AT AMDZE7=I13ARM
* BX7F®D Amazon FSx for NetApp ONTAP 7 7 1 L AT Ls

AWS O Trident 7 KA > %= BMICT S
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BEIVY-IL
1. Amazon EKSO >V — /L% BIE £ 9 https://console.aws.amazon.com/eks/home#/clusters,
2. Ko+ ES—> 3> RA 2T *Clusters * Z3&EIRL £ 7,
3. NetApp Trident CSI 7 RA V& RET DV T XA ZDEFIZERLE T,
4 *FRAEFEIRL, *SHICT RAVZEBEZERLE T,
S. P RAVZEFEIRT BICIF. XOFIRICHEWVWE T,

a. AWS Marketplace 7 RA > o> 3> FTRXo70O—)LL. BERY 7 XIZ "Trident" E ASIL
7,

b. Trident by NetApp RV ADELERBICHZF TV IRV IR%EFICLET,
c. Al ZFEIRLZFT,
6. “BIRLIT RA VDB RER— T, ROBEZITTVWET -

Pod Identity B&E{t 17 2 EA L TVW3HEIF. CASOFIEEXFy 7L TS

A,

a FRITZN—Ua Z&ERLET,

b. IRSAFREEZEA L TVWBIHEIE. 77> a VIBHRE CHEARERLEBREZLIREL TE
Ty

*ERITBRN-U a3 EERLET,

T RAVERAF - o T HBRETE U 2 3 > D*configurationValues* /N5 X — &
Z. BIDOFIETIER L7z role-am ICFREL 9 (BIXXDOERICTIRELNHD FT)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+
BMAERALEE LT [F—N—Z1 R Z&RLIGE. BEOT7RA>D 1 DULEDERES
Amazon EKS 7 RA VERETLEEFTTEF XY, C0)2'7/E| CEBMICEY. BEORELHRE
356, BEIKBLET, FROIS—Xvt—C%FRALTHRAED NS TV a—TFTa >0 %17
STENTEET, COA T3> %EERT S381IC. Amazon EKS 7 RA VHESEIE T IHED
HEIREEBELTVWAVWI EERBRLTLLIETL,

7. Next Z#EIRL £7,

8' *EEEIL\(\:LDD*/\ /—t\ *1/'5}3}2*7&1%?RL/$3_0
TRAVDA VA R=IDRTTRE A1 VRA=ILENET RAVHARRINET,
AWS CLI

1. add-on.json' 7 7 1 JLZ{ERL T B :
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Pod Identity DIF&Id. XROFRXEZFEBLET ©

XE E2xX

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

IRSA SREEDIZRIE. ROEREERLFT !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn:
"cloudProvider": "AWS"

<role ARN>'",

XE ‘<role ARN>'Z. BIOFIETIEREN/IcO—ILD ARN ICEEH#Z X7,

2.TridentEKS 7 A > %1 VXA b—ILL & T,

aws eks create-addon --cli-input-json file://add-on.]json

eksctl

ROAY Y RFITIE. TridentEKS 7 RAVHZA VA M—J)LLET :

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

Trident EKS 7 R A V& EFH T3

gEIYV-I

1. Amazon EKS >V —IL% B Z £ https://console.aws.amazon.com/eks/homet/clusters,

2. FAIOFES—> 3> RA VT, *Clusters * Z38IRL 9,
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NetApp Trident CSI 7 R AV BH T30 T AX— DA EIRLE T,
TRAY RTZERLET,
Trident by NetApp ZEIRL. “REZERLZF T,
*NetApp (Z & 3 Trident DFRE*R—T T. KDOBIEEITVWET :

a FHEITZ N3 TERLET,

b. *F 7L 3> OERHRE * ZRBAL. BEICISLTEELET,

c ZEJzRE ZFBRLFT,

o o &> W

AWS CLI
KRDOFTIE. EKS add-on ZFHFH L £,

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* FSxN Trident CSI 77 R A > DIRED/N—2 3 &R L T EE L, "my-cluster 22 5 XX —4IC

BIHMZET,
eksctl get addon --name netapp trident-operator --cluster my-cluster

H 6

NAME VERSION STATUS ISSUES

IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v25.6.0-eksbuild.l ACTIVE 0

{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* BIDFIEDHE D UPDATE AVAILABLE TIRENTIN—2 3 VI RAY VIR 7ZEHLE

Jo
eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force

‘——force AT ar%HIBRL. Amazon EKS
T RAVEREDWINODEFEDORELHFE T D% E. Anazon EKS
T RAVODEFHIIEKB L. BREEBRTBZIEOHDIS—AvE—IWREREINEFT, CDF
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73 %ZIEFE T BEIIC. Amazon EKS

TRAVHEEBTIVNEDHIHREZEEL TLWAVWC EZERLTLETWL, COF T
AVICK D TENSDHREN LEESTINBZHTY, COREDMDA TS 3 /(D.#‘HHL_
WTIE. link:https://eksctl.io/usage/addons/["7 RA V"1 ZBBLTLEEL

o Amazon EKS Kubernetes

T4 —I)LREEBOFEMIC DOV TIE. link:https://docs.aws.amazon.com/eks/late
st/userguide/kubernetes-field-management.html ["Kubernetes

TJa—IJLREE ZBBLTEETWV

Trident EKS 7 RA > & 7> VX —JUHIBRLF T

Amazon EKS 7 KA U ZHIBR T BICIE. RD 2 DDA T arhbpbFd :

CUSRRA—LEDTRAV VI NI T72RTFITZ - DA T a>%EFERT 3. Amazon EKS ICK 3B
ITARTOREDEENHIRINE T, £7/-. Amazon EKS B"EFEEH L. BEF%BIA L 7% Amazon
EKS 7 RA V= BFMICEFH T 2 EEEDHIBRINE T, 725 L. V9T REZ—LEDT7RA VI +ITT
IBFRIEFESNET, COFTa>mEERTDIE. PRAVIEAmazon EKS 7 RA > Tidi <. BCOERE
BAYAN=ILIZEDES, COATaraEFERTZIE. PTRADDAD D ZALIFRELEFEA. 7
RA>HRIFIBICIE. OXRT —preserve’ 7 7> a3 VERIFLET,

CTRAVYIYIT NI THIVSAZDESREICHIBRYT D — NetApp 13 VT RZLEICFDT7 RAVICEKET
ZUY—ZBREFEELEVBEDHA. AMmazonEKS P RAVHE VSR AHGHIRRTRZ e ##HELTULE
ER

XE

T RAVZEHIRT BICIE. --preserve 772 3> % delete AW Y RDSHIBRL TS T WL

TRAVICIAM 7 AT Y RHOBEEMITONTUVWBIEE. IAM 7AT Y MMIBERSAEE A

BEIOVY-I

1.

o o A w N

Amazon EKSO >V — Lz E £ 9 https://console.aws.amazon.com/eks/home#/clusters,
EROFES—> 3> XA 2T, *Clusters * Z:#IRL £ 7,

NetApp Trident CSI 7 R A > ZHIR T30 S XX —DAaIZERL £7,

T RA AR THEZFEIRL. *NetAppll & B Trident*Z &R L £,

*HIFR*ZZIRL £ 9,

*netapp_trident-operator D EIPREES* A 1 7OJ T, RDRIEFZITVWET -

a.

b.

C.

Amazon EKS IC& B 7 RA VREDERZZIET 515513, Preserve on cluster Z &R L £
To VFRA—LEDT7RAVYVYITI NI T7EFFL. PTRAVDIRTOREZED TEIET S
BEIE. INEZEToTLREETWV

netapp_trident-operator X AJJL £ 7,
*HIpR*Z#IRL £ 95

AWS CLI

‘my-cluster ZY JXAXDHFNICEZIWITH S, ROOXV RFZERITLEFT,

129


https://console.aws.amazon.com/eks/home#/clusters

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
ROART Y RIE. TridentEKS 7 RA > &7V A4 VA M—=ILLET

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

ANL—=DO0SRA%HRET S

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes
StorageClass A7V bk

EFOEYar—%2#5L. 7O aF—IlAR) a—L0FOEY 3 =V AEEETRLET
o DTV 3T TridentZ7AOEY 37+ —¢ L TIEE Y BKubernetes

StorageClassZA 72TV DB AEZFHAL £,

StorageClass* 7> ¥ b2 {ER L £ T
FSx for ONTAP FH® StorageClass Z{Ef Y % &\ Trident (&/\w I T RERZ BFBICIERL £ 95

ANL=Ny O IV RZFHTERT 2551E. BE/\ v TV RiER% L TKubernetes
XE StorageClasszEik 9 220> a> BB LT, Trident\w I IV REA ML =205 %@
ANCHERL L T2 &L,
WEDStorageClass/\ T X — 2 %8ET 3

StorageClassDIERFFICER T DHBENHDRDIDD/INT XA —4K .

INT A=A WAE XA BE
fsxFilesystemID (=4 string FSx for NetApp ONTAP 7 71 JL> X7 L ID
storageDriverName (=40 string TridentX kL — RS 4/Y (Bl 0 ontap-

nas  £7cl¥ ‘ontap-san)

credentialsName =48 string ONTAP Z L 57> v I)L%E S FSx for
ONTAP @ Kubernetes Secret D% il

FTa>vDNTA—REIBELET
StorageClassz B L TA /> a > DNV IITVRNTA—RZ BT ENTE XY, StorageClass

‘parameters’ £ > 3 VTl IRTDA T3 U EZXNFHNELTERELEFT, NYITIYVRNIX—RZDFE
LRV IMMIDOVWTIE. UTZBBL T ZEL L "FSx for NetApp ONTAP /\w 2 T > RHERL"
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StorageClassz&E 7 7 1 )L DA,

ROFNIE. Nv I IV ROBHREZ ') J—9 3 StorageClass Z/R L TWE T,

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"
provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1l",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"
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StorageClassZER{ L £ 7
REZ77AINZER LS. ROOAIY Y RERITLTRA ML= SR ZERLE T,

kubectl create -f storage-class-ontapnas.yaml

Kubernetes & Trident® 5 T*basic-csi* X b L — 0 5 AMKRREI NG Tridenth N w I T RTT—ILE&EH
LTW3IEd T,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

StorageClassZ B9 % &. Tridentid/\w 7 T FZEHEIMICIER L £9. TDE. ZDStorageClasszHSH
9 % PersistentVolumeClaims #EFi TE £ 9

NYTLY RIBRRAT—2 AR T 2

Tridentid. /N7 I > RERDFER% StorageClass 7/ T—> a VIR L £,

AR BE

trident.netapp.io/configuratorStatus REMER(Success £zl “Failure)

trident.netapp.io/configuratorMessage AR T—RRERIEIIT—AXytE—

trident.netapp.io/configuratorName REA> T4 FXaL—2)Y—XDEH]

trident.netapp.io/managed StorageClass H' Trident IC& > TEEINTWVWE &
ZRLET

trident.netapp.io/additionalStoragePools CD/\wv I LY RARICEHRINIEANL—CTF—)L

AT—BAZHRITBICIF. UTFZ2RTLTLLRLEETW !

kubectl get storageclass ontap-fsx-demo -o yaml

‘trident.netapp.io/configuratorStatus Ht

‘Success ICEREINTVWBREZHERLTLIEEL, ED

‘Failure DHFHIF. TF7—ICDWT
‘trident.netapp.io/configuratorMessage ZHEEa L TLEE LY,
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EBMOFSXNT 7 1)L AT L7%ZEMT 3

[@ U StorageClass ZEWGEITARDSEBIMD R L —CREDNMBRIFEIE. BIID FSXN 7 71 ILY AT LA
ID ZEMML TLEEL,

StorageClass ZiR&EL. U TD7/T—>3>ZEBMLET .

metadata:
annotations:
trident.netapp.io/additionalFsxNFileSystemID: '["fs-

KEXXXXXXXKXKXXXXKKKXKKXX" ]!

ZEZBEAT B L. Trident I3\ I LY FiERMZEH L. StorageClass 7/ T—> 3> ZBHLFT,

ERLDOEEFECHIR

s BEINY I IV R %ZFDStorageClasszHIFR T 2 & BE. BET S Trident/\v I T RHHIRIN
£9, chUZED. AML—UEGHAEESN. BITHROT—70— RSN S AEMLH D £7,
BIEWRD StorageClass ZHIPR T 281IC. TDREZRIEL T L,

s BEINv oI RiEEIE. AWS FSx for NetApp ONTAP TD&AHR— kI TWLWET,

BE&)/\w o T RiEa7% L TKubernetes StorageClass% £ 9 %

Trident/\wv 2 T > K X StorageClassZ 5 R ICTE T 2 5HmE1E. RDFIRICHE > T ETET LY,

B3Ny I ITY RO TEAZIEET B

Trident (. StorageClass DE&EN /NI T FERZEIE L £, StorageClass ZEAH I % . Trident
ERBRNTA—RZRIEL. NV I I RZER L T, StorageClass ICXRT—RADT / T—>3>%&d
5ELZE,

Tridenti&VolumeSnapshotClassZ 1[EI7Z (F1ERL L £ 97, Tridentld. #&#idDStorageClassesicxt L TE
CVolumeSnapshotClasszBFAL £ 7,

Trident/\'w 7 T RE{ER T 3

Trident/\ 2 T> REFERL T 3 1C1d. JSONFER £ 7ol dYAMLIER TRE T 7 1 L EM T SUBNHD E
To TZ7AIICIE. FHETBXAML—0FEE (NASETIESAN) « 77 ML AT L. BIBTDOSVM. &
FUF DS EZIRET DIHNELHD £, RDFIE. NASR—IZDA ML —THFEHEL. AWSS—T L
v cEFERAL TERATBZSVMO I LT o vILEREFETDAHEZRLTVWET ©

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
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spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xxxxXxXxXxXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
}y
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs-xXXxXXXXXXxXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"

FSx for ONTAP K 51 /\— D

KD RS N\%EAL T, Trident Z Amazon FSx for NetApp ONTAP iR TE X7 ¢
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RSAN—% BE

ontap-san 7O 3= S EN&PVIE. B DAmazon FSx for NetApp ONTAPR ) 2 — LK
DLUNTY, JOVIRML—JICHREINE T,

ontap-nas 7OEY 3=y J3IN&PVIE. T2 Amazon FSx for NetApp ONTAP 7R1) 2 — Ly
T30 NFSELUSMBICHEREINE T,

ontap-san- 7O 3=>JENT=&PVIE. Amazon FSx for NetApp ONTAP 7R 2 —L#H7=D

economy DFREFREBTDLUNZIFDLUNT Y,

ontap-nas- 7OEY 3= I 3NT=&PVidqtree TH D . Amazon FSx for NetApp ONTAP/R ) 2

economy —LHT=D DatreeUIHERTEET T,

ontap-nas- 7O 3=y I ENBPVIE. T2 Amazon FSx for NetApp ONTAP FlexGroup7i

flexgroup )a—LT9,

RSAN—DFMICDOWVWTIE. "NASESAN—"ELUP"'SANE A /N—"22BLTLEETL,

Ny I TV RZERT S

RET77AINZER LR UTOOTY RERITL T, Trident/\wy I T R (TBC) Z1ERL$H &K UHREE
LET:

*yaml 7 7 )LH5S Trident Ny VT R#ERk (TBC) Z{ER L. ROV FEEITLEFT !

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* Trident /\w 2 T Ri8p% (TBC) AEEICER NI xR LET -

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-f96d916acbe9 Bound Success

ZOMDERA T a3 >OFEMICOVWTIE. UTONY I TV ROBERFRECHEI g EEBRB LT
T\

BNV IV FBR B L* TR ML= S5 RZ21BLT %

LUFIE. Tridentd & U'FSx for ONTAPT{ER T 2R ML —2 0 S XERHROHFIT S,
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NFSEHX L —T U35

COHEFEALT. NFS ZEARAT 3R 2—LD StorageCIass ERETTET BEDOLYIMIDWT
&, LUFD Trident BlEE 2> a v EBBLTLLIEETY)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSIHX L —U U T X
CDFIEERL T, iISCSIZERYT %K) 12— LDStorageClassxHREL £7 -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

NFSv3 ¥ AWS Bottlerocketz{FRH LA L —J U5 X

AWS Bottlerocket CTNFSV3’R ) 2 —LZ F7OEY 3= >0 9 3IC1d. HER "mountOptions# A L —2 0 5
ZISEMLFT -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
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- nfsvers=3

- nolock

Trident StorageClass/E14

CNBDNFA—=RIF FEDZATOR) 2a—LE2T7OEDIZ>ITBRHDICEDTridentEIEI ML —

T2 ERI BN
Rt 517
X747 string

provisioningType string

backendType string
Snapshot 77— )&
sO—Y 7T—ILE
BES1t 7T —I)L1&
IOPS int

' I ONTAP Select & 7= I&FSx for ONTAP> X 7 L TTIdHR—

RELET,

fig

HDD. /\-1 7Y
w K. SSD

FL. BV

ontap-nas

. ontap-nas-
economy. ontap
-nas-flexgroup

« ontap-san

.« solidfire-san

« azure-netapp-
files. ontap-san-
economy

true. false

true. false

true. false

T7 57— =R
T=ILICIZZ D ?am nxXs
RATDXAT 4 TRAS
THhEaEnzx
o NAT Uy
RligmArzE
BRLET
TS JOesa=—y
A a=Z>yg JHENEES
HEEYR—F NZFELE
LTWEY
T=ILIEZ DR Ny IIVRH
A 7ONY I IBESNELLE
VRICBLET
7= AFvTo3ay
Snapshot ftE M ~AERICHE S
A)a—L%EY TWBHRUa—
R—rLET N
T—=ILIiEARY 2 sO—>hER
—L0o0O0—> BRYaz—LA
e E YR —
T=ILIZEES1 BES{EHABEMIC
IR a— HBoTWBRY
L%EHYR—FL a—AL
ECN
T=ILEZDE  RUa—LTRH
HD IOPS Z{& FEENBIOPS
SECTE3

FENTULWEEA

HAR— bR

ontap-nas

« ontap-nas-
economy. ontap
-nas-flexgroup

. ontap-san

. solidfire-san

thick : I XTD
ONTAP. thin:
IARTOD ONTAP
H & U solidfire-
san

TRTDRZA
N—

ontap-nas
+ ontap-san
. solidfire-san

ontap-nas
. ontap-san
. solidfire-san

ontap-nas

. ontap-nas-
economy. ontap
-nas-
flexgroups. onta
p-san

solidfire-san
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"Kubernetes ¥ Trident4 72 =7 " BB L T. X L —95 XD PersistentVolumeClam & €D & S
ICHEBEERT D, LU Trident R 2a—LEZTOES I Z VT $3HEZFETINST A—XDOFE%E
RESEL TLIETLN,

AML=C0 S REERLET
StorageClassZ :%E L 7=5. Kubernetes TERL TET £ 9,

Flig
1. THidKubernetes4 72 T DT, “kubectl 2 L TKubernetes TIERL L £ 9%

kubectl create -f storage-class-ontapnas.yaml

2. Kubernetes ¥ Trident® 5 CT*basic-csi* A b L — 0 5 ABRRIEIN. Tridenth NI T RTT—)L%E
BHLTWBIZT T,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

SMB /R a—L07OE 3 =>s

SMB /R a—LAld. ‘ontap-nas’ RSANZFERLTFOES 3 Z>JTEEXRT, L. TDEODHICIFUAT
DFIEEFTT TRIHELHDET ("'SMBAR) 2 —LDTOEY 3= 0T DEF",

Ny T I RFDOFBEREE A

INYIIYRERA T avIcoWTiE. RORESBLTLETL .

INTAX—7& BEZ %
version ==y
storageDriverName ANL—= R4 N—D%H] ontap-nas. ontap-nas-

economy. ontap-nas-
flexgroup. ontap-san.
ontap-san-economy

backendName HRBLBFLIERA L= Ny RSA/N—% +" "+ dataLIF
JIVR

138


https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
https://docs.netapp.com/ja-jp/trident-2606/trident-reference/objects.html
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes

NTA—=H

managementLIF

dataLlIF

BE

1

02 AR FTIFSVMEIELIFDIPF "10.0.0.1". "[2001:1234:abcd::fefe]

FLR (GELEHiR X1 >4
(FQDN) biEEFIAE) Trident A
IPv6 757 =fERALTA YR b—
ILETNTWBIEHBE. IPv6 7KL X
ZHEEITAILOICHRETER
9o IPVv6 7 R L XIIAIFINTHEA
TERTIHVELRHODXT (I
. [28€8:d9fb:a825:b7bf:69a8:d02f:
9e7b:3555]) » HL
‘fsxFilesystemID %z ‘aws' 7« —JL
FOTTHELIBE.
‘managementLIF' Z§E§ 2 HE
IFHD FEA. BEESTrident
HAWSH 5 SVM "managementLIF
BIRZEIG T 27HTT, LIH
5T, SVMETDI—%— (fl
: vsadmin) DFREEHERZ LT IEE
L. €031 —%—5" 'vsadmin'O—
WZFHF>TVLWIRENDD X7,

JORJJLLFDOIP7RL

2, ONTAP NAS RS- /\—

: NetApp | dataLIF Z3EE$ 3 C
CEMRELET, IBELABWVES
4. Trident X SVM H5 dataLIF
FEEBLET, NFS YU MRIE
ICERT2ZLBEM R X1 V%

(FQDN) Z3EETH LT, 77
v ROE > DNS #{ER L. EHD
dataLIF B CTEBE2EZITO>Lh
TEFJ, VHIRERTHEEH
HET9d, ONTAP SAN RS /\—
JiISCSIIZIFBELBWVWTL 2T
LY, Trident [& ONTAP Selective
LUN Map ZfEF L T. ¥ILF/VR
Ty a Y DOEILICKER iISCSI
LIF ##&H L ¥ 9, dataLIF H'EAR
HICEZEINTULIHEE. &8
AR ENET, Trident ' IPv6 7
SOEFEALTAI YA M=ILTh
TW3IBE. IPv6 7 RL X &EfER
TBLSICKRETETET, IPv6 7
KL ZIZBIENTHATERT
REHHD T (F)

. [28€8:d9fb:a825:b7bf:69a8:d02f:
9e7b:3555]) o
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INTA—A BE il

autoExportPolicy HEITUXR—b RUS—DER false
CEHEBMCLET [7—IUE]L
“autoExportPolicy’ & & Tf
‘autoExportCIDRs &+ 7> 3 V% 1{&
BAd3&. TridentldTo XAR—
RIS —ZzEHEMNICEIETE X
ER

autoExportCIDRS “autoExportPolicy h"E%ic %> "['0.0.0.0/0%, "::/0"]"
W35 & ICKubernetes® ./ — RIP
Z714IWR)>TFTB-HDCIDR
D) X o “autoExportPolicy’ & &
U "autoExportCIDRs' # > 3 > %
fFEY % . TridentidT Y AR—
RS —%ZzBEMNICEETEF

ER
labels A a—LICEBRTZEED "
JSON ol D SRILDE v k
clientCertificate 547> NiEFAZE®D Base64 T ™

Y- RENTAfE, EEREN—X
DEPEEIC TR

clientPrivateKey 547> X —D Base64 ™
I>O—R3ENT{E, FEEEXR—
A DEREEICfEF

trustedCACertificate EFE M7= CASIBAZE D Base64 T "
11— l‘“ 3“7’:1—50 1%%0 EIEEE%
NR—XDFBEEICERATINE T,

username ISR FTE SVM ICERT BT
HOA—H—%, JLTVI vl
N—ZADFEEICERINE T,
& ZIE. vsadmine

password IS5 XARZ—FTlE SVM ICHERT B
TeODINRT—R, JLTVv
IR—XDFBEEICERINE T,

svm /9 % Storage Virtual Machine  SVM BI2 LIF BMEETNTWL 315
BICRESNE T,
storagePrefix SVMT#HLWARY 2a—L% FOE  trident

oAz VI eBRRICERINS S
L714wvP R, (ERRRIGEETE
FthAo CONSX—REZEHT
BICld. FILWNY I IV REE
B9 3RBEHHD 9,
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NTA—=H

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

BE

*Amazon FSx for NetApp ONTAP
ICIFIBELBVTL ISV, MRl
SN fsxadmin® & “vsadmin' (i
I&. Trident ZBLTCF7IUT—
rOERARTZEIE L THIFRT 2
TeOICHBLIERIAZENTVLE
Ao

EXREINFAR) a—L A IHC
DEZBZ 3%E. 7OE 3=
DTIFKRBL £, £/, qtree
YLUNZEBIET 2R a—LD&R
K XZHIRE L«
‘qtreesPerFlexvol & 7> 3 IC &
D . FlexVol volumed 7= D MDqtree
DRABZHAEAIAZATEEXT

(ll
EARALBWVTIEEL,

" (TITAILETIEREIShELEA
)

FlexVol volume# 7= O O ALUNEL “100”

I&. [50. 200]DEHHEICT BHEH
HODET, SANDH,

FSTIWNSa—Ta Y JRICER
TB3TNVT TZT, fl

. {"api":false, "method":true}
‘debugTraceFlags' Z{#H L& WL T
TV, 220 R3S T0>a
— T4 27 %ToTHED. Fllk
AJ A THREBERBEZERET X
_5-0

NFSY OV AT a>mz=hov
XD TEEL X9, Kubernetes
KR 2 —LDITI s T TS
AVIFBEEIANL—Y U5 R TIE
EINFTH. ARL—=T I35
TYIY N AT aVhEESN
TULWARWEE. Trident iZX kL —
SNYIIYROWEET 7AILT
BESNEIYION AT arvE
EATZLSICHRDET, XML
—J USRETNIERT 71ILIC
IOVK AT arhEESINT
WA LSS, Trident IXEHEITS
NTWBKEER) a—LICIT Y
AT a>uERELEFEA

NFS £7-1X SMB 7R 1) 2 —LDE
BZRELET, A7 avik
nfs. smb. £7ld null T

T, *SMB R 2 —LDFHIF
SmMbICERET AHBENHD F
o *null ICERET D&, T7AI
FTNFSADa—LALICEDEY,

null

nfs
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gtreesPerFlexvol FlexVol volume 7= D D&xAK qtree "200"
. [50, 300] DEFHA T dH 3 @4
ERHDET

smbShare ROWTNHOEIBECTTEXT smb-share

: Microsoft B> Y —JLE7=lE
ONTAP CLI Zf#H L TER SN
SMB HB D %A, &7l Trident
N SMB HEZETE DL DICT
BIcDDBH, CDINTAX—Z
I&. Amazon FSx for NetApp
ONTAP Nw I IV RICHETT,

useREST ONTAP RESTAPIZfER T %78 false
DT—D)T > INTA—H, “true’
ICERET B &, TridentiONTAP
RESTAPIZfERLTNYII VR
CBELEY, ZDREEIC
IZONTAP 9. 1. 1UBENKE TS,
IH5IC. FHYA0ONTAPOY 1 >
O—JLICiE. ‘ontap 7 U or—2
AUANDT I IENNRETT,
_iE. BrRIEE SN ‘vsadmin®
B LUV “cluster-admin’ 0 — )L T
feEnxEd,

aws AWS FSx for ONTAP DF&E 7 7 1
IWTIIUATZIBETET XY ©
fsxFilesystemID : AWSFSx 7 "
7AW RATLDID ZEEL X e
9o apiRegion: AWSAPIIJ— nn
23> %, apikey : AWSAPI %

—o secretKey : AWS #&

o}

credentials AWS Secrets Manager ICfR1F9 %
FSx SVM FRiEIEHRZHEEL £ I, -
name . SVM OFREEBEHRNME TN B
=2 Lw bk®Amazon VYV —2X
*—L (ARN) , -type:
‘awsarn ICFREL £9. FMICDOW
Tl&. "AWS Secrets Manager > —
Ly bzEET 5" B8R LT
72& 0,

R)a—Lo7OESI=Z>FJHONYIIY REEAF T ay

FI7AII OO 3 Z>F1E F/ED defaults £ > avicH2IN6DAF T a>E=FERLTEHIET
TET, FICOVWTIE. UTOREHNZBBL T T,

INTX—H BE F7HIL
spaceAllocation LUND ZR—ZE|DH YT true
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spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

BE

AR—ZAFHE—R . Thones (
> V) Ffl& Tvolumes (2w
)

A9 % Snapshot7R 1) & —
BT NT=AR) 2 —LICEID YT

% QoS RIS —J)—T, AL

- F=IFEINYIIVRT
& lZqosPolicy £ 7=
|¥adaptiveQosPolicyd L\ ' b %

EIRL TLEE L, Trident T QoS

RUS— JN—T=ZERAT3IC
iZ. ONTAP 9.8 UBEHHETT,

HEINTLWARW QoS R — 7

IW—"%=FEAL. RUS— J)L—
THEEREZRICENICERIN
B3EL5ICTBIRNELHD FT, H

B QoS RUL— JIL—TFlF. IR

TO7—70—-RDOEFHRAIL—T
v bOLERZERLET,

fERENTR) 2 —LICEID YT

278477147 QSRKRIZ— T

—7o AML—= T—ILFEIFIN
WP T R lZqosPolicy %7z
|dadaptiveQosPolicyd L\ Nh %z
BEIRL T2 3L\, ontap-nas-
economy ClEHR—bETNTULE
Ao

AFTw T ay MBICFHEINT
W3R a—LOEIE T0y

ERBRICO O— > 2D 5Nt
3

#FLUWLAR 12— LT NetApp
Volume Encryption (NVE) &%
ICLEXTo. 774/ hJ false’ T
To COFTTa>EFERTBIC
¥, V5 AZ—LETNVEDS1+
VRZEISE L. BT IHED
HOET, Ny IV RTNAED
BWCHE->TWVWBIFBE. TridentT
JoEvazZ>gEnfcAR) a—
LIZFTRTNAELBRICHED £
T, EMAICOVTIE. REBREL
TL &V "Trident NVE B &
U* NAE DE#E"

LUKSEES{bzBRICL &

9o "Linux Unified Key Setup
(LUKS) =fERd 3" 28R LT
<IEEWV, SANDH,

FI7AILE

none

none

H L snapshotPolicy H'
‘none  DFH. “else™

false

false
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INTX—A& BE FI7AILE

tieringPolicy ER 9 3MEEILR) > — none
unixPermissions HBLWARYa2—LODE—K, SMB ™
A a—LDGEIFTEADEFIC
L¥xd,
securityStyle FLOWARY 2—LDEFXFaUFTa NFSOT 7 A EE unix T

X214 )Lo NFSIE ‘mixed 8L T SMBOT 7 # /L b 'ntfs' T
unix Ex a7 XZ21ILEHYR T,
—hrLZET, SMBIE mixed B LUV

‘ntfs’EF 257 RZAI=ETR

—rLET,

PVCDETE

CDtU 3> TlE. FBE I NT-Kubernetes StorageClassz{#H L TPVEZEK Y
% PersistentVolumeClaim (PVC) Z{ER T 2 AEICDOWTERAL XY, HINT 3
. PVZpodlc¥NU > FTEFET,

PVC Z{ER 9 %

A "PersistentVolumeClaim" (PVC) &. 25 XA _EDPersistentVolume D7 It XEBR T, PVC &, 5F
EDHAXERWET VLA E—RFRORML—DZEBRTBLSICHERTEE Y, BEY %StorageClassz fF
BLT. 75 X2EEBEIL. PersistentVolumeDH 1 X 77X E—RUNIH. NT+—I > X¥PH—E
2 LRI ABEZHETEED,

Trident/\'v & T R ¢ StorageClassx{ER L 7=5. PVCEERTE X9, PVCEZIERR L5, TDHRU 21—
L%ERY RICRTY R TEET,

HYOFINNZT TR
LUTofiE. BXRNZRPVCHERA >3 zRLTVWETY,

RWX 77t X {1+ & PVC

CDFITIE. RWXT7 Ut X% DOEKXMAPVCH. basic-csi' & L\ S ZHEiDStorageClass|ZBHE(TIF 5T
WEd,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

144


https://kubernetes.io/docs/concepts/storage/persistent-volumes
https://kubernetes.io/docs/concepts/storage/persistent-volumes
https://kubernetes.io/docs/concepts/storage/persistent-volumes

storageClassName: ontap-gold

iSCSI #fER L 7= PVC D4

C DI TIE. RWOT7 7t X %Z#FDISCSIHDEAPVCH' . StorageClass & L\ 5 %Al “protection-gold™ |- E&E (T
ITonTWVWET,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: protection-gold

PVCZ1ERL S %

Flig
1. PVC Z1ERE L £ 9

kubectl create -f pvc.yaml

2. PVC ART—HRAEERLE T,

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO S5m

"Kubernetes & Trident4 7> =7 F"&# 2B L T. XL —9 5 XD PersistentVolumeClaim & ED & S I
HEERT2h. LU Trident 7R a—LEZTOES 3= FT23HE%FHTI/INT XA—RXOFM=HE
RMLTLIETL,

TV =3 eET 701493

ANL—C 9SS REPVCHMEREND E. PV ERY RISV NTEFET, COtzo
> a>TiE. PV ERY RICEHKTB-HOOAT Y REEROHIZRLET,
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YOTNTTVr—a3a>%z8AT3

FliE
1. R)a—LERYyRICNTRLET,

kubectl create -f pv-pod.yaml

UTFDAlE. PVC ZRy RICERT 3 TcODERBRERL TVWET, ERIBH :

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

XE EHIRTIE "kubect! get pod --watch' THEER T £ 9,

2. 7R a—LH Imy/mount/path ICY T FENTWE ez L £T,

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

CNTPodZHIFRTEEX T, Pod7 TV 77— aVidBFEELBRLSBDFERTH RUa—LIFFERD XTI,
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kubectl delete pod pv-pod

EKS V5 X4 —Lt®D TridentEKS 7 R AV %H/TET S

NetApp Tridentl&. Amazon FSx for NetApp ONTAP®DKubernetes X kL —CERZ /IE
L. ARECBEEN 7 TV -3 DBEAICERTEDLSICLET, NetApp
Trident EKST7 A VICIE. &RFTOEFa )T Ny FENTEEDNZENTS

D. Amazon EKSTENMET B Z EDAWSIC K > THREESNTWVWE T, EKS P RA V& F
92, Amazon EKS 7 5 XX —DEEM ELZEMZRBICHEEL. VRF>D1UX
f—JL. BE. BHICKHERIEXEZHIRATETE T,

b Jaa
AWS EKS O Trident 7 RA > %ZRE T DHIIC. UTODHDZHEL TSIV
* FRAVHEIRETZ1ERZIFD AmazonEKS VS XA —TH > ko "Amazon EKS 7 KA V"%#HBE L
TLTZE W,
* AWS ¥—4 v h LA ZAD AWS PR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI & 7 : Amazon Linux 2 (AL2_x86_64) ¥ 7=id Amazon Linux 2 Arm (AL2_ARM_64)
* J—RZRAT AMDX 7=IZARM
* BE7F D Amazon FSx for NetApp ONTAP 7 7 1 LY X F L

FIE

1. EKS /Ry RBNAWS UY —RICTIVERATERLSICTRICIE. IAMO—JLE AWS > —2J L w b EERL
LTLEETW, FEICOWTIE. "TAMO—)LEAWSY — 2 Ly FEERT 2" #BBL TSI,

2. EKS Kubernetes 7 5 XX —T. * 7 RA>V*ZTICHELE£T,

147


https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html

tri—env-eks @ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status Kubernetes version info Support period Provider
© Active 130 @ standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

©0 ©0

Overview Resources Compute Networking Add-ons Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) infe View details Edit \ Remove )

[0. Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. AWS Marketplace 7 R A > IC#E) L. storage A7) ZERL£T,

AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on }

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X < 1

n NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organi. king efficient containerized storage workflows. Product details [?
—_—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27, 1.26, 1.25, 1.24,
1.23

4. NetApp Trident * B D7 T, Trident 7RA>DF v IRV IREAVIIL. IANET ) v I LET,
S. VRAVOBMDN— a3 VE&ERLET,
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X ‘

You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. RERT A VREZHBHELE T,

Review and add
Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7 IRSA (W—EXT7AU Y bDIAMO—IL) ZERALTW3HEIE. EMOBRFIEZSRL T LIV
Sy LTLIEE L. %

8. R ZEIRL X9,
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. PRAVDRAT—R AN Active THDZ & =MERLFET,

Add-ons (1) View details Edit Remove i E‘mlﬂm

| Q. netapp X \| \ Any categ... ¥ \ | Any status ¥ ] 1 match 1

fNetapp NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [4

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc. [3

10. XD AX Y REETLT, Trident " SARICEELLK A YA M=ILENTWVWBRZ e #HEILET .

kubectl get pods -n trident

N vy b7y 7Z2HETL. ANL= NI IO RZEEBRELET, SEMHICOVWTIE. "R L= Ny oI
VREHRETZ"EEBBLTLIEETVL,

CLI ZfEF L7 TridentEKS 7 RA > DA VR =L I 7VA VR ~—)L

CLI ZfEA L T NetApp Trident EKS 7 RA>%Z AV A—JLLET :
XROAR > RHITIE. TridentEKS 7 RA>ZA VA M—=JLLEXT

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.1l (BERAN—3 % EH)

UFoaY > RFIE Trident EKS 7 RA > N—2 3> 2561 21> AM—I)LLET

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (BREN—2 3 %FH)

TFDaX > REIE TridentEKS 7 RA Y N—2 32 2562% 1A R—JLLET !

eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.2-eksbuild.l (BERAN—I 3> %FER)

CLI ZfEA L T NetApp Trident EKS 7 R AV %EZ 71V A M—=I)LLET :
ROAR > RIE. TridentEKS 7 RA>&ZT7 VAV AM—=JLLEXT :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

kubectl T/\N\w oI I RE{ERKT D

INY I IYRIE Trident XML —2 ST LRBOBERZREEZLE T, Trident BNZD
ARL—S SRTFLEBETAAEE. Trident WETHHBHRY a—LEFOEY 3 =Y
JT23HEEIBELX T, Trident D1 > =)L, ZXORFTY SIEFNvIITY REE
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trident-fsx-storage-backend.html
trident-fsx-storage-backend.html
trident-fsx-storage-backend.html
trident-fsx-storage-backend.html
trident-fsx-storage-backend.html

93 TY, TridentBackendConfig ARXXL Y —XEZEH (CRD) %fEH

FBL. Kubernetes 1 X —TJ 1 —A%Z/ M L TEH#K Trident N\ I I RZERE LV
EBETEFET, Chld. kubectl F7-ld Kubernetes T4 A R JEa2—> 3 VICHYT

% CLIY—IzERLTERITTEE I,

TridentBackendConfig

TridentBackendConfig (tbc. tbconfig. tbackendconfig) (& ZOY FI Y ROHAFIZEMRCRDT
HO. kxubectl ZFEAL TTrident NI IV REBEBTEFEXY, KubernetesB LU ML —UEEE
& BADIOAYY RS >A—F 4 )T« (tridentctl) ZHEEXH T, Kubernetes CLIZ /L TERE

NY IV RERESVEBTESLSICADF LT,

‘TridentBackendConfig A7 U FOEREFIC. XDELSICHKRD XS :

* NwIUITYRIF. BEINLERTEICEIVT Trident ICK > TEFMICERINET T, THIZHIBHIICIE

TridentBackend (tbe. tridentbackend) CR¥ L TERINZET,

* "TridentBackendConfig' . TridentiZ & > TYERL T 117z "TridentBackend IC—RUIC/NA VY RENTUVE

ERS

% "TridentBackendConfig'id. “TridentBackend & D1FF1DT v EV T Z#IFL 9, FiElE. NvII VR
HEERETE LUV T 2HICA—H—ITRHBESNZ M VX —T 2 —XTHOH . BEIL Trident HRBED /N &

IVR AT b ERTAHETT,

TridentBackend CRIZTridentic &k > TEBEMICERINE T, CNHEZEELBVWTLE
& TV Ny I IV REEHT 35E1E. TridentBackendConfig 7 72 o hEZEL TL 2

34

L,

‘TridentBackendConfig® CRD 7 #—< W MIDWTIE. XOFIZBSBRL T

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret
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F7-. "trident-installer"T4 LI R DFHIT, BREBEBIANL— TSy T x—LIT—E DY FILIER
EHERTZEHTEET,

‘specld. WY I IV REEDEBRNTIA—REZZITRD XY, COHTIE. NvIIVRIE
‘ontap-san A L —

FRIANZFERAL. CTICRTNTWVBIEBHRNSX—2ZFALET, BOX ML —3
RSANDERA T3 >D) X MMIDWTIE. link:backends.html ["X L —
FIANDODNYy I IV FRERBR" 1 ZSRLTLLIETET L,

D ‘spec’ZU 3 ICIE. “credentials’* ‘deletionPolicy’ 71 —JLRBHEENTED. INSIE
‘TridentBackendConfig CRTH/cICEA SN E LT ©

* credentials : CD/INTA— §51M$E74—)L|\T37)D A= O RTFLIT— tX—C@quE‘JQFH
TNBZERBEBNIZTENT T, Chd. I—HF—DMER L7 Kubernetes > — 27 L w MZERESNE T,
BRBERITTIL—TFANTEITECNTES. IZ—HERELET,

* deletionPolicy : CD 7+« —JLRI&. “TridentBackendConfig hHIfR T Nic & FITANRI Z2HEEE
LET. RD2DDEDVTNHZEBZENTEET

° delete ! CHUCEKD. TridentBackendConfigCR YBHETZ/N\Nv I I ROmADHIRSNE
_a-o :hb\Tj * )L I\ﬂET_a-o

° retain: TridentBackendConfig CR D HIFRENTH. NI IV ROERIFEDEFEED.
‘tridentct TEETI XY, HIBRAR) > —% ‘retain' ICRRET D & I—H—IZUEID ) 1) —X (21.04
KOFN XTI L—RL. tFRSNIENY I IV REREITEE T, D71 —ILRDIEIL.
“TridentBackendConfig” DEREBICEF TIT £ 7,

Ny I RDAFIE spec.backendName' ZER L TREINE T, IEELBRWVGE. Ny
XE 2T RD%HIIE TridentBackendConfig' 4 7> =2 k (metadata.name) DHFIICERE TN

9, ‘spec.backendName ZFERHL TNV I IV RAZARNICKRET S xHRELE
ER

tridentctl TR NIz/N\Y I IV RIZIE. BERIT SN
‘TridentBackendConfig A7 T hHHBDEFEA, EDLSHBNYIIYRIZ
‘kubectl T ‘TridentBackendConfig CRZEMT B TEBEITZ_EHNTEXT,

B>k E—DIBRR/NT X —42 (HIRIE. spec.backendName. spec.storagePrefix.
“spec.storageDriverName' 72 &) ZIEE T AIHNENH D7D, FRL T LT L\, Trident
I&. #L < {ERR S M7t “TridentBackendConfig' ZBEZD /N IV T RICEBEFBICNT VR L
F9,

FIEDEE

“kubectl  ZEHALTHLWLWNYIIY RZEMT BICIE. ROBRELZITONELRHD XY ©

1. "Kubernetes Secret"Z1ER LT, >—2o L w MIld. Trident AR L — 95X % | H—E R CIEE
TRODICHERILTOIOVILDEENTUVET,

2. “TridentBackendConfig # 7Y =¥ b EER L £J, THIClE. AML—J0 5 X BZ/H—ERICEET 55
MAZTENTED. FIOFIETER SN —T Ly EHABRBEINhEFT,
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://kubernetes.io/docs/concepts/configuration/secret/

Ny I TYRZVER LTS5, “kubectl get tbc <tbc-name> -n <trident-namespace> ZfFH L TZ DA T—4X
2AzHER L. EBMOFHIBERZINETETET,

27w 1. Kubernetes>— 2 L v & {EKT 3

NYIIVRDT7 IV RABRBREZSTC>—I7Ly FEERLET, CHIEEANL—Y H—EX/FS Y bk
T74—LICEBTY, RIHlZRLET :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

CORIF. BRAM L= PS5V RNT4—LD Secret ICEDIREDRHD 74— ILREFEHHDTY

A= TS5y b Tx—LD —=ULvhk 71 —IL K DFREA

Secret Fields D3xPA

Azure NetApp Files clientlD 7 V) EEH S Dclient ID

Element (NetApp HCl/SolidFire) T YRRk 77> ERKIEFR ZF D SolidFire
75 AR —DOMVIP

ONTAP d1—H% I 5 XRISVM ICHERT BTc0HD L

—t—%, TLTUTwILR—2
OFEICERSNET

ONTAP INZAT—R IS5 2R —ISVM |CEFTR-HD
INZAT—R, LTI vILRN—
ADEEICEREINET

ONTAP clientPrivateKey IS4 T MR E— 0 Baseb4d
I>Ia—RENFfE, FAEEER—
ADFREECERTNE T

ONTAP chapUsername ZEI1—H—%, useCHAP=true
DHZEIFNETY, ‘ontap-san'$H
&£ U “ontap-san-economy’ DS

ONTAP chaplnitiatorSecret CHAP 1 = I —&2>—7JLvy
ko useCHAP=true DIH&E T HAE
T9Y, ‘ontap-san'& KU “ontap-
san-economy DIFE
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ANL—= TSy b T4x—LD =Ly 71— )L RDERA

Secret Fields D3HPA

ONTAP chapTargetUsername A=y N —tF—
%, useCHAP=true DIFEIIHE
T9Y, ‘ontap-san'$ &L U “ontap-
san-economy DIFE

ONTAP chapTargetinitiatorSecret CHAP #—4'w k 41 Z>IT—&% >
—2 L w ko useCHAP=true D%
BI3NBETY, ‘ontap-san' B LV
‘ontap-san-economy DG5S

CDRT Y T THER ST NT=Secretid. XD X 7w FTIER NS "TridentBackendConfig' 47 7> +D
‘spec.credentials’ 7 r —JL R TERINZX T,

27w 72 . TridentBackendConfig CRZ{ER T %

CMNT. TridentBackendConfig CRZ{ERR T RN TETH Lo TDOHITIE. ‘ontap-san’ R 51 /N\%Z
FEARATZ/N\ v I I RH. UTFICRT TridentBackendConfig' 4 7 o F 2 ER L TER SN E T :

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

A 7w F3 . TridentBackendConfig CRD X T— X Az T %

CMNT. TridentBackendConfig CRE{ERLT=DT. XT—XRAZHRTETET, XRDFlZzHSEBL T
TLVe

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8ef6-
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bab2699%e6ab8 Bound Success

NI T RHEEICER TN, TridentBackendConfig CRICNT VY RENFE LT
7 —XIIFIRDOVWITNHDEZIEETET XY -

* Bound . TridentBackendConfig CR IZ/N\w I I Y RICEE[MITSENTED. FONY I IV RICIE
configRef A ‘TridentBackendConfig CR M uid ICERESNTWVWE T,

* Unbound : "" EFHALTRINZET,  TridentBackendConfig AT MINYIITVRICN
AREINTVERA. FILLIERSNIITARTD "TridentBackendConfigCR &, T 7 #JLFTZ
DIT7x—RIHDFET, 7T—ANEEINT/&IE. BU Unbound ICRD CEIETEFHE A,

* Deleting : TridentBackendConfig CR D deletionPolicy HIBRT D LDICEREINF LT
‘TridentBackendConfig CR DHIBREI N3 &. BIFRFIREICEITLE T,

e NI TV RIZKEAR) 2a—LoL—L (PVC) HEELBWVESIE. TridentBackendConfig®
ZHIBRT B &, TridentlF/N\w I IV R¥ ‘TridentBackendConfig CRBHIFRL 9,

e NYIIVRICT1 DULE®D PVC HFET 355, BIFRIKARICARD £9, TridentBackendConfig
CRLZDEHIBRZ7 T —XICADFd, /Ny I IR TridentBackendConfig'i&. I RT®D PVC H
HIFRESNIRICOAHIBRINEF T,

* Lost ! TridentBackendConfig CRICEEEGITENT=NY I I Y RABR > TELISHEICHIBRSI L.
TridentBackendConfig CRICIFHIFRESNI=NY I TV RADBBA XK ->TUVET,
TridentBackendConfig CR |&. ‘deletionPolicy DBEIZBIRAHIBRTET X9,

* Unknown : Tridentl& TridentBackendConfig CRICBHEMITENTWANY I I Y ROREX-ISEFEE
W TEEF A, Tcr XX, APIHF—N—DISE L BRVISEP.
tridentbackends.trident.netapp.io CRONFEELRWEERETY, CDHE. NADNREICR
ZOlEEMDHD £,

COBRET. NIV RANEBICERNENE LT, BMTRIETESREDV DD HDET, "NV I T
Y ROEFENY I T R OHIR"

(FF>3y) RTFv 74 55l%=E8 T3
NI Ty ROFHBESHREEETZICIZ. XOIAY Y RERTLET,

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

IH5IC. YAMLJSONA > JZBS 95 & H TE XY TridentBackendConfigo
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kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo ICl&. backendName ¥ backendUUID WEEXNTHD. THE TridentBackendConfig
CRICISCTIERCNIENY I TV RDHDTY, lastOperationStatus 7 —JL R,
TridentBackendConfig CR DEHEDFED AT —RXZR L THOH., CNFI—HF—ICL->TRUA—T
Nn3\E (B : A—%—7h spec TADZZELHS) . Trident ICK>ThUA—N3HE (f

> Trident DBESR) MDD FJ, ZHid Success F7-ld Failed DWLWVFNHICHRD £F, phase I
TridentBackendConfigCR &NV I IV REDEARDAT—RA%ZRLFT, LEEDHITIE. phase D
fBlE Bound £ >TH D, THld TridentBackendConfig CRANY I I Y REBEE[MITENTWVWSRZ
ZTRKLED,

“kubectl -n trident describe tbc <tbc-cr-
name> AX Y REETTRE. IR FOAJTOFHEEZEISTEXJ,
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REE(T T 57 “TridentBackendConfig 77 7 =7 h ST /NI TV K% “tridentctl ZFEA L
(o =t

s TEHEIFHBRT B CIETEFEE AL tridentctl’ & “TridentBackendConfig" M1 D & X FE
ZIBMETBICIE. "ChELE CELETVWZBRLTLETL,

NYIITVRZEETS

kubectlz{E/H L /=Trident/\wv oV T > RDEIE

‘kubectl ZERALTNY I Iy FEBRFZRITI B A AICDOVWTEHRAL X T,

NI IV R%ZHIRTS

‘TridentBackendConfig ZHIBRT B . TridentiCXL TNV I IV RZHIBR/FRIFITBELD
IR LET ( "deletionPolicy ICEDK) o Ny I IV RZHIBRYS BICIE

‘deletionPolicy MldeletellB®EINTWVWBD L ZHRL T IZT L,
‘TridentBackendConfig fElFZHIBRYT BICIE. “deletionPolicy B

retainiCBRETNTWVWBRIEZHERLTLET L, CNICED. Ny I IV R EHESIEEL.
‘tridentctl ZFERALTCEETETS3eHRIESINE T,

ROAR RERITLED,

kubectl delete tbc <tbc-name> -n trident

Trident|d “TridentBackendConfig' T & 11 T\L\/zKubernetes Secretx HIlfR L £t Ao Kubernetes 11— —
=Ly b )27y TT23EEANHDET, O—IL v b ZHIRT D ESIIFENMUBETT, >—
Ly g NIV RTHEREINTULAWVBEICOAYIRT Z2HELHD X9,
BEONYIIYRERTT S

ROAR RERITLETD,

kubectl get tbc -n trident

‘tridentctl get backend -n trident F¥7cld ‘tridentctl get backend -o yaml
-n

trident ZETL T FEIBZIRTONYIIVRDIRA M ZEETBREHTEEFT, DY
X MICIE.  Ctridentctl THERMSNIENYIIVRBHBEENET,

Ny IITYRZEHTS

Ny IIYRZBHITIEBEHIIEREZIOSNET
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

CARL=CORTFLANDILT UYL EEEINE LT VLTV vILZEEHT BICIE
"TridentBackendConfig'#4 7> = ¥ b TEFA I N T L3 Kubernetes Secretz B9 23BN H D %
To Tridentid. BESNIERFOILTOOvIIZFERL TNV I IV RZBHNICEHLF T, XDO
<> R%ER{TL TKubernetes Secretz B L 9 :

kubectl apply -f <updated-secret-file.yaml> -n trident

* NNTA—F (EAINTLS ONTAP SVM DEHIARY) ZFHTIMBENHD FT,
° “TridentBackendConfig' 4 7' ¥ b, XD AT > R%ZEA L TKubernetesiZFH TEEZREH TIT XY

kubectl apply -f <updated-backend-file.yaml>

c HBWE. MDD ATy RZER L TEIED TridentBackendConfig CRICEEX MR D N TE
x9 .

kubectl edit tbc <tbc-name> -n trident

*NYITIVRDEFHNKBMLIES. NV IIY REREBOBEHMDERDEFICHD
9, OJ%RTLTRAERET 3ICIE. kubectl get tbec <tbc-name> -0 yaml -n trident” &
XE 7=1Z “kubectl describe tbc <tbc-name> -n trident ZE1T L £ 9,

BT FMIILOBEERFEL TELELES. BHRIOYYREBETTEET,
tridentctl Z{ER L 7= Trident /N\w o I ROEE

‘tridentctl ZFERAL TNV IIY REBIREEETIBZHEICOVWTEHEBELE T,

Ny O TV RZEERY %
"Ny DTV RERET 7" ZERLICS. ROAY Y R ZRTLET !

tridentctl create backend -f <backend-file> -n trident

Ny TV ROERICKBLIEZSIE. Ny I I FOBRICEENHD T, ROIVV RZRTIB L.
OJ%2&X AL TRRAZHETEET -

tridentctl logs -n trident

HRET7AIOREEBELTEIELS. ‘create ANV REBERITLET,



Ny ILIY R%ZHIBRT S
Nw I I R%ETridenth SHIBRT B ICIE. ROBRIEXITVET ¢

LN IITVREERISLET .

tridentctl get backend -n trident

2 Ny IITVRZHIBRLFT :

tridentctl delete backend <backend-name> -n trident

Tridenth CONY I TV RO 5 7OED a =Y J LR a—LERFTy T ay bHEEE
XE TI3%ma. Ny IIVRZHIRTZ . HILWRY2—LZT7OED 3= I TERIAED
9. Ny IITYRIE THIFRF) ORETHEELKITE T,

BEONYIIYREZRTTS
Tridenth'Z858 L TWA NV I I Y RERRT BICIE. ROBIEXITVE T,

s HWIEXEF I BICIE. XROOAT Y REETLET .

tridentctl get backend -n trident

FTARTORMBERIET BICIE. ROV RERFTLET

tridentctl get backend -o json -n trident

NYIIVREEHTS
FLONYIIYRBR 7 7L ZER LS. ROOY Y RZEEITLET .

tridentctl update backend <backend-name> -f <backend-file> -n trident

Ny T ROEFMNKRBLIHZEIF. Ny I T FOBKICEENHBH. BHMLEHRZHITLE LI X
DIAXVFZR{TT2E. AV ZRFLTRERZHETEXT !

tridentctl logs -n trident

RET77MIILOBBZREL TEEL S, ‘update’ ANV FZBEXRTLE T,
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NVIITYREFHAITZIANL—JSISIAERETS
ChUE. Ctridentctt BNV VIV RA TS0 MWL THAITSISONTEIZETE 2EROBEDH T,
N I—TFTo VT EFERALTED, 1A M=ILTEIRERHD FT,

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

M. “TridentBackendConfig' Z B L TER I NIV I IV RICHBEBRAINE T,

Trident/\'w o T > RBEIEBHEEEIRT S
Trident CNY I IV REBEBIZIEFIERAFEICOVWTEHBLE S,

Ny IITVRZEEBITEZA T3>

‘TridentBackendConfig DEAICL D, BEEIF. NvIIVRZEETS 2
DOMBEDAEZHBETERLDICADE L e TNICEKD. XOREHMIELFT -

* “tridentctl’ Z{#R L TIER SN2\ v I T2 RiL. “TridentBackendConfig TEIETIF £IH ?
* “TridentBackendConfig' Z A L TIER S NI=/N\y I T Rid. “tridentctl ZfEA L TEETI 9N ?

tridentctl ZfFEAL T/Nv I I F%ZEIE TridentBackendConfig

Dt a>Tld. Kubernetest > X —7J 41 X% &L T “tridentct! %= BEZ{ERL L«
‘TridentBackendConfig' 4 72 =7 b Z{E T2 CE TERSINTENY VT Y ROBEFIBICOWVWTEHBAL £
ER

CHNUIRDTF)AICERINET -
* BBED /Ny U T RIZIE TridentBackendConfig h'#% D £ Ao, T3 “tridentctl TIER SN/ T
ER

* “tridentctl TIER SN LW Y I TV R (8D "TridentBackendConfig 4 7 =¥ MO EET 35S
) o

EE5NDTFI)ATH. Ny IIYRIFIFEELEF. Tridenth 7R 2 —LDRT S a—ILEREELR) 12— LIC
W RREETVET, BEEICIXRD2DDERELIHD £ (1)
s FNEMFERLTERSINTNY I I ROEIEICIE tridentctl 25| CHIBALIEE 0N,

* “tridentctl’ ZfEH L TERRIN/NY I T2 RZFH LU "TridentBackendConfig 4 7> o MMI/NA Y RL
£, THNUSKD. Ny I IV RIF kubect TEEIN. ‘tridentctl TIFBEINBRLADFT,

‘kubectl ZFERALTHEONYIIVREEEBTSICIE. BEONYIIVRICNA VRS
3
‘TridentBackendConfig Z1ER T 2UBENBD £T, TOHARDHBEIIRDOLEDTY !
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1. Kubernetes >— 2 L w b ZEIERLFE T, CDZ—T L w bIClE. Trident XA ML —J 05 X4/ —
EXREBETIEOHDICHRERILTUUVILAEENTULET,

2. TridentBackendConfig A7z FEERLET, CHIIF. AL—U 05X Z/H—ERIC
B9 35@NEENTED. BFIOFIETIER SN —O Ly FHABRBREINE T, F—DHRE/NT X
—4#& ( “spec.backendName. spec.storagePrefix. 'spec.storageDriverName'7%Y¥’) %i8%E
TBESITEFETRIHENDHD £, “spec.backendName |ZBIFZD /Ny IV T ROABICERET S
MELHD T,

ATV NYILIYREEETS

BIZD /Ny I T RIC/NA > K$ 3 "TridentBackendConfig' #ER 9 5 ICId. Nw oIV ROBHEEIET 3
HERHDFT, CORITIE. XD ISON EERZFERLTNYIIY RAIMEShIcCRELEFT ©

tridentctl get backend ontap-nas-backend -n trident

o Fomm -

frecssssmem s me s a s e e i 1

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

frecsmssmemeso oo ==== frosssssassmssme=s
fess===s=s=sssesessososassssssssssssa=s fremm====== foms====== ¥

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e foss=============

et et fomm - fomm - +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",
"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {
"store": "nas store"

by

"region": "us east 1",
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"storage": [
{

"labels": {
"app": "msoffice",
"cost": "100"

by

"zone": "us east la",

"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

25w 71 Kubernetes>— 2 L v b Z{EKT 3

ROBUCTRT LI, NI IV RDOEBHRE L Secret B LEXT -

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password
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kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

27w /2. TridentBackendConfig CRZ{EF T %

RDRZATw TlE BEFED ontap-nas-backend ICHBINIC/NA > RENSB "TridentBackendConfig CR
ZERTALTY (COBDESIC) o RDEHNH-ETNTVWEIZEZHRLTETWV !

*@BL/NYIIYRED spec.backendName TEZINTWLWE T,

BN AX—RIETONY I TV RERA—TY,

cRET—IL (FETZHE) & TONY I I Y REFELIBFRZ#F T3 H8ENHD £7,
c LTIV ILIETL—>TF X MTIE4 <. Kubernetes Secret #i@ L TRt £ 9,

C DiZE. “TridentBackendConfig & RD K S ICHRD £T ¢

cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
dataLIF: 10.10.10.2
backendName: ontap-nas-backend
svim: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:

spaceReserve: volume
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encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

7w 73 . TridentBackendConfig CRDRXT— X X% LT %

‘TridentBackendConfig DMEENi=®. TDT7x—XIF
‘Bound THAIMNENHD £, £loeo BEFEONYIIVREBILENYIIY RBLUUIDZ RRY
BRENLHD £,

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl0-e4c6-4160-99fc-

96b3bebab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fem==s=sssessssosa==== foss=============

o fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fm fomm e

fessmesee s s s s o s s s s e e fremem==== frossmm==== I

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e fosssmmmsema=ae=s
e e femem==== fos======= +

NwP I RIE. tbc-ontap-nas-backend TridentBackendConfig 47 7> ¥ &AL TREICEE S
Nd3EL2ICHBDFET,
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TridentBackendConfig Z{FERAL TNV I IV RZEE “tridentctl

“tridentctl &,

‘TridentBackendConfig ZRAL TERINIENY I IV RZ—ERRITDHDICHEHATEX
T THIC. BEEIE

‘tridentctl ZBLTEDESBNYIIV REZRLICEEIBZEDHTE,
‘TridentBackendConfig %ZHIPRL. spec.deletionPolicy h'

‘retain ICERESNTVWBR CZHESRTE XY,

ATV NV ILIY REEETS

B ZIE. RD/INw o T RH TridentBackendConfig' ##ERA L TIER SN LET ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

o o
o - e it +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

o o
e Fom—————— Fom - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

o e e e T e

Rt b F—————— Fo———— +

HAH 5. “TridentBackendConfig NMIEEEICER TN, NY I IV RICNA Y RINTWVWR IO ET
[Ny IV RO UUID ZRERL T ZTW] ,

27w 71 “deletionPolicy /' ‘retain’ ICERESNTWVWB 2R LET

‘deletionPolicy DEZRTHFXL LS5, %
‘retain ICERETBIHBEHNHD £9, CNICEKD. “TridentBackendConfig®
CROHIFRENTH. NV IIVRDERIEFEDEFEERD. “tridentctl TEETEXT,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY
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backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain
kubectl patch tbc backend-tbc-ontap-san --type=merge -p
"{"spec":{"deletionPolicy":"retain"}}' -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5£f82 Bound Success ontap-san retain

XE “deletionPolicy 1’ “retain ICERE SN TWARWED . ROX 7w FITEFRHBWT L2,

27w /2. TridentBackendConfig CRZHIFRT 3

REBEDZAT v FlF. TridentBackendConfig CRZHIPRT S L T, “deletionPolicy' ' ‘retain’ ICERE &
NTWB Iz LR, HIRZEDB N TEXT !

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fom e fomm -
Rt et e e F————— o +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

o o
ittt b L e PP - o +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

e o

o e fomm - +

‘TridentBackendConfig A7V U FZHIBRT B L. Tridentld/N\w I I RBE%EERERICH!
FRETIC. BICHIBRT 37217 TY,
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