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Trident’ f£F 9 % Kubernetes "StorageClass' 7 7 7 MMIXD L SICHED £ ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>

allowVolumeExpansion: true
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Kubernetes "VolumeGroupSnapshotClass'# 72 £ 7 k& "VolumeSnapshotClass™ IC3BIIL TWE T, b
ITEBDIANL—Y VS RAEEERTADICERILE. R a—L J)L—7F Snapshotic & > TEBIN

T. SnapshotZz &E 7% Snapshoty 5 RICEEMTE T, &R a—L J)L—7F Snapshotid. E—DR 2
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apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver l&. ‘csi-group-snap-class ¥ 7RXADR) a—LAL%)L—Fsnapshot

DERD Tridentick > TAIBENS C ¥ ZKubernetesIZIEEL £95

‘deletionPolicy &« JIL—FsnapshotZHIRT IMENH DL IICETITR70>a>%zig
ELFXzFYT, ‘deletionPolicy'h' ‘Delete ICERETNTULIIEA.

SnapshotDHIBREND . RJa—LYI)Il—Fsnapshot A TP TV RNERML—UOUSXAZLED
BB 3snapshot N BIBFREINE T, £7/lF. ‘Retain ICRET D .
*VolumeGroupSnapshotContent * E¥JIBSnapshot BMRIFEINE T,

Kubernetes "VolumeGroupSnapshot = 7> 7

Kubernetes "VolumeGroupSnapshot 7 72 7 b, BHDR) 2 —LDRAFv T3y FEERTIEK
TYo PVCHRY 2a—ALICHTRZA—HF—DERZRIDEFKRIC. R)a—LJI—TF Ay TFavh
. BIEOPVCD R+ Fo 3w MEERT 27D 1I—H—DERTTY,

R)a—LINWL—TDRF v T3y hERDBEKBZ E. TridentigNw I TV RDRY a—LDTI—FXF
7 a v FOERE BEIMNICEIE L. —E® VolumeGroupSnapshotContent 4+ 7 =¥ EER L TR F v
Toav b ELABLET, BEOPVCHSRFTv I3y b EERL. FILLWPVCEER T3 ZICEDR
+v 3w h%DataSourcer L TEAATE X9,

VolumeGroupSnapshotD Z 1 7H 1 7 )Lik. V—RPVCHSLHMIIL TWVWET, V—XPVCHHI
BRENBBER Ty T ay MIFRESNE T, XRFTv TP ay MHEERITSNTWVWSBPVC

@ ZHIFR S 2/ E. Tridentid COPVCONY ¥V J R a— L%z *HIBRFREICY—I LET
. BLICIFHBRLEHA. BETEZIIRTORFy T3y bHHRENZ . R a—LA
TIN—=TDRFvFay bbHIBREINE T,

Kubernetes "VolumeGroupSnapshotContent # 7> 7 ~

Kubernetes "VolumeGroupSnapshotContent 7 7 = k&, §TICFOEY aZ > 3nfcAih) a—LH5
B EN7=J)L—TSnapshotz R L £9, 71l PersistentVolume ICEELIL TE D, AL —Y 54
—kic7aEY 3= > I ENTSnapshotz/R L £, PersistentVolumeClaim'$ & U "PersistentVolume' 4
T2 kERRIC. SnapshothMER T3 &, “VolumeSnapshotContent 4 7' £ & b i&. SnapshotD{E
Fi% ZE3R L 7= "VolumeSnapshot 7 7 7 h e DIMMDI v E VI E#IFL E I,

*VolumeGroupSnapshotContent A7 ¥ I
‘volumeGroupSnapshotHandle XX ML —U Y X7 LICTEET BE4L DvolumeSnapshotHan
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dlesB¥, XRF+w T gy I —T2BATIFENSENE T,

AT Tay brDUIIRMDED L, TridentiE/Ny I T RICAR) a—L TI—TDRFyvFoavhk
HERLET, RUa—LJTIN—TDRFv T3y bHMEREIN S &, Tridentld
"VolumeGroupSnapshotContent # 72 7 &R L. X+ v 7> 3w h%Kubernetes APIZRBIL £

Kubernetes "CustomResourceDefinition'* 7> 7 ~

Kubernetes X Z L )Y — R, BEEICL>TERIN. BUDA TSI 2T IL—F T B1DICE
FAEN3 Kubernetes APl DT> KR4 > F T, Kubernetes Id. A7z b OL V>3 % RET SR
DDARRZL )Y —ZADEREYR—FLTWVWET, CNE5DDY —IEEIF. UATEERITIT S & THIE
TEF XY kubectl get crdso

HRAZL V)Y —REEH (CRD) EZFNICEAE[MITSENT=FA TV T b XX2F—A2IF. KubernetesiZ L > TX
RF—H ARTICRESNET, CHICED. TridentBDRIDR b PHREICHED £9,

TridentiZ. "CustomResourceDefinition’'4 7> o b%ZEAL T, Trident/\w TV R, TridentX kL — 2
SR, Trident’R) 2 — LR EDTridentA Iz b DT7AToT4 T4 2R FLET, 5D F TV
METridentiC & > TEBIEBEINE T, THIC. CSIZFRYU 2—LSnapshot7 L—LT—2 Tld. R a—
LSnapshotZ E& T B T=DICHERWVW DHDCRDAEAINTUVET,

CRDIZKubernetesD#E1ETd, LR TERINIIY —RDA T U MMETridentiC & > TERSNE T
EELF e LT, tridentctl ZERALTNYIIVREERT D . W93 “tridentbackends
CRD# 7Y 2 bh'Kubernetes TERA T B 7=DICIER SN E T,

LTFIC, Trident®CRDICDWTHEEIARTAZ WS DHARLET !

* Tridenth'f Y X b—J)LENB . CRDOEY FHMERRIN. D) Y —R X1 FTEEKRICERTES &
SICEDET,

* “tridentctl uninstall Y > RZ{FEA L CTridentz 71 VX b—=JLd B &, Trident/Rw RIFHIBRSNE T
M. FERSINICRDIFZ ) —> T v FENFtE A, "Tridentd 7>+ > 2 b—)L"#HB L T, TridentZ 5
2ICHIR L TRVID S BB T2 HEEEML TLIET L,

Trident “StorageClass' 4 7> 7 k

Tridentid. 7OEY 37— 7+ —JL R T csitrident.netapp.io’ Z$5E 9 S Kubernetes "StorageClass' 4 7' =
JRBICHIRTZA ML= RZEHLE S, A NL—U 05 R&E. ENHER T Kubernetes
‘StorageClass # 72 7 FD&RIE—BL £ 95

@ Kubernetes Tld. Tridentz 7O E Y 3+ — & L TERATY dKubernetes 'StorageClass’ hV & & &
nNdc. ING5OAT2 7 CHEFMICERINE T,

AbL—=2 05 R a—LOBHEDEY bOSEBREINE T, TridentiZCNSDEFZEA ML -
T—ILIHFETIRMECRBELET, —HIT2HBE. €DA ML= T—ILIFEDRI L —2 U5 X%ZEA
LTHRYa—LZzT70ES 3= 2T F3ODENRE—7 Y MMCBRDET,

RESTAPIZERAL TR ML =SOSR EEHREERIT DA NL—J U S ABREIERTE X9, 272

L. Kubernetes® 7 704 X~ hDFE. # L L Kubernetes “StorageClass 772 7 M EFERT D & FiC
ER SN2 CeZzBELTVET,
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Trident/ \wo I RATITo ~

NI ITYRIE. TridenthA7R) a—ALZ7OEYS 3 =033 ML —7ONAMA—%2RLET, B—
DTridentf Y A2 XIFEEOHONY I IV RE=EEBTEET,

@ chid. BOTERLTEETZ 22037V B4 7D5E5MD1DTY, H5 121
Kubernetes StorageClass 7732 T,

NEDA TSI FOBEREDHFMICOVWTIE. "Ny I TV ROEREEZBBLTLIEIL,

Trident “StoragePool' 7> = 7 k

AhL—=2 F=I)lid. BNV IIVRTIOES 3=y TE3EBDEFRZRLET. ONTAP DIEE.
N5IESVM O 7F )47 — MIHEYE L E 9, NetApp HCI/SolidFire MIga. TNSITEEEHIEE L7- QoS
BIHICHIGLET. FAML—2 FT—ILICIE. NT A=V R T —2RERFUEZEERT 2 —EDER
DRASL—CBUDRHDFT,

CCTOMDATI I FERBERD, A ML= F—LOBREIZBICESNICKRE TN, BIEINhET,

Trident 'Volume 2 7> 7 ~

R)a—LF7OEda - vJoEKXREMNTHD. NFSHAH, iSCSI. FCLUN BRED/NY I IV R IV KRR
14> FTHERINE T, Kubernetes Tld. 513 “PersistentVolumes' ICEENIGL £, R a—L%E{E
BB EE. A a—LzZzOES3aZ VI TEBRGFREHAXEZRETDAN L= IS ADHB
HHESRLET,

* Kubernetes Tld. CNH5DA TPz MIEFNICEIEINE T, ENSERTL
T. Trident 7O a =y LEERNBRZHETEET,

@ *BHETBRIRFTY I ay hEFOPVEHIBRT 2558, XL d 2 Tridenth ) 2 — AIF*HIBR
ARREICEFINE I, TridentR) a—LZHIRTBICIE. R a—LDRAF v T3y
M EHIBRT Z2HEBEHLHD 9,

R a—LERKIR. 7OEY 3 =Y JENTR) a—LAICBELRTONT A Z2EELE T,

B4 A4S WAB BE
version string WO Trident APID/N— 3 >
(m™M1)

eI string F{N ER T 3R 1 —LD%
Bl

storageClass string [EIR A)a—LDFOES 3
ZVJRICERT S A~
L—S95 2

T4 X string =40 JOEsa=—>J9 3R
)a—LDH1X (N1
==Ky}

ZJOc3) string LWLz RT3 7O0RIILEA
7 Thiley £7213 T
block
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B% kv WA B

internalName string LWL Z ML= ZFLED
TV D%
Bio TridentlC &k > THER

SNE9
cloneSourceVolume string LWLV 3 ontap (nas, san) &
solidfire-* : 2 O0—>7T®D
R a—L%
splitOnClone string LWL ontap (nas. san) @7
O—>ZHIS50BET 3
snapshotPolicy string WLVZ ONTAP-* . (9
% Snapshot’R 1) & —
snapshotReserve string (RIRY-4 ontap-* : SnapshotfBIZF
HENTWBR) a—L4L
DEIG
exportPolicy string WLVZ ontap-nas* : FHI 3T
G 2K~ FRY S—
snapshotDirectory J—I)LE (AIAY-3 ontap-nas* : Snapshot7
1 L7 FUHKRTREIND
he>h
unixPermissions string LWL X ontap-nas* : #JHAUNIXiE
PR
blockSize string LWLz SolidFire-* : 7Owv 7/¢
92— 4=X
fileSystem string (RIRY-4 771 AT LDESE
skipRecoveryQueue string LWL R 2 —LOHIBRAH .

AL —=CADY) A3/
Fa—%N1A1/NZXL. R
a—L%ZBEBICHIBRL
£9,

Tridentld. R 2 —L%EERT 3 & FIC internalName Z4EE L £ T, CNIE2DDRT Y T THERINE
To FT. ARL=STFL T v IR (FITAILED trident £ENY I IV RBEDSIL T4 v IR) &
R a—LZADRENICINL T, “<prefix>-<volume-name> £ WS R DE&RIICLEF T, KIC. Ny I ITUR
THIINTUVWARWNFEZEBEIRZI T, LRET 2214 XLET, ONTAPANY I IV RDIFE. N1 T V%
FURA—XATICBZIHRZET (LA >T. HNER%IE <prefix>_<volume-name>'|Z7 D £9) o Element/\
WOTIYRDGE. POA—XATIENA T UVICEZTBISNE T,

R a—LEHZERTZ . RESTAPIZERL TR 2a—LZEBEE I OEY 3=V JTEEXT

H. KubernetesDEA Tld. (FL A X DI—H—HUEZEDKubernetes "PersistentVolumeClaim' A&z A

BZTEPRESNTUVET, Tridentid. 7OED 3 =2 FOELXD—E LT CORVa—LFATDx
7 bz BERICERL £ T,

Trident “Snapshot A 7> ¥ k

ATy T3y MIRY 2a—LDRA Y MV RZAL AE—THO. FLWARY 2a—LDTFOEY 3=V
PIRREEDETICHEATE £, KubernetesTld. Z#15 (3 "VolumeSnapshotContent' 4 7' = 7 ~ ICE#REXT
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HLET. EXFvTTavhbE XFvToay bDT—20DY —XATHBR) 2—LICEERFSATYL
=

& “Snapshot 7 7 T M. UTFOFONTasHEENET :

B4 XA WAZE Bz

version XF7l) E4A Trident APID/N—< 3 >
(™My)

%I XF5 [=qA TridentX v 3w bk
FITS U D4R

internalName X575 {8 A=YV 2FLE

DTrident X Fw 3w
EATS o DRI

volumeName X5 =4A SnapshothMERL & 1 B 7k
BUR U 21— LDRH
volumelnternalName XF5 EqN ZRL—SUZXFLED

B8&E 9 B Trident’R!) 2 —
LAT T bD%H]

@ Kubernetes Tld. CNH5D0A TP MIBEFHICEEINE T, ENS5EFRRL T Trident
RO a=->J LR EERTEET,

Kubernetes VolumeSnapshot " A7V T M) I XA MHMEREIND E. Tridentld/Ny I IV RIA ML —
CURTLEICRFY T3y AT bR T A TEMELE T, CORTFTyToaybhATox
2 h® ‘internalName'ld. FL 7«4 YR “snapshot-'¥ ‘UID. VolumeSnapshot# 7o kD
“snapshot-e8d8alca-9826-11e9-9807-525400f3f660' A B HE TEMINE T, ‘volumeName & KU
‘volumelnternalName' |3, NI I YRR a—LDOFEMEREI S TRESNE T,

Trident "ResourceQuota' = 7> 7 ~

Trident7—E > 12w k& “system-node-critical {85cE 2 5 X (Kubernetes CHIFARIgEATRm DEBEE Y T X)
ZEALEXT, CNICKD. Tridentld / —FDIEERRI vy MU VRICA) a—LZHBHNLTIV—2T
TTE VY —ROEFHNEVWI T XX —TIE TridentT—E>t v bRy RIMBEEDOEBEVWVI—IO—R%
TOIVTRTEFT,

CNZRIFT B0, Tridentld "ResourceQuota’ 4 72 =¥ b &R L T. Trident daemonsetT [system-
node-critical] BE Y I AN HmIEINDILSICLE T, EA LdaemonsetDERATIC. Tridentid
‘ResourceQuota 7 72 7 b E&RER L. BEHITNBZWEEIXERALF Y,

7 7 # )L b DResource Quota & Priority Classz & SICHIH T 2 HENH BFEIE. “customyaml' Z4HEK T S
H\ HelmF v — +%fEAL T "ResourceQuota 7 7 0 F & RETETE I,

LUFIE. Tridentr —E >t w &85 9 % ResourceQuota A 7 FOFITY,
apiVersion: <version>
kind: ResourceQuota

metadata:

name: trident-csi
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labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:
- system-node-critical

)Y — 9 #—RZDFEMICDOWVTIE. "Kubernetes : )YV — R0 4#—2"#BBLTLIETL,

AVA=ILICKBLT=581E20 ) —> 7w 7L £ 9 ResourceQuota

‘ResourceQuota 7P U FDERRICA VA M—ILHKMT Z ENETr—XTlE. £9'1ink
:../trident-managing-k8s/uninstall-trident.html["7 1A k=L
"ZELTHSBA YA M=JLLTLESL,

FNTHRRLEBEWESIZ. FHT ResourceQuota 7 7 7 FZHIBRLTL AT,

HIBR ResourceQuota

BATUY—ZXDBD L TEFIEL2LIFEIF. RO Y > RZEERH L TTrident "ResourceQuota™ 4 72 &
hEHIBRTEETY -

kubectl delete quota trident-csi -n trident

Pod Security Standards (PSS) & Security Context
Constraints (SCC)

Kubernetes Ry K ¥ a5 1Z%# (PSS) ¥ Ry R EFxalUF o RU>— (PSP)
. ERRLANILZEEL. Ry FOENEZHIFRL £ 9. OpenShift t¥al)F+ J>T
X MK (SCC) HFEFRIC. OpenShift Kubernetes TV VICEB DR Y REIE%EE
#ZLEJT, CONRETA XA%ZRMT Z7=0IC. Trident I£1 > X b—)LHITHEE DR
ZAMCLET. UTFDEIL 3T Trident ICK > TRESNBHERICOWVWTEHL
CERBAL £9

PSSIdPod Security Policies (PSP) (2136 D T9, PSPIdKubernetes v1.21 TIEHESE L 72
(D) . visTHBRINE T, BMICOWTIA. "Kubernetes | £ 117 + " EBBLTL £a
LYo
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WNEZL Kubernetes X257 AV TF X MEBEET 4 —ILR

1R
5t

RALRY RT—=7

KA K IPC

"Rk PID

Seccomp

SELinux

DAC

Pod Security Standards (PSS)

B

CSITIENY T Y hRAY FHWARETH S Z EHKRSD
5NTED. Trident / — R Ry RIZFIEI VT T %
RITT2HRELHDET, FMICOVWT

. "Kubernetes : ¥V MeiE'#B8B LTS
L\O

iSCSI T—EVICWHETY, ‘iscsiadm’iF iSCSI ¥
VhEEEL. RXAMRY M=% FERL TISCSI
7__‘_:E\/(\:E1§L/ij_o

NFS |&. 7Ot ZA/&EE (IPC) ZM#H L TNFSD
CBELET,

NFS DIFE S “rpc-statd ZBIR T Z2HEHH D F
9o Trident{d. NFSKRUa—LZIT> bTBHEIIC
‘rpe-statd BEITENTVEI D SHhZHid 578
ICRA M 7OERZRELET,

SYS ADMIN HREIE. FED> T DT 7 # )L bEgeE
D—EE L THRMHEINE T, /=& R I Docker &
FHED Y THICX L TROEREEZHREL X7 -
"CapPrm: O000003fffffffff

CapEff: O000OOQ3fffffffff

SeccompZO7 71 JLIZSFMED > T+ TIXE
I TUnconfinedl T# 3% 7=&. TridentTIZBEZNICT
TEtEA.

OpenShift Tl&. %€ > 77+ 1F spc_t ( Super
Privileged Container] ) R XA > TE{TEN. FE5HE
A>T FI& container t R XA Y TRITEINE T,
‘containerd’ Tl&. container-selinux h'-f > X k—JL
INTVBBE. IRTOIYTFIE spc t RXA
Y TERITEIN. SELinux "EXREEMICHEDFT, L
7=h> T\ Trident |3 > 7+ IZ “seLinuxOptions' %
EMLEFEA.

YMEO T Fldroot L LTEITITINELNHD F
T IEEFED T FIE. CSIICWHEZL Unix V7w b
ICT7 IR $B7=HDICroot & LTEITEINE T,

NI BE T7FIL b

pod- Trident 3> FA—5& ./ —RHA enforce: privileged
security.kubernetes.io/enf YA F—JLRABIZEMICEFAIENS enforce-version: <version
orce pod- KDOICLET, BBIZEMIANILZ  of the current cluster or
security.kubernetes.io/enf BBELBVTLETEL, highest version of PSS
orce-version tested.>

(D 2BZESANEZETSL. Ry KBRTTa—LEnT. MERTS— .. $d (5
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&£ ! trident-csi-...1 B’RIRINDIBELHD £, TDOLSHRIFEIX. privileged DERITZE
BoRNILDBEINHDESHZERRLTLIET V. BEINTVWSIGEIE. Tridentz B1 >
AR=ILLTLETLY,

Pod Security Policies (PSP)

Ta4—ILEF = FI7AILE

allowPrivilegeEscalation YHMED Y T HIESMEDO R %ZEFR]  true
TEIRELNHD XTI,

allowedCSIDrivers Tridentl&-1 > >4 > CSI —BfR1) ZE
a—L%xFERLEFA

allowedCapabilities JEEFETrident A>T FHIET 7 4L

Fy FU LD REENRB
3 BT HICIERRER T A
TOMENTESINE T,

allowedFlexVolumes TridentlE"FlexVolume F 1 /\"%&
FRLAEWVESD. SFrIsnshR
A—LDURKIIEEEFNZEE
Ao

allowedHostPaths Trident/ — R Ry Rid/—RFDIL
—b TN RTLERIY b
T3HD. COUVRNERET D
F=IEHD FEA

allowedProcMountTypes Tridentl3fERA L £EA
ProcMountTypes

H

H

He

H

allowedUnsafeSysctls Trident Tld. Z2TRVH DI
EHDFEA sysctlso

defaultAddCapabilities FHED Y T HICHBEZBINT 4%
BigHD FEA

defaultAllowPrivilegeEscal 1ERFELDEFAIZENEN false
ation DTrident’Ry R TURIBINE T,

forbiddenSysctls ‘sysctls IFFFRI TN TV EE Ao =

H

fsGroup Trident 2> 7 F & root £ L THETT RunAsAny
INEFIJ,

hostIPC NFSHRUa—L%EZIT>VETBIC  true
. "X KNIPCEDBENMNETYT
nfsd

hostNetwork iscsiadm Tld. iISCSI T—E> ¥ true
BIETBEDICKRAMRY NT—
IDMETT,

hostPID R MPIDIE. “rpe-statd’ A/ — K true
ETRITINTVBRHESH ZHE
R BREHICHNETT,
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Z14—ILEF

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

volumes

BE

Trident (7R X b R— b ZFERALE
Ao

R)a—L%EITIVRTBIC

IZ. Trident/ — R7Rw R THED
VTTERITIDHBENHD X
ER

Trident /—R Ry RIZ/—K 7
7L O RATLICEZTATHKRER
HOET,

Trident/ — KRR w RIZEHED > T
FHETT B0, KEexHIRY
BLlITEEE A

Trident J>F F I root & L TET
INEI,

Trident 3> 5 F & root & L TET
INEI,

Tridentld "RuntimeClasses’ % £
LEEAo
e

Tridentld “seLinuxOptions’ %Z &% <&
LEtA. CNE. VT FF>
XA Lz KubernetesT« XA FJE
21— 3 UHSELinuxZ BT B A5
EICIRERWVWAH BT,

Trident J> 7+ root & L TET
INEI,

TridentRw RiZIZFSN5DARY 2
— LTS D ETT,

Security Context Constraints (SCC)

NI

allowHostDirVolumePlugin

allowHostIPC

allowHostNetwork

allowHostPID

22

=

Trident / — KRRy RiZ. /—F®D
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RunAsAny
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RunAsAny
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emptyDir
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allowHostPorts

allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

selLinuxContext

seccompProfiles

supplementalGroups

users

volumes
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RunAsAny
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N/A

hostPath, downwardAPI,
projected, emptyDir
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