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YAML

version: 1
backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

A

svm' <

A

"svm nfs",
"credentials": {
"name": "secret-backend-creds"

NYITIVRERIF. LTI ¥9 DT L—2TF AN TRESNDIE—DBFATHDI ZCISEFELTL S
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* clientCertificate : Base64 TIT>1—R3EN=U 541 7> MNEBBED(E,
* clientPrivateKey : Base64 TI > d— R&Nf. BEMTIT SNI-MEBERDE,
* trustedCACertifate: {538 SN /= CASEBEZ D Baseb4 T > 11— R, SN /- CAZFERT 35513,
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1. OSA4T7 Y MEBEC X —ZEMLFT, MR, ONTAP 21— & L TEREEY % & 512 Common
Name (CN ; &i@#%) #/ELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP VSRRV ZAT Y FEFAZEE X —B2 A VA M—=ILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAPEF*alUFq -OFa1> - O—J)LD cert' SEFAREHR— L TWBR I EZHERLET

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64 TIEEAZE. ¥—. BLVEREN CAGEAEZI>O—F Y %,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +
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7ebackend.json7 7 1 JLICRHA BB N A —ZDBZENT-DDZFEAL TEITLEX T tridentctl update
backendo

cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

NAT—ROO—FT—>a3>%FTI3BICIE. A FL—BEBEHDNRIIC ONTAP T1—H
DINZAT—REZBHITIBELHDET, CORICNYIIVRTZ Y ITF— DI X, it
() ®BEon-7->a :EFT3BIC. BROTREEI—VICEMT S LN TEET, £
DEE. NYIITYRDBEFHINTHLVIEBASENMER TN L SICBD £9, CDIEFREICH
<EHWEEAZE(IZ. ONTAP 7S XAH SHIBRTE X9,

N IITYRZBEHLTH. T TIERINTWVWBRRY a—LAD T IR FHrEINT . £20HRDORY 21—
LESRICHODEELEFEA. NYIIVROEHHHING S &, Tridenth' ONTAP/Nw I T RE@fE L. LA
DR 2—LABHENVIBTEILSICHED T,

TridentFEB D 71 X % LONTAP O — )L DERY
Trident CALIE % 32179 % 7= ICONTAP adminO— L 2 fEA T Z3HEHN R VK S5IC. &/)\Privileges%x 15

DONTAPY S XZO—ILZETE £ 9, Trident/ Ny I TV FEBRICI—HREZT®HB . TridentfER L
fcONTAPY S X2 O—ILAMER TN TRIEBEDRITEINE T,

Tridenth X 2 LO—I)LOEROFEAICOWVWTIE. Z2BBLTLLEI W Tridenth R Z LO—I)LY T L —42"


https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident2—HY0O1—HY&%=ERLET,

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3 A—HicO—-ILEIvEYILET,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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vserver cifs share show -share-name share name
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2 AbL=Y IZRITERZEMLET,

EBINS S trident.netapp.io/smbShareAdUser A RL—J O S RICT7 /) T—2aV%EBMTE L
T, EFa7sMBZBERICBEMICTDZIECNTEFRT., 7/ T—ravIiliEBESNI—HF—EIX
‘trident.netapp.io/smbShareAdUser CIEINTI—H—RLALTHIBENHD £
‘smbcreds M, DIEPRIE “full controlo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. PVCZIERL 7,

ROBITIE. PVC ZERLL T
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NASDEEA T 3> &4l

Trident® -1 > X b —JLEFICONTAP NAS R S 1 \%=4ERf L TERA T % AH7AICD VW TEREA
LXxd, COEI>a>TIE. NvwIITYROBEEBlE. NYyIITUR
% StorageClasses|CY v E>V I 370D MEZRLE T,

25.101) 1) —ZLAB#E. NetApp TridentidIA FZHR— b LEX T, "NetApp AFXZA FL—2 2 27 L" . NetApp
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FAS) LIZERTD X T,
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Trident/\w 27 T R TIE. AT LDNetApp AFX A L —2 S RTFLTHB L EZIBEETDIHNELD
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INTA—R SRR FI7AILE
TN—> 3> =

15


https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html

INTAX—&
‘torageDriverNa
me'

backendName®

MEIE LIF |

FEHE R

IVMI

r

autoExportPolicy
1 ZBRELTL
eEn

I autoExportCI’
1

S22V

r

clientCertificate
1 %Z0)woL
EJCE

16

ShiBA
ZARL—=U RSANDLR

@ NetApp AFXS 2 7 L DIBE D&
‘ontap-nas’ A R—FEINTUVET,

ARAZLBERREA ML= Ny IR

92 RAFTIZSVMEBIELIFDIPY R L X Z2EM R
X1 >% (FQDN) ZEETEXJ, IPV6 75T %1fE
AL TTridenth* 1 > X b=ILENTWVWBIHEIE. IPv6
FRLAZFERITDLOICKRETTET, IPv67RL
. DESICAHADN D TERIDUNELNHDET
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
lo —LL X% MetroCluster X 1w F A —/N\—IZD
WTld. Z&BB L TMetroClusterd il 72 E W\,

JORJILLIFDIP7RL R, BIBET D&%
L I NetApp datallF, FEE LARLVISA. Trident
IESVMO 5 F—ZRLIFZ7 v FLEXT. NFSOTT
> NI ICfER 9 B Fully Qualified Domain Name

(FQDN ; E2B8i R X1 > %) ZIEETD L. TV
Y ROEDNSEIERR L THEHOT—ZLIFEITaf
ZOMTETFET, PHIRERICEETET XY, 28R
LTL7ET W, IPv67 54 % ER L TTridenth' 1 >
ArR=ILENTWVWBIHEIE. IPV6T7 RLAEFERT S
FOICERETEE T, IPV67 RLRIEZ. DLSICAD
DL CERITIMENHDFT
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo *MetroCluster®IZ&IZEBE L TL TV, "5
B8 L T < 72 & LMetroClusterd i,

€A 9 % Storage Virtual Machine

* MetroClusterDIZ &I BB L T 2E LY, *
MetroCluster®

IV RR—rRI—DOBEEREEFZBMICLF
J[T—=1T>]e 73> "autoExportCIDRs #
73 > &EERAT S autoExportPolicy’ & . TridentT
IVRR—bRI—%ZBEFNICBEETETEFY,

HEWRIZEICKubernetes® / — RIPE 7 1 LR >
24 BCIDRD!) X + autoExportPolicye A ¥
3 > ¥ “autoExportCIDRs & > 3 > % EHT 3
“autoExportPolicy” & TridentCIT Y XR— kR >
—ZBNICEETE XY,

A a—LICEBRTZEED JSSON RO ZTARILD
AV

2754 7> NFBBZ D Base64 T 11— R{E, EFBEE
R—2AOREHCfEREINE T

FI7AILE

ontap—-nas. ontap-nas-
economy. &7l ontap-nas-
flexgroup

k= /\%+"_"+ dataLIF

"10.0.0.1 ","[2001 : 1234 : abed :
! fe]"

EESNLTRLZA, £I33EE
TNTULARWEEIEISVMO 5 EE
INB37RLR (GEHR)

SVM TEILIF ] dEETATWL
BIGEICEREINET

(AIAV-¢

['0.0.0.0/0","::/0"]'



INTA—=&
r

clientPrivateKey
J

r

trustedCacertifat
e |

Ma1—44%]

I password |
EANDLZFT

'toragePrefix’

AR FI7AILE

54T FBHED Basebd T I1— RfE, HAE ™
/\‘—X@m\uﬂfh_ﬁﬁﬁ*nij

Eﬁﬁ*hﬁ_ CA ;Eﬂﬁid) Base64 IYO—RE £ ™

Eﬂ]ﬂ

U ZRABISVM ICHE#Ki T BT D 1—H—%, BENRIE
WAN—XDOFPEEICER TN E T, Active DirectorysziE
IZDWTId. "Active Directory MEREIEHR=FEHA L
T. Nw2OI> R SVMIZx L CTTrident Z5R3E9 3

"
o

IS RA—ISVM ICEEHE T BTHDNRT— R, B
BN —XDFREEICERAINE T, Active Directoryzs
SEIC DWW T, "Active Directory DEREFIBEHR% FERA L
T. Ny IR SVYMIZX L TTrident Z585Ed %

"
o

SVM THLWARY 2 —LZ O3 =Z>J93 "4 T72 K"
ICERT3 LTI v I REIEELEFT, RERIC
FHIBEIITETEEA

gtree-nas-economy & storagePrefix
%ONTAP 24XFUU ETHERT %35

@ By A a—LRAICIERANL—DTFL
T4 v RAIEENFTEAD. qgtreell
ERA ML= LT 0w 0 ADMEDIA
EhE7,

17


https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
https://docs.netapp.com/ja-jp/trident/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials

NTA—=H
ES N

r

AggreglimitateUs
age ] CAHL
=3

18

AR FI7AILE

JoesazZ>IRor7o V-8 (73>, ™
BRETIHEIESYMICEIDETEARENHD FT

) o RSA/N\DIBE ontap-nas-flexgroups D
A7 IaVIFERINE T, BIDHETHSNTLARW
BEk .. ARGV NADT I ) — hZER

L CTFlexGroupR) 2a—L%Z 7O 3 Z>JTEX

ER

SVMT7J V45— EHEINS
Y. Tridentd> FO—S%=HBEENET
ICSVM%ZER—1) 2T §3BZ &
T. TridentCT7 4 Uo7 — D EEMIC
BINEd, AJa—LxOES
-V T BESICTrident TEHED 7
JFr—rEFJBELTWVWBIGE. 77
() Ur—roREEEETEHSVMS
BETdE. SVM7I VT —bDR—
1) > AICTrident T/N\w o T RHE
EREICEDET, 79U —F
ESVMICHBTI VT —MIEET S
b 7OV —rEZL2ICHIBRL TN
WOILIYVREAVSAVICETHED
HOFETI,

AFX A hL =Y Y ZTLICIHEE LBV TLIETS
LYo

FRENCDON—T>T—CHBR2BE. 7OEES ™ (F74IIMTIFERINEE
3= JIFKRB L £9, *Amazon FSx for ONTAPIC  A)

BRI NEFEA ARX A L —2 S XFLICIEIE

ELBEWTLIEELY,



INTAX—&
flexgroupAggreg
ateList

r
limitVolumeSize

1 EANLFET

TN RL—2X
7371
nasType

r
nfsvMountOption
sl DELDICA
HALET

GG

7O aZ>IJROT IV r—rDUR S (T

2=

BESINTUVBRERIEFSVMICEID HT 3%
ENHBDET) o SYMICEIDHTESNTETARTOT
1) — ~&FER LT, FlexGroup/R!J 2 —LHTO
E3=>4J N9, ONTAP - NAS - FlexGroup *

A=Y RIAN=THR—FEINTVET,

SVMT7J U — KX MDEFHIN
3¢, TridentdY bO—S %= Bt
FICSVMER—1 VT T3

T. TridentRO 77 V7 — KX RO
BEWICEHINET, RJa—L%
O 3=>4093KS5ICTridentT
BEDT7IUTF—R)XARERELT
WaBa. 77075 —k) X MDO&HI
®EETBHSVMHSHEHT S

. Trident7 7 U —bDR—=1) >
FRICNY I Iy RHBESRREICAED F
9o 7OV —FJ)RXNEZSVMLED T
TUF—R)ZXNIEETBZIH. 77
D7r—hkU X RZZE2ICHIBRL TN Y
DIVREFAVSAVICETRELD
DFETJ,

BRENFAR) a—L A XN DEZBZ 3%
&, 7O az- kML E9,

SN a—T4 IBIERTETNYI TS

To Bl

ERLABWVWTL 23V debugTraceFlags 5 7L
a—Ta 0 7ZRTLTVWT, RO TH

{"api" : false. "method" : true}

BBRIGEEREXT,

NFS £7:1& SMB 7R 2 —LDER =B LE T, 7
‘smb £ 71 nulls null ICERET B
v T7ZAILNTNFS AR a—LALICRD XY, I8F
TNTWVBRIEE. BIC nfSSAFX A L —2 X T L

T2 3avid nfs.

Fo

NFSYO Y b AT a>oBEAYITRYI--UX
ko Kubernetesikifih!) 2 —LDIT> hA T3

VIFBEIA L=V SRATHEESNETAN XL
=V USRIV AT A VHHEESNTLRL

BE. TrdentiEA L= NIV ROERT 7

TIIEEEINTWBY IV AT 3> EFRALT
TH#—INvILEFT, RNL—U0 5 RFEITERK
T77AILTIY O b AT arhEESTNTULA WG

& TridentlIBEES T SNTokFER) 2—LICTD
VAT UEHBELFE A

FI7AILE

) (T7A4ILFTIRBERAShEEA

null

fs

3

19



NTA—=H Bl T Ak

gtreesPerFlexvol FlexVol #7-D &K gtree . B®hAEHIZ[50.  "200"
‘ 300] T,

smbShare TOWTNHOEIEETETE I, MicrosoftBEIE]>Y — smb-share

JLET-IZONTAP CLIZER L TERR S 7i-SMBHH

D%AFI. TridentCSMBEEZERTE 3L 512T 3

28l. A a—L NOHBOEET7 /X Z22ILT3
BRIENGA—2ZZEA0OFFICLET, #TFL =
ADONTAPTIlE. CDOINTA—=RIEZAF TS 3> T

9o CD/NT X —A|FAmazon FSx for ONTAP/\ v &
IYVRTHETHD, BICTACIFTEEHAS

MuseREST | ONTAP RESTAPI RT3/ DT—JL /NTX— true ONTAP 9.15. 1A DIHE
A —, useREST ICERET DL true. Trident . FNLSNDIEEIE falseo
|ZONTAP RESTAPIZERAL TNy I IV R EBE
LF*d, false Tridentid. NV I IV REDBEEIC
ONTAPI (ZAP)) FUH LZfERAL F£9. CDIEEEIC
IEONTAP 9.11.1 LIEHNMNETY, IH5IC. FEHT
AONTAPOZ 1 >O—)LICiE. “ontapi' 6. —h
. FBRIICEZE SN vsadmin' & L T “cluster-
admin'1&&, Trident 24.06') ') — X & & TU'ONTAP
9.15. 1% Tld. ‘useRESTEHREINTWLS ‘true’ T
7 #JL &, ZE "useREST (C “false’ ONTAPI (ZAPI) i
UCHLEFEALET, BEINTWVREHEE. BIC
‘true AFX X L —2 X TF LA,

limitVolumeP ONTAPNASI IO/ X—/N\wJI> R TqtreezEAYT "™ (F7#4ILLTITERAINEE

oolSize 35eD. BRAIgEAFlexVolD&RAT 1 s A)

denyNewVolum % &R L “ontap-nas-economy'/\wv 2 I > Rhiqtree

ePools BRI T BT=DICH LUFlexVolrk ) 2 — LZ{EKT B
CeEd, FLLWPVOTOEY a=Z>JICiE. BifE
DFlexVolDADMERINE T,

adAdminUser SMBEEA®D 7ILT U+t X1E%FFDActive Directory
EEEI—HY—FF21——JI—TF CD/INTX
—RzZFEALT. SMBEEADZ/LOY bO—ILIE
Rz OEEEMEREZNELF T,

A a—LDFOESa=Z>JBONY I I RIBA o3>
N5DA T a>EFERLT. OF 74N TOES 3 Z 02 TE XS defaults REDEI >3
Yo BUCDOWTIE. UTDEREMEESRBLTLIETL,
INS A —& SHER FTI7AILE
IEFMOES] qtreelcX§3 AR—END YT "TEL LV

IEMD=HD AR—RAJHFR—=3>F—RKR Thoney () "iL"
) ==L 71X Tvolumes (2 w?)
TREE

'+7>3avhk B9 % Snapshot Rl — "L
RUP—]

20



NTA—=H Bl TI7#I b

[ QOSPolicy 1 ERLL 7R 2a—LAICEIDHETS QoS RU>—4)L ™
—To AML=TF=IILINY IV RIEIC
QOSPolicy % 7zl& adaptiveQosPolicy D W\ g NihH 7z 1E
RLFT

r TEATT147T QSR >—TIL—TF {ERLF=R) ™
adaptiveQosPoli a2 —AICEIDETEY, A NL—UTF—)L/ Ny oI
cy | ZBBLT > RIrIZ QOSPolicy ¥ 7:id adaptiveQosPolicy ®
TV WIhHhZZRL T, BARMICKE TS ONTAP -
NAS TlFHR—rEhEzt Ao

RFwF>3 Snapshot BICUHF—TENTWVWER) 2a—LDEIE RODHZEIX 0]

w b FH snapshotPolicy I& nonel .
TN DIFEIF T1 T,
‘plitOnClone ERBHC O O— YN X TV b LET LWWR
MEE=1t. #FL LR 22— L TNetApp Volume Encryption (NVE LW\ X

) ZEEMICLET, T7AINMIETY, ‘false CDA
T2 avEFERTBICIE. VSXATNVEDSTE
VAMEREIN. BRICES>TVLWBRRERHD T,
NI T RTNAEDEMICH > TW3IE

4. TrdentcFObES g =g NI RTORY

21— LTNAEDEMICED £9, FMICOVWTIE. %
BB L TL IV TridentE NVE S &K UNAE & DEHE

"
[o}

fERBAR S — Tnonel *fERT 3MEEEILR S —

r FLWARY2a—LDE—R NFSAR) 2 —LDIBEIE 1777
unixPermissions 1« SMBRU 2—LDBEEIFZE (
1 ZEHARL)

(Z+wFoa 7RI 2ERZEELEXY, .snapshot T« NFSVADIZEIE Ttruel NFSV3DIH
w b AME Lok &l Tfalsel

[exportPolicy fEETBHIYAR—KRUS— T7#I bk
1 EABLET

‘ecurityStyle' HLWRY 2a—LDtEFxa) TR NFSOHR— NFSOT T #JL METT unix
Fmixed 8L P unix ZFaUF s FXSMBIEZZEY o SMBDT 7 #JL ME T ntfso
R—bFLEIT mixed BLUP ntts X2 ) TR

nameTemplate HRXALR) 1—LBEERTZIDOT>TFTL— ™
Mo

TridentTQoS R > —J )L —F % ERT 5115, ONTAP 9 8UENMETY, HEThTULA
@ WQoSTRY =TI —T%=FERAL. RUS—JI—THEAV AT FaIT> MIERICER
INBELSICLET, QSRUS =T I—TH2HETD . IRTOT—I70O0—RDEFHRI
— 7y FrOLERDERINE S,
A)a—L7OEY3=>T0f)

TI7AIEDBERSNTUVWBHIZRICTLET,

21


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

D7=HIZ ontap-nas €L T “ontap-nas-flexgroups Trident. FTLWETEZFERAL

T. SnapshotReserve D/N—tVT—I ¥ pvC ICBHhHETFlexvol DY A IHBEYIERESND LS
ICBRDFELTce A—H—HPvcEERT D L. TridentldFILLWHEAEZAVT. £DZBLDIR—I%
BOTDFlexvol ZEMLE T, CODFHRICED. I—H—IF pvc HTEKRLEEZTAATGERBEIRZTHE
HICRITED, BRLIEEEHKIDHDLRVEHZZITIRZ CEHRCBEDET, JITWMBZZidHh £t
ho v21.07EDEIDO/N—2 3 0 TlE. A—H —hHsSnapshotReserveZ 503 ICERE L Trve (Bl IX5GiB)
ZERLIEGE. EFAAFTELRIR—RF2.56iBLHMMFOENEFEAT L, TN, I—H—DEKLT
DIFLETHD. snapshotReserve FNUIFDN—tEVT—ITY, Trident 21.07Tldk. I—H—
NERTIDISETAATBEBAR—IATHD. TridentlFEFNZEELZXI. “snapshotReserve &
FTOEDRNEFE L THEZRRLET, CNIFEHAINEHA “ontap-nas-economyo CHEDEKSIC
BEE T 2 H\VERERE T BICIE. RDFIEBRBLTLLIZETWL

FARIIRODEEDTY,

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

snapshotReserve = 50%. PVCUUZ T X k =5GIBDIFH. K a—LDFFHY 1 X1F5/0.5=10GBE D,
ERARIRELY A 21— —DPVCU I IR M TEKLS5 GBICZRD £9, “volume show' IV > K ZRIT
TR ROFDKSBRERBRREINE T,
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Vserver Lui tat ype Size Available Used%

online Rw 18GB 5.

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

MFina > X =IO 5DBEONY I IV RiE Tridentz 7w FJL—RT BRI EEEDOLSIZHRY 2
—LZz7OES3Z>ILEY, 7Yy TIL—FREIER LAY 2—LICDOVWTIE. EEZRMETEZ78
ISR 2a— LA XZEETIRENHD £, HlZRIE. 2GIBDOPVCT “snapshotReserve=50" AR DEXTE
Tl3. 1GBOEZIAAHTREBH ZIFOR ) a—LAMER SN TWVWE LT, FIRIE. A 2—L%3GBICH A
AZEFTBH L. 6GBDOR) 12— LA TIGBOEZIAAAREBEEN T TV r—> a VICREEINE T,

&=/ \RDERTE B

ROBNE NFEAEDNTRA=EFZT T A FDFRICTIEANLGHREZRLTVWET, Chid. NvoIT
VREERIBIROLBEERFETT,

@ % k7w ONTAP T Trident 2 L TW335&IF. IP 7 KL XTIZ%< LIF D DNS &
ZIRETDCEHRELET,

ONTAP NAST ./ X —Dfl

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup Dl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroClusterD |

ZAAYFA—=N=—"RRAAYFNYIDERTHRICNYVIIY RERZFENTEHF T I3HNEDNBVLSICN
WOLYREHRETCEET, "SVMOL Uy —o3 > )AhnN0r,

O—LLRABRAYFF—N—C XAy FNy I %RITTBICIF. managementLIF ZHBEL £,
dataLIF &V svm /INT X =526 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB7R ) 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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‘trustedCACertificate (BESINICAZFEEREL TWLWAEFERIIA T aY) BICAATINET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
ZENETNEIELE T,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BET Y AR— bR S —Df)

COBE. BIMNABRT O XR—bRUS—%FRALTIVRR—bRUS—%2BHNICERE L UVEET
& SICTridentliCi8Rd 2 AEZ "L TVWET, Tk, KRS /N& “ontap-nas-flexgroup” K 51 /AT
[ & 5 IC#8E L “ontap-nas-economy’ £ 9,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv67” K L XDl

ZDHE. ZRLTWVWEY managementLIF IPV67 KL XZERA L TW3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

SMB7R!) 12— L= {EMA L 7=Amazon FSx for ONTAP D
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smbShare SMBR ) 2 —L%ZEH T BFSx for ONTAPDIZE. /NT XA —RIINETT,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix



nameTemplateZ 8 L 7=/\v 7 T > K& DAY

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

RET—II2fERATENY I FOAI

MTFICRITH Y TILNDONY VTV RERT 7AIILTIE RDESIBREDT 7AW EDRIRTDIA ML=
—JLICERESINTWE T, spaceReserve [ LJ DFEIE. spacerllocation EDFRD encryption
KITEINFT, RET—IIIE. A L= 3 VTEERELEFT,

TridentTl&. [Comments]7 « —JLRICFOES I Z VI SRILHBRESINE T, OX > bE. DFlexVolF 7=

IEDFlexGroup ontap-nas-flexgroup TaRAEL XT “ontap-nas. Tridentid. RET—ILICEFEET ST

RTOIFRNINETOAES I ZVIRFCA ML =R a—LAICOE—LFY, A ML—UFEEL. RET—
NI RILEEELED, R)a—LEZSRNILTIIL—SELLIEDTEZXT,

CNEDBFTIE. —EDRA L — T —ILHYIHBE D spaceReserve. spaceAllocation KT
‘encryption . BXUV—EDT—=ILIET 7+ MEKD HEBEEINET,
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ONTAP NASOD

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup D

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:

32



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

I\ I R% StorageClasses I(CN¥vE>YI LET

JRDStorageClassE&EIE. ZBRL TV, [(RET—IzERTENv I RO, ZERT3
parameters.selector 7« —JL R Tld. FStorageClassh’R!) 2 —LDHKRR MIERTETZRET—IL%
MUOHLET. RUa—LICE BRLEEERT-IILRTERINLERDEHD X,

* ., protection-gold StorageClassld. ontap-nas-flexgroup /\WwZ IV R ! J—JLRLARILDRE
BRI T IEE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* ., protection-not-gold StorageClassid. ND3IBH L4BHDORE T —ILICIvEY T ENET,
ontap-nas-flexgroup /NI IV R | @BUANDREL NI ZIRETEIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* o app-mysqgldb StorageClassidRD4FBDRE T —ILICX vE>Y I ENET, ontap-nas Ny I T
SR CHUE. mysqldbZ A T TURDR kL — ST — USRI E R 3E—D T — LT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* [l protection-silver-creditpoints-20k StorageClassid. ontap-nas-flexgroup /\Ww I IV
RN —=LRILDREE 200007 L2y bRA Y F RIS 2H—DF—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassld. ontap-nas NV I IV READ2EFEBDREF—IL ontap-
nas-economy /AW IR I THABIE 50000 L2y hRA Y b EFOM—DT—ILAT 7 )T T
ER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

TridenthhZEIR T Z2RET—IILEZREL. A L—SEEDBEEINEESICLED,

E# datalIF FIEAERER

FHBERER CdatalIFZZE § 3 I1CIF. XDOAV Y RZEEITLTHLULWNYII Y RISONT 71 ILICEFH SN
7-dataLIFZ8EL £ 9,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

() PVCH DU EDR Y RICEFH SN TUVWEES. FILLWT—XLIFZEMICT BICIE. Wind 3
IARTORY REEFIELTHSBEREICETHRELHD T,

¥ a7 BRNEROH

ontap-nas R N—%ZFRALINYvIIY RER

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

ontap-nas-economy RS /N\N—%FERAL/NY I I K&K



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

ARL=STF =B FERLENY I RIBR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svmO
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas RS AN—ZFHALIAML—J 0 F DA
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

C) MBI L T I "annotations' X 2 7SMBEB®ICL X T, Nv oI Y RZE/IFPVCT
BRESNIBRICBERERL., 7/ 7—arhiBnetE+ a1 7SMBIFHEREL FH Ao

ontap-nas-economy RS A N—ZFBLILA L -0 5 XD

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

B—n AD 1—H'—|Z& % PVC Of



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B D AD 21— —|Z K3 PVC Df
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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