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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",
"username": "vsadmin",

"password": "password"
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* clientCertificate : Base64 TL > 1—R3IN/=V 54 7> MIBEEDE,
* clientPrivateKey : Base64 TI > d— R &Nfc. BETIT SNI-MERDE,

* trustedCACertifate: S8 117- CASEFAZE (D Base64 T > 11— R, (SEI N CAZFERT 3 HES L.
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1. 9547 NEBBE X —%2 4L 9. £MEFIC. ONTAP 21— L TEREEY % &L 5 I Common
Name (CN ; #iB%) #8RXELET,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=admin"

2. EfEINT- CAGIEAEZE% ONTAP VS R ZICEBMLE T, CONEBIF. RML—UBEENRIT TICITOT
WABOEEMERH D £, ERETETS CANMERINTULWEWESIZERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP U SRZICUZAT Y MEAE L F—Z 1V X —ILLEY (FIE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

(D COOARYRZEITIB L. ONTAPISEERBEDANZRO F T, FIE1TER SN
‘k8senv.pem' 7 7 1 ILORBRZEDFIF. ENDEAALTA YA L=ILEZETLET,

4. ONTAP tF¥ a7« - OFJa> - O—JLh cert BAAREHR— L TVWBR I ZHRLET

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. AR SN F-FIEAE R FEA L TER5E% T X FONTAP BI2 LIF > ¥ <vserver name> |3, BIELIFDIP 7 K
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64 TEEEAE. ¥—. BLWMEFE N CAFIEERX T O— R T %,

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Fommmmmmmomo= S e e e Fommmmmmmmesrrrrrrrre e reme s e emm o
Pommmmm== o= +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fommmmmmmmm== P mesase== LB it
o= o= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

Fommmmmmmmm== e memesssa== Bt et
Fommmomoe e e +
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— X2 ZFUEFH T Nicbackend.json7 7 1 )L ZfEF L T'tridentctl backend updateZE1TL &9

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

fomm - e ittt b o
T e i+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R frememesessess==== fememesee s e s s s s s s s s e
f======== fememe===s 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femsmmmmmma== fomsmsesasas===== fes=ss=ssssscscscssossssssssssssssssa=s
e fro— e +
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ONTAP CLI/ >3y
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident21—HD1—HEL%E/ERKL £9

security login create -username <user name\> -application ontapi
-—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3 1—HicA—-ILEIvEYILE T,

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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CEWRLFT, XROFREFMZSRLTLEET L,

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svin: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ NuseCHAP | NTX—&F. 1EEIIRETETZT—IEBOA T3 >Td, T7A4ILET
|& false ICERETNTUVWE T, true ICEREL=HE T, false ICREIT B CITTEXEH A
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o —2 L v b tridentctl update ZRITL TNV I TV RZER LTZRICEETE XS

fHHE A

truelcRE T B 'useCHAP &. R b L —UBBEETridentic A L —Nw O T RTCCHAPZ RT3 LD
ICIERLET, CNICIFXDEDNAEENET,

*SVM TCHAPZtEy 7Y LET,

*SVMDTFT 7 AN MDA IT—2tEFa2)T 4321 THnone (F7#IL FTERE) *Ty *R)a—L
ICEEZDLUND R WIBE. TridentizdT 7 4L bDYExX 2 ) 74 24 T%#ICERE L cHAP. CHAPT =Y
I—REX—TY rDA—HRE—TL Y FDERTEICEARE T,

° SVMICLUNDYE FNTWLBIBE. TridentlZdSVMTCHAPEZBMICL FtHA. CUCE D, SYMICT T
ICIFEE S BALUNAD 7 I ADEIREI NG BD £ 9,

*CHAP A Z>I—REX—47y bDA—HRHEI—IL Y b ZRELET. CNHDF T2 arvide Ny
JIVFBRTEEIZRENHD T (EELZ2ER) .

NI I RDMERRIND &, Tridentld3fi5d 2CRDEERL L tridentbackend. CHAP>—2 L v k&
—tg%EKubernetes>— 2 Ly L TRINLET. DNV I I RTTridentic &k > TIEB T NIRRT
DPVSH I > b T, CHAPERATERINE S,



ALEmREzO—T—>aY L TNV IIVRZEHITS

CHAP

SERRE% B9 51213 'backend.json 7 7 LD CHAP /85 X — 2% B#H L £ 9 ZNICId 'CHAP & —
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backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |
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Fommmmme Fommmmmme= +

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1ad72ffbebb5c |
online | 7

Fommmmmemmemem=== e o esseseses s s s e
Fommmmm== S ettt +
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RSANEFERLTERIN-IARTORY 2—LICDWVWT. ontap-san TridentiZLUN X &2 5
—RICHIET B T=0HIC10% DB E%ZFlexVollTEML £9, LUN (&, 2—HH PVC TEXKXRL
@ A FoKEALYrXTFOEY 3= JNET, Tridentid. FlexVollZ10%%3E00L
£9 (ONTAPTIXERARER YA I LTRREINETY) o I—HFITIE. BERL/FEHRTRER
ENEIOYTENET, T/, FIETRERIR—IDTILISTFEHAINTLAELSAET D, LUND
SAMDERICRZZEHHD FHA. k. ONTAP & SAN OFFMICITZE L FHE Ao

EEININY I IV RDGE snapshotReserve. TridentiIRD K SICA) a—LDOH A XZ5HELE
ERS

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

»

|CTridenth'FlexVollZENN T 210%DBETY o snapshotReserve =5%. PVCEXK =5 GBDIFA. R
— LODEEY 1 X135.79 GiB. {EHBIaEA Y 1 X1$5.5 GIBT3, ‘volume show OV Y REFETTBR L. XD
BID &K SBIERNTRRIEINET,

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.58GB
_pvc_eB372153_9ad9_474a_951a_0B8aelS5elclba
online RW 1GB 511.8MB

3 entries were displayed.
RE. BFEOR) 2—LICKHLTHLVHBZTS I, YA XZEBRITZEALEY,

&=/ \BRDERTE B

RDBNE NFEAEDNTRA=EF 2T T AN FDIIICTEEANLBHREZTRLTVWET, Chid. NvIT
VREEERITBIROBERAETT,

@ Trident CAmazon FSx on NetApp ONTAPZ{EF L TL\ 3155, NetAppTld. IP7 KL XTld
72<. LIFODNS®ZIEET D L eHRL XTI,
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_NUE. ontap-san FZ1/\

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroClusterD |

24 YFF—N—"PRAYFNYIDORTHRIINYI LY REBEFHTEHRITIBRENBLELSICN
WOTIVRERECETET, "SVMOL TS5 —g>1) /80",

AAYFA—N—ERAYFNY I —LLRZETTBICIE. ZFEALTSYMZIEEL
managementLIF. /NI X—ZIFEEEL FT svmo Bl :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

ONTAP SANODZEME DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>
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SERAZEAN— X DFREED A

CDEARNEHKREH TIE. clientCertificate. clientPrivateKey H&U
‘trustedCACertificate (BESINICAZFEEREL TWLWAEFERIIA T aY) BICAATINET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
ZENETNEIELE T,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz



XA ECHAP DA

RDOBTlE. useCHAP HICKRTEL FT trueo

ONTAP SAN CHAP D

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANI ./ = —CHAP®D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP D

ONTAP/\w 7 T > R TNVMeZfEA T ASVMZREL TE K BELHD £9, ZHIENVMe/TCPOERK
BENY I Iy RIERTT,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSl over FC (FCP) o

ONTAPNwY LY RTFCZERA L TSVMEREL THEHRELAHD £9, CNIFFCOEERMNE/NNY D
IV REBETY,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_ fc

username: vsadmin

password: password

sanType: fcp

useREST: true



nameTemplateZ 8 L 7=/\v 7 T > K& DAY

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

ONTAP SANIT 1./ = — K 1 /\(DformatOptions Dl

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

RES—=IL%=FERTD/NvIITY RDA

NSDHY VTNV IIVRERT 7AILTIE. ROESBEFEDT 7AILEDAIRTORI ML= F =)L
ICBRESINTUWET, spaceReserve 7% L1 DIFHIF. spaceAllocation EDFRD encryption KT
INEd, REB7—ILIE. ARL—=21EO02 3 TEELEY,

TridentTl&. [Comments] 7« —ILRICTOES I Z VI SRILBRESNE T, AV NI RET—ILE

DIRTOINIILZFOED I ZVIBRICA ML —UR Y 2 — LI —19 %FlexVol volume TridentlZERE
INEFT, ANL—UBEEIZ. RET-ILIEICSRNILEEEZELED. R)a—LESKRILTHIL—FL
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1ehTEEY,

NSDHITIE. —BEDRA L= F—=)LDHME D spaceReserve. spaceAllocation KXY
‘encryption fB. BRrUV—BDT=IIETI7HIL MELDBHEBEINE T,
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP Dl

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

/\w 2 T > K% StorageClasses |[CY v EYILET

RDStorageClassE#lF. [RET—IL=FERTZ/N\v T FDHl, Z#ERAY S parameters.selector
71 —I)L R Tl&. &StorageClassh'h) 2 —LDKRRAMIFERTEZRET—ILEFUOHLET, RUa—LA

ICIE. BIRLIRB T - ILATERSNICBEEDNBD X T,

* ., protection-gold StorageClassid. ontap-san ANV I IR ! J=ILRLARNILOREEZRMETS

H—DTF—ILTT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* ., protection-not-gold StorageClassid. ND2EH LIBHDRES—ILICIVvEY T ENET,

ontap-san /NI IR I INSIE. =L RUANDRELANILZREITZIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* . app-mysqgldb StorageClassiZHDIFEDRE TS —ILICY Y E VT ENE T ontap-san-economy

NYPTITUR UL mysqldoRA F7 7 )= a3 EOR ML= T—IUIBRZIRE T ZH—D 7
'_')L—Cj-o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassidRD2EFEBDREST—ILICIvE>TE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* . creditpoints-5k StorageClassiZHDIFEHDRE T —ILICY Y EY T EINET ontap-san /Ny
TV READIBZEBDRE S —IL ontap-san-economy /NI IV R I T5lE. 500007 L2y hRA
VR EFROME—DT—ILAT 7T TY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

* . my-test-app-sc StorageClass|IIcY v E>I ENET testaPP HDRIE T —JL ontap-san K3
1 /\ sanType: nvmeo _HUIHE—DT—)LTF—EXTY, testhApps

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

TridenthEIR T BRI T —ILZREL. AL —CBEDNFELEINDLSICLET,
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