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Permissions configuration

Create polides

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console,

.' Storage management @ Automate permissions C} Read permissions
. Al wordoads (®) Automate permissions

. Databases workloads () Automate permissions (®) Read permissions
. Whiware workloads (®) Automate permissions () Read permissions
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Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions
Al workloads
. Databases workloads @ Automate permissions O Read permissions

Wivlware workloads

7272 L. Workload Factory h*5 VMware 7—2 00— R (BAXE—R) ZERE L UVCRAT 3700 EEMET >
fO—JLIEHD £FHFA. VMware 7—2 00— REZ{EHT 5B E1E. Codebox iS5 I—RZIE—L. AWS 7
ATV MIFEHTAOIA VL. ERESNAEI—RICRBLTWAIY MU ZFHTASNL T COMEEZER
TRIURELHDET,

f2

CCTlE BRENLILTUOvILDOEY MISCTRERZERAKEZEFAI I3, 2—HiF2ty
DILTUIvIL2fRLE LT BE. LTI vIILDBELY IR R DAWST AT Y b eRT YT
SNhEJ,

RYIOREHERE v MZIE. I —H—ICZ FSx for ONTAP 7 7 1L X T LDERRICN T 2 2B (B LU

TFHIY FTHERASNTVLSMHMOBED AWS R L —J%RRT 2108 25X 2RI ENTVET
H. VMware 7—2 00— Rz 1@ET 358IEHAWMD ERERDODANTENE T,

13



Create policies

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console,

@ storage management (® Automate permissions (O Read permissions
Al workloads
Databases workloads

. Viware workloads O Automate permissions @ Read permissions
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Create policies

Select the services and permissions level that yvou would like to use and then follow the instructions
to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions
Al workloads
Databases workloads

Vidware workloads
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HAMOERE—F

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:Describe*",
"fsx:ListTagsForResource",
"ec2?2:Describe*",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
FAWMDIEZTAHE—R



"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
Vitgszg wW
"ec2:Describe*",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
"iam:CreateServiceLinkedRole",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"kms:CreateGrant",
"cloudwatch:PutMetricData",
"cloudwatch:GetMetricData",
"iam:SimulatePrincipalPolicy",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "x"

b

{
"Effect": "Allow",
"Action": [

"ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupIngress",

"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup"

I

"Resource": "*",

"Condition": {
"StringLike": {

"ec2:ResourceTag/AppCreator": "NetappFSxWE"

RDORIC. AL—2DERZRLET,
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EC2: DescribeVpcs

EC2: DescribeSubnets

EC2: DescribeRegions (5iBAfE

EC2: DescribeSecurityGroups

EC2: DescribeRouteTables

EC2: DescribeNetworkInterfaces

EC2 : DescripteVolumeStatus
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HAMOERE—F

"Version": "2012-10-17",
"Statement": [
{

"Sid": "CommonGroup",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec?2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2?2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource"
"logs:DescribelLogGroups"

1,

"Resource": [
W
]
b
{
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",

"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
I

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
by
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
}
]
}
FAWMDIEZTAHE—F
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2TagGroup",

"Effect": "Allow",



"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

1,

:AllocateAddress",
:AllocateHosts",
:AssignPrivateIpAddresses",
:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",
:AssociateVpcCidrBlock",
:AttachInternetGateway",
:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateVolume",
DeleteNetworkInterface",

:DeleteSecurityGroup",

DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",

:DisassociateVpcCidrBlock",
:ModifyInstanceAttribute",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupkgress",
:RevokeSecurityGroupIngress",

StartInstances",
StopInstances"

"Resource": "*",
"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack—-name":

by

28
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"Sid":

"Effect":

"FSxNGroup",
"Allow",

"Action": [

"fsx:TagResource"

1,

"Resource":

LI 1]

"Condition": {
"StringLike": {

"aws:ResourceTag/aws:cloudformation:stack—-name":

"Sid":

"Effect":

"CommonGroup",
"Allow",

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

CreateStack",
DescribeStackEvents",
DescribeStacks",
ListStacks",
ValidateTemplate",

"cloudformation:DescribeAccountLimits",
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"ds:DescribeDirectories",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec2:DescribelInstances",
"ec?2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeTags",
"ec?2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRegions",
"ec2?2:DescribeRouteTables",
"ec2:DescribelnstanceTypes",

"ec2:DescribeVpcEndpoints",

"WLMDB*"
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30

"ec2:
"ec2:
"ec2:
"ec?2
"ec?2
"fsx:
"fsx
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx
"kms :
"kms :
"kms :
"kms :
"kms :
"kms :

"kms:

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

DescribelInstanceTypeOfferings",
DescribeSnapshots",
DescribelLaunchTemplates",

:RunInstances",
:ModifyVpcAttribute",

CreateFileSysten",

:UpdateFileSystem",

CreateStorageVirtualMachine",
CreateVolume",

UpdateVolume",
DescribeFileSystems",
DescribeStorageVirtualMachines",
DescribeVolumes",
DescribeFileSystemAliases",
DescribeBackups",

:ListTagsForResource",

CreateGrant",
DescribeKey",
DescribeCustomKeyStores",
ListAliases",
ListKeys",
GenerateDataKey",
Decrypt",
CreateLogGroup",
CreatelLogStream",
DescribelLogGroups",
DescribelLogStreams",
GetLogEvents",
GetLogGroupFields",
GetLogRecord",
ListLogDeliveries",
PutLogEvents",
TagResource",
PutRetentionPolicy",

"servicequotas:ListServiceQuotas",

"sns:
"sns:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:

"ssm:

ListTopics",

Publish",
DescribelInstanceInformation",
DescribeInstancePatchStates",
DescribePatchBaselines",
GetParametersByPath",
GetCommandInvocation",
GetConnectionStatus",
ListCommands",
PutComplianceItems",
PutConfigurePackageResult",



"ssm:PutInventory"

"ssm: SendCommand",

14

"ssm:UpdateAssociationStatus",

"ssm:UpdateInstanceAssociationStatus",

"ssm:UpdateInstanceInformation",

"ssmmessages:CreateControlChannel",

"ssmmessages:CreateDataChannel",

"ssmmessages:OpenControlChannel",

"ssmmessages:OpenDataChannel",

"compute-optimizer
"compute-optimizer

"compute-optimizer

:GetEnrollmentStatus",
:PutRecommendationPreferences"”,
:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",

"autoscaling:DescribeAutoScalingGroups",

"autoscaling:DescribeAutoScalingInstances",

"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles",

mwa

iam:GetPolicy",

iam:GetPolicyVersion",
"iam:GetRole",

"wa

iam:GetRolePolicy",

iam:GetUser"
1,

"Resource": "*"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

1,

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"Sid": "IAMGroupl",
"Effect": "Allow",
"Action": [

"iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

iam:RemoveRoleFromInstanceProfile"
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"Resource": [
"arn:aws:liam::*:instance-profile/*",

"arn:aws:iam::*:role/WLMDB*"

"Sid": "IAMGroup2",

"Effect": "Allow",

"Action": "iam:CreateServiceLinkedRole",
"Resource": [

"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"
1,
"Condition": {
"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"Sid": "IAMGroup4",

"Effect": "Allow",

"Action": "iam:CreateRole",

"Resource": "arn:aws:iam::*:role/WLMDB*"
"Sid": "SSMParameterStore",

"Effect": "Allow",

"Action": [

"ssm:GetParameter",
"ssm:GetParameters",

"ssm:PutParameter",



"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com
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"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1y

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

"wlmai-*"
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"



"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeRegions",
"ec2:DescribeAvailabilityZones",
"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ssm:GetParametersByPath",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "x"

"Effect": "Allow",
"Action": [
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by
{

"fsx:CreateFileSysten",
"fsx:DescribeFileSystems",
"fsx:CreateStorageVirtualMachine",
"fsx:DescribeStorageVirtualMachines",
"fsx:CreateVolume",
"fsx:DescribeVolumes",
"fsx:TagResource",
"sns:Publish",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"

1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"ec?:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec?2:RunInstances",
"ec?2:DescribelInstances",
"ec2:DescribeRegions",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeVpcs",
"ec2:CreateSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribelImages"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath",
"ssm:GetParameters"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,



"Resource": "*"
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Add Credentials

@ Add manually

Independently create IAM policy and IAM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected s

Create role t;'/‘ Action required A
. oy -

Credentials name (L) Action required v
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.
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FE
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2 FEINBIVTATADRAT* T, *AWS T7HO >k *ZFEIRLET,
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b. KBEDHNER ID %3ER L. Workload Factory Ul B 59 ER ID #E— L CRED I F 95
Tk ZBRLET,

4 [7OERFERIS—1EI2 32T, UANCERLICIRNTORY) O —2ERL. TR ZBRLZ
ER

S. O—ILD%&FIZAA L. O—ILOER]ZERL £,
6. O—JLARNZOE—L %7,
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CloudFormationZER L T7 AT MIIZL TV vIL%=EBMT 3

9 % Workload Factory #8E% &R L. AWS 777 > kT AWS CloudFormation X 2w I Z&E&HT B &
T. AWS CloudFormation X% v 2 % L T Workload Factory |C AWS SRR ZBMTET X9,
CloudFormation &, #RL 77— 00— FEBEICEDSWTIAM RU > — X IAM O—I)LZER L £ 7,
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:UpdateStack",

"cloudformation:

"cloudformation:

"cloudformation
"cloudformation

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

DeleteStack",

DescribeStacks",

:DescribeStackEvents",
:DescribeChangeSet",

:ExecuteChangeSet",

ListStacks",
ListStackResources",
GetTemplate",

:ValidateTemplate",

"lambda:InvokeFunction",
"iam:PassRole",
"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",
"iam:CreateServicelLinkedRole"

1,

"Resource": "*"
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- [Add via AWS CloudFormation]*Z &R L £ 9,

Add credentials

Add manually @ Add via AWS CloudFormation o
@ Create an |AM policy and 1AM role in your AWS account AM palficy and role creation are aulomated via a Cloud

according 1o detailed instructions and a provided

permissions list, which ks based an your regquiremants

Permissions configuration

Create policles Storage b

Credentials name i} Action required >

RV —DER]PT. TS0 LTYIvILICEDZET—o/0— RiggEZzEMCL. F7—o0—R
DMERRL NILEZEIRL 9

HEDOHWEZEMTETEDT, EALEENRERT—I/O—-FZERTBLEITTT,

ATy [ EERF VI EEMCTRIZEIRL T, 7—U0—RFOMEBZTET T37OICBE
BAWST HO Y CDMERDHZINESHZRERLET, FTyvIZEBMITH L. 1ERR) S —IZHERD
IBANE M iam:SimulatePrincipalPolicy’ £ 9, C D#ERDBEMIL. 1ERDOAZHR IS LTI, ZLT>¥
v IZEBMLIEHEICCDIERZHIRT A CHTETEIH, MEBA—ELHLEILBEWVWKSICUY —
ZAMERINBVWESICLIED. BERUY —RADFHI ) —>T7 v TE2THBVELSICT B70HIC.

LTI RILAPT. N6 LTI vILICERT A2 ANLET,
. AWS CloudFormation® 527 L 7> v ILZEEML £,

a. [Add]* (Z7zIX[Redirect to CloudFormation]*%:#3R) %Z3#EIRF % . [Redirect to CloudFormation]X—
DHhRRINE T,
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Redirect to CloudFormation
The instructlons Delow describe koo o creste the link from he AWS CloudFormetion seresce, After you're
done, reiwn 1o Waorkloed Factory.

1 IT wou wea single sign-on [(F50) with AWS, open a separate browser 1ab and 1] in to. the AWS Consale
before you sekect Continue.

z Log In to the AWS account whers the FSx for ONTAP flle sysism raskdes.

3| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4| Select Create stack.

Continua Cancel |

b. AWSTY VI >F > (SSO) #ERALTWBRIEEIE. OIS U4 J%#EE. AWSOYY —
cOg4 > LTh BT 2 BRL £ 95

FSx for ONTAPZ 7 1LY R T LHAEE SN TWVWBAWS 7 AU Y MCAT A VT B3HENHD T,

C. [Redirect to CloudFormation]’X— < ' 5[Continue]* % &ER L £ 9

d. [Quick create stack]’X— <’ D[Capabilities] T. *[| acknowledge that AWS CloudFormation might create
IAM resources]* % &R L £ 9,

e [REy I DIER & ZIRL 3%

fo—o0—F 770 )—ICRD. BRBEBR-CZ2HRLT. ILLERBRIETHTH S
. FrlFEMESN e zERLE T,

NetApp Workload Factory T7—2 0— Rz &1t

074 > L TNetApp Workload Factory v k7w L7 5. Amazon FSx for
ONTAPZ7 71 ILY AT LDYERL. FSxfor ONTAP 7 7 1LY AT LADT—ER—ID
7704, FSxfor ONTAP7 7 A LY AT LZANET—R2 X b7 & LTEAL TREY
> V¥R %Z VMware Cloud on AWS (CR81T T 57 LW < DO DONTAP Factory ¥EEZ
BEVNVRO B ZENTEF X,
* "NetApp ONTAP XJ/5D Amazon FSX"
FSx for ONTAPZ R hL—J A VTS LTERTA T, REDT—XEEZFTML THHL. IR
MHERDRIREMZIRD £ T Flew XX MTF U710 ATEDVWTFSx for ONTAPIRIEZ YO 3 =Y
JLTTFY7L—HMEL. SELREEKEZFATETET,
*T—AN—RT—o0O—R"
AWS FDEIED T —ZR— X BEDRH. FSx for ONTAPADITIC & 3 I X MR O ATEM D HE. 2
BIEDI-DDRZANTZ 0T« ADMEARAENTCT Y RY—I Y ROT—EZR—REA, CI/CD/\/r7°7
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Create new Microsoft SQL server Load configuration = Save configuration X

/> Codebox

Region & VPC us-east-1| US East (N. Virginia) ~ VPC-1 172.30.0.0/20 ~
Create database REST API
Availability zones ~
RESTAPI a
Select an Availability Zone and subnet for each node. Ensure that each of the selected private subnets
have outbound connectivity enabled. The subnet for node 1 must be in the primary Availability Zone for curl —location ——request POST https://api.workloads.netapp.com/accounts/acc
the FSx for ONTAP file system. ~-header “Authorization: Bearer <T: A\
--header "Content-Type: application/json’ \
—data-raw
Cluster configuration - Node 1:  Availability zone Subnet
us-east-1d HCL-CC-1] 192.168.16.0/24
Cluster configuration - Node 2 Availability zone Subnet
us-east-2d HCL-CC-2 | 192.168.17.0/24
Security group Use an existing security group $g-ad2b38d1 ~
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",
"iam:PassRole",

"iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

LI

iam:AttachRolePolicy",

iam:CreateServiceLinkedRole"

1,

"Resource": "x"
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[Redirect to CloudFormation] X— > H 5 [Continue]*Z i EIRL £,
O—RZRITTBAWST AU MIOTI Y LET,

[Quick create stack]/X— <’ (D[Capabilities] T. *[I acknowledge that AWS CloudFormation may...]*Z &R L
9,

Ry I DIER] ZEIRLE T,
AWS Z 7z1& Workload Factory ' S#ETIR R ZEER L £ 9,
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79,
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3. zipZ7 71 ILEZEFL. READMEmd7 71 JLOFIEICHRWVE T,

NetApp Workload Factory T CloudShell Z{ER Y %

CloudShell ZFULV T. NetApp Workload Factory >V —JLO Y ZHH5TH AWS £
IFONTAP CLI XYY FZETLE T,

88



BT DAR

CloudShell Z {9 % & . Workload Factory A>Y —JLAHN ST TILOLXSHEBETAWS CLI OAY Y RET:

IFONTAP CLI AX Y RZETTEE T, JIUHTE—IFI Ly a>rzdIal—hrL. 2—IFILEE
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* B DCloudShellzw > 3> | B DCloudShellzy > 3 > Z—EICBRL T EROINTV R —FT Y
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c BHDOE 21— ! CloudShellZ 7t v a>raREILT. 22U LEDRTEZKFEFIIEEICEARICKRT
FBLSICLET,

c W aYVADEEMEIIGLTEY Y avEEEE

* Last session content persistence (FiElDt v 3 >0V T VY OKEMHE) (8RoTHLKEEIE. &
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* clear

* help

* [--fsx <fsxId>] <ontap-command> [parameters]

* aws <aws-command> <aws-sub-command> [parameters]
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BEA—=ZFI)Ltyvavid. LTIyl V=300 BEKUA T3 TFSxfor ONTAPZ 7 1L R
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B, COIDRIAVTEFRAMADID ZF—N—=F1FLEY, X—ZF )Lty 3 »ICFSx for ONTAPT 7
I ZTLADAYTHFAMBWEGIE UTZRMTILEDN DD T, foxld FBONTAPIY Y Rr
B,
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20,
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SOEEFESHZ L. A7 ROETIREKL £

R%Ad B HIIC

CloudShellig. AWSZ L TF>o v )LDV THF X MTHREL £ 9, CloudShellz R 3ICIE. AWSZ LT
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() L. FSxfor ONTAP T 71 LS X F LD AV FH X FATIEL Y 31881E. BFRDIATY R
ZERITLTLET LV, using fsx <file-system-name>
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3. [CloudShell] « > K™ T, CloudShellt v > 3D U LTy vl —JaVaBERL. K%
EIRL THTLE S,
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Cloudshell

L
Select CloudShell context

Please select the credentials and region for your first session {you can change these later).

(©]

4. X AL "help TERAREA AN Y REFIEZRTTBH. ROCLIVT 7L YA = a7 I 258
L TCloudShell Y > k&L,
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4. [CloudShell]7 + > R 7T, CloudShelltw>3>DILT7Foovile)—23 > z@ERL. K%
EIRL THHUTL £ 9

Cloudshell Session 1 - & S X

=

Select CloudShell context

Please select the credentials and region for your first session (you can change these later).
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