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Permissions configuration

Create polides

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console,

. Storage management @ Automate permissions C} Read perrnissions
. Al workdoads (®) Automate permissions

. Databases wordoads () Automate permissions (®) FRead permissions
. Whiware workloads (®) Automate permissions () Read permissions
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
EF e
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",



"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms
"kms :
"kms :

1,

CreateFileSysten",

CreateStorageVirtualMachine",

DeleteFileSystem",

DeleteStorageVirtualMachine",

TagResource",
UntagResource",
CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",

:DescribeKey",

ListKeys",
ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",
"Condition": {
"StringLike": {
"ec2:ResourceTag/AppCreator":

by

18
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"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

RDRIC. AL—CDERZERLET,

19



AL = DERDO—E

20

BHY

FSx for ONTAPZ7 7 1L X T A
DYERK

FSx for ONTAPZ 7 1 L 2T Ly
DEFa) T4 IIN—TZERT
%

FSx for ONTAPZ 7 1 IL AT L
DEFaVTaTIN—FICET%
EMY %

FSx for ONTAPZ 7 1L AT L
OtFalTaJI—TOHAL
AF%ZFFE T B

Grantedd—JLI&. FSx for
ONTAP & ZDMDAWSH —E X
HOBEZRELEY,

FSx for ONTAPZ 7 1 IL AT L
BA7 #—LICRBEFEZ CEEA
2w

o3y

FSx . CreateFileSystem

EC2 : CreateSecurityGroup

ec2 . CreateTags

ec2
- AuthorizeSecurityGroupEgress

ec2
- AuthorizeSecurityGrouplngress

IAM : CreateServiceLinkedRole

EC2: DescribeVpcs

EC2: DescribeSubnets

EC2: DescribeSecurityGroups

EC2: DescribeRouteTables

EC2: DescribeNetworklnterfaces

EC2 : DescripteVolumeStatus

gA

s BA

* O MR
DEFH

s BA

* X MHIR
DEEHH

s BA

* OX MHIR
DEFH

s BA

* X MHIR
DA

s BA

* JX MR
DEFH

s BA

s O MR
E=

AR S —

T771IL T
LDER C HIBR
T771IL T
LDERL C HIBR

T771IWV AT
L DTERE CHIBR

T771IN AT
LDERL & HIBR
T771IN AT
LDERL & HIBR
T771IL AT
LDERL & HIBR

T771IL T

LERL C HIFR

771V AT
L DYERL C HIFR

T771IN AT
LDYERL C HIBR

T771IV AT
LD1ERE CHIBR

T771I AT
L DTERL CHIBR

T7 1IN AT
LDYERL C HIBR



B8y

KMSD FE L FFlEHR~E AF
L. FSx for ONTAPDBEEE1LIfE
)22

EC2A VXAV ZADKRY 2 —LD
iz S

EC21 > X5 > ADF M= BIS

JX MHJEE R Y — L TElastic
File SystemlC DWW TEREEY %

FSx for ONTAPU Y — XD XY
=)

FSx for ONTAPZ7 7 1L X T A
DEFa)radI—TDHAHE
ANz ER

o3y
KMS : CreateGrant

KMS: A+ —

KMS : ListKeys

KMS: T4 7X%=H:RT S

EC2: DescribeVolumesDiHE

EC2: Describelnstances

Elasticfilesystem: 7 71 )L X T
L DA

FSx : ListTagsForResource

EC2:
RevokeSecurityGrouplngress

ec2.txal)ra«JIL—TDOH
H%EEWDEY

EC2: DeleteSecurityGroup

fEM%
BA

VAN
Y

* X AR
DEFH

X MHIRDE

O X MHIR D
A

AYRY R
A POPED

h>>3y

h>u>3y

ralR1) o —

T771I AT
L DERL & HIBR
T771I AT
LDYERL C HIBR
T771IL T
LDYERL C HIBR
T771I T
LDER CHIFR

Rn. 5TEL 7
#r

13—%3__\\
#r

E TN
it

E I
Mr

T771IN AT
LDYERL C HIBR
T7AIN AT
LDYERL C HIBR
T771ILRT
LDYERL C HIBR

sTE. 7

B £

B £

21



B8y

FSx for ONTAPZ 71 JLY X7 L
U ‘/—XUJT’FE}Z\ 15_%/_\s %ig

T7ANI AT LERY) 2a—LD
eI

J—o0—RFROUEZZaL—
b L CERRIRER MR Z MREE L «
WEBEBAWST HD > hDIER L
Lo

22

Torarv
FSx : R 2 — LDIERL
FSx : TagResource

FSx
. CreateStorageVirtualMachine

fsx: 7 71 LY 2T LOHIRR
fsx: R b L =R S > OHIRR
FSx : DescriptionFileSystems

FSx
. DescriptionStorageVirtualMachi
nes

fsx: B VpctER DA

fsx: 7 71 I AT LOEH
fsx: XA b L—JRET Y D DEH

FSx : Description

FSx : UPDATEVOLUME
fsx:/R 1) 22— LDHIRR
FSx . UntagResource

FSx : /N\w 2o 7w FDsHEA

fsx:/\w I 7w TDVERK

fsx:/\w 2o 7w IhHER) a—LA
= {ERX

fsx:/\w 2 7 v TOHIR
CloudWatch : GetMetricData

CloudWatch . GetMetricStatistics

IAM : SimulatePrincipalPolicy

fEM%

hri>3ly
h>>3y
A>3y

A>3y

A>3y

TRV K

AYRY R

1YRY R

h>u>3y
h>u>3y

AYRY Y

h>u>3y
A>3y
h>>3y
h>u>3y

D=
h>u>3y

h>u>3y
hri3y

h>>3y

BA

AR S —
B st

B L 1T

T77AINRT
LOER L B
T77AINRT
LOER L B

KR FTEL 7
#r

ﬁn__\\
#r

E TN
#r

SHEL 9

B £

15—%/—_'__\\ E-I-@\ 63\
#r

ER CER
E R

KR FTEL 7
#r

ER R
EF TR
ER R

Kn. ETEL 7
#r

ER CEER
ER R

B CBE

15—%/—_'__\\ E-I-@\ 63\
#r

%Eﬂ__\\
#r

27T

SEL 9



B8y

FSx for ONTAP EMS A/ R > ~|Z
AIR—ZDAREZRMHT S

o3y
Bedrock: ListinferenceProfiles

bedrock:GetInferenceProfile

bedrock:InvokeModelWihRespon

seStream
Bedrock
AWS Cost Explorer h*5 FSx for

ONTAPZ 7 1L 2T LD IR
b EERRRT -2 ZBISY %

InvokeModel

ce: X M EREDEIF

ce: XU xES

S37 U RRA Y M EIERK

L. FSxforONTAPZ7 71 JL> X nt
TLICERLES
S37 U+t ARA > k%FSx for fsx

ONTAPZ 71 ILY AT LH 5 1]
DEEL THIBRS 3
BRIESNINTY b T7IERE

HRADS3T7IEARAY hZlE
BXY %

nt

fsx:CreateAndAttachS3AccessPoi

. DetachAndDeleteS3AccessPoi

s3 . CreateAccessPoint

S3T7ULEARA F%HIBRST S s3 : DeleteAccessPoint

S3TUVEARA> AT %ZE s3: TagResource

mny 3

S3TUVEARA>Y bDRT%Z— 3 ListTagsForResource

BERTPLIUVRTRTS

S3TUVERARAY W 5XT% s3: UntagResource

HIBR S 3

S3T7UEARAY RNy A s3 ! ListBucket

DATS TV b EEHTS

S3TF—TINTy bDOD—E& s3tables : ListTableBuckets

T~ TERk. 57PB s3tables : CreateTableBucket
s3tables . GetTableBucket

S3 TF—TILDO—ERR. ER. s3tables : ListTables s3tables

B3

. CreateTable s3tables

. GetTable

T—TI AT - DGR sdtables
8]

T— IR T =R DEHEEH sdtables
ERC

. GetTableMetadatalocation

. UpdateTableMetadatalocation

fEM%

FSx for ONTAP
EMS%#

FSx for ONTAP
EMS% ¥

FSx for ONTAP
EMS% ¥

FSx for ONTAP
EMS%#

O~ EfERRK
DD

O ke ERR
DK

S3 7 UERR
1> hEIE

S3 7 U ERR
1> MEIE

S3 7Vt AR
1> MEIE

S3 7Vt AR
1> MEIE

S3T7UERR
1> EB
S3 7 Ut RR
1> EB
S3 7 Ut RR
1> EE
S3 N\ Mg
E

S3 table bucket
=g

S3 7 —T7ILig
e

S3T—TILX
2T —2i%E
S3T—TILX
2T —2iE

FFRJAR) S —
E TR

B CBE

ER TR

ER CER

Kh. ETEL 7

#r

13—%/—]__\\
#r

ER TR

sTE. 2

EACEE

ERCEE

ERCEE

ER TR

ER CETE

ER TR

ER R

ER CEER

ER CEER

ER CER

ER R

23



=]=y) roray fER%k SFRIRY > —

F—TILOLHZEBMDO—ERTK. s3tables : ListNamespaces S3 namespace ER L E1E
ER%. BUS s3tables : CreateNamespace 1B1E
s3tables : GetNamespace

F—TILT—RDFHHED s3tables : GetTableData S3T—7ILT ERrEE

(select. scan) — RIRIE
T—TILT—R2DEZTAH (FEA s3tables : PutTableData S3IT—TIT ERCEE
) — R iR(E
EET—JIL D& %—8RT s3tables : ListTagsForResource S3 77— L& ERCEE
¥ % (FSxfor ONTAP, X kL — J1RE
JVM. R 2—LIDZES)
Workload Factory#&ZRHE D >~ s3tables : TagResource S3TF—TJIE ERCER
YRUF=TINICRT %2 FT3 JiR1E
TOERRAY MEETA TP T s3 1 GetObjectTagging S3AToxy ERCEE
7 bORIFIFTEEIR ~ R

T—RANR—2T—-0— K DER
TF—RAR—=T—70—RIFERATEZ IAMR) > —E. NTVv o 95T REBERNOVY —I 7O X
%#EB$ 37-%IC Workload Factory ICHBRIEREIRMEL F I,

T—RNR—ITIF. ROERR) S —H5BIRTETFT,

* R FHE. BLUDH: T—ER—X YUY —DA IRV M) EKRRL. VY —XOBLMEZIDEL.
F—RZNR—2KERLD Well-Architected D= MR L. B0 &RSI L. T5— O 9hzEEL. §%&
SLET,

CIRELEBE T —AEAR—X VY —XDEBRARXRIVEEZTL. T—ER—IEREER 723D FSx for
ONTAPZ7 7ML AT L ARL—CORBEEEBELE Y,

¢ F—HAR—=RRANDIER: RZA S ST 4 RS T T—ER—A KA ML, FOEBEHRB
FSx for ONTAPZ7 7 1L S XAFL AL —%FO1CLF T,

ERE—FZERL T BERIAMRY S —ZRTLET,

24



T—EAR—=ZT—U0— RFDIAMR & —

25



KR 5TEL DI

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



ERCEE

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
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"Sid": "FSxRemediation",

"Effect": "Allow",

"Action": [
"fsx:UpdateFileSystem",
"fsx:UpdateVolume"

I

"Resource": "*"

"Sid": "EC2Remediation",

"Effect": "Allow",

"Action": [
"ec?2:StartInstances",
"ec2:ModifyInstanceAttribute",
"ec2:StopInstances"

I

"Resource": "*",

"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation:stack-name":
"WLMDB*"

T—BNR—RRR DIER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2TagGroup",
"Effect": "Allow",
"Action": [

"ec?2:AllocateAddress",
"ec?2:AllocateHosts",
"ec2:AssignPrivatelIpAddresses",
"ec?2:AssociateAddress",
"ec2:AssociateRouteTable",
"ec2:AssociateSubnetCidrBlock",
"ec2:AssociateVpcCidrBlock",
"ec2:AttachInternetGateway",



name" :

name" :

1,

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2

:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateVolume",
DeleteNetworkInterface",
:DeleteSecurityGroup",
DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",
:DisassociateVpcCidrBlock",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupEgress",

:RevokeSecurityGroupIngress"

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack-

"WLMDB*"
}
}
by
{
"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation:stack-
"WLMDB*"
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"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",



"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
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"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

TORIC. T—ER—T—o0O—RDIERZRLET,
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"

45



46

"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com



"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",
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"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

48
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"
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"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

RDKIC, EFAIT—70— R OERDOFMHZRLE I,
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KRR, FHE. O
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

F—A2 N7 DR CES

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack"

1,

"Resource": "*"



by
{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"sns:
"kms :
"kms :

"kms:

1,

CreateFileSystem",
DescribeFileSystems",
CreateStorageVirtualMachine",
DescribeStorageVirtualMachines",
CreateVolume",
DescribeVolumes",
TagResource",

Publish",

GenerateDataKey",

Decrypt",

CreateGrant"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec2:
"ec2:
"ec?2
"ec2:

1,

:RunInstances",

DescribeInstances",
CreateSecurityGroup",

:AuthorizeSecurityGroupIngress",

DescribeImages"

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:

1,

SimulatePrincipalPolicy"

"Resource": "x"

KDERIC. VMwareT —2 O— RDIERDFEZTRL F 9,
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
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Let's get started by creating an account. Liarn inore aliout scotimts, (2
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IAMH—E X %#BIE. * Policies > Create Policy *%3&RL £ ¢,
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Permissions configuration

Create role

From the AWS Management Console
1 MNavigales to the 1AM service.

2 Select Roles > Create role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Seslect Reguire external 1D and amsr:

4| Select Next

4]

- Entar 3 name for the role and select Create role

7 Copy the Role ARMN and paste it below.

Role ARN

In the Permissions policy section, choose all of the pobicies thal you prevausly defimed and cick

Flig
1. AWSEIE Y — /LT, *[Roles]>[Create Role]*%:#iRL £ 7,
2 FEINBIVTATADRAT* T, *"AWS THI Y F* ZBIRLET,

a. Bl AWS 77>k %3#EIRL. Workload Factory Ul 55 FSx for ONTAPT — 2 O0— REEBDT7 AV

YFIDZIE—-LTEHOMITET,

b. ABDHER ID %3ER L. Workload Factory Ul " SHER ID # I — L TRED T £ 95

3. T*RA*) ZFIRLE T,

4 [T7OERFRRIS =10 3> T UEICERLIEIRTORY S—%FRL. RN ZERLF

ER
S. O—ILD%&RIZ AL, O—ILOER]"Z:ERL I,
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2. TNH0I LTI YILICERT3&EIEADLE S,
3. EMPFEERLTOLT YO vILEERLE T,

R
LT w LBMERR S . [Credentials] R—ICRED £,

CloudFormationZER L T7 AT MIIL TV vIL%=EBMT S

9 % Workload Factory #8E% &R L. AWS 777 > kT AWS CloudFormation X 2w I Z&E#HT 2 &
T. AWS CloudFormation X% & %M L T Workload Factory I AWS FREEEHRZEBMTET X I,
CloudFormation 3. #RL 77— 00— F#BEICEDSWTIAM ARU > — X IAM O—I)LZER L £ 7,
F%ed BR0IC

*AWST AT MMIOTA YT BICIEILT U vILDMETY,

* CloudFormation 2 &Z w7 #FERLTIL TV vILZBMT 35E8E. AWSTHT Y h TROMERIHE
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",
"iam:PassRole",

"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",

iam:CreateServiceLinkedRole"
1y

"Resource": "x"

FIE
1. Og«q4>"7—o0—RI77o )=V =%
2. XZa—No*"EIEZBR L. RITERER ZERLET,
B [ULTFYIHIR=IT, LTI v LB %EERLE T,
4. [Add via AWS CloudFormation]*% &R L £ 9
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Add credentials

@ Add manually @ Add via AWS CloudFormation °

Create an |AM palicy and 1AM role in your AWS account 1AM pafiicy and rofe crealion ars aulomaled via a Clowd

according to detailed instructions and a provided For his sall ou. Mo account

permissions list, which s based an your reguitemeants managemen! permissions ane fequired by Workioad Factary

Permissions configuration

Create policies Storage b

Credentials name i} Action required T

RS —DERPT. CABDILTF UL vILICEDZET—vO0— RigieeEMICL. ®7—oO0—R
DIMERL NILZZEIRL £,

HEHOHEZEMTETZDT,. EACEENRELRT—IO—-F2RERTBLITTT,

AT ay  [BFMERFIVvIZEMICTBZEFERLT. 70— ROUWBZRT T37HICHE
BAWST H DY EDMERDH I ESHZHERLE T, FTvIZBMCT B L. 1ERR) D —ICIERD
IBAIE N “iam:SimulatePrincipalPolicy’ &9 C DIERDBEMIE. ¥ERDOAZHERT S LTI, LTV
SvIILEBMLIEH EICCDIERZEIRT 2 b TITEITH. MIBHA—ZLHARIHLEBEWVKSIC) Y —
ZAHDBMERINBVWKSICLIED. BRBRUY —XDFFHI ) -2 T v T2 THBVKSICTEHIC.

LTI RILAPT. N5 LTI vILICERT %12 ANLET,
. AWS CloudFormationh5 27 L 57> v IL%ZEBML £ 9,

a. [Add]* (& 7zl&[Redirect to CloudFormation]*%z&IR) %#EIR9 % . [Redirect to CloudFormation]R—
THRRINET,

Redirect to CloudFormation
The instructions Delow describe ooy to creste the link from e AWS CloudFormetion saresce, Atter you're
done, return 1o ' Workload Factory.

1 I wou wse siegle sign-on (S50) with AWS, open a separate browser 1ab and |G in to the AWS Consale
before you sakect Continue.

2 Lag i to the AWS account whers the FSx for ONTAP flle ayatem regedes.

| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation

might ereate IAM PesaUrces:

4| Select Create stack.

Continue Cancel |

b. AWSTS Y H LA >4 (SSO) #FEALTVWRESIE. BlOTSvH42 2. AWSO>YY —
ncaga4 > L THh ST 2 E#RLE I,

FSx for ONTAPZ 7 1 LY R T LHAEE TN TWVWBAWS T AU Y MCAOT A VT 3RENHD T,



C. [Redirect to CloudFormation]’X— < H'5[Continue]* % &R L £ 9,

d. [Quick create stack]’R— <’ M[Capabilities] T. *[| acknowledge that AWS CloudFormation might create
IAM resources]* %= ZR L £ ¢,

e [REy I DIER & ZIRL 3
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DY =247 resourceType * DB

* Microsoft SQL Server
host

* PostgreSQL Server host

J—70—R workload WLMDB
BEE priority * Success
* Info

* Recommendation
®* Warning
®* Error

®* Critical

BHIORAT notificationType * Deployment

* Well-architected
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"accountId": [

"account-a"

1,

"resourceType": [
"Microsoft SQL Server host"

1,
"workload": [
"WLMDB"

I
"priority": [
"Success",

"Error"

1,
"notificationType": [
"Well-architected"

]
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Create new Microsoft SQL server

Region & VPC us-east-1| US East (N. Virginia) ~ VPC-1| 172.30.0.0/20

Availability zones

Select an Availability Zone and subnet for each node. Ensure that each of the selected private subnets
have outbound connectivity enabled. The subnet for node 1 must be in the primary Availability Zone for

the FSx for ONTAP file system.

Cluster configuration - Node 1:  Availability zone Subnet
us-east-1d HCL-CC-1] 192.168.16.0/24
Cluster configuration - Node 2 Availability zone Subnet
us-east-2d HCL-CC-2 | 192.168.17.0/24
Security group Use an existing security group $g-ad2b38d1

—HDOIA—-FERTIE. 472O0-F REVZ2FRL T I-FZ2 7 77ILICKREL. B0 XTLICHS

Load configuration Save configuration X

/> Codebox

Create database REST API

RESTAPI )

curl —location --request POST https://api.workloads.netapp.com/accounts/ace
~-header “Authorization: Bearer <T: A\
--header "Content-Type: application/json’ \

~—data-raw [

RAETEHBTETEI, BEICRL T 4UrO0—-FRICO-FZREL T, HOAWS 7AT Y MIBESTEE

BENTEEY,

Codebox/* 5 CloudFormation 11— K % {8
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CloudFormation X 2w 7 =& TEF X9, CloudFormation |Z. Workload Factory Ul TE&L=T7 7> 3>

ZRITLET,
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NHOET,

CloudFormationiC & > TEBRINIYAMLT7 77 ILRADO I—KRiZ. X% a2 T4 LOEEHA S7HZICHREY]

NICED X9,

IR Y B HIIC
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* CloudFormation X 2w 7 % fER$ 3 Ild. ROI—F—MERHDPHNRET,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",
"iam:PassRole",

"iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

LI

iam:AttachRolePolicy",

iam:CreateServiceLinkedRole"

1,

"Resource": "x"

FIE

1.

© o > w Db

N

94

Workload Factory > Y —)LZERA L TETISEEZzERLICS. O-FRYIJXRNOI—RZIE—
LEY,

[Redirect to CloudFormation]*% ##R 9 % & . [Redirect to CloudFormation] R—UHRREINE T,
DT SO o1 RUZAE, AWSEEI Y —)LICOJ1 > LET,

[Redirect to CloudFormation] X— > H 5 [Continue]*Z i EIRL £,
O—RZRITTBAWST AU MIOTI Y LET,

[Quick create stack]’X— <> (D[Capabilities] T. *[I acknowledge that AWS CloudFormation may...]*Z &R L
9,

Ry I DIER] ZEIRLE T,
AWS Z 7z1& Workload Factory ' S#ETIR R ZEER L £ 9,
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79,

2. - RZMODMITT RRASZXTLTEITLET,

Codebox/h* 5AWS CLIO— R % {EH
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Terraform%Z R L T. FSx for ONTAP 7 7 1LY AT LR FDMDAWS) Y —XZEA, BIETEFX I,
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* TerraformH' 1 > X k=)L EINTW3 > X7 L(Windows/Mac/Linux) D" E T,
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