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s 2t AEEX 22Xt SE Xz S8 A7|0f HIM A7|0F
2|t

AEZ|X| A|AHI . . . . .

HEE FLtt

7|§ DXI -gEOF ° ° ° ° .

FM2t #2 LHE

o
E
CIO[HE FLICt

StCE e . °
y =2 O

O|HIE H7
S E

AER|X| MH[A
HHIS
ma|gct

gLt

AEZ|X| 22| . .
B 2|
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s AE2[X| 22|t 8 OEIH S8 A7|0f HM A7|0O

Ho
of
Rl

G| O[E{H[O] & .
HNAS
e gtefct

WFA2LQ| E3t2 ’
2t2|sta

C|O|E{H[O| A

Sofl ciet

HH|AS

M2t

HIM ofef 8 . .
g

2| ZX| 22 E . .
"Fix it" LS
EREs,

EMETEES .

Ho10f chgt 817
M HhyAS

HSefLlct

214 o1z MHS P M5t F0|l= SAML(Security Assertion Markup Language) 2152
MASI A AF2 X}t Unified Manager 2 UI0]| M| ASEZ| F0f| IDP(Secure Identity
Provider)d| °|3H ABEEE & = JASLICL

—

SAML 2150| gMsteEl o= /A AF2 X2t Unified Manager 12HE] AF2X} QIE{D| 0| A0 HM| AT 4= QELICE
24 AMEX 8 FX| 22| AFEXt= UI0]| HM[AE 2~ IELICE O] FH2 FX[ES 2500 HM|ASH= AL XL A|
HBFS =X| OFALICY.

co=2 T Lo d

ID 22X Q7 AR
ID S2XH(IDP)Z AIE3I0] 2E &2 A2 Xto]| CHall SAML 9158 43I = = Unified
ManagerE #83t= Z<2 Unified Manager0fl 83HMO 2 HAL LT ¥ 7iX| E 14
HEES L1 A0joF gfLCt.

IDP AME0f| Unified Manager URI 5! HIE}H[O|E{E 1=4slOF BLICt. 0] HE = Unified ManagerSAML 215

H|O|X[Of| M ZAtE £ UELICE Unified Manager= SAML(Security Assertion Markup Language) EE2| AH|A

Z3xHSP)2 gLt
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* AES(1& 2= %t HE): AES-128 3! AES-256
* HQb3lA] 22| F(SHA): SHA-1 8! SHA-256

* AlHpEE A
» ADFS(Active Directory Federation Services)
ADFS 78 27 Atet

* Unified Manager7} 0] 7| EhAFR} A12| $20] i3t ADFS SAML SEE P2 248t o a3t 4| 7| 17
A2 Chg AMZ Holsfof it

7 2t
SAM-AH-0|5 0| IDRLIC
SAM-AH-0|2 urn:0ID: 0.9.2342.19200300.100.1.1
E2OE H|YF3}E 0|2 urn:0ID: 1.3.6.1.4.1.5923.1.5.1.1
QT YWHS YA AZO= AYHOF YLICH IHX| g2 B2 Unified Managerdi| A 230t28 I ALE X107
QRIL UM £+ AFLICH CHS BAIE s,
a. ADFS 22| 2&3 gLt
b. &1% E2| ROIM A St

Z uthentication Policies Z
C. QEFRO| XA M 2 EH 7|2 215 HH
Z dhHS 7127121 "Windows QIS LAl " kAl oIz O 2 MEBHL|C},

o
* 420 Mz} Unified Manager £2t Q15 M7t CA MBE|H IDPE St 210210 AR EL|CE o] ZXIE sHASH |
ot & 7tX| siZ BHo| Q&LICE.

© 30| Liot ol X Aol [t HZE CA QISKI0| CH3E ADFS A2l x| SHolS H|ZfstetL|ct.
YL

= GARRE M=|of| et oiX| 2l S vl dshetLlot

= -

$0

° CA MHH7} ADFS Mt LHOf| A3310] Unified Manager AH Q15 M QX0 MESIT=E THL|Ct.
7|Et 78 27 AFE

* Unified Manager A|Zt X}0|& 2 MHEE o JQ2OZ IDP AH2} Unified Manager A Zte| A|Zt X0 =
2 O|LHO| 7L} QIZ0] ’é'ﬂHE*LIEf.

SAML Q1Z 2 ALESIE MA™etL|Ct

SAML (Security Assertion Markup Language) 2|52 AtESHH 212 AFEXI7L Unified
Manager & UI0]| M| ASEZ| F0i| IDP(Secure Identity Provider)of|A Q158 gtg 4
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* IDP(ldentity Provider)= Unified Manager®| Al X| 28O} 5t 1A sH{OF &hL|Ct,

* IDP URL 3! H|E}GH|O]E{ 7} QL0{OF ©tL|Ct.

* IDP MH{0|| CHSF AN A #THO| L0{OF ST},
Unified Manager0llA] SAML ¢IE 2 HZ& ot 20f|= IDP7} Unified Manager A{H 2*5 HEE 74 7|
AEXE7E J2H AL X; QIE{H|O| A0 MM AT 4~ HLICE MatM Fd T2MAE AZSH| Hoj| HE2 & 222
DE 22T 4 AT FH|3H0f ZLICH IDP= Unified Managerg Td517| 7‘10|Lf o FE i’l*'-llif
SAML ©I=0| % 151El 20l= ¥ E AF2 X2 Unified Manager 122 AF2 X} QIE{H[O|AOf| MM AL 2~ QUELICE

2 ALEX} B RX| 22| AFEXH= Ulof] HMAY 4 GISLICE o] M2 RX|E 2&, Unified Manager 3 =
ZAPIO]| °—'.**1|£5PE AMEXIAH = &S FX| ASLIC

(D ol HoIXIoIA SAML 742 226}21 Unified Manager7} XSO ChA| AISHEILICE,

b
1. 1% B FojlH * Ytk * > * SAML 915 * & 22/gtct,

2. SAML 9I% 22t golzte Mefgh|ct

3. Unified Manager A|H{E IDP AH0f| HZASH= o] 223 IDP URI % IDP HIEIH|O|HE =igfL|Ct.

IDP ME{0]| Unified Manager AEHOl| A XI7 o M| A

+ = Z2 IDP URIE &3t = * Fetch IDP Metadata *
HEZ 22/5t0f IDP HEIH|O|E] ZHEE XISOZ k2 4+

UAELICE.
4. Unified Manager SAE HEIH|O|E] URIE SAISIHLE S AE HEH|O|EH{E XML HIAE mpof] X{ZRL|Ct.

O] YEE ArE30 IDP MHE 7Y + ASLIC

748 t23t1 Unified ManagerE CHA| A|ZFEX| 2tolsh= HIA|X| AXE7F EA|ELICE,
6. 2ol 5l 20t * & 22I6H Unified ManagerZt CHA| A|ZHEILICE,

Ct=of #to| A= A A AFEXEZL Unified Manager J12{ 2 QIE{H[O| A0 HM[ASH2 1 & I Unified Manager
22921 I|o|X| CHAl IDP 239! H|0|X|0f| X} SHS LHBILICE

OFZ] AR E[X| 42 AL IDPO| BAM|ASED Unified Manager Al URI %! HIELH|O|E{E Ql2isto] 1H S tZEHL|Ct.

2XtZ ADFSE AI26H= 22 Unified Manager GUI= ADFS A|Zt HI$HE M 831X ¢toH
@ Unified Manager M| A|7t X[stoll =2E mi7tX] 7| ZHSELICH GUI MM A|ZH Xabe * b > =

7l 2d >+ Hgd Azt 1t * & 28610 HEY = ASLIC
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SAML Q!50|| At2E|= ID 25XHE HATL|CH

Unified Manager®i|A| ¥ & AFEXIE Q1E 5= O AFHE5H= IDP(ID 32XhHE HEY
OIAL_||:|._
A H

e

* IDP URL %! M|E}H|O|E{7} Qlofof EhL|Ct.
* IDPO]| CHSH A A HSHO| QLO{OF BELICE.

Unified ManagerE +1&5t7| HO|Lt 20f| A{ IDPE 71dE = UELICE

CHA|
1. QIZ EFM Kb M * 2t * > * SAML @15 * 2 SaigL|Ct,

2. Unified Manager A\HHE IDPO| HZ35H= O] 2R3t M IDP URI % IDP HIEHH|O|HE & BiL|Ct.

IDPZ} Unified Manager MO &F HMAS o~ Q)

U= A2 IDP URLS A3t = * Fetch IDP Metadata *
HES S2I5t0d IDP H|EtH|O|E & E'EE UHSC=E M2 5+ R

USLICE.

3. Unified Manager HEIE|O|E URIE SAISHALE HEIH|O]E{ & XML HIAE THo]| X &Lt

4. 18 ME > g S
TS HEY QK| 2Ql5H= HIA|X| AXE7t HEA|ELICE
5. 3fol * 2 Z2|#tL|C}.
M IDPOf| M| ASED Unified Manager At URI 2! HIEIH|O|EE 2t 142 b=z ghL|Ct.

CH20l H3t0| Q= ZF ALK} Unified Manager 12T QIE{H|O| A0 HM[A S 1 &t wff O|X |IDP 219! 1|0|X|
CHAL A IDP 22921 H|o| X0l XtH SEHS YLt

Unified Manager 29t 215 A HZA = SAML Q15 A2 AHI0|Est= FYLICE

Unified Manager A0 AX|E HTTP
O[O EsHOF BLICH ZAE A[AHIQ| A|AEIO| A 1P Z=AZ

S H L E
Stetsto{LE AIASIO] Ch3t 2O QIS NS 2502 WS olZ A7t iH|o|EELCt

[l (@] w
HL
ro
ro
ol
>

= M|
o g
> oX
Ot
i
rg
%)
>
<
—
ro
ol
-1
Iu 0z
nx
ox
i

o

Hot 1F M7t HAE| 1 Unified Manager A{H{7} CHA| A|ZHE|M SAML 215 0| 23 5HX| 911 AFEXEZ Unified
Manager J12HZ QIE{H|O| A0 WM|AS o~ PUELICEH AFEX}E QBT 0| A0 CHEt HMAS CHA| 2 M52 H IDP AH
5! Unified Manager At 2 50|l SAML QI5 M2 AH|0| Es{of ErL|C}.

A
1. |X|E &0 231t

2. F 05 * oA * SAML 15 H|ZH3t * Mol CHot HS E A=BLC
SAML Q52 H|2d3tst1 Unified ManagerS CHA| A|2f2EX| &HQISHS H|A|X|7F EEA|EIL|CE.

3. UH|O|EZl FQDN E£ IP T4 E AFE3t0] Unified Manager AF2X} QIE{H|O|AE A|ZtStD AC|0|EEl MH
CISME E2t2X0| MEct, RX| 22| AFEXt X1 ZHZ2 ALE6t0] 2218fL|Ct,
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4. 4™/ * H|O|X|0f| A * SAML 15 * 42 MEHst 1 IDP HZES FAEL|CH
3. Unified Manager S A E H|EtH|O|E| URIE SAISHALE SAE HEHH|O|EE XML HIA E mAof| K& StL|CE.

6. X% - 2 223pLc
742 25T Unified ManagerE CHA| AIKHEER| EQlshs HIAIX| AXiH EAEILICH

7. 291 8l 270 * 2 22/ Unified Manager?t CHA| A|ZHEIL|CH

8. IDP A0l M| ASHCHS Unified Manager AH URI 3! HEIHO|E S 2sto] 24 g 2t gLICH

ID S=4t 74 A
—1
=]

a. ADFS 22| GUIOIM 7|1ZE 7|3 SARE M2 g=5S
ARt

b. IG|0| EEl Unified Manager AH 2
'saML_sp_metadata.xml'sS AtE35I0] MZ2
ME[St 4 QU= ThALR} St=2 g I8t C}

o= T

C. Unified Manager?} O] 7|2t SEALX} A Z| SH=0f
CHet ADFS SAML 8& % T2 BNt O RSt
Al 7Hx] 22 7ElS Holsi

d. ADFS Windows A{H|AS CHA| A|ZFHgEL|C,
AlHF=E[A a. Unified Manager At 2| M FQDNZ attribute-
filter.xml2} reying-party.xml It =
0| EfL Tt

b. Apache Tomcat &l AMHHE CIA| A|ZlStD ZE
80057t 221 MEf7t & uh7bx| 7|CHRIL|C,

9. Unified Manager0fl 21018t11 |dPE Sdlf SAML Q50| G| MTHZE 2SS 6t=X| =QlgL|ct.

SAML QIE 2 ALESHA| (= E M-t

Unified Manager & UI0]| E Qlst7| il IDP(Secure Identity Provider)S Sl 214 AL Xt
RIEE XI5 SAML Q15 S ALEoHK| T AEY = JELICEH SAML 2150

o
H| 2t 3zl 22 Active Directory 2= LDAPR} 20| 1 HEl CIAEZ| MH[A SZXI7F 22
15E —’F%E*L—l Ct.

SAML 15 S HZdestH 22 ALEXL 8 || 22| AFEX7E A #2 ALEAt 2of J2HE AHE X} QB H[0] A0
HHAE = ASLICH

2§ ALZ R} QIE{ |0 A0 MM AY 4= Ql= B2 Unified Manager RX|E4 252 AHZ3I0{ SAML Q152
H|gtMgter &2 QU&L|CTH

(i)  SAML9I50| HjZ43tel % Unified Manager7t AHS O ChAl AISHEILIC

1. 1% S Zofl M * b+ > * SAML 915 * 2 =L Ch
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+ME 2&E6t1 Unified ManagerS CHAl A|ZFEX| &Q1sHe O A|X| AFXEZF FEA|EILICE.
4. 2ol gl 270t * 8 S2I61H Unified Manager?} CHA| A|ZHEIL|CE,

CHS Hol| 21 & AF2XI7} Unified Manager 22 QIE{H|O| A0 HM|A S & uff IDP 2391 H[0|X| CHAl Unified
Manager 212! H|0[X|0f| XtH ZHES = fL|Ct.

IDPO]| 4 M| ASHD Unified Manager AlH URI % HIEIC|O[E{ £ AFX|IEHLICE,
X 22| 2£0|M SAML Q1S 2 AHESIX| S E MYeL|Ct

Unified Manager GUIOI| HMAS o~ §l= 22 X2 250M 2 Hl2hd
gt &~ UELICE Ol= 7140| B RE[HLt IDPO| AMAS 2 gl BR0f Lhiler 4~ U&L|CH

s LBt A+
SXES AFBXZAN A2 250 HH AT £~ JA0{OF BHL|Ct,
SAML 2/&50| H|2d o= %'—?— Active Directory .= LDAPS} 20| LM El CIHER2| MH|A SFX7F 2O2 FS
SHBILICEH 22 ALXH U RX| 22| AFXH= ;ug5|_| YA AL /o= i T ALE X} QE{H[O] A0 HM|AL 5~
olAL|C}
A H .

ulel 2%/1E HO|X|o|A SAML 2I5E H|gdetet = AELCt

() SAML9IZ0| Higt48tel % Unified Manager?t &HS O ChA| AIZHEILICE,

SAML 2I5& H|2M5}5t 10 Unified ManagerS CHA| AR X| 2kolsH= HIA|X|7F EA|E/LICE
3. y* & Y=t CtS Enter 7|E F2H Unified Manager?} CEA| A|ZHEIL|CE.

CtS ol 212 AFXI7} Unified Manager J2HE! QIE{H|O] A0 HM|ASI2{ T & mff IDP 2191 H|0|X| CHAl Unified
Manager 2121 H|O[X|0f| XA SF= LHEILICH

LUQ3 AL IDPO| AN ASIT Unified Manager B URL %! H|EtH|O|E{ S AfH|EtL|CE,

SAML 2!Z HO|X|

SAML 21& T|0|X| £ A2SIHH Unified Manager € UIO| 23915t7| M| IdP(Secure Identity
Provider)E S3ll SAMLES At85t0] ¥ ALEXIE Q1B ST E Unified ManagergE #+4g &

OI*L_||:|-

* SAML 7182 Hg5t7{LE =5t H ofZ 2| A 0| 22| X} S| QLO{OF gLt
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Unified Manager A{H{O0{|A] IDPOf| M| A317] 2/SF URIQILICE URIS| ofl= Ct22t Z&LIL
ADFS O[H| URI:

(https://win2016-dc.ntap2016.local/federationmetadata/2007-06/federationmetadata.xml’)

Shibboleth 0i|%| URI:

(https://centos7.ntap2016.local/idp/shibboleth™)

* |IDP M|EtH|O|E *
XML & Alo| IDP H|EH|O|E

Unified Manager AMEHO|A] IDP URLO| HMA S &~ Q= AL * Fetch IDP Metadata * HES 2&!610{ 0]
JII |: = xH A A|_||:|.

_l_M
* * SAE A|AH|(FQDN) *

HIY = ASLICH

rulo

M K| Z0f| M=l Unified Manager SAE A|AEIO| FQDNYILICH Q3 2L 0] 2t

t

**ZAE URI*
IDPO|A Unified Manager SAE A|AHIN| AM|ASH| 2|5H URIQILICE.
* *SAE HEHHO|H *

XML gAlo| SAE A|AH! H|EIH|O|H

Unified Manager A0l Al LDAP EE= Active Directory=S A28t Q152 MASHD AHL}
2 St E At ¥4 *f%xfe B + JUSLICE

=2 o2 T

217 Q1Z BMBL QIF MH|A M 9l 915 M Z7t0f| Tt XEAIH L2 * Unified Manager®ilA 21 ¥zl
HUHEE #4 * o o|X MM S XA,

Unified Manager A7} Q15 M et E4I5H= O At85t= ZEE HAY =+ JUSLICH
- mest 3 -
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OHZ2[AI0]4 ZE|Xt HEol L0 OF RFLICH.

A
1. ¢

2
3. Authentication Servers * G0 TZIE oI5 MHE MENSH CHS * Edit * & 22/ELICL
4. OIFZ MH T™Z! * CH3}t AXtoA ZE M8 HEE HRIBL|Ct

5

- M+ 2 2L

21E MHE AHot= SYL

Il

Unified Manager A7t Q1 M2t SL4ISHA| Z5IEF St2{H 215 MHE AHE =
USLICE S S0 2| M7t EL15t= 1E MHE HESIE = 2 S MHE A5t
M IE MHE =t 5= JASLICEH

B ELER

OHZ 2| 0| 2t2|X} HE0| A0{OF BfL|CE.

QIE MHIE AHIBHR 915 M| 212 AFBX EE= 120 Unified Manager0ll Tf 0|4 KA 4 gi&LICH
i
1. QISP AN * bt < >+ 27 Q15 * 2 B2RLICH

Active Directory === OpenLDAPE ALE% 215

Ba| MHOA €7 Q152 ARSIES MEstD 0IF A

—

H L2
HBMAY = JEE QS MHet ELGHEE 22| MHE L4 & J}SLICH
CHE 0/2] ol QIF MH|A F SHLIE AFESIHLE RSt QIF MH[AE X[FY 4= AELICH
* Microsoft Active DirectoryS 22|8tL|C}

@ Microsoft Lightweight Directory Services= At2% 4= l&LICH
TRt E MH|AE MEISID ATt 01T MHE F71510 Q15 MH 2| {2 AFEXI7t Unified ManagerOil &M A
[e] Il

=
T UACE g 5 JUSLICE HA AL EE= 50| gt Xt 3HE 21E MH{o| M 2t2|ghL(ct 22] MHE=
LDAP(Lightweight Directory Access Protocol)E At&5t0] #MEl 21F MH LHO|AM ¥ & AEXIE QI B ELICt.

Unified ManagerOfl A 2H= 22 AHEXI2| 2 22| MO AFEXt O|F 1 &= HIO|EH[O|AE RHHLZ FX|
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22| BHL|CE 22| MHE QIS8 £35t1 Active Directory BE= OpenLDAPE QI50]| AF2SHX| QE&LICE

\J
-

8510 ZAL 207} 2HEIUEX HEE XY = JASLICH ALXIIE +A5t=
AF230] ZELEE 3 7[SELICH ZA= Active 1Q Unified Manager?| 2&
HO|A 3l Z7HHOR L =E API 7|50 CHel HEILICEH

N =

o
oo rin ==
2
ro e |
1o mjn
|:|\I

Pl

\
-

At 20 I HI|E AFRSH Active 1Q Unified ManagerOi|A]l AH2 7Hs8t D5 ZHA 23 OS2 E11 H AT
*I-I C}. Audit Log: File View(ZAt 20: Ot H7))o] MU MM UNME 7|&O 2 LIZEILICE O] E7]0l= &X]|
A2[0|= Al M El RE ZHAL 209 HETJ A|AHI| = W22 HA|EIL|CE Unified Managerd|A] 242
o MOt M7 FHI0|EE| D 20| M AFEE &~ JSLICH 2t 20 Ot o MEf= 20 MU HE E= MFIE
f7| Pl sSHOE DLIETE= "It FZ A A" :ch’ ALE5H] AN ELICEH AABIM ZAZ2OE

> A= F2 LALED0 CHS MEH B 6H—r7r TohE 4 JAELCH

Z 04> HRon
obﬁo&*rlr i
9

not St

ALER AH

s 2I7HEM 2350 Y= orAlL|ct,

By Highd, 2= 9 A AR MEE DAL

AR JASLICH oAg 5= HETH ALEXt0| 2o &4HE
ohAJLICE

manual_delete(+S 2{A) o] U= ALEXEZL AfH| e I RIL|CE.

EQH_AMK| E2 74 Mol w2t EQLEZ QIS AK|El DHA LT

Unexpected_deleteS ME{BIL|Ct 2 == Q= O| R E AMN|El DHURILICE

AL 23 Ho|X|ol|= Ch3 1t 22 B BRI ASLIC

- 7Y

© AR

- CleRs
delete * HES ALE3121 Audit Logs 57101 LIZIE ZhAt 28 ANE 4 ASLICH ZAF 235 A3t LSO
Sutt AIE Solsts o £30| ElE TS ANE 0|98 MK HEE 4 UBLICH Reason Holl= ALA|

HYPS Aot ALEXtel o|F 2t el 0|77t LIZELICE.

G =

ZAF 23 MMo| * LR ZE * HES AF2810] Active 1Q Unified Manager®l A ZEAI 212 CHRZESHT ZAL 23
mIUS LHEH ~ JQELICH "HE" & EE'— "REHEOZ BAE A2 AFE gzip HAHOE CI2EZEFELIC

[

mAS Ao A AROA TAO| AM|=| X2 DB H0| 22| =2 AH|E|X| gd& Lt

Lo -d

ol

SA| AutoSupport HS0| H-GE|H X3 HE0= of7to| 5! ME|E ZhAL 21 mbo| B & etE LT, ShX|gH
ZHereh X2l HEO0| MyeH g A 20 IotEL(C S2E ZA 2= ESE[X| gfgLCt
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A2 MEo| * g * HES AFESHe ZAF 21 midof thet 22 HMS Fd5tn ZA

AIABI0 XS HlO|E{S] QFt WISOf 2t MAX T 57| * 51~ 2HAF 20 2E o * 0| 742 MEE 4 UBLICE
L= 8 23 21 27|+ 01 312 B e & 20l 21 cHOIEIS| IIRILIC) B oM HHE « 2 21 RE
JI2b+, * S Ih 37] + 90+ & 24AF 20 37| * BE| 2tof met ZRELICE 2k 21 sete] 27(7}+ TOTAL
AUDIT LOG SIZE * Off %I 3toll & rstet B OF7fo|s ! Ilo| AMEILIC. 5, 74 Q8 THU0| ARIELCt,
J2IL HY E22 CIO[E{HI0|A01A 24 ALS S 4 QO "EoH| AT"2 EAISILICL 2A 20 BE 7|7t g
AL 21 mhelo] BEE|E YAt O BEO| SFE ZECt Q2fE TUe SoHELI,
i

1. ZAH 20" >> 74 8 SRBILICh

2. X otd 37|+, * S LA 2O 37| * S ZAF 2T BEE J(7H of 22 ™t

AP 20 7 ot AXfol|M * §E 2 AFE * 2lztE MEISIH F A 222 oot
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