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* AlHpEE A
» ADFS(Active Directory Federation Services)
ADFS 78 27 Atet

* Unified Manager7} 0] 7| EhAFR} A12| $20] i3t ADFS SAML SEE P2 248t o a3t 4| 7| 17
A2 Chg AMZ Holsfof it

7 2t
SAM-AH-0|5 0| IDRLIC
SAM-AH-0|2 urn:0ID: 0.9.2342.19200300.100.1.1
E2OE H|YF3}E 0|2 urn:0ID: 1.3.6.1.4.1.5923.1.5.1.1
QT YWHS YA AZO= AYHOF YLICH IHX| g2 B2 Unified Managerdi| A 230t28 I ALE X107
QRIL UM £+ AFLICH CHS BAIE s,
a. ADFS 22| 2&3 gLt
b. &1% E2| ROIM A St

Z uthentication Policies Z
C. QEFRO| XA M 2 EH 7|2 215 HH
Z dhHS 7127121 "Windows QIS LAl " kAl oIz O 2 MEBHL|C},

o
* 420 Mz} Unified Manager £2t Q15 M7t CA MBE|H IDPE St 210210 AR EL|CE o] ZXIE sHASH |
ot & 7tX| siZ BHo| Q&LICE.

© 30| Liot ol X Aol [t HZE CA QISKI0| CH3E ADFS A2l x| SHolS H|ZfstetL|ct.
YL

= GARRE M=|of| et oiX| 2l S vl dshetLlot

= -

$0

° CA MHH7} ADFS Mt LHOf| A3310] Unified Manager AH Q15 M QX0 MESIT=E THL|Ct.
7|Et 78 27 AFE

* Unified Manager A|Zt X}0|& 2 MHEE o JQ2OZ IDP AH2} Unified Manager A Zte| A|Zt X0 =
2 O|LHO| 7L} QIZ0] ’é'ﬂHE*LIEf.

SAML Q1Z 2 ALESIE MA™etL|Ct

SAML (Security Assertion Markup Language) 2|52 AtESHH 212 AFEXI7L Unified
Manager & UI0]| M| ASEZ| F0i| IDP(Secure Identity Provider)of|A Q158 gtg 4
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* IDP(ldentity Provider)= Unified Manager®| Al X| 28O} 5t 1A sH{OF &hL|Ct,

* IDP URL 3! H|E}GH|O]E{ 7} QL0{OF ©tL|Ct.

* IDP MH{0|| CHSF AN A #THO| L0{OF ST},
Unified Manager0llA] SAML ¢IE 2 HZ& ot 20f|= IDP7} Unified Manager A{H 2*5 HEE 74 7|
AEXE7E J2H AL X; QIE{H|O| A0 MM AT 4~ HLICE MatM Fd T2MAE AZSH| Hoj| HE2 & 222
DE 22T 4 AT FH|3H0f ZLICH IDP= Unified Managerg Td517| 7‘10|Lf o FE i’l*'-llif
SAML ©I=0| % 151El 20l= ¥ E AF2 X2 Unified Manager 122 AF2 X} QIE{H[O|AOf| MM AL 2~ QUELICE

2 ALEX} B RX| 22| AFEXH= Ulof] HMAY 4 GISLICE o] M2 RX|E 2&, Unified Manager 3 =
ZAPIO]| °—'.**1|£5PE AMEXIAH = &S FX| ASLIC

(D ol HoIXIoIA SAML 742 226}21 Unified Manager7} XSO ChA| AISHEILICE,

b
1. 1% B FojlH * Ytk * > * SAML 915 * & 22/gtct,

2. SAML 9I% 22t golzte Mefgh|ct

3. Unified Manager A|H{E IDP AH0f| HZASH= o] 223 IDP URI % IDP HIEIH|O|HE =igfL|Ct.

IDP ME{0]| Unified Manager AEHOl| A XI7 o M| A

+ = Z2 IDP URIE &3t = * Fetch IDP Metadata *
HEZ 22I5t0f IDP HEIH|O|E] ZHEE XSO Z k2 4+

UAELICE.
4. Unified Manager SAE HEIH|O|E] URIE SAISIHLE S AE HEH|O|EH{E XML HIAE mpof] X{ZRL|Ct.

O] YEE ArE30 IDP MHE 7Y + ASLIC

748 t23t1 Unified ManagerE CHA| A|ZFEX| 2tolsh= HIA|X| AXE7F EA|ELICE,
6. 2ol 5l 20t * & 22I6H Unified ManagerZt CHA| A|ZHEILICE,

Ct=of #to| A= A A AFEXEZL Unified Manager J12{ 2 QIE{H[O| A0 HM[ASH2 1 & I Unified Manager
22921 I|o|X| CHAl IDP 239! H|0|X|0f| X} SHS LHBILICE

OFZ] AR E[X| 42 AL IDPO| BAM|ASED Unified Manager Al URI %! HIELH|O|E{E Ql2isto] 1H S tZEHL|Ct.

2XtZ ADFSE AI26H= 22 Unified Manager GUI= ADFS A|Zt HI$HE M 831X ¢toH
@ Unified Manager M| A|7t X[stoll =2E mi7tX] 7| ZHSELICH GUI MM A|ZH Xabe * b > =

7l 2d >+ Hgd Azt 1t * & 28610 HEY = ASLIC
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SAML Q!50|| At2E|= ID 25XHE HATL|CH

Unified Manager®i|A| ¥ & AFEXIE Q1E 5= O AFHE5H= IDP(ID 32XhHE HEY
OIAL_||:|._
A H

e

* IDP URL %! M|E}H|O|E{7} Qlofof EhL|Ct.
* IDPO]| CHSH A A HSHO| QLO{OF BELICE.

Unified ManagerE +1&5t7| HO|Lt 20f| A{ IDPE 71dE = UELICE

CHA|
1. QIZ EFM Kb M * 2t * > * SAML @15 * 2 SaigL|Ct,

2. Unified Manager A\HHE IDPO| HZ35H= O] 2R3t M IDP URI % IDP HIEHH|O|HE & BiL|Ct.

IDPZ} Unified Manager MO &F HMAS o~ Q)

U= A2 IDP URLS A3t = * Fetch IDP Metadata *
HES S2I5t0d IDP H|EtH|O|E & E'EE UHSC=E M2 5+ R

USLICE.

3. Unified Manager HEIE|O|E URIE SAISHALE HEIH|O]E{ & XML HIAE THo]| X &Lt

4. 18 ME > g S
TS HEY QK| 2Ql5H= HIA|X| AXE7t HEA|ELICE
5. 3fol * 2 Z2|#tL|C}.
M IDPOf| M| ASED Unified Manager At URI 2! HIEIH|O|EE 2t 142 b=z ghL|Ct.

CH20l H3t0| Q= ZF ALK} Unified Manager 12T QIE{H|O| A0 HM[A S 1 &t wff O|X |IDP 219! 1|0|X|
CHAL A IDP 22921 H|o| X0l XtH SEHS YLt

Unified Manager 29t 215 A HZA = SAML Q15 A2 AHI0|Est= FYLICE

Unified Manager A0 AX|E HTTP
O[O EsHOF BLICH ZAE A[AHIQ| A|AEIO| A 1P Z=AZ

S H L E
Stetsto{LE AIASIO] Ch3t 2O QIS NS 2502 WS olZ A7t iH|o|EELCt

[l (@] w
HL
ro
ro
ol
>

= M|
o g
> oX
Ot
i
rg
%)
>
<
—
ro
ol
-1
Iu 0z
nx
ox
i

o

Hot 1F M7t HAE| 1 Unified Manager A{H{7} CHA| A|ZHE|M SAML 215 0| 23 5HX| 911 AFEXEZ Unified
Manager J12HZ QIE{H|O| A0 WM|AS o~ PUELICEH AFEX}E QBT 0| A0 CHEt HMAS CHA| 2 M52 H IDP AH
5! Unified Manager At 2 50|l SAML QI5 M2 AH|0| Es{of ErL|C}.

A
1. |X|E &0 231t

2. F 05 * oA * SAML 15 H|ZH3t * Mol CHot HS E A=BLC
SAML Q52 H|2d3tst1 Unified ManagerS CHA| A|2f2EX| &HQISHS H|A|X|7F EEA|EIL|CE.

3. UH|O|EZl FQDN E£ IP T4 E AFE3t0] Unified Manager AF2X} QIE{H|O|AE A|ZtStD AC|0|EEl MH
CISME E2t2X0| MEct, RX| 22| AFEXt X1 ZHZ2 ALE6t0] 2218fL|Ct,
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4. 4™/ * H|O|X|0f| A * SAML 15 * 42 MEHst 1 IDP HZES FAEL|CH
3. Unified Manager S A E H|EtH|O|E| URIE SAISHALE SAE HEHH|O|EE XML HIA E mAof| K& StL|CE.
6. X% * g St

TdE 25511 Unified ManagerE CHA| A|ZHEEX| 215H= HIA|X| X7 FA|EL|CE,

7. 291 8l 270 * 2 22/ Unified Manager?t CHA| A|ZHEIL|CH

8. IDP A0l M| ASHCHS Unified Manager AH URI 3! HEIHO|E S 2sto] 24 g 2t gLICH

ID SEXt T A
k= a. ADFS 22| GUIOIAN 7|& 7|8 FAIXR A Z| =2
APHELICE
b. £ ArEsto] M ME[Y & U= M| EHAE
=g FIILICE saml sp metadata.xml
2 H|0| EEl Unified Manager AEHOH| A
C. Unified Manager?} O] 7|8t ZALX} AMz| =0
CHg ADFS SAML SE 2 71& 2M5t= o 2%t
M 7EX| 23 A2 "ot
d. ADFS Windows A{H|AS CHA| A|ZHREL|C,
AlHtE 2| A a. Unified Manager A{H2| | FQDNS &

UOO|ERLICt attribute-filter.xml 3
relying-party.xml I,

b. Apache Tomcat &l AMIHHE CIA| A|ZlStD ZE
80057t 2221 MEf7t & wh7bx| 7|CHRIL|CE,

9. Unified Manager0fl 230138t11 IdPE Sdl SAML Q50| 0| MTHZE ZtS6t=X| =QlgL|ct.

SAML QIZ 2 ALESHA| (- E AA™eL|Ct

el

Unified Manager & UI0{| 23Q18t7| H0f| IDP(Secure Identity Provider)E SdH /& A2 X}
QIEE BXI5IHH SAML Q15 S AIESHK| RS MY £ JSLICEH SAML 2150
H|ZtMSHEl AL Active Directory EE= LDAPLQE 20| M=l CIAIER| MH[A ZZX7 232

S HiZyselE 22 AISXH X KX 22l ALSKT REE 212 ASR o 220 ALSR elE{H 0| A
o
2| ALS R} QIEIH 0| A0 UHAT 4 gl HP Unified Manager RXI24 248 AFZ310 SAML 2158
HIEHEE S LI

() sAML2IZ0| HI2H43HEl 3 Unified Manager7t XHS. Q2 ChA| AIZHEILICH

|
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TS 22351 Unified ManagerS CHA| A|ZFetX| &FQ1SH= HIAIX] & X}7F EA|ELICE,
4. 2ol 8l 270k2 * & 22I6IH Unified Manager?t CHAl A|ZFEIL|CE,

CtS Hojl ®1Z AF2 X7t Unified Manager 12HE QIE{H|O| A0 M|ASH2 1 & ol IDP 2321 I[0]X| CHAI Unified
Manager 212! H|O|X[0f| XtH ZHE ={SLICE.

IDPO| M| ASH Unified Manager AlH URI 5! HEtH[O|E{ & AfM[RfLICE.

Xl 22| 2E0|M SAML Q152 AHE5HX| = E MESL|Ct
Unified Manager GUIO|| HN|AS &~ gl= A2 |FXIE 250|M SAML Q1S5S H| 23}l of
2 = ASLICE Ol= T+E0| 2 RE|ZLE IDPO]| HAMA S 4= gl= 20 2l = ASLICH

R

FAEF AEXNEM A 250 BMAT 5 A0{0f SHLICE
SAML Q150| H|2d3}El A2 Active Directory Be= LDAPRF 20| TAE CIAMER| MH|A SZA7L2O2 QB2
SYSILICH 2 ALK} B |X| 22| A8 XH= -_r“SE.J A2 ALK} 20| J2HE] AFE X} QIE{T|O| A0f MM AT 4=

ALt

ulel dH/Q15 mo|X|of| A SAML Q152 H|gMatet &2 QELICE
(i)  SAML9I50| BjZ43tEl % Unified Manager7t AHS O ChAl AISHEILIC

CHA|
1. RS 2E0| 208t

2. &0 * oM * SAML 215 H|ZHdst * M0 et H= S =gtLict

Ct.

SAML Q15 & H|Z M35t Unified Managers CHA| AR X| 2QIst= HIA|X|7F A EILICE.

JH

3. y* E Y=t OHS Enter 7|E 2™ Unified Manager?} CHA| A|ZHEIL|CE,

CHS Ol &1 AF2XI7} Unified Manager 122 QIE{H|O| A0 MM A St & ol IDP 2391 I[0|X| LAl Unified
Manager 212! I|0[X|0f| XtH ZHS = fL|Ct.

Ut 2L IDPO| HM|ASHT Unified Manager A\t URL %! HIEIC|O|E{ S AFF|EHLICE.
SAML 2! H|0|X|
SAML Q!Z HO|X|E AtE38tH Unified Manager € UIO| 23215t7| M| IdP(Secure Identity

Provider)E S3if SAMLE AE5H0] ¥l & ALEXIE Q1B SHESE Unified Managerg w4
OIALICY.

46



* SAML A2 M52t 23612 ojZ 2|04 B2|xt Hgro] QL0fof BLICk
- 917 9IES FAefoF BHLict
o

Unified Manager A{H{Of|A] IDPO| HM|ASEY| ot URIRILICE URIS| Ol = Cha 2t Z2&L|CH
ADFS Of|x| URI:

https://win2016-dc.ntap2016.local/federationmetadata/2007-
06/federationmetadata.xml

Shibboleth 0| URI:

https://centos7.ntap2016.local/idp/shibboleth

* |IDP M|EtH|O|E *
XML &Al9| IDP H|EHH|O|E

Unified Manager A|HHO|A IDP URLO|| AL o~ /= B2 * Fetch IDP Metadata * HES 2250 0|

HI=EPEPNEY
. * SAE A|AH|(FQDN)*

MX| 0l H2|=l Unified Manager SAE A|AEIO] FQDNYIL|CEH st 2L 0 2t

NW

HAY &~ ASLICH
* *TAE URI*

IDPO{|A Unified Manager SAE A|AEI| HMASHY| |3 URIILICE.
* * SAE HEH|O|E *

XML g4lo| SAE A|AH! HIEIH|O|H

2~ 71
1= 2tz

U ified Manager AJHHO| A LDAP EE= Active DirectoryS AF2510] 0158 MAStD MHet

N RHEBHES PAIS0] 22 AFBKIE 1Y & ALt

HF Qs *§h 25 MH|A A7 3l A5 M 710l CHet XiM[et LHE2 * Unified ManagerOll M 210 2 &S
HUESE 74 * 9 O] M3 HZIHAI2.

[
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* OpenLDAPE Z&2!gtL|C}

LR QT MHIAS MetohD MESH OB A
£ UEE B 4 UBLICH #H ALBR £ 08

LDAP(Lightweight Directory Access Protocol)S At25t0] A El

FI15H0 QIF MH 2| A MRXPP Unified Manageroﬂ OH M| A g
St
% AMH I-H01|)\‘| °J74 AP%IFE 9_|Z§%“-|Ef.

Unified Manager0il M BF= 22 ALEXe| 22 22| MOl AL X} 0|F 1t 2= CO|E{H[0[AE KHHH 2 | K|
2| BHL|CE 22| MHE QIS8 £85t1 Active Directory BE= OpenLDAPE Q150]| A2SHX| QE&LICE

24 A

LA 205 A0S0 AL 2071 2MEI/JEX] R E LR[S &= JSLICH AL8XEIL o=
DE U2 ZAL 230f| 2LIEE 8l 7|ZEL|CH ZHARE Active 1Q Unified Manager2| 2 &
AEX QIEH0O|A B BINMOZE = API 7|50 CHol =~ ElL|Ct.

N

*M 20 oY HI|E AHE5I0 Active 1Q Unified ManagerOi| Al AFE 7ts3t R E ZAt 20 MUS B ANAS
|Ck. Audit Log: File View(ZAt 210: Tt H7()| It 2 MM HWE 7|EC = LIFELICE 0] E7(|0fl= dX]
AI0|= Al M E RE ZAL 29| METE A|AHI| Q= 2o Z EA|EILICE Unified Managerdi| Al 2t S
o miOtC HEIL OO0 EE| D 20 AMEE = JSFLICH 2F 20 Mol MEfl= 20 MU HE = MNE
57| 2o SSHOE BLIEEE = "I F2d MEf™ ’:éﬁc’ AH25H0] K EILICEH A|ARIOAM ZAt 2OE

g A= ZR A RO CHE HEf & w?r ZotE = AFLCHL

-

>y pem
o X o2 g

AR A%

2y 27N 2510 Qs THAJLICE

Hy HIE, ef= S A| AR MEHE mpUAL|CH

AR ASLICH oIS =322 HETH ALEXt0) 23 &44El
ohAJLICE

manual_delete(+S 2A) HoHo| U= ALEXEZL AfH[eh I IL|CE.

EQH_AK| E2 74 Mol w2t EQLEZ QIS AK|El DHA LT

ne
4>

Unexpected_deleteS MEHBIL|Ct 9= O|RE AH[E DA ULICE

YA 23 HO|X|0l| = Ch3 1t 22 B B ASLIC

- 7N
- AR

i

I_l

delete * HHES A5 Audit Logs 5710l LIZIE ZhAF 208 A2 4 ALICE ZHAF 208 Aot LSO
QBT MRS OISt Bl E20| B IHUS AR 0[RS MENO2 B 4 ULLICE Reason Tl AHH
312 283t ALBALS| OIS 87| 0|R7} LIZELICY.
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fAL
e '—HE'.'E“ = AL gy “t "R HFOZ BAIE OHUR2 AHE HEHZ U2E UL . gzip HAL
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J2ILE HY $22 CIO[E{HI0|A01A 24 ALS S 4 JOM mEoH| AT"E EAIFILICE 2A 20 BE 7|7t g
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T UFLICL 0] 7[S= A0t ZAt 215 A Syslog MHZ W& 4= USLICE O[ZA|
ot =ZhA[Sf =710| IS mf At 215 ZEle o+ AsH
AA 29| AA 2U2 Active 1Q Unified Manager AE{2| ZA 21 mtelo] HxE Z 20| CHH|3t0] HE =743t
NS MSELICH
A

1 ZAF 2T 714 - et SRl M ¢ fH 2Z ALE - Zelts MEfRiLC)

HA 2YS Y= I HEIH EAIELICH
2. AZY A MH9| * HOSTNAME * X * ZLE * £ {BIL|CH

3. server CA certificate * Z=0{|A * browse * & 22I5t0] CHA MHO| B S ME MEHBIL|CY.

EME ol YZE3H{0F SLICH . pem HAL 0] 21F M= CHe Syslog MOl A 2HOtOF SHH BkZ & X| kOOF
LICH QISM = o 2R =2 MElSt "o AE 0|5"S E3H{OF LIt SubjectAltName (SAN) 4.

me o

4. * CHARSET *, * CONNECTION TIMEOUT *, * M{HZ X|¢f * HEof gf2 Y=L

of2{et AE9| g2 e = HH LT,
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A2 FHS MFSH| To| 220|AUE 15 ABME CHREESHH Syslog A0l 2 E80F LT I X
UOH HZO| HIELIC}. Syslog AMH{2 I Fo 2t S2H0|AUE 2IF Q1B M| SHAIE BHS0{oF &
olAL|C}

A H

0ol: syslog-ng HHE ALE5I0 2IE A Q| <hash>E PH=0{OF L|C} “openssl x509 -noout -hash -in
cert.pem 13 C}2 22}0|HE 21Z QIS ME <hash>.0 F/0fl HHEl mpof| HZsHOF SL|C},
7. XMz * 2 2EI5t0 MHete| HZEE Fdstn

A 2ds st
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ZAt 23 H|o|X| = 2|2 E g LTt
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4 21Z H|O|X[E AFE3EHH Unified Manager & UI0| 22151 =
Unified ManagerE 215 At S4I5tEE e 4+ JASLICH

o

HEz|7|0]M &t2|Xt = AER|X| 22| HEo| AUo{of FLILC,

Active Directory, OpenLDAP S| C|HEEHZ| MH|A ZSXI0IM ABXIE QIBSHEER 2E| MHE Lot AHLE
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