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Summary
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Impact Level: Risk
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Source Type: Node
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Resolved By:

Assigned To:

Cause: At least one storage failover interconnected link
between the nodes aardvark and bonobo is down.
RDMA interconnect is up (LinkO up, Linkl down)
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A5 ¥ H AL X7t Unified Manager & UI0]| M| ASE7| Z0f| IDP(Secure Identity
Provider)di| 2[3lf QIS === & 5+ ASL|CH
SAML 10| £ 4481l S0l 212 AEXISk Unified Manager 1242 AHB7H OIEIHOIA0] M At 2 QIELICE

2 AEX}F Y RX| 2| AKXz Ulof] HM|AY 4= GIELICE O] T2 |X|EH 2500 AMASH= AHSXH0IA|
%I‘é'l:g xxl OJ.‘¢L|E|-
o= T Lo 4 .

A 27 Alet

ID SEXHIDP)E AtE0I0 2= A ALEXI0] Cis SAML Q15 S +™SH== Unified
ManagerE 745tz 2<% Unified Managerdf] 83 MO 2 AZAL L E % 7tX| P £M
H2ES €11 A0{0F BLCt.

IDP AME0f| Unified Manager URI 5! HIE}H[O|E{E 1=4slOF BLICt. 0] HE = Unified ManagerSAML 215
H|O| X|Of| A SALE &~ AELICE Unified Manager= SAML(Security Assertion Markup Language) E&2| A{H|A
S2XKSP)Z ZHFElLCt,

XHelE Aot #E

* AES(12 Y3 EE): AES-128 5! AES-256
* HObSHA| ZNE|F(SHA): SHA-1 2 SHA-256

* AlHtEE|A
+ ADFS(Active Directory Federation Services)
ADFS 74 27 Ate

* Unified Manager?t 0| 7| ZARK} &2 et=0f| CHet ADFS SAML 8HE & 2415h= ol 223t M 7HX] H+
TAS LS &M 2 F28HoF gLCt.

3 7 &

SAM-7|H-0|2 0|2 IDYLICH

SAM-AHZH-0|2 urn:OID: 0.9.2342.19200300.100.1.1
E3 O2__H|X8E 0|2 urn:OID: 1.3.6.1.4.1.5923.1.5.1.1

¢ Q1B HHHS A QIEmO 2 MESHOF BLICEH O™ X| 42 Z 2 Unified Manager®llAl 23012 I AFEXHO||AH|
QEII BHMSE & Ol &| O} CH2 CHAIE £3lSHAM A2,
a. ADFS 22| 2&g gLt
b. 21% E2| H0f|A| Authentication Policies ZC1E 22|#tL|Ct
C. QEZO| X oA 2 E2EH 7|2 215 MM My g S=FL|C
d. oIEZIYl QIF vHHS 7| 2711 "Windows Q15" CHAl " kAl oI=Z"O 2 MAEHL|C}
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° CA N7t ADFS AMH LHol| 4Z38}0{ Unified Manager At 21EAM 2B MESH=SE &fL|Ct.

7B TE 25 Aret

* Unified Manager A|Zt X10|= 5222 HHE|0] A QB2 IDP M2t Unified Manager A Zk2| A|Zt X}0|=
£ O[LHO[ ALt QIZ 0| MTgfL|Ct.

SAML QIZ 2 AESIEE MYefL|Ct
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* IDP(Identity Provider)= Unified Manager®| Al X| 2 8OF StH FAJ8OF BHL|Ch.
* IDP URL % O|E}H[O[E{ 7} QLO{OF LT}
IDP AtHOl| CHEE M|l A HPHo| QLo{OF BfL|CY,

O| Zrof| CHahH

Unified Manager0i A SAML 2152 MHNst 20{= IDP7t Unified Manager A\t SAE &2 M E of7tx|
AFEXIIF J2H T ALKt QIE{T|O| AOH HMATH o~ HELICE MHEEM 1 ZE2MAE ARG | Moj| HES & 222
D= kR 2 QU= 2 FH|sl{0f BLIC} IDPE Unified ManagerS T#435t7| HO|LE 20| 2MHE 4= AUELICH
SAML QI50| 2MstEl Sofl= A AF2X2E Unified Manager 12 AF2X} QIE{H[O| A0 AN AT 4= QU&L|CE,

24 MEXH Y FX| 22| AFEXHE U0 M| AY o~ ELICE O] 22 FX|E+ 22, Unified Manager B& L=
ZAPIOf| HM|ASH= AFEXIO|HIE SES FX| YELICH

(D) ol HoIXIoIA SAML 742 22t2! Unified Manager?t AHSQE ChA| AISHEILIC
EHA|

1. 125 ERAM oA * Uik * > * SAML 915 * & Z=IgLICt

o
2. SAML Q15 M5t * &olzks MEHBELCE,
IDP ¥Z2 7 8st= o] 2ot ZEJF EA|EL|CE

3. Unified Manager AlHHE IDP AH0j| HZ5H= O] Z 2% IDP URI % IDP HIEIH|O|H & =iEtL|Ct.
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IDP ME{0]| Unified Manager AEHOl| A XI7 o M| A

+ = Z2 IDP URIE =3t = * Fetch IDP Metadata *
HEZ 22/5t0f IDP HEIH|O|E] ZHEE ANSOZE k2 4+

UELICE
4. Unified Manager SAE H[EIH|O|Ef URIE SAISHHLE S AE HEHH|O|EHE XML HIAE T of X{ZerL|Ct.

O] YEE= ArE3H IDP MHE 7Y & JASLIC.

T84S 2=E5I1 Unified ManagerS CHAl AISEX| 2I5H= IAIX] 4XH7 EAIELIC

(o]
fot
e
=
Hu

702 * 2 22I8H Unified Manager?t CHA| A|ZHEIL|CE,

CH20 Heto| Q= &1 AF2X}7} Unified Manager 21T QIE{TH|0| A0f| HM|ASHE 1 & if Unified Manager
230l Ho|X| cH4l IDP 239! H|o|X[of] Xt S UetL|ct.

Xt
=

mo

apxl

—

ot

OFE| 22 E|X| @f2 A2 IDPO| AN ASED Unified Manager AlH URI % HEIH|O|E{E 2250 4 S t=SfLICEH

ID 22XIZ ADFSE AE3%t= 22 Unified Manager GUI= ADFS A|Zt X3S X &3tX| QO H
Unified Manager M43 A[ZF ®|otol| =Eeh mf7tX] A% ZHS8LICE Unified Manager?t Windows,
(i)  Red Hat = CentOSOl BHZE|H CIS Unified Manager CLI B2 ALSSH0Y GUI MM Alzt %3}

HAY & ASLICH um option set absolute.session.timeout=00:15:000] HH2

Unified Manager GUI M4 A[ZH £t 15202 AH LT}

i

SAML 250 AEE= ID SSAE HE LI
Unified Managertil X & AFEXIE Q15 dt= Ol AHE5H= IDP(ID S2XH)E HEY =
USLILCE.
AlEFst7| Hofl
* IDP URL %! H|EIH|O]E{7} QL0{OF SFL|Ct.
* IDPO]| CHTt HAM| A HBtO| QI0{oF BfL|CE.
O] Ztdoi| CHah
Unified ManagerE +45t7| Ho|L} =of| A IDPE #dg = JASLICL
EHA|
1. 2% EMH Ko A * it * > * SAML 215
2. Unified Manager A\HHE IDPO| HZ5H= O] 223t M IDP URI % IDP HIEHH[O[HE = BiLICE.

IDPZ} Unified Manager MO 217 M| AT o=

U= 2 IDP URLS =3t = * Fetch IDP Metadata *
HES 22610 IDP H|EIH|O|E HEE XIS2E X2 5+

UELICE.

3. Unified Manager H|E}H|O|Ef URIE SAISH7LtE HIEIE|O|E{ & XML HIAE THAoff X{&EfL|Ct.
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T4S HEY AKX 2AQUSH= HAK] &RE7E EAIELICE

M IDPOf| @ M|ASHD Unified Manager A\ URI 5! HIE}C|O|E{E Y2t 182 A ZBL|CE,

Ct20l Zeto] A= fH AHEXE7E Unified Manager 1202 QIE{ | O] A0f M| A5t 1 & o O IDP 221 H[0|X|
CHal A IDP 2221 H|ofX[of XtH SES YHRILICY.

oxd
fjo
1%

Hlo|Edt= S|ILICH

rr

Unified Manager ¢t 215 A HZE = SAML 215 4

Unified Manager A{EH0f| AX|El HTTPS E9t QIS ME HASIZH SAML 015 18 MEHES
AHC|O| EBHOF SHL|C} SAE A|AHIO| 0|2 S HIRHLE SAE A|AHIY| A IP =AE
ShebSEHLE A| AEIO)| CHSH HOF OIS ME 2202 HASHH Q1= A7} 2l0|0| EEIL|LCY.

- O

Of ZHeiof| Choh

Hot IF M7t HAE| 1 Unified Manager A{H{7} CHA| A|ZEE|M SAML 215 0| 23 5HX| 911 AFEXEZ Unified
Manager J12HZ QIE{H|O| A0 MAM|AL o~ HESLICH AEX} QIE{H[O| A CHEE WM A S CHA| E43}5I2{H IDP AH
8! Unified Manager A\t 25=0{|A SAML Q15 MHE G|0| Esl{of TL|C}.
EHA|

1.

o
T
2. F H&*0llM * SAML 15 HlZHdst * ZM0] et H= S U2ASL|Ct
SAML QI5E H[EZH35t 1 Unified ManagerS CHA| AR X| 2tQ15H= HIAIX|7F HA|EILICE

3. HIO|EEl FQDN & IP FAE AF23H0] Unified Manager AF2 Xt QIE{H|O|AS A|XFSI D AH|0|EEl A
QABME HEtXof| M E3stul, |X| 2| AHEXt XtH ZEHE AEst| 2aQlgtL |t

4. MF/1Z * HO|X|0f| A * SAML Q15 * HE MEHSI T IDP (S FMTHLCE

5. Unified Manager @A E H|EIH|O|E| URIE SASHHLE SAE H|EIH|O|E{E XML B{AE THo]| X EfL|CE.

6. M&+ 2 2.

-l

TdE 2=5t1 Unified ManagerE CHA| A 2| 215tH= HIA|X| X7 FA|EL|CE,

8l 2702 * 8 22/5}H Unified ManagerZt CHA| A|ZHEIL|CE.
8. IDP AMH0|| HAM|A S CHS Unified Manager Al URI %! HEtH|O|E & I&st0] LM S 2t2 LT
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ID 32Xt T THA|
= a. ADFS Zt2| GUIOIM 7|E 7|8t FAIXL M2 et= S
APgfLCt.

b. £ AFSIH] M A2l &~ = M) EBAE
=8 FIIELICE saml sp metadata.xml
0| E &l Unified Manager A{H{ 0| A

C. Unified Manager7f 0| 7|E'J AR A2 g=0
Ciet ADFS SAML 8E2 & &4I5t= ol 2t
Ml 7EX| 221 -FPS!; MolgfL|Ct.

d. ADFS Windows A{H|AE CHA| A|ZFStL|CY

AlHFS A a. Unified Manager A\ 2| M| FQDNZ &
AHIO|ESILICE attribute-filter.xml 3
relying-party.xml IF.

b. Apache Tomcat & MHE CIA| A|ZfstD ZE
80057+ =22l Aef7t & mintx| 7|Ch2iL|Ct.

9. Unified Managerdi 23¢15t11 IdPE S5l SAML 2150| O AtH 2 XHESH=X| 2l gL Ch.

Unified Manager & UIOf| 2192138}7| Fof| IDP(Secure Identity Provider)S S8l &2 A2 X}
B2 xXlOfEF' SAML Q52 AMESIX| A= E HHS £ QJELICH SAML 2150|
H| 2t dotEl 22 Active Directory E£= LDAPL2} 20| A&l CIHEE| MH|A SZXA7F 22

QIES SeBHLICH,

SAML Q152 HIZH35HH 2 AFEXH W RX| 22| AFEXIZF A E A AL} 2/of J2HT AFE X} QIE{m| 0| A0
MM AE 4 AGSLICH

el AF2XF QIE{H|O| A0 UM AT 4= l= AL Unified Manager S X243 248 AF25H0] SAML 2152

Hig Mot 2 JELICH

(D) SAML9IZ0] HIg43tEl = Unified Manager?t IHSQE ChAl AIZHEILICE,

M E 2825t Unified ManagerE CHA| A|ZFEEX| 2hQlsStH= O A|X| AX7F EAIELICE

4. =tol gl 270t * 2 22I6t™ Unified Manager?} CHA| A|ZHEIL|CE,
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21

CtS Hojl 21 AF2XE7t Unified Manager 1202 QIE{H|O| A0 HM|ASHE{ T & i IDP 21921 10| X| CHAl Unified
Manager 2121 I|0[X|0f| XtH ZHS = fL|Ct.

il

te

fjo

ol

—

ot

IDPOf| HM|ASED Unified Manager A{H URI 5! H|E}C|O|E{E AtH|ErL|Ct,

X 22| Z2£0|A SAML Q152 AEoHX| R=E HH™BLICt
Unified Manager GUIO|| HNAS &~ gl= A2 FXIE 250|AM SAML Q152 H|2H-dotslof
ot~ USLICE o= 71M0| R RE[7Lt IDPO| M AL o~ gl= ZR0f| 2l o~ USLICE

AlEFSt7| ol

FRES MEXEM BRI 2SO AM AT 5 A0{OF SLICE

of =tJof Choh

SAML 21550 B/ 831l 3 Active Directory & LDAPS 20| 48l LIZ=2| bl 2 Z3X7} 202 2158
SABLICE 22 ABR U 97| B2 MBAHE TAE 217 ALK 20| T2HT ALRXF QIEH 0| A0] HNAZ 2
UBLICH

UIol /915 HOIXI0IA SAML 915 S bl 25 QBLICH

(D) SAML Q30| HIgt43tEl = Unified Manager?t -HSQE ChAl AIZHEILICE,

£HA|
1. |X|Es &0 23QIgL|Ct

2. =0l * oM * SAML 215 H|ZHdst * Mo et He S ={gtL|Ct
SAML 215 E H|Z-gststal Unified ManagerS CHA| A|ZFetX| &FQ1SH= HIAIX[ZF EA|ELICE

3. y* E 3%t O3 Enter 7|E +2 Unified Manager?t CEA| A|ZFEILICE,

CtS Ol &1 AFEXI7} Unified Manager 122 QIE{H|O| A0 M| A St 0 & ol IDP 2391 H[0|X| CAl Unified
Manager 212! I|0[X|0f| XtH ZHS = fL|Ct.

LQS AL IDPO| AN ASIT Unified Manager AH URL %! HEtH|O|E{ S At|stL|Ct,

7|& X2 20| Unified Manager X|& HE HLY{7|
0| /A EZR0|AM Unified Manager RXIE4 242 A2 X[ HES MM, M J|=
i

X|doz MASI= HIHS HOS LIEr AutoSupport HIA|X|7} M| S5tz A ELH E KpA[eh EIEH
22X 0H7£0| Lot X 32 X HES Lo hL|Ct.
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0| Zteiofl chal

RA 2 ZE0] et XMSH L2 S BXSHA R "FX|E Z& 0| ="
Unified ManagerOi| A= MM El 2712| X| @l HE S ot Hoi| X&gfL|Ct.
AR ZE AMA

S
TAoOf St= B2, RAIES 2

Unifi d Manager AFEXt QIE{H[O| AT} &
I AL
aucr

Z0| OFL| 7L} AL X} QIE{HIO| AGM AFSE 4

e
o= ol M| ASHH Unified Manager A|AEIS

atg|st &

AlZH5E7| Hof|

Unified Managerg M X|st1 71A4sOF gL Ct.

Of =t ofl Choh

o
M
ofn

OF HIZ Y AEf7F XSEH RX|E4 220(A 220HR LT}

@ VMwared|| EX[El AL VMware 2£2 Sdl| fX| 22| AF2Xt2 0]|0| 23218t A0{|= Secure
|

H
Shell2 AF238t0 SA|0| 2018 2 gi&L|C},

1. CtZ B0 w2t |X| 24 2E0 M| ApLC,

o] 2 HIH||A... ChE BHAIE TMEYA ...

VMware a. Secure Shell2 AF25}0{ Unified Manager 7+
O{Z2t0|AHAL| |P A E= HetEl =l
O| S0l HAELICE.

b. RX|E4 ALEX} 0|2t A= E ARSI RA|IES
ZE0| 220t

254 a. Secure Shell2 A3 Unified Manager
A ABIO]IP FA s HAtE =0Ql 0| S0
HAZARLICE.

b. @X|E4 AF2XHumadmin) 0|12 3 AT E
AE3to] A ARl 230l8tL|Ct

c. BEEZ YHYLIC maintenance console
Enter 7|2 +ELICt.
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o] 2F HIH|A... ChE BHAIE TEHAR

Windows a. 22| Xt x+A

54 504 Unified Manager
A|AEl 270!

2 A
ghL|ct,
b. Windows Zt2|XI2 PowerShell2 AlgistL|C}.

C. I:I:IE:I IO:I |E|' malntenance console

2ASH
=
Enter 9|§ SFELICE

Unified Manager SX|24 24 0|57 EA|EL|CT.

NS

TN DT Y27t ZatE X HES dgoto] M Os 71s X& 8 M0 2L =X sHES

EE o AU L8 7 HIO[E{0M B2 29| SE{AH 2[AAS AHESH/LL tEdh= T
|Zt0] 22 23 = AL 2 X[ HEO| ELSIALL M2l Ho|E RS XFY +

AlZrst| Hof
FRES AEXZM FX|ES 2E0| HMAE 5 A0{OF LTt
ol Ztejof| chsH

Unified Managerdfl A= 7He 2| 201 Y& E 2719 X2 HSTH MEFRLICH O X[ HE2 M- A AfR|IELICH

@ Windows A|ARIO|A = HEHE AESLICH supportbundle.bat 2(£) X HES MMH= O O
OJAF X|SI%| K| QALICE

1. RXES 2E * F Him * ol M * XI/ZIEE* S MEdgL|Ct
=2
=

- K@ HSO| ZESHAHL MQIE LS HI0[E RS MESHALE ME F|AFfLICY.

=

° * Cl|o|E{Hf|o] A B *

MySQL Server Cl|O[E{H|O|AS| HIT,

o * =

[=]

*

ot
IH

712 Unified Manager 4[] T2 defe] Agtit o] §42 7250 ig4eis|of 2o 12 X
ol M RS mjat MensHof Sh|ct,

o

o *

Mt

% o+

Unified Manager®t 2LIE{RIE[= 22{AH 2to| RE S LHES 7|=35t= AYLIH.
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@ SE HolH Yol MEtS FA8HH X[ HES0| LHE Unified Manager CllO[E{2t SH7H| Al
dH gLt

HSS IS 2elst= HAIX[ZF EAIELICH

6. X3 HS0] C|O|E{H|0| A HI A S
45 SHIE ZAIZIHE B2 AlzZtat S

ALt

72 X|Fstats HAIKI7 EAIELICE
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um run cmd [ -t
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dd -u

<username> -P <password>
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um datasource modify [
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<password> ] [
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<datasource-id>
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um datasource remove
<datasource-id>

um option list [
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um option set <option-
name>=<option-value> |
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and LUN path.
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um volume list [-g] [-
ObjectType <object-id>]

um quota user list [-qg]
ObjectType <object-id>]

um aggr list [-g] [-
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um event ack <event-ids>

um event resolve <event-
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um event assign -u
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um event list [ -s
<source> | [ -S <event-

state-filter-1list>.. ] [
<event-id> .. ]

um backup restore -f
<backup file path and name
>
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