Active 1Q Unified Manager &+
Active 1Q Unified Manager 9.9

NetApp
January 31, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/active-ig-unified-manager-
99/config/concept-overview-of-the-configuration-sequence.html on January 31, 2025. Always check
docs.netapp.com for the latest.



=0

Active 1Q Unified Manager &4

TH AHA9 IR

Unified Manager & UI0{| 24 AM|A

Unified Manager gl UI2| 7| 4H &3

S AE F7t

A1 LS HEWTZF Unified Manager 714

Unified Manager0fl AtS Q2 F7tE|= EMS O[HIEQIL|C}

ONTAP EMS O[HIE 7+

SAML Q15 &HH 2|

EHMEX T HE
e,

MM B AlZE

c
3,
—h
(9]
o
<
Q
>
Q
«Q
@
-
b
>

W N = a A

16
17
20
20
21
25



Active 1Q Unified Manager 1A

HM[ASHH X7 ™A Hf 2tF OfHARRI D E €S t=ofof gLt O =
ZFOh ¥ 0lE 74, AR BRE 71 A 3 Fte 22 It Y B E Y = JSL|CH
O] MEMO| MHEI UE MAH= Unified Manager QIAEI A X7| MM S AR o= Of| LREHL|Ct CHE Ext= M

QUAEH A Y= O RESHHLE ONTAP A|ARIS| HY|XQl DLIEHE S A[ZSH7| Moj| ofof & 4 HES
ZIRFSHL|C},

TN N2 HE

74 A2 EZ2R0M Unified ManagerE AHE5t7| F0i| a=AdljOf 5= 2 dof| Choll 2 ehL|Ct.

Configure nitial Unifred Managor
settings and add clusters

Configure administrative settings

Unified Manager ! UI0]| 2{M[A
Unified ManagerE & X3t =0fl= ¢
NAS DUEZIS AR 4 YALICH
AZFSE7| o

* Hulof] M AhASHE B RX| 22| AFBXHEE Linux AX[2] 22 umadmin AHEXHE 22180k SfL|Ct

* AHEZH FQDN(ErtetE! =MQl 0|F) = IP FAE AESHE il B2 0|3 AE3H0] Unified Manageroi|
UM ASHEE S5 E5HHH HIERID 74 ol E2 fa° FQDN2E s Asof giL|Ct.

© MEOIM XEA| MEE CIX[E ASME MESH=E R E2tRM0M ASME L= 4= gitts Z1E BAE =
UGLICH AMAES ALY 2 S 2lSt7ALE MH 0SS 2l CARS 712 ME CIX|E ISME EX|e &=
USLILH.
THA|

1. AX| ObX| 80l EA|=|l= URLE AHB3H0] 2t X0 A Unified Manager & UIE A|ZHfLICH URLE Unified
Manager MH2| IP F2& = FQDN(™ #&tEl =o|Ql o] ) ILICt.

213 & https:/ YAIO 2 FA|E/L|CHURL.



1. QX224 ALl 12 ZHE A0 Unified Manager & UI0 2 3Q18HL|C}

Unified Manager ¢! UI2| Z=7| 8H A

Unified ManagerE AtE52{™ HX NTP AMH, S X2 AFEX} O|HY F2&, SMTP A{H
SAE B ONTAP 22{AH 712 Taet 7| 4F M2 FdsjoF gL|Ct.

AZESEZ| Fof
Che =S SAHsHoF grLfct.
* K| = HZE URLS AFE3t0] Unified Manager & UIS Atigi&L|Ct
* AX| SO MME RX|E AKX} 0| U LT (Linux HX[Q] B2 umadmin AFEXHE AHESH 213 EL|CH

Of Zrefof| CHaH

Active 1Q Unified Manager A|%F H|O|X|= & UI0]| X{& HM|AT Tk LIEFEL|CE Of2f H|O|X|= VMware &X|
O X| LTt

M Active IQ Unified Manager

Getting Started

o_

Emall AgloSy poort AFi Gatewsy Add ONTAF Clusters Finish

Motifications

Conhigura your amal sarvec 1o sllow Aotive 19 Unified Mansger to 28555t in the &vent of a forgotian paisward

Maintenance User Email

SMTP Server

Hioat Mama e« |P Address

Uaar Name
Fasiword

e STRRT I TLS

Lise 55

LIZ=0f| O] M & otLEE HASHH Unified Manager2| 1% EHM XHoj A &
NTP A2 VMware A X|0f|2t S ZE|H LS| Unified Manager X224 248 AMESH0] HAT £ USLCH

r-@
o
rz
=2
x
hY



THA|

1. Active 1Q Unified Manager x£7| &7 1§|0| X|0f
SMTP &M, NTP At (VMware & X|2t {2

| &
2. AutoSupport * 111|0|X|01|A1 * £9| gl A& * & 22/8t0] AutoSupport HIA|X|Z Unified Manager0il A
NetAppActive IQE H'f 4= Q&L IEf

%x|5¢ MEXt e-H|Y Z=A SMTP AMH SAE 0|2 gl &7}
24

LHYLICE O 2 * A% - S =L

(=] =2"-

AutoSupport

= &0t7 | Floll AE L HMAS Xﬂ-gja T EAE X[F0H0F 5t74Lt AutoSupportE
g5t H 2 * HE A

H
10l A * & * > * AutoSupport * & 28AAIL.

3. Red Hat & CentOS A|AEIO|A umadmin AF2XF 2S£ 7|2 "admin" 2XIE0|AM AF2X} Mol 2XtEZ2 HAT
& UAEL|Ct.

4. AP| HO|E<I0] M * m{|0| X|0{| -] ONTAP REST APIZE A28t ZL|E{2!5t2{= ONTAP 22{AEE Unified
Manager0llAf BH2[8t 4 QT2 o1 API AO|ERI0] 7|5 ALBEX| 0SS MEfRILICH 121 12 * A% * 8
s2/giict,

oJI U|°| |_|.7=0" * o||:||- * * 7|
UA&LICH APIO]| CHst leof

28 PI A[O|E<0] * ol M O] &FS &-delotr Lt Hgdete 5=

= >*A

e £ HXsH AR "Active IQ Unified Manager A|ZHs17]".

3. Unified Manager®| A 2t2|&f S22{AHE F7tst0 * CHS * & S2gL|Ct 22|ste = ZF S AEOICH AFEXt
0§ U 4= Xt SHu &7l SAE 0|§ = S2{AEH 22| IP F2A(IPv4 E= IPv6)7t L0{0F BfL|C
A XH= "admin" HeS 74X 20 QL0{OF BHL|Ct.

o O

|I|>' r_l:l_

| EAl= M= ArILIch & uie LESol| * AE2|X] 22| * > * 22 A 83 * oM 222 E o1 =
|

L|Ct.

s

6. Qof * 0| X0 M ZE HFO| SHHEX| glsty * OpE * & S2IBfL(Ct

21

AlZFst7| H|O|X| 7t &38| 11 Unified ManagerDashboard H|O| X| 7} EEA| &/ L|C}.
=1
So{AE FIt

E*~E1*E1E DLIEZEE £ JATZ Active IQ Unified Managerdll 22{AEHE FI1e ¢
SLICL 047]0ll= e &= A= EXE ot i Ze = UEE S A MEf, B, 45,
-_rL“ S &E2 331* B HEE /M= 7|k ZetELCt

o

AlZfSE7| ol
* OHS2[A|0|H ZE[Xt = AEE|X| 22|X} S0 AUO{OF STt

* Tt R} I0{of BHLIC
© SAE 0|2 EE S2AH BE| P FAYUC

2AE 0|52 Unified Manager7t 22{AE{0]| &3} O A83H= FQDN = &2 Ol
0|E0| 531*E1 23| P =AZ &91E|0{0F StL|C},

o

YULICL ZAE

SSAE 22| IP FA= 22| AEE|X] 7HY A|AR(SVM)2| 22{AE] 22] LIFO{OF &L|CH = 22| LIFE


https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/api-automation/concept-getting-started-with-getting-started-with-um-apis.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/api-automation/concept-getting-started-with-getting-started-with-um-apis.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/api-automation/concept-getting-started-with-getting-started-with-um-apis.html

o 2 AE{0|A ONTAP H{ZA 9.1 AT EQ||0] O|AHS AlSHsHOF SHL|C}.
° ONTAP Z2|X} AF2X} 0|5 gl gt

Ol A™Mol= 28 T2 12 HM|A H$HO0| ontapi, ssh X _http 2 MHEl admin_F&H0| U0{OF EHL|CE.

° HTTPS Z2EZ S ME3I0 22{AH0| HEY ZE Ho (YU OZ I E 443)

© ZRvtASMIL JAELICE Ch2 F 7HX] el IS M7t 2t
* MH QASAM = SEO| AFEELILE SHAEE FII5IE{H Rt ASMIL ERYLICH MH S A7} 2tz E|H

QIS ME CHA| MMt Unified ManagerE CHA| AIHOM MH|AT} AF= O 2 CHA| S2&| £ 2 8jjof ShL|Ct.
QIS A Mo CHet XtMITH LI 2 7|= XtE(KB) &A1 "ONTAP 90| A SSL QI ME ZHASH= B

* S2O[AE AS M *: S0l AZELICH 22AHE FI102{H Rt ASAMIL ERELICH H=E QS M7t
A= 22 AE = Unified Manager0i| 7t = glQH, E‘EfOIO*E RISt olo] A= AR 2HAHE
715E7| ol THA| *0”%33H0F LICE 2{Lt ofo] =7+l 22 AE{0f CHslH O] IS M7t 2= E|0] Unified
ManagerOfl M AFE Sl 22 EMS HIAIE2 Btz E ASMOoIM A% HSELIC 22t0|UE QS ME CHA|
doddg 2t wu:.'—l'if

Unified Manager NAT IP A8 AF25I0] NAT/HSE Fof| U= 22{AHE 718 4= ELICH
HZEl 2 E Workflow Automation EE= SnapProtect A|AEI2 NAT/2SHE 0] Q!0{0F 5HH
SnapProtect APl SZ2 NAT IP FAE ALt 22{AEE A'EolOF ghL|Ct,

* Unified Manager AH{0i| &gt Z7t0] L0{0F BfL|Ct. HIO|E{H|O| A T2 E2|9] Z7H0] 0|0] 90% 0|2 ALE &
B2 MHof| SHAHE 7t & glELICH

Of Zreiof| CHaH

MetroCluster 12| 22 2Z S2|AE et #H SHAEE 25 FI18H0F otH 22 AE It SHIZA| 14 £(0{0F
Lot

Unified Manager®| Zt QIAEATICIE LIFE S AR TS S AH0| F H| SHAH 22| LIFE #+4% 32,
Unified Manager®| & QIAEHAE Sl THY SHAHE ZLIHEY & J}SL|CH

THA|

1. QI B BN AER|X| BR| 7>+ SRAE M - 2 S2stct,

2. 2 AH 4% *HO|X|0M * =7t * E S=IgtLCH

3. 2 AHE FIt* CHe} HXI0M S2AEQ TAE O|§ E= IP A, AFXH 0|8, ¥ Y XE Hoot 242 U
S R

STAE H2| IP FAE IPVEOM IPVAZ, E£= IPV4OIM IPveE HEEY = AGLICE M IP FA= OHE 2L ER
F77t &= = 28{2H a2 8 EE1¢E1 T4 o[ Xx[of HFFEL|CE

=
=
S Uit ARl M * S M 27] * £ 22510 22 AFf tet 2IFA FEE FLICH
=3

Unified Manager= M 20l 22{AHE F7te itk QIS M E 2IetL|Ct Unified Manager0ll A= ONTAPO|


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_renew_an_SSL_certificate_in_ONTAP_9

CHet 2t API 2 £9| IS ME &QIsHA| 45 LIt

21

M 2 AEC| 2E N7t AME (2 152), Unified Manager?t 0| 15 &2t 7|7HE & HIO|HE & oH7|
AIZfStLICE o|2{et 4= HIOE H&d =8 7|52 A8 SHE LI 0] 7|52 S AEE FItet 2= 2%

— 1 T
Ol&tel 22{AH H5 HEE MSYLICH HIO|E H&5d =8 F7(7t f=EH 7|2HO 2 5200t HAIZE 2 AH
45 HloIE 7t =T E LTt

1527t 95 HIO|H &2 CPUE BO| AFE3SIE = HO|H H&d £ E0| HF B2
@ SHAE0M SAl0f HHEX] FEE M 2HAHE FI15= AlXIE F= A0| Z5LIC Eot, H|0|H
HAEM £7 7|7t ¢t Unified ManagerE CHA| A|&FSHH £E 0| SThe[1 Eof = Azt
2tHO0| EA|ELICE.

S2|AES 2712 4 QICHs R HIAIX|7} BAIEIH & AAO| A|7)7} S7|35|X| 244X, Unified
Manager HTTPS @IZ A A|Zt 017} 21 AE{0| L0} O|SQIX| SHOIBHLICE NTP i 0|2t QALSH
NHIAZ ALZ5t0] AIZ17} S7|SHEIQ=X] SHolefor BiLiCY,

A 222 Hf = E Unified Manager 74

Unified Manager®i| A ALZX} 2tZ2| O[HIEO]| CHE Y2l HIHE S e = JASLILCL
o2lg Hiljig{™ HA 2 J7HX| CHE Unified Manager M4 FA6l|0F ghL|Ct.

AlZfoE7| Hofl

OHZ2[A0]4 ZtE|Xt HEol L0 OF BFLICH.

o =0l CHaH

Unified ManagerE #&56t11 £7| 42 &gt 20|= O[HIE 41 A 23S EB[AHSID A2 e-HY EE= SNMP
EUE WML E otF 2 dot= A0 EELIC

TEA|

1. OlHE 22 8%

fjo

Tt

AMEX 2HE0 M EF O|HIETL 2rliet mf &g HES 2L SMTP MHE 745t &E LS 29 o|H|E
FAE HSolof ELICH SNMP ERE A3t H iy SMS & by

N
o
ih)
ro
Ol
o

AME

1L

L|Ct

2 LDAP = Active Directory AH&Xt7} Unified Manager QIAEI A HMASI0 A0 LS Hroa{H ¢
2152 dEdtof L.

w
ro
o
>

£ =71

H
215 MH Lie| ¥ZA ALEXL7L Unified Managerdfl AM| AT = JEF 2AF MHE =7t & AUSLICE

ol

4. A}

00

ES]



O|HIET} ML} O|HIET}L ALZXIO|A| 2 mf YBIS HLE=ZE Unified ManagerE
YRS HLfE Ol A8E[= SMTP AHE £8e £ U, Chfst o
HAHLIZES 48 = JUSLICEL O|E S0, Y2 LES e-HY = SNMP EZO = HH
|

A ESE7| ol
ChE HEIt A0{OF BfLICt.
© 2 HAIXIZt HEEl= O|HY FAJLICE
H etz r I

= =
o

2 ergjo) i A B0 oloY F40k LIERELICE Of 0|2 E olojg Mgy
o FAL Uig EIIS S 2ol w Ao RE AIBELIC

A == o
EETHAE%Tol

o H

* SMTP M ZAE 0| 3! MHof| AN|ASE7| S AHEXL O|E & &=
E

* SNMP H{# OfSHIRC E2 TE EL|E| U 7|E} LA SNMP 1A Ztat 87 SNMP E24S A AISH E2H Cfab
SAEQ SAE 0|2 L= P F=AQILCE

4

Ol2] E3 CHAIS X|HSIET 2t SAES HE2 TEULICH 0| 29 HH U OFRHLSC E TEQ 22 [}E
DE SNMP MHS 220 nE SAE| s SUsHof BHLICH,

OHZ2[AI04 2[R} E= AE2|X] ZE|Xt 0| A0{OF BHL|Cf

THA|
1. 2125 BHM Xboj| o] * bt * >~ 2l * S F2IgrL|C
2. A3 ~mo|x|of M MESt MES st * ME * 2 S2LCt
o Kt *
» HIfE A FA0 "ActivelQUnifiedManager@localhost.com” A7t O|2| 3= 2L, 2= o|H Y
A20| dZXHOoE MEETE A &Y o|H Y FAE HASHOF SfL|CE.
" SMTP MH{2| SAE 0| I3t 4 gl= AL SAE 0|2 LAl SMTP A2 IP FA(IPv4 £
IPve)E X|8e 4= ASLIC
U oI5 By B

Unified Manager AH{7} 21Z5 MHQt S4l £ JUEE HA 2SS P + JUSLICE °|§
MH AF2XH= Unified Manager 12T QIE{H|O| A0 HM|ASEO] A K[ 2f

R
o
m
{1


mailto:ActiveIQUnifiedManager@localhost.com

A Ol
T M

2|

ot
>

L{Ct.

rd

AlZfsto] ol

OHZ2[AI0] ZE|Xt HEol A0 OF BFLICH.

Unified Manager At 215 M0 ZIF HZE|0] RU0{0F ELICt. SSSD(System Security Services
@ Daemon) &= NSLCD(Name Service LDAP Caching Daemon)2t Z2 22 LDAP 22I0|HEE
HI g3t slof rLCt.

Of ZFoi| Chot

Open LDAP £ Active DirectoryS AtE3H04
A A7t Unified Manager0i] 2 M[A S 4

2174 0152 | DAP 2! LDAPS(Secure LDAp)g £l XIZELICt Unified Managerdl M= H|E0t E419| 7|2 ZEZ
o EAO| 7|2 TELE 6362 ALY,

w
o
i
P
0
_O'l
K
HI

() ABxE aizsts ol ALBEI 9B A X500 BAIS f2tof gLiCt,

CHA|
1. QISP AN+ At e >+ 22 Q15 * 2 BRI
2. 917 oIz Badst . * golztg Meisict
3. Authentication Service* ZHEO|A MH|A RS MESID Q1B MH|AE L MBHL(CE
21E |4Y... Ot EEE Y=EgLC..
Active DirectoryE S2|gLICt * QIE MY 2t2|X} O|E2 ChE A T SHLIILICE
° domainname \ username
° username@domainname
° Bind Distinguished Name (&%t LDAP
HI|H ALE)
22| L= LT
* 7|2 1R O| (M HE¢Tt LDAP BE7|H ALE)
LDAPE FLICt * HE LDAP EA|EHCZ 1R 0| Held
* 4= E HieldgtL|ct
* 7|2 1%/ o|SYLICt
Active Directory AFEXt2| Q1F0f 2 | O ZE[AHL} A[Zt0] ZEl= B2 215 MHIt SESH= Ol AlZto] 22 2
4 AUFLICE Unified ManagerOll A SEE 2501 CHet XX S ALESHK| S F HEIH QIE A0 E0{E
UG LICH

QIE AH{of CHal 2ot HA AL M2 MEHSHH Unified Manager= SSL(Secure Sockets Layer) TEEZES



1. oI5 MHE F715tn Q&5 S HAERLIC

2. X%+ 2 2L

2 BN 3 252 siASLIC
A 2150| gdstEl 22 28 FdR0| ot JHE A2 Unified Managerdl| }E2 =
olEe = ATE FHE 1F B HIZ MY 4= AELICH Active Directory 215 S
AZtE SHAI7|IHH SHE 152 MESHK| S E MF = YASLICH

AlZfsto] ol
* OiZ2[AI0[ 22Xt HEol Lo{oF BfL|Ct.
M

EHE IS MBIX| A=E HHSH= A2 Active DirectoryE At&%te 22012t MEEL|CH

Of =f4of Chat

Unified Manager®llA| & E—Oﬂ CHt XS ALBSHA| U= E MHSHH Q15 AZH0] E0{E 5= JUSLICH SHE
& X|#o| ng*“-‘ZPEM 4 1&0| Unified Manager0il F7t&l 22, 7HE AL XtH= Unified Managerd|

A58 52 289 AHOlolof LT

I_

QS MH =7t

I'

Q1 MHE F715tn 22| MHolN &E Q15S MEst0] Q15 M Lo YA ALEXt7E
Unified ManagerOl| 2 M|A S 4 QAE% o = AELIC

AlZtst7| o

oI_>|
X
=3
1o
to
>
[m
=)
]
A
rr
%
4
k>
e
-
i)

o

215 AHS| ZE ¥

© ZE| ME7t IS MH Q| #A AEXL s OFES ¢
TeioF gLt

lIQ
T
n

* OHZE|AH|0[d Z2|X} 0| A0{OF FHL|CE.

Of Zfoi| chot

FofolBis Q15 MH{7H SUsH LIO[EIHIO|AS At DIHA(HA) Wol YOl F2 IEL IS MBS 27t
2= UBLICE 0|2 OF3 Q15 MH 5 otitol HZE 4 g2 of 22| AH7t THEL{QL SNE 4 JBLICH



[=]
g3t 1. ot 17 ARG * 4 MeBLCY,

2. Authentication Servers S0l * Add * 2
% |o|'|__||_'_|-_

3. Add Authentication Server CH2} AKX A A{H{ 2|
Z 0|2 FE IP FA(IPv4 EE IPV6)E
%IEB.?:.*LlEf.

4. SAE Aot 20§ ChS AXIOIM QIS M HI|E

SalgLct

dlo

5. QIS 8] Cifst AXIOA 215H HES Solst f
“E7]* 8 2BLICE

6. SAE Aot 20] i3} AXIO|A * o * 2 S2IHL|Ct.

= il

HOt XA QIF A8 * SN2 &dototH
Unified Manager?t !5 AH2t SAI6HD

@ QIS ME HEAIEILICE Unified Manager=
Hot EAE 2|3t 7|2 ZEZ 6362
AF23IT H|EOt EAIS 9|8t TE S

3895 ArEEL|CE.

H| g dstetL|Ct 1. Hot AE AL * ZMo| MEHS FA LT,

2. Authentication Servers @0l *Add * £
SelgtL|Ct.

3. Add Authentication Server CHS} A XM M AMEH 2|
SAE 0|2 i P EA(IPv4 £ IPv6)2t BE
ME HEE X|H™gtL|ct.

4. %7} 8 SBLICE

Ztst Q15 M7t Servers 0| EA|E/L|CE

2 TSI =71 IS MHOIM ALZAIE 2AFE = A=K 2lgfL|ct.

| MHIE QIS Mot S4E = UK =elsty| 2ls 215 MM Fd2 5L = ASLILE
S MHOIM EH ALEX} £ HH 05 HAot 74 E 28S M85 B0t 8=

efole 4= ASLICE.



AlZfsto] Hofl

* Unified Manager AMH{7} @2 AtEXL L= A OFS Q15 = UALE A Q152 €Tt 215 Mu[AE
Tgotiof L.

* 2| M7} o|2{gt MHOIM ¥ ALEXL L AF OFS AMStD 15 = UAEE Q15 MHE F718H0F
Lot
* OHZS2[A0|d 22|t HEo] RLo{of BFL|Ct.
Of ZFoi| Chot
21F MH| ATt Active DirectoryE HHEEO A1 1T MH Q| 7|2 O F0| £ot= fF ARl QIS5 S =Helst= 2

712 250 gt YLt IE Zatof EAIEIII gLt

=
1. 1% A BOIA * Uik > * 2 Q1F * 2 S2BLICE
2. QE HAE 2 S2g|ct

3. Test User * (AF8X} HIAE *) TS AXI0jAM 21H ALEXIC| AFEX} 0|8 3! 4= E=
X|H$ CHS * Test * (HIAE )& 22l8tL|C}

A OES S5ts 3% =S Y=oHX| g0t0F BiLICt.

AEXE =7}

AMEX} HIO|X|E AHESI0 22 ALEX} EE= CI|OIEH|0]| & AEXIE It & JAFLICE 215
MEo| £5t= BA MEX E= OAFS FHE == USLICE Ol={st ALEXtof|A| JE S e
= Ao Heo| Fstof et AfRXf Unified Managere AESHH AEE(X]| A B
HIO[E{E 2t2|5tLt T|O|E{H[0] A9 TIO|E E & 4= ASLICE.

=2 T AMd

AIfet7] Hol
- ofZ2|70l M BH2|xt ®2ro| U0fof BiLiCt,
AH1Z T-AsHoF BLICE,
o

© 97 N8} EE D88 FUKRIR Y 2152 A8otD oI
ABHS AFBRIE QBT S SAML 9152 743t vl of2i2t

* 1dP(ldentity Provider)7} J12{2 QIE{H|O| A0 HM|ASH= AL
AFEXIIt "E[B" AFEALE 2| E|0] Y=X| ERISHYAIR.

SAML Q1Z0| &M3tEl AL "local™ EE= " mainQ kK| 24" 80| AFXH= UI0]| HAMA TS 2~ Gi&L|CE

Of =f4of Chot

Windows Active Directorydil | 21 & F7I5tH S8 6t¢l 2F0| H 2
5tel 20| Unified Manager0i| 213 4= UESLICE OpenLDAP &= 7|Ef Q1F AH[AOA
sigh 259 = Mgt Unified Manager0l| 915 4 Q&LICE.

)

tHA|

1. 1% LA BN * Uik > * AFBRL * S 2BHLC,

10



2. AF8Xt* H|O|X|ol| M * =7t * & 22T CH.

3. AFZX} Z7}* Chet MZtollM b ALSA RES MEHSID Bt HEE YstL|Ct

i AIE2X MEE QEst mff= s S AF2XH0|AH 2] O|H Y =AES XAl OF SLICH 02| AF2XIIF 2_6H=
I.JIP o A= x|x+op:| oFOF SHL|C

4. 7+ 2 2L}
2 71

EFOMETZ HME nf HZZ EASIESE TS 78S = JSLICH THY 2|AA 2[aA
OF = EF MZE o o[HIE| CHot Y22 8 & JASLICHL YES HS UEE
X|Hotn AFZEE L2l HdEL = JASLICt

AlZfsto| ol

* Active IQ Unified Manager AMH7} O[2{3t M S AE5H0] O|HIET WM E mf ALEXI0|A L2 B = ULS
St2AH A2t e-HIY F&, SMTP MH 3 SNMP E¥ SAEQ Z+e &2l Mg 1 Mslof ghLCt,

=0O
© HES E2HY 2|4aA Sl o[HIES} ABlS M AEXO| AEXt 0|5 = O|H[Y FA5 21 A0{OF L
* OIHIES J[gtoz ASFGES MASHH AR E H0|X|E AHESHO Unified ManagerOfl A3 E S 3715l 0F

=]
* OiE2[A0[d ZE[Xt 2 AEE|X| 22| Xf 0| UO{OF BL(Ct.

Of =f4ofl CHo

GI7IA IS 2 B ST HOITOIM UUS SUT EO O OIUSE $u12 F OIS N Y2

Hjofx|ol M =1E L

rIJIO |'|.|9.

oA

1. 21z Bt HojM * AER|X| 2t2| * >+ Z10 4%+ 2 =L ch

2. Alert Setup * H|O|X[0f| A * Add * & S=IfLICE

3. 211 T+ * gt AXtojA * 0| * £ 2=lst 210 0| St HHS UAYLICE
4. 2|AA * £ Z2/6t0 A0 ZE[AHLE M2 E 2[AAS MEBIL|CT

012 Z3}* WEO|M HAE 2XIAL NFO] 2|42 IES Helsto] LEIS B 4+ YALICL NS HAE
SAAS 7|ZOR A JH53t Al S2ol= e FAT YAIoHs KDt EAELICH XIHoHE MAE 2xEe
HA2AE PRSI

RpI0] X Z3t Ol M9l FAIS BE F4sHs 2L Hel Al0| B FAILCH LMt HQE 2lanet
2H1El o] HIEO] Che A 2RI0| MAEIX ALICH

11



AFS IOl Chel RIHE FA Y FAS SHT HES 9lo) YUS CHA Lo +HE HAL 0|
(D) FA7Holol Hatst 4SO o ol shEsix] o0 ol Best ol sigLch ot
AR HO|X|ofl M M3 AL RtS] FIAF B ZFAS £HeH A Meist ALRXtol Csf 2K E
M MY AT} HElo|EE|X| gLt
SNMP E2 S8 AFRAHZ L2l TS Mest 25 Lo
7. M& g 2Bt
o2l %7} of
o IHIUIME ChE RF ARSI EFsHs YRS MAlets wHg B0l FLICH
- 22 0|2 el H|AE
+ BlAA: 0|20 mabc™7t EEE RE BES TS0 0|20f mxyz"7t EEE RE 252 HILICH
* O[HIE: BE EQ¢ MY O[MIES Z2HLICt

* ZX|: "ample@domain.com", "HIAE" AFZEE TLESIH, ALEXH= 1520ICH EX|E BHOtOF &L Ch

£ 25t 2ot Mol EELR SE0M * =E * S MEgLCh
a. & YHYLICt abe O|E0 "abc™ 7t ZetEl 2ES HEAISH| flet* ot * HE,

LICHAIl Volumes whose name contains 'abc'|Available Resources EH0A + * & MENSH CHS

Selecte Rlesources FHO= o|sLLCL.
c. Mol * & Z&lstu £ LHTLICE xyz 0| & * WEO|M * F71* E S=/gLCt

3. O|HIE * & 22|5t1 O|HIE M2t TWEO|M * 215 * S MEHEL|CE.
4. Matching Events <0f| A * All Critical Events * & MEHsI1 Selected Events @O 2 0| SgL|CE
5. Actions * £ 22/6t11 £ UTILICt sample@domain. com 21 AFEXF ZE0|A
6. 152 0ICH AFS XA Y2[2{H * 15200t U * S MERIL|C

KIHE AZE SO LKA HHEHOE LS HUEE LTS A4S £ USLICEH Lol CHsh o[HIE AZlo|

ghdste| = AlZtS AF-dlof gL Ct.

7. MYS ASRE M OO0 HIAE * ASYES MedtLIC

— 1

[=]
8. K&+ g Zalsi|c},

Unified Manager0i| XtS2 2 F7}tE|= EMS O|HIEQIL|C}

CHS ONTAP EMS O|#IE 7} Unified ManagerOll XAtSQ 2 Z=J}ElL|Ct. 0|2{¢t O|HIE =
Unified Manager?t 2L|E&5t= 2E SHAHUM EE|AHE uf M- EL|C

rI

12


mailto:ample@domain.com

ONTAP 9.5 O|Af9| A&

Unified Manager O|HI E
O| S LIt

of12|4[0| = RBHX|of cht
22t2C 75 At
AR gLt

AERX| HERLH B

O 22[A|O| E RHHX[of
SRS A AMATL
HEE|ASLICH

FabricPool 0|2 SX|

MS7|et7t f=E AL

FabricPool 27t0| 7{9|

ELct
NVMe - {0 7|ZF A|ZHE
NVMe - {0 7|2 &A

NVMe - |01 7|Zt0]
OtR E|REL|CH

LUNO| M| A= AELICt

Cloud AWS
MetaDataConnFail

222E AWS
IAMCredsExpired

222E AWS
IAMCredslnvalid

Cloud AWS

IAMCredsNotFound £
SN

Cloud AWS

IAMCredsNotlInitialized&
HZSHIA R

Cloud AWS
IAMRolelnvalid

2l Tl SHAHE ZLEZY U Cr3at 2
EMS O[HIE O|FQLICt  Fes = 2lanr
arl.netra.ca.check.failed A
gb.netra.ca.check.failed  ZlA|
wafl.ca.resync.complete  =Z2{AFE]

He| Ct RELICE S AH
nvmf.graceperiod.start S2{AF
nvmf.graceperiod.active  Z22{AF]
nvmf.graceperiod.expired Z2{AF]

lun.destroy

Cloud.AWS.metadataCon
nFailL|Ct

Cloud.AWS.iamCredsExpi
redE EXSHUAIL

Cloud.AWS.iamCredslInva
lid

Cloud.AWS.iamCredsNot
Found € &XSIMAIL

Cloud.AWS.iamNotlnitializ
edE x7|stetL|Ct

Cloud.AWS.iamRolelnvali
d

L=

YLt

242 EMS O[HIE

oX
fJ

oX
kl

o
fJ

EE A
=

At

Sk A O]
=2 T M

Unified Manager?| &2t

St

=

13



Unified Manager O|HIE
O|Z LIt

Cloud AWS

IAMRoleNotFound&
HZSHIAR

NFSv4 £ & StLt7t
ATIE|RELICE

QoS ZL|E 22| Z|CH

2F
[=X=1

QoS Monitor H| 22| 7}

EEELIC
NVMeNS H| 7
NVMeNS 222!

NVMeNS 2z z}0l

o
o
m
HT
ot
Ok
[
HI
1M

1=
I
>
N
o
N
ot
"
A

S7|4 =SH|7F
SRS

7| =H XE [HS7|=to
ARSI

M2 CIFS ®&

X|CH CIFS F£0|
AT ASLICH

14

EMS O|HIE o|2Q!L|C}

Cloud.AWS.iamRoleNotF
ound £ EZSHMAIL

objstore.host.unresolable
g Mefet|ct

objstore.interclusterlifDow
n

OSC.signaturemismatch.(
OSCC.sign

Nblade.nfsV4PoolExhaust

QoS.MONITOR.MEMOR
Y.MEMORY

QoS.MONITOR.MEMOR
Y.abatedE X ZTSIMA|IL

NVMeNS.destroy

2ol NVMeNS

2221, NVMeNS

HIOJE B, 27t HE

sms.status.out.of.sync

sms.status.in.sync

SMS.resync.attempt.failed
£ XA

Nblade.cifsManyAuhs&
EERSHAA L

nblade.cifsMaxOpenSam
eFileg2 EXSIMAIR

L=

=

LE

E=

=

H QA mOo|A

H| A mO] A

H A mOo|A

H YA 0| A

SnapMirror 27|

kl

SnapMirror 27|

o

SnapMirror 27|

SVM

SVM

Unified Manager?| &2



Unified Manager O|HIE
O|Z LIt

At 2|t CIFS A&

=& ZaaLtt

CIFS NetBIOS 0|£0|

%E'é‘l-l__'[f

ZIHSHK| = CIFS 25
HZst D A =gt Ch
CIFS ME2 EH[&2 Z0|
AHIfHSL Er

AV MEOf| A BIO[2{ ATt
HAZASLICE

Hio[2{A HALE fIet AV
M AZO| GlELICE

SE&I AV MHIL QiELICH
SELHo| Q= AV AMH 1A

AV MHZL M AZH QFES
e[| LR ALE
SYLICE

MHE A|5°+L|Er

FlexGroup #1240 37t

=7t AL

FlexGroup 7+ 240!
S HE7 B S
HadL ot

FlexGroup 7t 2240
inode =X|7 Q&LICE

FlexGroup 7t A0AM =

inode AE{7} 25
xurou_“;f

EMS O|HIE o|2Q!L|C}

Nblade.cifsMaxSessPerU
srConn

nblade.cifsNbNameConfli
ctt

Nblade.cifsNoPrivShare

cifs.shadowcopy. & If

Nblade.vscanVirusDetect
ed E HXSHUAIR

Nblade.vscanNoScanner
Conng & XA

NBlade.vscanNoRegdSca
nner

NBlade.vscanConnlnactiv
e

NBlade.vscanConnBackP
ressure

Nblade.vscanBadUserPriv
accessE X TSIMAIQ

flexgroup.flexpodues.spac
e.= M2 O|SELICt

flexgroup. & =.space.statu
s.all.ok

flexgroup.constituents.hav
e.inodes.issues

flexgroup.constituents.ino
des.status.all.ok

SVM

SVM

SVM

SVM

SVM

SVM

SVM

SVM

SVM

i
o

e Uk
o

o

o

Unified Manager?| &2t

s

15



Unified Manager O|IE  EMS O[HIE O|SQILICt  FTS = 2[AAQLICH  Unified Manager2| &2t
O[S LIt

28 =2| Z2710] A9 monitor.vol.nearFull.inc.sa 22 A1
MaLct v

EE =2|™ Z7t0| 7I& monitor.vol.full.inc.sav =28 RE
MELcH

=5 =2|™ Z3710| monitor.vol.one.ok.inc.sav 22 e
oot

WAFL 28 X}5 37| =& wafl.vol.autoSize fail £EE RFE
A

WAFL 22 X}= 37| wafl.vol.autoSize.done 22 HE
0| A=E[ASLICH

WAFL readdir It 24 WAFL.readdir.expiredE &5 eF

A|Zt &3 EXSHUAIR

ONTAP EMS O|HIE 7}2

ONTAP AT EQ[0{7t HX[El A[ARIOM MM E= EMS(O[HIE 22| A|AH!) O|HEES
T=5t0] 22 4 JELICH EMS O|HIE S| 5te| Eeh0| Unified Manager0il Ats2 =
HIE[X|2Fo|2{gt o|HIEO| 7tlot 20Tt =7t EMS O|HIETF H N ElL|CH

AlZfSk7| ol

Unified Manager0i| 00| Z=7tEl EMS O|HIEE XISCE FE5IX| OHYA| 2. St EX|0f CHsh = 7H| O[HIEE

AAI2H f ERH0] S 4 ASLICH

Of Zreiof| CHaH

EMS O[H#HIE ==0f 2A|@l0| =E & JAFLICL F=ot= ZE O|HES fRdsS ABSIH, dSEl O|HIER Unified
ManagerOi| A 2L|E{2I5H= 22 AE| HEELICE. _ONTAP 9 EMS O[HIE F}E27 = X|FE KT ONTAP 9
AT E2ofof tist 2= EMS HAIXof CHet XiM[et 2 E RMSELICE 3l O|HE S22 22 ONTAP 9 MZ
MM HO|X|0|M s HMe| _EMS O[HIE FIEHET E FOoMA 2.

"ONTAP 9 M| E 2to|E2{g|"

=3H= ONTAP EMS O|HIE O] Chel RS 78S += A2 O[={el O[HE| Cio Ml AHEA XY A3-EES
= A QIALICH
=T M- .

I.

T =53t ONTAP EMS O[HIEE £=4I5tX| gfOH S AE{2| DNS 7140l 2X|7t Ldsto] 2 AE T}

@ Unified Manager M0l =&KX R& ~ JAELICE 0] Z2XMIE siASHH S AH &Kt
Z2{AE{9| DNS 42 £H$ CHS Unified Managers CHA| A|ZFsHof BHLICH O|FA| ot E8 Sl
EMS O|#lEZ} Unified Manager AMHHZ S2{A|ElL|LCT.

16


https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286

B HoM + AEE|X| 22|+ > O[HIE BF * S SEFLICL

im
nJ> J

% * I|O|X|of| M * EMS O[HHIE Jt] * HES SEIgLCt.
E

3. EMS O[HIE 7te * Tt &Xjof|l M 75t = ONTAP

g £ -r U= EMS O[HIES| 0|E2 H2{TH ONTAP S2{AH oM 2 A8Y £ UELICt event route
show BH(ONTAP 9 0| ™) EE= event catalog show HI(ONTAP 9 0|4

"Active 1Q Unified Manager®|A] ONTAP EMS O[HIE 71402 2E YalS 714 5l SA15H= 2
4. 71+ E Z=IgLCL

EMS O|HIE = 71 El EMS O|HIE S20f F7t=| X2t S to Cluster €0 =718t EMS O[HIE | CHEt AEH 7}
""Unknown"™' Q2 HEA|EL|C}.

5. Save and Close * £ 22l5t0{ EMS O|HIE 152 22{AE| SEEL|Ct.
CIA

6. EMS O[HIE 7t} * & CHA| 22/gfLICtH
=71¢t EMS O|H#HIE0|| CHol SHAE 0| HE Zts¢eh Eof| "of™ JEef7F EAIE LT

HENTE"0l|"7} Ol 22 ONTAP EMS O|HIE 0| S 2| EXIE =elelL|Ct. 0|53 2R Y 3 2R
O[HIEZ Wt CtZ O|HIES CHA| Z=7}3H{OF L L.

HIE 1| 0| X[0f| O|HIEZF HA|EILICE Event details H|O|X|0f| A EMS O[HIE0f|

S |l
ot MR YEE = O|HIES MEHY 4= UL} O|HIE X2|S 22|StAHLt OHIE| Cieh L3S M = JASLICH

#A ?J% MM E 4% 20|= SAML(Security Assertion Markup Language) 2152
f Unified Manager & UI0|| M| ASt7| T0]| IDP(Secure Identity
Provider)Oﬂ °|3H ABEEE o & JSLICE

SAML OJ’SOI 2tMstEl 0|= /1A AF2XI2E Unified Manager 12T AF2X} QIE{H|O| A0 HM|A S 4= Q&L|C
2Z MEXL Y /X 22| AFEXH= UIof] HM[AT 2~ IELICE O] 2TH 2 RX|E4 250 M| ASH= AFEXLOA|
g2 FX| OMLIEF

ID S2X 27 Afet

ID 3= xr(lDP)g AHEot0] 2= # A AFEX}0]| CHoll SAML 215 S 5= = Unified
ManagerE +d3st= 2 Unified ManagerOfl 83X o2 HALEE R 7HX| E 74
HHS L1 A0{of °H—|Er

IDP MH{0]| Unified Manager URI 3! H|EIH|O|H E J2sHof &fL|C} O] HE = Unified ManagerSAML 215
H|O|X|0| A ZAtE 4= &LICE Unified Manager= SAML(Security Assertion Markup Language) EZ&2| AH|A
SZAHSP)Z ZHFELICE

17


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_and_receive_alerts_from_ONTAP_EMS_Event_Subscription_in_Active_IQ_Unified_Manager

* AES(1& 2= %t HE): AES-128 3! AES-256
* HQb3lA] 22| F(SHA): SHA-1 8! SHA-256

* AlHpEE A
» ADFS(Active Directory Federation Services)
ADFS 78 27 Atet

* Unified Manager7} 0] 7| EhAFR} A12| $20] i3t ADFS SAML SEE P2 248t o a3t 4| 7| 17
A2 Chg AMZ Holsfof it

7 2zt
SAM-AH-0|5 0| IDRLICE
SAM-AH-0|2 urn:0ID: 0.9.2342.19200300.100.1.1
E3 02 H|™FStE 0|2 urn:0ID: 1.3.6.1.4.1.5923.1.5.1.1
QT YWHS YA AZO= AYHOF YLICH IHX| g2 B2 Unified Managerdi| A 230t28 I ALE X107
QRIL UM £+ AFLICH CHS BAIE s,
a. ADFS 22| 2&3 gLt
b. &1% E2| ROIM A St

Z uthentication Policies Z
C. QEFRO| XA M 2 EH 7|2 215 HH
Z dhHS 7127121 "Windows QIS LAl " kAl oIz O 2 MEBHL|C},

o
* 420 Mz} Unified Manager £2t Q15 M7t CA MBE|H IDPE St 210210 AR EL|CE o] ZXIE sHASH |
ot & 7tX| siZ BHo| Q&LICE.

o 230)| L2t A= X[Hof| w2 HAEE CA IBXo] CHet ADFS ME{ 2| sHX| &QlS Hig-d sttt
"MEle = A= YA A2(o) w2t sHX| &QlS Higd sttt
* CA N7} ADFS Mt LHOf| A3=310] Unified Manager AH Q15 QX0 MESIT=E THL|Ct.
7|Et 7E 2 AR

* Unified Manager A|Zt X}0|& 2 MHEE o JQ2DZ IDP AH2} Unified Manager A 7| A|Zt X0 =
2 O|LHO| 7L} QIZ0] ’é'ﬂHE*LIEf.

SAML Q1Z 2 ALESIE MH™etL|Ct

SAML (Security Assertion Markup Language) 2|52 AtESHH 212 AFEXI7L Unified
Manager & UI0]| M| ASEZ| F0i| IDP(Secure Identity Provider)of|A Q158 gtg 4

18


http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/

UASLICE.

AlZfsto] ol

]

o
Jﬁ

B E 7ot dSHO = +HE|U=X| 2QI8HOF LT

* OiZ2[A[0|M Zt2[X} HeS ALESH0] StLt O|&te| A ALKt EE= ¥4 OF 8 THS0{0f gfL|Ct

* IDP(Identity Provider)= Unified Manager0l|l A X|2l5OF 5t 1A sOF ghL|Ct.

* IDP URL 3! H|E}H|O[E{ 7} QLO{OF fL|CE.

* IDP ME{Of| CHot A M| A #Ho] RUO{OF BFL|CH.
0| =f1ofl CHal
Unified Manager0llA] SAML ¢IE 2 HZ& ot 20f|= IDP7} Unified Manager A{H §¢E BEE 742 7|
ALEXZF J2H T AFE X} QI H|O| A0 MM AT = HELICE MM M TEMAS A|ZSHY| Hof| AZE| & RES
D& g £ JALE FH|doF gL|Ct IDPE Unified Managers 11445t7| JE10|l-f 20| MY > %13'—|Ef
SAML 2150| % otEl S0f|l= &2 AHEXHEE Unified Manager 12T AF2X} QIE{H|O| A0 HM AT 4 UGLICE

EH MEX U K| 22| AFEXtE UI0]| MM AT £~ QIELICE O] 22 RX|E S 22, Unified Manager & L=
ZAPIOf| °—".A1I¢6rf AMEXHAH = SEE FX| SLIC.

(D ol HoIXIoIA SAML 742 226121 Unified Manager7} XSO ChA| AISHELICE,

tHA|

3. Unified Manager MtHE IDP Mol HZSH= Ol 2% IDP URI 3! IDP HIEHHIO|E{E 22 stL|Ct

IDP MHOi| Unified Manager A{HO[A 2| AT £~ U= FL IDP URIE Y=ot 2 * Fetch IDP Metadata *
HES 22/5t0] IDP HIEIC|O|E ZEE XISCE M2 = U

4. Unified Manager A E H|EtH|O|E| URIE S AISHHLE SAE HEIH|O[EE XML HlAE THU0]| X &ErL|CE.

O] YEE ArE3I0 IDP MHE 7Y & USLICL.

T4 2t=5t1 Unified ManagerE CHA| A|ZHX| 2t016t= MIA|X| &X7F EA|EL|CE.

6. =0l 5l 270t * 2 Z2I6HH Unified Manager?t CA| A|ZHEIL|CE,

Ct2ofl #gto| A= HA AFEXEZL Unified Manager 122 QIE{H[O| A0 HM[ASIE{ 1 & if Unified Manager
22921 m|o|X| cH4l IDP 219! H[O|X|0]| X2 SHS A BIL|Ct

19



OFZ] 2AZE[X| 42 AL IDPO| HM|ASED Unified Manager A\t URI 2! HIELH|O|E{E Ql2isto] 3

0x
o
re
HU
ot
i
iul

ZXAtZ ADFSE AH25H= 22 Unified Manager GUI= ADFS AlZt X3S HE836tX| ¢toH
(D) Unified Manager Al AI2 Tistol SIS TFX| 2 SSELICL GUI MM AIZt £THe * At + >+

715 BF * > HIgd A2t £3t+ £ 22510 HEY = AFLICE

SX|E4 AFBAF U 1 ALSRIS QS ThS EIE ABOI0] HAS £ YaLIT U ALST 4SS HystelH
ot H2IRIOI| SASHIAIR. RRIE4 AIEX! SIS E HASEHS & HZOHINIS "G5l 22 A12"

1. Unified Manager0ll 23Q1%}L|C},
2. AICH |55 RS0|AM ALRX} Ol0| 22 2213t I}

1 —

0jo

‘oS ¥ 2 2BLICE

HE AR 3R+ g2 HE * g40| BAE|X| gELIC)

3. oS w2 * That AXIOIA SR LS9 M YEE QURfBLIC
xE - g 2eem
SRR
Unified Manager7t 11748 7402 748 22 MHo| & vy S0 2SS WO} LIC F QIABA
o 59t S S ALSolo} HLIC
Ml B AlZE =10 &
Unified Manager?| H[Z-d A|ZH £1} g2 X|F5t0] EF Azt O|=0f| MM0| XAt52 =

EREEE Y UFLICE 7|2H2=Z AZE X0h= 4,3202(72A2H 22 AFELIC

AlZfot7| ol

OHZE[AI0] 22Xt HEol L0 OF BFLICH.

20


https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html
https://docs.netapp.com/ko-kr/active-iq-unified-manager-99/config/task-using-the-maintenance-console.html

Of Zrefof| CHH

O 482 =0olst ZE ALEX} MMl ks SLCt.

—

@ SAML (Security Assertion Markup Language) 2152 M35t AR0|= 0] SMS A2 £
ASLICEH
THA|
1. 21Z EfM KoM * it * > * J|5 MY * 2 S|t
2. 7| A% * H|O|X|0f|M C}S =M & SILHE MEfSIO] HIZA A|ZH Z0HE K| ™ LIt
Hst= = LSS s™stHAIR
NMO| Rt 2 B5|X| A= E ™ E AlZHH[THO| Inactivity Timeout * (H[Z& AlZF &2} *) THE 0| A
SiELICtH S20|H HES /Z(HE )R 0[S3st1 * Apply * (HE
g SELch
Azt =3t o2 EF AZHE)S MEELICH Inactivity Timeout * (H[Z& AlZF &2} *) THE0f| A

S20|H HES REXRFHE)RRE 0|Sotn Higd Azt
x2S 2 HRl2 XFe T2 < Apply * (BHE )E
SalgLct

= "1

T JAELICL oIE
Unified Manager

Z0|| 2t Unified ManagersS AX|$t A|AEIO| SAE 0|28 HAY
50|, 2AE 0|22 fd, &Y 18 = ZLHEE = SHA

fu >

MHE O &2 AESEE HAY = ASLICH

0|2 HAFst= O L RP thAl= Unified ManagerZt VMware ESXi AH, Red Hat EE= CentOS Linux AJH

-
2 == Lo
C
—_

AE
E = Microsoft Windows AHO|A &% SQIX| o{£of et CHEL|C.

Unified Manager 74 0{Z20[HA SAE 0|F8 HE5t= SILICE

Unified Manager 7t& O]Z2[0|HAE X Z &5 I HESRIS S AEQ 0|F0| SHELICE
HIZ & SAE 0|22 HZAL £ QUELICH SAE 0|22 HASH= 22 HTTPS QIS MK CHA|
M6l of gLt

AlZtst7| o

bal

Ol={et 2t S +AStEH Unified Manager0ll FX| 2 AFEXIZ 21517 Lf 0 Z2|#|0| M 22| X} HE0] S = 0]

AC{OF BFLICH.

SAE O|§(EE= SAE IP FA)S AHESH0] Unified Manager & U0 HM[A S £~ QIELICEH HIZ F0f| WERI 30
Ciet HA 1P FAE 7S FR UIE/S 2 2AEQ 0|52 X[EMYE AYULICL DHCPE ALE3H HEHYIE 74T

21



Z 2 DNSOIM SAE 0|2 71X 2}0f fLICt. DHCP = DNS7} M2 M E|X| %2 AR SAE 0|2 "Unified
Manager"7t XAt = %“Z‘JEKH Hot olZ Mot AZAELICE

SAE 0|50 %* Sl 2hAlof 2tAISI0| SAE O|EE HES D M SAE 0|F2 AHE3H0] Unified Manager & UIO]|
MM 2B = B M 22t ABME HgsHoF gLct.

DAE O|F il MH2| 1P FAE AIESH & Ul HNASH= 2 ZAE 0|52 HEY F2 M ASME dde
27t ASLICH 8L} 15 MS ZAE O|F0| M 2AE OIEEP LASH== ASME YUH[0|Edt= Ol 71

E =

Unified ManagerdlAX| SAE 0|E8 HASH= 22 WFA(OnCommand Workflow Automation)lA] SAE 0|E2
+SOE HO|[0|EdHoF ELICE T AE 0|2 WFAOM XIS E YH|0|EE[X] t&LICE.

M 215 XM= Unified Manager 7H& {41 CHA| A|ZFet W{77kX| HEE[X| &Lt

1. HTTPS EQt QIS M E MAMBtL|Ct

M 2 AE 0|2 AHE5H0] Unified Manager & UI0| M ASI2{H HTTPS S M E CHA| ME5tH M 22 E
O|E 2t HZSHOF BfLICt.

2. Unified Manager 7t& Al CHA| A|ZFEFL|CH

HTTPS QI ME CHA| Mot = Unified Manager 7+&f HAIS CHA| A|ZHSHOF BFL|CE.

HTTPS 22t QIS M E Hdst= SYLICH

M

Active 1Q Unified ManagerE X2 AX[o}H 7|2 HTTPS QIEAM 7t AX|ELICL 7| & 23 M
CHAISHE A HTTPS 22 IS M E dde + JUSLIL.

AN

AlZHsE7| Hof|

OHZS2[A0d 2|t HEo] RLo{of BfL|Ct.

Of =fJofl Choh

17 O|F(DN)O| B LE2 22 AE3H7LE 7] 37|18 O s2|74Lt Btz 7|2hS AESHALE Xl IS M7 2tz 322t
20| ABSME LHA| Md3liof 5t= 0| R= 2] ZEXI7F ASLICE.

Unified Manager & UI0]| °"A1I*'%* = B2 fXEy 252 AMESI SUSH IO Z HTTPS QIS AME CHA|
MAMSH 2 QELICE QBN E M= SOt 7| 37|27 b 2 JAELICL E A5t ER

Reset Server Certificate 'rrxl 22| 2L SMS MElsHH 397 SO K=ot M| HTTPS Q15 A7t

=
MG ELICE O] IZAM0ll= 2048H|E 7|2 RSA 7|7t UELICE

=]
1. 1% B4 Zofl M * itk * > * HTTPS Q15 A * & S=ILCh

2. HTTPS QI3 M CHA| MM * 2 Za2IghL|C},

HTTPS 21EM R Tt &XAtoF A ELICE

22



£'2 SAE9| FQDNOZ HE|ojof BLCt CiE Wl go| Hastx

= YUHSHK| B it 0|5 8l thA| 0|5 =0 7|Z 1S A9l 20| AFSE LI,
0

o
2N I._*Xf HY, 2lAl £M 52| gts Y = JAFLICH AS M| 8 2ts M=

H=2 T O HA S
a2 AI/E/CountryS MEHSILICE AR 7hse 7] 271(7] €1n2[E2 "RSA™)2t f=
712t oM MEiE = JAELICE

* 7| 37|0f| 5{EE = 242 LIt 2048, 3072 & 4096.
* 28 7|7t2 E 2 120[A [ 365002 LICE.

9% 7|7t 3650020 S1RE|X|T 9 7|7t 397 E= 1371
HX| Qb= 20| ZEALICH 397 0|Alo] & 7|7+ MEHSHD O

@ QIZ MOl CHa CSRE LHELHT & L2{Fl CAZF MBS 2L CAOHIA
it M El QIS MO 93 7|7H0] 397UE ZO{SLIC}.

=

=2
=

* AZ A CiX| 05 TEOIM 22 A HEE Rfot22 "2 A
&2 7|2\l localhost))" SHOIZHS MESt 4 QIALIC 0] ol
eteiet Y=ol A=ttt w0l oh 0/8 WEof AL
Zuoz £61 A1t S Aol thH| 015 TEJH Mo giasLict,

4. of * £ 22I5t0d ABME CHA| ‘St

5. M QIZ M7t MEE|=Z Unified Manager AHZ CHA| A|ZFEILICE

Unified Manager9| FXEHS 2E0|M THA
MMot = f= JHA A|AHRIY EX7E A= E

AlZrst| Hof
7t o{E2to[A A9 HEO| HM ASLICH.

QRIS ABXR QX4 240 2913 FL

— =

23



O =tofl cHah

ILSt Restart Guest M2 ALE5H0{ vSphereOf| Al 714 HAIS THA[RFE & QJELICH XtA|Et LHE 2 VMware
MHEME XS R,

A

1. RX|E4 2E0| HAH AT,

2. AIAE Y > % JHAE NAR YR * S MeBiLICH

Linux A|2EI0|A Unified Manager A E 0| HZE

A0l 2t Unified ManagerE A X3t Red Hat Enterprise Linux B CentOS A|AHIQ|
SAE 0|E2 HEY £ USLICL oE S0 Linux A|ARIE LIEY I} SAE 0|§& Unified
Manager NHE |, & 08 = DL HEE = SAH IFEE O A AESIEE
HEY = AGL|C

AlZtst7| o

Unified ManagerZt AX|El Linux A| AR CHEE RE AL X} HM|A HEHO[ QLO{OF BHLICE.

Of =f4of Chot

SAE O|F(EE= TAE IP FA)S AHESH0] Unified Manager & U0 HM[AE £~ QELICEH HIZ Fof| WELI 30
Ciet & IP FAE et ZR HIERIS S AEQ| 0|FS XEMUE AULICE. DHCPE AIE3I0| HEXIE ¢t

—_

42 DNS MHO|M SAE 0|EE 1M 2t0F gHL|C.

SAE 0|20 &t

E A2U0| SAE 0|ES HZASIT M| SAE 0|E8 AR50 Unified Manager 2 UI0|
HMHASHH = 2 A Eet 2l

k|§ AHA-13H0|: 'c;+|_| [_‘_|._

= OO

oM re

SAE O[S ChA AHO] 1P FAS ARSI H UI0] AN|ASHS HS SAE 0|22 WS Z2 M AISNES Maje
L@} giELICH J2iLt QB M2 SAE 0[S0| AX| SAE 0|27 UXBHEZ OISAE YHI0|EStE 20| 7t

ZELICEH M 23 M= Linux A|IARS THA| AJZFE Ti77tX| HEE|X| St& LIt

Unified ManagerO| A SAE 0|E2 HASH= A2 WFA(OnCommand Workflow Automation)A| SAE 0|2

+SOE AUH|0|Esof BLICE. SAE 0|2 WFAWM XSO 2 YUH|0|EE|X| gb&LICE.

THA|
1. &

Mgt Unified Manager A|ABIS| RE ALEXIZ 2QIBHL|CE.

o=
2. Ot3 BES YAHSHH Unified Manager 2ZE 0] & 2HA MySQL AZE0{E EXIYLICH systemctl
stop ocieau ocie mysgld

3. LinuxE A28t S AE 0|22 HATL|CI hostnamectl B&: hostnamectl set-hostname
new_ FQDN

hostnamectl set-hostname nuhost.corp.widget.com

4. MHof| CHet HTTPS Q1B ME CHA| MMBILICt /opt /netapp/essentials/bin/cert.sh create

5. HIER|3 MH|AE CHA| A|ZBILICH service network restart

24



-

6. MH|AT}CIA| AJZHEl = M| SAE O|E0| AAR pingE +8Y 4 U=X| HQIFLICE ping new hostname
ping nuhost

o] B

ro
ro

2 = AE O|F0f| CHal ofTof| 2 & At SLSH IP FAE gietelof gLt

7. IAE O|§ HE S 2tF5t1 2elet = O BHEES 2SO Unified ManagerE CHA| A|ZRILICH systemctl
start mysgld ocie ocieau

A 7gr AR 22| 23 S ol

Unified Manager 9.75E{ ONTAP 22{AE 0| AEZ|X| YIAZE(EE UL LUN)E

DT =H[X'J5t X[HE s MH|A £Z0f| 2} sfd FI2EE 2e(ed = JASL|CEH 0] 7|52
ONTAP System Manager0llA| YIEEE MMst0 QoS S El Sh= 2430t H|=5HX| 2
Unified ManagerE A&35t0] Mg Z< Unified Manager °|* AL BLEESHE BE

S AHOM RIZ2EE EEHIH'B'OF' zeE|g = JUSLICH

AlZfsto] o

OHZS2[A0]d 2|t H&o] RLo{of BfL|Ct.

0] M2 7|20 2AB1E|0f UK|B Unified ManagerS M50 §I2ZES T2H|XYotn B2|st| 202l

32 Hizgere 4 daLt

0| SN BHsIolR ALSXF QIEITIO| A0 B2 A B2 0| RIBELICH.

NELIES 2I%]

NS 932ES T2HH Yot o Rt Ut 3]+ > IRH|X * oA AT 4 UBLICH

mlo|x|QlLict

M5 MH|A £F M2 4450 Tl KLt M <> HE > 5 M5 NHIA ST OIA AISE 4
&LICt

M5 AR 2B YUS WY HOIKYLICE  HH * >+ WM > AE2IK| BBY ¢ OM ASE 4
st

X FIAZ2C M5 9l QI ZC |OPSE MESI= 1Y CHA|ESO|M AF2E £ UELICH

THA|
1. 212 £ ol * Lt > * 7|5 M * 2 SBLICE
2. 75 H% * HOIXIUIM CH S4 5 SIS Mefolol HH 7|ur AE2|X| 22|S HIZHgetsiiLE ZAseiLch

25



ChEE sdoHAlI2.

Policy-based storage management * (&& 7|4t XMZA
2| *) {20l A £210|E HES 1B = O|S gLt

= =

Policy-based storage management * (&%l 7|5t X ZrA
2| *) IFoflM £210|H HES QEZROE o| S LICL.

—_ 11—



4=

M =

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| K& SH= AS H|Zet 22T,

XA = 7|AN o2 SXE o~ glELCh

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2HQ] 20| M Aef nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y ST Ze5t0](010f =X §4F), Of ALEH 0] M= Qlol| L Md}=

I
2= A o 71 A8, QU Lof, UM Ao, ZHH AoHo] Lo hotod 1 2 0|9, ME, Aot
O, {243t Mol S Be|(hAl i JX| %2 F2)2t 2210] Of et MUT X|X| oD, 0fet 22 Ao
24y JHs 0| SX|EIUCH SHEFE ORI pRILIc

NetAppS £ 2 A0l MHE MZS AMER] 0| go| HHY H2|2 HRBHITE NetApp2 NetAppS| HAIH!
Nt S0|2 gre 2e2 Fofeln £ 20| MTE HES ALSeto LMsts ofHst SH|0|E S XX ALICH
A

= HZQ A = F0i2 B2 NetAppOllA= Ot ESH, B = 7|6 XA T LHH0| HEE|= 20| AT
M SOl gdELItt.

= B0 2FE MFZ2 oLt ol g2l 0= 59, ot 9] L= £ T2l 552 2 UL}

Mgtd M| Al HE0| o5t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= HIO|H-H| &4 HA E=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|otAtEto] MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE MH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|EH X ZEEH AZEY s 2XEMOZ MAHE0|H 710l
HI20O 2 JNUE|FELICEH 0= 2= HI0|E 7t M3 E 0= Alefat 2sto] sHEh Al2kS XISt o2t HI0|E ol
CHot M MAXMOE HISHAO0| I e 4 QoM THAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE o710 IS E BRE M 2lSt NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E £ QI&LICE 0|2 22U Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014 2€)0i|
HA|El Ao 2 F|SHEIL|C

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 SiE 27X dEHY &= ASLIC.

27


http://www.netapp.com/TM

	Active IQ Unified Manager 구성 : Active IQ Unified Manager 9.9
	목차
	Active IQ Unified Manager 구성
	구성 시퀀스의 개요
	Unified Manager 웹 UI에 액세스
	Unified Manager 웹 UI의 초기 설정 수행
	클러스터 추가
	경고 알림을 보내도록 Unified Manager 구성
	Unified Manager에 자동으로 추가되는 EMS 이벤트입니다
	ONTAP EMS 이벤트 가입
	SAML 인증 설정 관리
	로컬 사용자 암호 변경
	세션 비활성 시간 초과 설정
	Unified Manager 호스트 이름을 변경하는 중입니다
	정책 기반 스토리지 관리 설정 및 해제


