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{
"records": [
{
"key": "4c6bf721-2e3f-11e9-a3e2-
00a0985badbb:type=cluster,uuid=4c6bf721-2e3f-11e9-a3e2-00a0985badbb",
"name": "fas8040-206-21",
"uuid": "4c6bf721-2e3f-11e9-a3e2-00a0985badbb",
"contact": null,
"location": null,
"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17 10:28:33 UTC
2019",
"generation": 9,
"major": 5,
"minor": 0O
by
"isSanOptimized": false,
"management ip": "10.226.207.25",

"nodes": [
{
"key": "4dco6bf721-2e3f-11e9-a3e2-
00a0985badbb:type=cluster node,uuid=12cfl06cc-2e3a-11e9-b9b4-00a0985badbb",
"uuid": "12cf06cc-2e3a-11e9-b9%b4-00a0985badbb",
"name": "fas8040-206-21-01",


https://<IP

" links": {
"self": {

"href": "/api/datacenter/cluster/nodes/4cobf721-2e3f-11e9-

a3e2-00a0985badbb:type=cluster node,uuid=12cf06cc-2e3a-11e9-b9%4-
00a0985badbb"

}
by

"location": null,
"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17 10:28:33
UuTC 2019",
"generation": 9,
"major": 5,
"minor": O
by
"model": "FAS8040",
"uptime": 13924095,
"serial number": "701424000157"
by
{
"key": "4c6bf721-2e3f-11e9-a3e2-

00a0985badbb: type=cluster node,uuid=led606ed-2e3a-11e9-a270-00a0985bb%b7",
"yuid": "led606ed-2e3a-11e9-a270-00a0985bb9p7",

"name": "fas8040-206-21-02",
" links": {
"self": {
"href":

"/api/datacenter/cluster/nodes/4cobf721-2e3f-11e9-

a3e2-00a0985badbb: type=cluster node,uuid=led606ed-2e3a-11e9-a270-
00a0985bb9p7"

}
Yy

"location": null,
"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17 10:28:33
UuTC 2019",
"generation": 9,
"major": 5,
"minor": O
by
"model": "FAS8040",
"uptime": 14012386,
"serial number": "701424000564"
}
I
" links": {

"self": {



"href": "/api/datacenter/cluster/clusters/4cobf721-2e3f-11e9-
a3e2-00a0985badbb: type=cluster,uuid=4c6bf721-2e3f-11e9-a3e2-00a0985badbb"
}
}
by

* IP address/hostname APl AMHQ| IP =& E= FQDN(E#2tE =@l 0| )Lt

° LE 443

4432 7|2 HTTPS ZEQILICE TRt 2R HTTPS ZEE AFEX XHY £ JSLICL

AA

# 522 K014 POST, IX| 3 HTTP Q2 Axi3l2(el Befox S2i190lg Argeo} #LIct CURL X Perit
Ze A3el ZHES AI230] REST APIO] AHAS 2 LCH

o|=

L-O

Unified Manager= APIO]| CHet 7|2 HTTP 213 MAIE X|2gLICH 2ot HE SE(RN 3 8H)2 2l REST
API= HTTPSE Sl AT AMAE & QELICEH API M= AH 20lS 2l ZE S2I0|HEf| Xkl A HE SSL
|

ASME MSELICL O] ABM= ALEXL A[FH ASM(E= CA ASM)Z CHA= 5= ASLICH
REST APIE 2 Z£35I2{H API MH{0]| Cist ALKt HMAE O LLICE AMEXt= 2E AERHZEZE
HIO|E{H| O] 20| M EHE AHEAL T2 ) SE= LDAP ALEAHLDAPE Edt 2150t== API AMHE 783t 32)e

AL
T
AELICE Unified Manager Administration Console AFEXt QIE{H|O| A0 21510 ALEX} HMAE 22| 5
ol ALICtH
M-

Active 1Q Unified Manager0i|X| AtEE[= HTTP &Ei ZEQIL|C}

APIE MdstHLE 22X S| Z5t= SOt Active IQ Unified Manager APIO|A AF2E|= CHFst
HTTP JEi ZE S 2F :“:E 211 QLojof Bt

ChE o= 21&at HAHE @F Z=7F F2|=0f ASLCE

HTTP &Ef 2EQIL|Ct HE 2EHZ 29

200 E&Li0t 7| API SE0| ¥Zxoz Held
o BEetEILICE

201 NYSE Active Directory 7141 22 &7
DES SO M 2[2A My

202 A 2tE| LUN @ mel 2o MAiq} 2te

DTEH|AY 7|001| CHet I=||%7|
§%° A‘I_T'_I-log goHol- [[H
grehEl L C



HTTP AEff FEQLICH
400

401

403

404

405

429

500QL|C}

Active 1Q Unified ManagerZ API Al

Active 1Q Unified Managerdl Al APIE At23t=E 22 £

. OB} AlSH

mjo

application/json

2l8ii A

HMEZL SHEEX] &Lt

LHEO| HF HELIC

LS M @FL|Ct

CtH
=i

rn
olo
TH
oI-

"X 40| LIS & 4{0[0{0F L.

nx

my 2= 1o

rlo oo 48 0B
=)
ot

-4 0% gy

>
e =
J_Il'li FIF
mo Fo ox

L]
B
>
M
ML
4
$0
rir
H
of
S
£Q
it}
-
iul

HESIE = 2|2 A0 CHet BH A=
SAIE Lt

0 re

Bt = 2laAE HE
=
=]

5
Lk,
BIM =7} $|2E| K| QL

AFEXEZE EF AIZE LHO| U BE2
QYsS 2d o gretELCt.

LHE M @FALICEH AEO[A
SHES 714X RASLICL O] LHE
MH 2BE= EFA 23U 2
U} JHX| 42 £ JYSLICH |2
=0 E HSt= 22 GET &= GET
ALL ¢ 8l 0| @F 41, XA 53

=}
>
o
Jal
Q%2
0]
9
i
OF
-
N
ot

* API {7 HS 7} HIE T Hs et 2t#0| gl&LICE Unified Manager QIAEIAO| AFSE 4= Q= XA H{T Q|
APIE AH3l{OF BfLIC}. Unified Manager API HZ10]| CHet XkA[SH L2 "Active IQ Unified Manager°| reST
AP verstT 2| MM S HESHIA L.

* Unified Manager APIZ

HAZ= T

EHIEE' API2| IOPS
A AKIE ALRE £

=
A 45 S 0I5 AUS Mgt 2= 2| ol
N!a |C. EE Ito

A8t 0f2f|0] gt2 M0 Edt= S¢t
HEOl| 2tS =7t &= YIELICE 71 of2o|2 uAE + AS

H
E LR} 2L E FHE()2t O]

L|Ct.

of T 2XES 0| EBHOF LT},

0f TO|Z(|) & ARE FHE()2F 22 EE
E(I)% H AFESH0 FHMIE HEI5HK] OHH A2,



RRE| JH| A2 ZHME A Q)

A
o= T M

o>

Lt

0

SO
* &1 GET (ALL) 2 APl QH2 Z[CH 10007H9| &R EE vtatefL|Ct E HdHSIH 2|8 Adsi T EL|Ct
max_records O{7H M= 1000ECH 2 2=, 1000712] 2| 2 =0k ghetElL|CH

s Z2| 7|58 £A5E{™ Unified Manager UIS At25H= 240| E&L|Ct

=X si&E= flet 23

MAR 25 AE5HH APIS Aot SO e = = Zolf el 2x siE2s 24 =
o AL'EI.
= .

CtS fIXIoAM 208 AMSEH APl S £ 1 #H =l 2X|E s ZgLICt.
7 K] AHE
/var/log/ocie/access log.log AP| S &, A|EF A|ZH Al A[ZE AE 8! URLES S &5t=
APEXC| ALKl O|EX 22 ZEAPI = MR HEE

ZotetL|ot.

Ol 2O mU=S A

0P
_o‘l
i
R
X
>
)14
_O‘l
r
i
_\g_l-
ro
_o'l
M
Il

GUI RIZEZEREHZEY = US SOt Al AIZES
JECE BME HEY £ JUGLICH
/var/log/ocum/ocumserver.log SEAPI &Y 205 mokehL|C}

/var/log/ocie/server.log 2= Wildfly M H{ZE 3 MH[A AZYESX| 2 238
Eol‘oH_lEI-_

0| 21 mAUS A3 Wildfly MH2| A|ZH FX|

BE S0 HAsts 2Hiol I oS B 4+ UL

rr

o

.

ot
dIn

A

e

/var/log/ocie/au.log H 25 EareL|CE

ONTAPOI|M 7HHIE MM, £H E= AXIHX| 2 Active
|Q Unified Manager REST API0]| Bt E|X| gt AL 0]
2O OIYS M8 & JUSLICH

o= T MHdH

Xl 2| HIS 7| ZRH|A

Active 1Q Unified Manager0l|A| £ MISELICH jobs CHE APIE IoH-é-l'E SOF A E 2o
CHSE HEE AMSH= APIQILICE 2 JHM|E AFHRSHH H|S 7| M2|7t

SHL|C}

= .

LR API ZE, 53| 2| 2AE FIISHAHLL £HSt= O] AHBEl= &2 CHE 2 EELL 2F5k= O] AlZHo| 221 28 £
UELICE Unified Manager= 22l A3ME|= 0|2{3t ™S H|IS7|A Q2 N2|gtL|ct,

AN

(¢}



e JHHIE AFgote] 28 E HISI| 2F

HIS7|HOZ MElz|= API SES £dst S HTTP SH = 2025 RH0| ¥ZXHOZ fuy =tol gl S0I[ X[t
Ot2] 2t=E[X| ‘30*9182 LIEFELICE 282 S22 | Chet &7 | HTTP S& = A& AdEl= MO2E HYge=
K2 ELICH SHols DRt AEXIE Eaisto] RS NS &Y AA7E ESELICH

APl %1} 2 E 2 M S 2 RLCH

HTTP SEHofl A dhetel xref 7

4 Xt}
ABE|QUX| oIE £ YBL

JHAofl= o2 £40] ZEE|0 ASLICH e £HS 2ot 0| d3He=
|

Ch &g QUEEL Tk MeEf 3 stLh 4 YLt

¢ NORMAL
* WARNING
* PARTIAL FAILURES

* ERROR

A JHHIS BYSHo! Kol E{0| MEHS RIS 0f ¥B E= A S

1n
J
=
o
oE
o

ArEE 4= ASLIL.

CtE 02 EXHE ALE%I0 HIS7| API 2 &2 22 = JUSLICH

1. HS7| APl &8 A&TtL|Ct

2. QHE H3HOE +EUIES LIEHH= HTTP SH 202 2 $AIFLICEH

3. SE 2E0A &Y Ko MEXIE FETLICL

4. 2O LHoj| A Zrd K| 7L E{O'd MEfol| =2 mi7kX| 7|CHRILICH NORMAL, ERROR, = PARTIAL FATLURES.
5. Zrde| HO|d AMEiE Selstn &Y AME JHM L Ct

Hello APl AMH

Hello API server = Ztttst REST 2210|HEE AFR3SH Active 1Q Unified ManagerOf| Al
RESTAPIE =£dt= WHE 20| = HE T2 IMRILICE ME T2 JSON &Al9|
|2 M2

API MHO|| CHgt 7|2 M2 HEE NS LICHAMH = Bt X|&EL|CE application/json
=ESHY

A2E|= URIE CH2 1t 2
22 U™ o7 HLEE Af%ﬁ*l-lth

my
oy
-
[
—1—
jnp
(ws
(ws
o)
U)
S~
~
A
jng
O
0
@
3
©
=
[0)
V
~
Q
o)
-
S~
Q.
Q
=
V)
Q
0]
3
2
D
[
~
0
<
=
~
0
<
3
(/)
o
0=

S A==

* APl A|H |IP 4 EE= FQDN
o MEH AtSH TE HS (7|23} 443)

* AHEXL O|Z LI


https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms
https://<hostname>/api/datacenter/svm/svms

o2
tot

Bl A4l (application/json)

olo

REST APIE 2 &5I3H Jersey 3! RESTEasyet #2 CHE ATEEE AFE30] Active 1Q Unified Managerg
Java REST EEFOI EE fdd = JELICH ME ZE0| H§ Cte 18 A2 sX|8oF gL(CE.

* Active IQ Unified Managerdi| CH$H HTTPS HZ2 AF25t0{ X|HE REST URIE S EgL|Ct

* Active IQ Unified Managerd|A| XS ¢t QIS E FA|BLICE

* HEM|O|Z Z0| SAE 0|2 2olg AL{EL|Ct

AMEjavax.net.ssl.HttpsURLConnection URI HZ0f| AFZEILICE

[ ]
| I

EfAF 2l0|E 22| E MEELICt (org. apache. commons.codec.binary.Base64)E AFESI0| HTTP 7|2
2150|| Ar8E|= Base64 QI2Y EXIEE #HY & USLICH

ME DCE AMUS D HAlSHHH Java HIHYE] 1.8 0| &2 AFE3H{OF SLICE.

import java.io.BufferedReader;

import java.io.InputStreamReader;

import java.net.URL;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;
import org.apache.commons.codec.binary.Baseb64;

public class HelloApiServer {

private static String server;

private static String user;

private static String password;

private static String response format = "json";
private static String server url;

private static String port = null;

/*

* * The main method which takes user inputs and performs the *
necessary steps

* to invoke the REST URI and show the response

*/ public static void main(String[] args) {
if (args.length < 2 || args.length > 3) {
printUsage () ;

System.exit (1)



}
setUserArguments (args) ;
String serverBaseUrl = "https://" + server;
if (null != port) {
serverBaseUrl = serverBaseUrl + ":" + port;
}
server url = serverBaseUrl + "/api/datacenter/svm/svms";
try {
HttpsURLConnection connection =
getAllTrustingHttpsUrlConnection () ;
if (connection == null) {
System.err.println ("FATAL: Failed to create HTTPS
connection to URL: " + server url);
System.exit (1) ;
}
System.out.println("Invoking API: " + server url);
connection.setRequestMethod ("GET") ;
connection.setRequestProperty ("Accept", "application/" +
response format);
String authString = getAuthorizationString() ;
connection.setRequestProperty ("Authorization", "Basic " +
authString) ;
if (connection.getResponseCode() != 200) {
System.err.println ("API Invocation Failed : HTTP error
code : " + connection.getResponseCode() + " : "
+ connection.getResponseMessage ()) ;
System.exit (1) ;
}
BufferedReader br = new BufferedReader (new
InputStreamReader ( (connection.getInputStream())));
String response;
System.out.println ("Response:");
while ((response = br.readLine()) !'= null) {
)

’

System.out.println (response
}
connection.disconnect () ;
} catch (Exception e) {
e.printStackTrace () ;

/* Print the usage of this sample code */ private static void
printUsage () {
System.out.println ("\nUsage:\n\tHelloApiServer <hostname> <user>
<password>\n") ;
System.out.println ("\nExamples:\n\tHelloApiServer localhost admin



mypassword") ;

System.out.println ("\tHelloApiServer 10.22.12.34:8320 admin
password") ;

System.out.println ("\tHelloApiServer 10.22.12.34 admin password
")

System.out.println ("\tHelloApiServer 10.22.12.34:8212 admin
password \n");

System.out.println ("\nNote:\n\t (1) When port number is not
provided, 443 is chosen by default.");

}

/* * Set the server, port, username and password * based on user
inputs. */ private static void setUserArguments (
String[] args) {
server = args[0];
user = args([l];

password = args|[2];

if (server.contains(":")) {
String[] parts = server.split(":");
server = parts[0];

port = parts[l];

/*

* * Create a trust manager which accepts all certificates and * use
this trust

* manager to initialize the SSL Context. * Create a
HttpsURLConnection for this

* SSL Context and skip * server hostname verification during SSL
handshake. * *

* Note: Trusting all certificates or skipping hostname verification *
is not

* required for API Services to work. These are done here to * keep
this sample

* REST Client code as simple as possible.

*/ private static HttpsURLConnection

getAllTrustingHttpsUrlConnection () { HttpsURLConnection conn =
null; try | /* Creating a trust manager that does not
validate certificate chains */ TrustManager/|]
trustAllCertificatesManager = new TrustManager [] {new

X509TrustManager () {
public X509Certificate[] getAcceptedIssuers () {return null;}
public void checkClientTrusted (X509Certificatel]

certs, String authType) {}
public void checkServerTrusted (X509Certificatel]
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certs, String authType) {} Y} /* Initialize the
SSLContext with the all-trusting trust manager */

SSLContext sslContext = SSLContext.getlInstance ("TLS");
sslContext.init (null, trustAllCertificatesManager, new
SecureRandom () ) ;
HttpsURLConnection.setDefaultSSLSocketFactory(sslContext.getSocketFactory (

)); URL url = new URL(server url); conn =
(HttpsURLConnection) url.openConnection(); /* Do not perform an
actual hostname verification during SSL Handshake. Let all
hostname pass through as verified.*/
conn.setHostnameVerifier (new HostnameVerifier () ({ public
boolean verify(String host, SSLSession session) {
return true; } 1) ; } catch (Exception e)
{ e.printStackTrace() ; } return conn; }

/%

* * This forms the Base64 encoded string using the username and
password *
* provided by the user. This is required for HTTP Basic
Authentication.
*/ private static String getAuthorizationString() {
String userPassword = user + ":" + password;
byte[] authEncodedBytes =
Baseb64.encodeBaseb4 (userPassword.getBytes ()) ;
String authString = new String(authEncodedBytes) ;
return authString;
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