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@ Update AFF and FAS Firmware X

Quitek St Gusde

Risk Hame:

CRITICAL - NetApp has identified certain S50 (Solid State Drive)
muadels that have a higher fallure rate compared to other models
shipped by NetApp.

Disk Firmware Download Summary (2 Files)
& Ansible Flaybook and Irventory - 1 File

® [isk Firmware - 1 File

Sugpestion:

You should be logged in to NetApp Suppon Ste to download the
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https://www.youtube.com/watch?v=FVbb2bbIY9E
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https://www.youtube.com/watch?v=yNRHeOvbGX8
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BlueXP
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© Sustainability score @ Environmental indicators @ Recaniniandsd actions (7) BespRsIonIAR (1)
) 5 d Py Enable to support more workloads (+7%) Fix Later v
rojected usage oty .
- Enable deduplication to support more workloads (+7%) Fix Later ~
o]
680/0 i 4 5 Direct carbor % B Enable compression to support more workloads (+7%) Fix Later ~
® Total Score N 00 4o ; ks
Instantly replicate data files, LUNs, and volumes without requiring additional N
8 5 storage at creation time (+5%) !
. 91 164 3.08°10

Enable FlexCache to reduce the need for data replication and transfer across

~
i the network (+5%) Fix Later
Score over time
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Enable cold data monitering for potential tiering recommendations (+1%) Fix Later ~
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https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
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https://docs.netapp.com/us-en/cloudinsights/task_getting_started_with_cloud_insights.html
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Recommended actions (2) Actions for later (3)
Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation time (+5%) Fix Later Fas
Selecting “Fix” takes you fo your system manager instance of your clusters to enable FlexClone. All improvement estimates are approximate
Cluster Name = \ Current Sustainability Score = | Improvement After Fix =
ph4610-clusters 60% N/A Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix Later ~
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Recommended actions (7) Actions for later (3)
Enable tiering to reduce on-prem storage needs, which could result in fewer nodes or shelves running (+10%) Consider Fa
Selecting "Fix" takes you to identify and mave unused or infrequently used data to the cloud and free up storage All improvement estimates are approximate
Cluster Name % | Current Sustainability Score % | Improvement After Fix s
durdevnasclu01 67% 7% Consider
hkgprdeluo1 64% 74% Consider
durbkpcluo4 64% 74% Consider
Enable deduplication to support more workloads (+7%) Consider ~
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Recommended actions (2) Actions for later (3)
Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation time (+5%) Fix Later
Selecting “Fix” takes you to your system manager instance of your clusters to enable FlexClone. All improvement estimates are approximate
Cluster Name = Current Sustainability Score = Improvement After Fix =
ph4610-clusters 60% N/A Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix Later
oHe = HS
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Recommended actions (7) Actions for later (3)
Enable tiering to reduce on-prem storage needs, which could result in fewer nodes or shelves running (+10%) Consider

Selecting "Fix" takes you to identify and move unused or infrequently used data to the cloud and free up storage. All improvement estimates are approximate.

Cluster Name = Current Sustainability Score = Improvement After Fix =
durdevnasclu01 67% T7% Consider
hkgprdcluo1 64% 74% Consider
durbkpcluo4 64% 74% Consider
Enable deduplication to support more workloads (+7%) Consider
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3. CHAM 22| AE{0f| CHSH * Recommended Actions * EOi|A Xt £2 Z2IgtL|C},

Working environments (53)

Cluster name | @) Sustainability score | ) Recommended actions
durdevnasclu(? T4% 5 Actions
durdevclul2 75% T Actions
hkgprdcludi B4 % 5 Actions
durbkpclul4 bd% 5 Actions
vivprduspsclul2 57% 5 Actions
° OIﬁQ HAS FA sHSI2H * £ * 2 HESt D LS| * LESo| * £ MESHo s 2 S MElE &
UAELICH

Review Recommended actions for durdevclu02

Recommended actions (7) Actions for Later (0)
Enable compaction to support more workloads (+79%) Fix | Later
Enable compression to support more workloads (+7%) Fix | Later

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation tim... Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix | Later

Reduce temperature to lower overall power usage (+5%) Fix | Later
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Working environments (53)

Cluster name | Sustainability score | Recommended actions
durdevnasclul? 74% 5 Actions
durdevclul2 75% T Actions
hkgprdclul bd% 5 Actions
durbkpclul4 64% 5 Actions
vivprduspsclu(2 57% 5 Actions
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Review Recommended actions for durdevclu02

Recommended actions (7) Actions for Later (0

Enable compaction to support more workloads (+7%)

Enable compression to support more workloads (+7%)

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation tim...

Enable FlexCache to reduce the need for data replication and transfer across the network (+5%)

Reduce temperature to lower overall power usage (+5%])

Fix

Fix

Fix

Fix

Fix

ASLICH @ OlOIZS 22/ot S ABsI0] 0| HlO|2S AER TEHE Z(.csv) WAL

LHEH = ASLICH L Of0|2S S=IFLIC.

Later

Later

Later

Later

Later
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$ docker pull schmotsl/netapp-ansible

Using default tag: latest

latest:

Pulling from schmotsl/netapp-ansible

docker.io/schmotsl/netapp-ansible:latest

2. Linux @A EO0|M Docker O|0|X|E Z1E|0| 42 AlgtistL|C}.

$ docker run -v <downloaded playbook path>:/<container path> -it

schmotsl/netapp-ansible:latest /bin/bash

®

3. Linux ZAE0|M Ansible 20|52 A etL|Ct O HE0|E= W2 E0|M R A2 St A EL|CEH

Ansible Playbookat X1 It 2 22 ZAZ0]| RU0{0F SHLICE.

$ cd <container path>

$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY

®

[ONTAP Firmware Upgrade]
KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A AR A A A A A A A AKXk ko k

ClAS Hof, 2T M| 8 MH|A ZTZAMM T 0{2] URLO] http://<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip %! http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip O|™ T¢||0f I{7|X|2| 7|2 URLO| CHSt
QU O Z http://<web-server>/path/ € HSSLICt 2Q1 Xt SHO| MZ CIE 22{AH
NEZ}I = z;% Ansible 22|0|5& 2} S2{AH0l|AM B0k 2LICH Ansible Playbook2
Z7010f| Aot 2HAEE 25 0] QHIEZ| MAUS HAY BRI gl&LCt

4. 2o{AH #E|Xtz SHAE| 2205110 A E210|H HeY 07t BX| = R=X] 2HlgfL|Ct.

::> storage disk show -fields firmware-revision,model

disk

firmware-revision model

NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900A10
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Ansible0| 0[0] AtE F¢1 < HYO YHIO|E

EHA|

1. Python2t Ansible2 A X|st LS PIPE AFE310{ Python IH7|X|E CHREESHY AL,

$ pip install netapp-lib requests paramiko

Installing collected packages: netapp-lib, requests, paramiko
Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-

2.7.2

2. NetApp Ansible Zi2lIM Mx|:

To install the collection only for the current user:

$ ansible-galaxy collection install netapp.ontap

For universal installation:

$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

1SH =]

3. Ansible Playbookt QIHIE 2| IU0| 22 ZZ0]| L=X| &It CHS Ansible PlaybookS A& efL|Ct H 0]
o} A |

YHO|E= MIOBR2E0M R AlZH SO HAE

$ cd <playbook path>
$ ansible-playbook na ontap pb upgrade firmware disk.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*
Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY

[ONTAP Firmware Upgrade]

R R i e A i b S b b b b 2h b b dh b Ib b 2 dh b S b SR S b SE I db b e dh b i  db b 2 db b b b b db b b b b db b J db b b Sb i db b 4

®

ClA3 Heof, & H0] B! AMH|A TZ MM 02| URLO| http://<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip %! http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip O|™ |0 I{7|X|2| 7|2 URLV| CHst
QHOZ http://I<web-server>/path/ £ X 3¢L|Ct E_'?J X4 3HO| M2 CHE S AH
NE7t = 22 Ansible 220|552 2 22 A 0| A A OF BLICE Ansible Playbook2
270lof| Amfet SHAHE AT o] QAHER| ItUS HAY It gi&L ch

4. 2T AH 2A2XtZ S AEO| 2200510 M E2t0|E HY0{7t AX|=|R=K] letL|ct.
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:> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0

AFF 5! FAS E¢0{ Ansible XI=2} I 7| X|(Beginners) & X| 5! &
2 MHE AFE5H0] Tl IUS SAESLICE

F=0ll= 3 MEHOA Hello| TS S ARIGHOF RfLICE.

of

At 7 |X[E CH2EE

r
ruI

4 MHE o] 7tX| WHHO Z MYT 4= QIELICE Pythons AMESH0] ZHCHSH @l HE MAst= WH2 2
EESHIAIR "Python2 ALE3sH= EAH".

£

1. 8 MH2Q| 7|2 URLES XMEELICE ClA S Heof, flx Heo 8! MH[A T2A|A HL0{2] URLO| http://<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip 5! http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip O|™H http://<web-server>/path/ 2 7|2 URLZ
XEe| o,

It 0|22 Ansible PlaybookOl|Al At52 2 ZEX|ElL|Ct,

AD Tt =

QIHIER| I 2 To] HO[O|ETL 7hsT A|ARIS| S2|{AE 22| LIFE #+dELICE §7]0=
HEEl= 29 ClA3 5l €l Heof ot 0|2 BRI X E S2{AH 550| k|0
olAL|C}.

A H

MH[A T2 MM B ZH0|ES| HR == ZAE 0|F 8 SP/BMC IP7t QHIE 2] ThUof ZeHE LY.

ChE2 C/A3 8l 4O Helof YH0|EVL RF ZoteEl HS QIHED| mhe A LT},
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clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

- clustername: <cluster management LIF-2>
disk fw file: all.zip
sp_nodes:
- hostname: <node hostname 1>
sp_fw file: SP FW 308-03990 11.5.zip
sp fw type: bmc
sp_fw ver: '11.5'
sp_ip: <BMC IP>
- hostname: <node hostname 2>
sp_fw file: SP_FW 308-03991 5.8.zip
sp_fw type: sp
sp fw ver: '5.8'
sp_ip: <SP IP>

Of ofof| M &x 5l C{A3 HYof HOI0|E= 2F S2{AH 10| MEE|1, T[22 SP/BMC HEU YUH|0|E=
S AH 20 x84 Lict.

—Tod
QI E 2] mhelol| N 22AHE AFIRLICH
Ed S AE| B0 YC|0|ES MEIX| b= 42 AHES| IHAUM SEAEE MAHY = ASLIC

O, cluster-20i| |23 HeOf UCI0|ES HMESHA| i H LIS FS ALE5H0] QHIES| THAoA R

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip
cluster-22| 2= HIO|E{7} ANMEASE 2l 4= ASFLICH
I HY o] YGO|ETL Ot 22{AE 10f ClAS HeO| AH|O[EDH MEI2{H CHS BHES AMESHIAIR.
clusters:

- clustername: <cluster management LIF-1>
disk fw file: all.zip

cluster-10{A] _shelf FW_FILE_KEY % 2{0| HAHE[USS & 5+ USLICE
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()  =oi2e =t =202 £502 Skt 22 MK YL

NetApp Docker O|0|X|E AtE5l0{ Ansible Z2{|0|52 HAHTILICt

Ansible 280|282 Al&5t7| H0|| * NetApp_Ansible_**. * zip * I} 9| t=0| EH=X|
Talo mhdo| = & M7t —’.f—H|5|M._X| 215 A 2.

AZSE7| Hofl
NetApp DockerS AH23t0] Ansible PlaybookS &¥st7| Hof| CtS 2 S&sljoF &L|Ct.

* "AFF 3! FAS H{0{ Ansible At=32} I{7|X|E CHREESHMA|L"
* "H MHE AFESH0 HYof oY S S AEISHL|C}"
o "R miUZ EbABHL|C}

==
* NetApp DockerZt AX|Z|0{ Q=X| &QlgtL|Ct,
EHA|
1. "DockerE MMetL|C}".

2. 12 HH S M350 DockerHubOll A NetApp Docker O|0|X|E JHM SL|C}.

$ docker pull schmotsl/netapp-ansible

Using default tag: latest
latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:lates

Docker & HHOf| Cig XMt LIE2 & EESHAIL "Docker 2 A"

3. Docker O|O]X|Z ZE|0|L 2 A&isID ZE||0|L{0f] 21918} Ansible Z&|0| 22 ASHSIAIAL.

4. Z#%l Ansible Playbook % QIHIEZ| IHA0| S0 U= EC ZE(0l: * downloaded_Playbook_path *)&
SAtEILICE dE3HQl M2 2|8l Ansible Playbookzt A T2 2+ E{0f| Q10{0f tL|Ct,

5. Z0E Docker ZIE|0|H0| 2EECZ OR2ERILICE G|E §0, 2 * container_path * € ORESIHH™ CS
HEZ AAdtof gLt

oco=

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

ZIH|IO|L Tt Al &HE| 11 240] O|A| ZE|0[LH2] bash &0l UELICE Docker Run HEH| CHSH XENSH LIE2 £
KXSHMAIR "Docker AaH AH A"

6. Ansible-Z2{|0|5 * B S AIE3t0] ZE|0|LA LIF0M Ansible Z2/|0|5S HHBIHUAIL.
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$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

oI Xt ZHO| MZ CHE 2 AE METL A= ER Ansible E2{0|22 2 2 AE{0M
iloF StLICH Ansible Playbook2 21910f| Alnfst 2HAEE L% 0] QIHER| m}US
g "It s

®

rE n> Hu
oY 0% |

Ansible-Playbook * B0l CHEE XEM|2H LIE2 & HZESHYAIR "Ansible Z2|0|5 A" Ansible E2(0|58 HH
DEA dd)Z dAHSHHEHE S FZSHIAIL "Ansible: EH HE"

Ansible Z2|0|5 2 Aot

ot

S YZSHYAIR "HY o] X HS" LY

%P

XEHE =YL,

NetApp Docker O|0|X|7} §l= Ansible 22{|0|S2 AAHBILICt

CHA|
1. *E"Xl'O;FL.l E_I' "IIFO| A" Bl gl "Ansible".

2. PIP * £ A3 2R3t Python I§7|X|E EX|RLICH
$ pip install netapp-lib requests paramiko
Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

3. Ansible -galaxy * HH S AF25I0]{ NetApp Ansible Z2M S AX[EHL|CL.

To install the collection only for the current user
$ ansible-galaxy collection install netapp.ontap

To do a more universal installation,
$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

Anabilities-galaxy HZ0f| CHEE XFAISHLHE S 2 & X8I AR "Ansible Galaxy A" NetApp Ansible Z 2 Mof|
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CHet XEMISH LIS S EZTSHAIR "NetApp Ansible Z 2 M 1| O] X|".
4. Ansible-Z2i|0|2 * HHS AF25I0] Ansible 20|28 ASSIAMAIL.

$ cd <downloaded playbook path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R IR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b Ib Ib b b b b b b b b I b Ib b b b b b b b Sb b Ib b I (b db ab b g

2301 XtH ZHO| MZ CI2 22| AF METJI Q= ZL Ansible 220|128 2t 22| AE0||A
@ Alstisof ELICt Ansible Playbook2 Z1Q10f| Alnfst 22{AEHE ZIL{FH 0] QlHIER| THAUS
HaE TR

Ansible-Playbook * H&E0| CHet XtA|SH LHES S & X 3?*')\|9 "Ansible Z|0|2 2M" 22|10 MY D=(HA] M
)0l Ansible E20|52 Adsta{H 2 =X

Z20|2g H¥st 5 2 HTSHUAIQ HY 0] L HT HY T XS HEGUAIR.
TRl MA|S =hoigt|ct
=8|0|52 2dct £ S AH ZAE|XUE FHAE0 23ARILICH

ClA3 HAllo EXE =

o

gLt

chA|
1. E2to|= Helloj7h EX|=| A=K 2felgfLct.

::*> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900ALO0
1.11.1 NAO1 X423 HCOBE900A10
1.11.2 NAO1 X423 HCOBE900ALO
1.11.3 NAO1 X423 HCOBE900ALOQ
1.11.4 NAO1 X423 HCOBE900A10

HFof cist XiMIEH LHE 2 {link-with-2 =} [storage disk show ]S & ESHMAIL.

2. M NVMe Flash Cache 07} AX|Z|R}=X| 2QIStL|CL.
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::*> system controller flash-cache show

HH | CHSE XhMISt LH22 {link-with-& =} [system controller flash-cache show? ]S HZXSHUA|L.

4 Hellof ZX|E =helet|ct

tHA|
T A 2 HeY 07} ACO| EE|U=X] ZHelgfL|Ct,
::*> system node run -node * -command sysconfig -v
EH0| M 2 o] HY07} #ot= A2 LU0 EEJY=X] 2eletL|tt ol E SH Ch3 1t Z2&L T

Shelf 1: IOM6 Firmware rev. IOM6 A: 0191 IOM3 B: 0191

HH | CHSE XhM|8H LH2 2 {link-with-R2 =} [system node runt|S & ESHIA|IQ.

2. |22 ACP Y07} HO|0|EE|QU=X| &l

= -

:*> storage shelf acp module show -instance

HH | CHSE XEMI8 LH2 2 {link-with-2 E} [AEZ|X| 2T ACP 2 & EA|NSE &XSHAL.

3. 2lt= ACP RE7F LA EQ=X| gol:
::*> storage shelf acp show

HH | CHSE XHMISH LH2 2 {link-with-2 Z} [AEZ|X| 2T ACP show/ |2 & ZXSHMAIL.

=

4. ACP ZE(XH'E) #Z:
::*> storage shelf acp configure -channel [in-band | out-of-band]

Haof Chet XEMISH LHE 2 {link-with-2 &} [AEZ|X| €T ACP configure’]S &HXSHIAIL.

[} [=]

SP/BMC H[0] 2X|E =telst= S LICH

MH|A IT2MA/BMC HYH
MK [ R}E=X] &elst= gM

—

Playbook2 SP/BMC 2&

HIO|EE #let Ansible E2{|0|=0| M ZHAEZ2{0] %[ SP/BMC EH[017}

=2==2 T MO

Zot0] LR 22| K| Heof HH0|EE HEYLICE.
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SP/BMC & %I01 A UE $IXI =20 AX[of et ?T el
SP/BMC HeO/LHF 22{X| HAUO EX|7t Hifist= &

R L ER-EL
o
=]

o
* "R &

* mailto:ng-active-ig-feedback@netapp.com [0]H| L]

* X9 9 m|=efS H2{M Digital Advisore| X|¢l HES

3 M2 = Ansible Playbook 220| ZLtH
Ansible

SESHIAL.

SX|ELCt
S2|0|=0l| L2t A= HAIS HEHAL.
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Digital Advisor API ServicesE AISSHE AFESHH Y2 EER0 282 FIHELICH AP
MH[A LHE0ll= 2071 O] &29] MH[A HHoZ T F3}E 1007H o|Ato| MZ CIHZ API
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APIE E8t XA=3H= UAR Ol e =7t A0 T2MT HetM e CfE 4 Qe £ ghHQILICE 2| AAS 2tEB10]
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APIFIEE2
H|O|X| Atcto] EZS AI2SHH £ JHX| BE ALO|2 MEsto] 7202 2 4 QIALICH TE HI|oAM= Lesh ol
oH7H Hd¢, dh} t1|0|E19| LHE 9 Al AFRXI7F DES 2™ Qais £ QIEE AE MIo| XM WALt A

H71E ASXfA 712 AP MH|A HO|X|O|M 712 E2S AHE5t0] 222X 0|M APIE "AFR‘H" =+ As
7|2 E MSELct.

£ 57| 5 SHLES ALSOIE 10| B A2 AISSI0] AFS THS S BB S SIS £ JALICH BB MuAHE
ARi& 02 RE|0f ABSLICE XITE MHIA Lol HISS SHafelo] i AP| S EAE 4 YALITH A2
A= Ee API 2R 22510 Jted| Hofl s FHeE 00| sz MM oS eIt

API A2

olct A$Ho| HOjE| 1 E2S AfM3t & Qlom ESS #R3t0] T2 )Y w0 2|E TS D H|0|E{E HAME &
USLICH API FHEHZ 1011 APIZ EIAE510] A2|2] S HHAIT} BISIE|= CIO[E{S] SHS N 2olst Ak
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