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View the associated KB
article and manually
mitigate the risk.

Analyze your storage View the actions and

View and acknowledge

system for different risks associated with the risk
LNe rask.

wellness attributes. each wellness attribute.

Mitigate the risk using
Active 1Q Unified

Manager.
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Fix it Risk Hame T Mitigation T Corrective Action Systems Impact T
¥ Potentially Non- - ¥ .
Clustered Dota ONTAP has been determined to ha... WTAP-20180433-0003 1

disruplive

0| 2|22 ONTAP 9.7P8 O| &0l A SHZ = A ELICH
Advisory ID: NTAP-20200814-0005  Version: 6.0 Last updated: 12/03/2020  Status: Interim.  CVESs: CVE-2020-490, CVE-2020-11984, CVE-2020-11993

Overview Affected Products Remediation Revision History

Software Versions and Fixes

MetApp's currently available patches ara listed below.

Product First Fixed in Release

Clustered Data ONTAP hittps:[imysupport.netapp.com/site/productsfallidetails/ontap9/downioads-tab/download/62286/9.5P 15
hitps:/fmysupport.netapp.com/site/productsfallidetails/ontap9/downioads-tab/download/62286/9.6P11
hitps://mysupport netapp. com/site/products/all/details/ontap9/downloads-tab/download/62286/9.7F8
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Risk Hame:

CRITICAL - NetApp has identified certain S50 (Solid State Drive)
muadels that have a higher fallure rate compared to other models
shipped by NetApp.

Disk Firmware Download Summary (2 Files)
& Ansible Flaybook and Irventory - 1 File

® [isk Firmware - 1 File
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Recommended actions (2) Actions for later (3)
Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation time (+5%) Fix Later Fas
Selecting “Fix” takes you fo your system manager instance of your clusters to enable FlexClone. All improvement estimates are approximate
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Enable tiering to reduce on-prem storage needs, which could result in fewer nodes or shelves running (+10%) Consider
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Enable compaction to support more workloads (+7%) Fix | Later
Enable compression to support more workloads (+7%) Fix | Later
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Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix | Later
Reduce temperature to lower overall power usage (+5%) Fix Later
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Upgrade Advisor

57

Upgrade plans are available at a cluster level, Not all clusters are

available for the upgrade, Learn more about eligible clusters
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Upgrade Advisor - ONTAP View Upgrade Advisor Reports

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current 0 Version @ Target OS Version @ Recommended Action

O 9.10.1P13 9.131P6 / View Upgrade Recommend
D 913.1P3 9.13.1P6 View Upgrade Recommend
D 9.12.1P2 9131P6 o/ View Upgrade Recommend.
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§] pgrade Advisor - ONTAP View Upgrade Advisor Reports
I A\ Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems. Generate Upgrade Plan
1 cluster selected.57 clusters selected

= Cluster Name Select Target Version X ‘ersion @ Target O Version @ Recommended Action
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9.11.1P13 Recommended release ~
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Resolve Issue X
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Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot
D [T— be upgraded b 7 View Upgrade Recommend...
O by o S 3 View Upgrade Recommend
Enable Autosupport for all nodes in this cluster using the following options:
" s 2 ~ Upgrade Recor
O O 6/ View Upgrade Recommend.
Manual AutoSupport upload 2
O 13/ View Upgrade Recommend.
O “ N View Upgrade Recommend..
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e e
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Upgrade Recommendation

View Upgrade Advisor Reports

& Back to all clusters

clusterl

Select an OS version for upgrade

Select to see upgrade recommendation for each version. Your latest selection is autoratically saved
Current 05 Target OS
Latest Patch Recommended Release Select an OS version

9.11.1P10 09.11.1P13 ©9.13.1P6

I A You are unable to review the risk advisor and pre-upgrade check because one or mare of the systems in this cluster has not sent a weekly AutoSupport. Resolve Issue

Pre-upgrade Check Enhanced and Updated ONTAP Features
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Generate Single-Cluster Upgrade Plan X
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Upgrade Advisor - ONTAP

Cluster Name

0O 0O 0D

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems
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View Upgrade Advisor Reports

Current OS Version @ Target 05 Version @ Recommended Action
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View Upgrade Advisor Reports
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Upgrade Advisor - ONTAP

I A\ Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.
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Resolve Issue X

Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot

be upgraded
Enable Autosupport for all nodes in this cluster using the following options:

Set up AutoSupport (2

Manual AutoSupport upload (%
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Generate Multiple-Cluster Upgrade Plan @ X

Upgrade recommendations like risk advisory, pre-upgrade check report, updated and enhanced

features report are not available for multiple-cluster selection to generate upgrade plans.
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Automated Non Disruptive Upgrade v

PDF -

Cancel

. Generate * & 22IgfL|C}.
H31M * HO|X|Z 0| 5gtL|Ct.

- ¢38|0|E A=lo| M3EH * Reports * H[O[X|0|M CHREEY 4= JUSLICE

29



@i Jajo|= Ta|xt HuA ©7|* 2 S2Usto] * B 1M * HO|X|2 0|5 4 ABLICH
s wEUL

= T4
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UALICH MEf H M4 Sof AIAH 9I3lol Chet SH2AS WA U2 4 YBLICHL T2 BHARY U T A
A BHE x| J4to] MEHS JHAISEY| I8t BAIS 32 4 YasLict,

©

AMEl MA CHA| 2 E= NetApp SupportEdge Advisor % SupportEdge Expert AH|A QIHZIS
ST AN AT X UASLICE.

—

HEf MU AEZEE AZ6] HMAIR
O LHAI2E = L3 ?I2E Saf BX| 7|t thet Rof EE MSELICt

* * AutoSupport AEH *: AutoSupport?t 2l A|ARIS| =0t H|ES BAIRLICE B 22 7 3¢
AutoSupport H|0|E] &S SX|ot A|AR0f CHal * HTTPS * & *AutoSupport On Demand * 7t &3t &l
'CIZtero = BAIE A|ARID* M 24+ 2 & 5 JUSFLICH “Xl 719 A|ARI0]| CHot 2E HH ot HEE
H2{™ * AutoSupport A{E * 2|H S S2ISHHA2.

CEY A A Y - AMlof mE2p F4 S H[ES A|ARS BAIRLICH O] T2 AFESHH HAX| 7|
Hatof] Z2H AA”I0| M2 L85 =5 ot _’EXIE Fg = JASLICEH CHAIEE0M HSE H+E &eldtn

oM £9/0] o2t MIBES FQ HE A T2t EAIS HE 4 YL,
s T ATEQ0] + BE AZEY 0| W HR0] YO0S9} S8 H AfBte] S S22 FABILICL A EE
5|4 ATES|0f EEE T2 0} BIHO|O{OF SH= AutoSupportZ} BAIBHEl AIAHIS E 4 YBLICH

XY W AR HEH HRE XY A B 6~1270E O|LH Pt=0f| =E T X[/ AlefS EAIZLICH X[ EHE
T, CA3, do M3t &= 2 HR ZHE 9l Of':9ri|0101| oot X[ B22E= MEE|X| ESLICH CHAIEE0]| A
HSE AE) A HE aolstn M 2210 w2t M3 &= HE Atetof wat =X E Y 4+ JASLICH X
Al2Fol| CHSt XEM|SH MEE HE{H * Support & Entitlements * QRS S2ISHHA|. O] YIHE AT X[ J
Aofs AAe 2 JUELICE

|1I

o * D AL * AER|X] A|ARIS R At EM(MS M
TIFSHo] MEf MH M-S EAISLICE NetApp 2 AL E S28tH Al
= HMatet 4 QELICEH

s * 7|2 F0| A *: MEH JHSB A|ZH Hof Cist 7|& AHO|A LHH, A0 Al = B2 MEfE MA|
HI|E HZELICE Ao|A 1E0Z E2ICHRSHD of| M #[o|A A1|T éE% £+ 'a |Ct "NetApp Support
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X2 72t BABHAAIR
CHAIESO)M DE 24 T2 Aofel M4 U QoS 2 4 YALICHL SUAIHR KB =
F9 A Aol w2t TXE HE 4 UBLIC

1. Meff A CHAIEE0M * X[ 3 XHH * RS S=igL|ct.
2. N A" XY Aoo| TR E| AL BtZ A|7| 7} 8tst AL * Active Support Contracts * IS 22ls
3

- EQlgts MENSt MEfS A|ARIS| MM T2 MAS AZSH2{H * Renew * £ 22Ut

X 7|2h= £[X oot ¢ 18[0] =5 AL

HE A 3! 3 AFE, Ansible 20|52 St ¥0|=
X3 @S H2o|=38t0] BX| 7|HS | Hotet + AELICE F20]
CHAIZE0iM CHE AlFO| 7" = ASLICE

@ ¥l SupportEdge Premium EE= SupportEdge £t X[l MH|AS A5t HR0THAIQ

Y 0| =5 MEtgt = ASLICT.

ChA|
1. Inventory * 2% ol QL= * View All Systems * & 22!8fL|C},

=
2. Inventory DashboardOl A @ 1[0|E8 L E(SAE)S MEHSILICH AJAH = LE [HA|EERZ
2|C| M EL|Ct,

3. Configuration * 2|&I0f|A| * Upgrade * & 22!&L|Ct.

Configuration 9 ClusterViewer
Overview Customer Details
Cluster Name: Current Support Offering:
nghStDr STANDARD [1] Upgrade
Hostname: Serial Number:
HighStor-01 721545000065
Model: 05 Version:
FASE040 9.3P5

4. MEHMO 2 * Support Offerings H|w * & 22/5t0] H| @ XIES &1t A0 H= XY MY
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a. SupportEdge Premium
b. 7|E} RE eag0|E QA

— H—
6. 74X S

= H8S F15tan * EUj7| * £ SEIYLICH X[ 2EE ¢20|= 7ol 20| NetApp 22 Eof
H&EUCt

Ansible 220|232 A25t0{ AFF % FAS HY|0{E HH|0|ETLICE
AFF %! FAS T2|0{ Ansible Automation If7|X|E CIR2Z ESHMA|2

Ansible2 AIE25H0{ AFF 5! FAS HYHE HO[0|ESt AlHE 2|2 2tststn AEZ|X|
AMABRIZ XA MEZ FX[SHOF L},
AIZFSE7| Ho|
Ansible2 AF238t0] AFF 2! FAS HO{E YUH|0|ESHY| Hof| CSS £&sH{of tL|Ct.
* "AEZ|X| A|AEIN| AnsibleS MX| & A L|C}
* "AEZ|X| A|AEI| Ansible 2.92 Za|Mof| AX|gL|Cl
« AE2|X| A|AEIS ONTAP 9.1 0|4 O 2 A0 E5IAAIR

© BE|R AL E MBI AYE L EYLICH

|
1. CHAIZEOIA 242 el 9IS S2siLt BE XA| 27] * 2 22Ysiol BE =AU 98 S22 LT}
Hejof @aao|= * £ S2sto RE Wof YIe0|S 9IS elgtct

w N

AHg 7ttt B E HO|0|E 7| X|E E2{H * AFF 3 FAS o] (0| E * & S&l6t7 Lt & S=gLCt @
Zb 2l Holl A= W7 IXIS sl 2ol SHAl HHlo| ERLC.

4. [IREE * £ 2610] zip MY S CHREES D AEZ|X| A|ARIS AO|0|ERILICE
zip THY0| = CH2 50| ZEE(0 ASLICH.

° Ansible 22i[0|5 - C|A3, &lT AMH|A TZ AN HYO| YLO|EE 27| /Bt Ansible AT R E T}
Tot=El YAML DR Q1L C,

° M1 - Heo| HHO|E0| MEE|= AA”L M HETF ZotEl YAML ZhH Lt

o LA, HI 5l MH[A TENA/BMC BN 1{7|X|2| 0|E2 242 * all.zip *, * all_shelf FW.zip * & *
<SP/BMC>_<version_number> FW.zip * @2 X|™ElL|C},

() osi=el melol 22148 U AESRE 2502 F7KeHs 22 KER QAL

AFF 2! FAS B2I0{ Ansible XS 3} IH7|X| A% W AS(STE AHBAY)

=HE AEXH= AFF 3 FAS H0 Ansible XSt TH7|X| S tEH| K| 3 HHL
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UASLICE.

NetApp Docker ImageS AH25t0] Ansible 2 H|0f H|0|E

A

1. Ansible Docker O|O|X|£ Linux SAEZ 7} SL|Ct.

$ docker pull schmotsl/netapp-ansible

Using default tag: latest

latest:

Pulling from schmotsl/netapp-ansible

docker.io/schmotsl/netapp-ansible:latest

2. Linux @A EO0|M Docker O|0|X|S Z1E|0| 42 AlgtistL|C}.

$ docker run -v <downloaded playbook path>:/<container path> -it

schmotsl/netapp-ansible:latest /bin/bash

®

Ansible Playbookat X1 THU2 22 ZAZ0] RU0{0F SHL|CE.

3. Linux ZAE0i|M Ansible 20|52 A etL|Ct HO HC0|E= W22 E0M R A2 St A EL|CE

$ cd <container path>

$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****
Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY

[ONTAP Firmware Upgrade]

KA KRR AR A AR A AR A AR AR KA AR A AR A AR A AR A AN A A AR AN A AR A AR A AR A AR A A ARk A ARk Xk

®

ClA3 Heof, &l MY o] 8! MH|A T Z A HY0{2] URLO] http://I<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip %! http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip 0| H¢[|0{ I{7|X|2| 7|2 URLO| CHt
QO Z http://<web-server>/path/ € HSSLICH 291 Xt SHO| MZ CIE 22{AH
HIEZ} QU= A2 Ansible Z2052 2t 22 AE 0] ASsH0F SHLICH Ansible Playbook
2010] AlIjSt 2HAHE L{Hof QHIER| I}US WA LRI} LT

4. 2 AE 2A2|XtZ 2 AE0| 200810 M E2t0|E HYo{7t HX|=|R=X] gelet|ct.
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::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO

Ansible0| 0]0] Al ¢l 22 Heo HcllolE

CHA|
1. PythonZt Ansible2 & X|3t LIS PIPE A0 Python TIH7|X|E CHREESHMAIL.

$ pip install netapp-lib requests paramiko

Installing collected packages: netapp-lib, requests, paramiko
Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

2. NetApp Ansible ZaIM MX]:

To install the collection only for the current user:
$ ansible-galaxy collection install netapp.ontap

For universal installation:
$ ansible-galaxy collection install netapp.ontap -p
/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

3. Ansible Playbookzt QI#IE2| Il0] 22
7 o} A

H20| =X| 01T T2 Ansible PlaybookS AIBILICH Bof
ABO|EL IR E0) M B Al7t S0t A

gL

$ cd <playbook path>
$ ansible-playbook na ontap pb upgrade firmware disk.yml

Enter your ONTAP admin username: ***x*

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]
R b b b b b b b b b b b b b b b b b b (b b b b b b b b b b b b b b b b b b b b b b (b b b b b b b b b Sb b b b Sb b Ib b I (ab Sb (ab i g
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ClAT Hof, 2T Mo 8 MH|A TZA|M Teo{2] URLO] http://<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip %! http://<web-

@ server>/path/<SP/BMC>_<version_number>_fw.zip 0| T¢|0{ o{7|X|2| 7| &2 URLO]| CH$t
UHOZ http://I<web-server>/path/ £ M3 LICL 232! XA ZHO| M2 CHE S AH
MEZ} s B2 Ansible 2210|182 2+ 22{AE{0f| A A#lsHiof BHLICH Ansible Playbook2
20010 Moot SHAHE AT O QIHER| IS HAY LRI} lELICh

4. 22{AH 2E|XtE SSHAE| 22205110 A E210|H HeY07} HX| = A=X| =telgfL|Ct.

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAOl X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOL X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0

AFF 2! FAS H%0{ Ansible XI5 3} I | X|(XEXt) MX| I AlSH
2 MHE AIR3I0] Helo U2 SAESHL|C}
Xtsst 7| X|E CHREESH 20|= 2 AHOIM HAI oIS S AERISHOF BHL|CY,

4 M= o] JHX HHo 2 AFY £ JSFLICE PythonS AHE35H0] ZHESH 3l MHE HFst= UH2 2
**x ZSHYAIR "PythonE AESH=

|

1. 8 MH2O| 7|2 URLES MESLICE ClAST Heof, #lx Heof 3! MH[A TRA|A HL0{2] URLO| http://<web-
server>/path/all_shelf_fw.zip, http://<web-server>/path/all.zip % http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip O|™ http://<web-server>/path/ 2 7|2 URLZ
XEect.

It 0| E2 Ansible PlaybookM| A AF52 2 ZH K| ElL|Ct.

>
=

T IR xpe

QM ER| THUS HYof L0 ET} JH53t AIAHO| S2AE 22| LIFZ FHELICE 017|0fl=
SiTE|s 9 ClAS U 4T Helof I 0|F It BeEl 22IAH S=20| ZaEof
olAL|C}

M- .

MH|A T2 MM HYo] AH0|EQ| R LE SAE 0|F % SP/BMC IP7} QIHIEZ| THA0f| ZeHEIL|CE

ChE2 ClA3 8l 4O HeYof YH0|EVL RF Tl YE QIMED| Ihed AL}
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clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

- clustername: <cluster management LIF-2>
disk fw file: all.zip
sp_nodes:
- hostname: <node hostname 1>
sp_fw file: SP FW 308-03990 11.5.zip
sp fw type: bmc
sp_fw ver: '11.5'
sp_ip: <BMC IP>
- hostname: <node hostname 2>
sp_fw file: SP_FW 308-03991 5.8.zip
sp_fw type: sp
sp fw ver: '5.8'
sp_ip: <SP IP>

Of ofof| M Ax 5l C{A3 HeYof HOI0|E= 2F S2{AH 10| MEE|1, T[22 SP/BMC HAU YUH|0|E=
Z2{AH 20 ﬁ%ﬂl—lﬂf.

QI ER| mAoAM SHAEE AFIgLCH

Am

H S AH| Helo| YC|0|ES MESIX| o= < QAHIES| UM S2{AEHE MAHY = ASLIC

£ S0, cluster-20i| C|A3 HYU0| HO|0|EE XM E5HX| 422 H CtZ BHS ArE5H0] M EL| IU0 M KA
olAL|C}
AMNH-H .

2

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip
cluster-22| 2= H|O[E{7} AH|=|AZ S &Y 5= UASLICE
o H o] UGO|ETL Ot 22{AE 10f ClAZ HAYO| YH|O[EDH HE5I2{H CHZ BHES MESHIAIR.
clusters:

- clustername: <cluster management LIF-1>
disk fw file: all.zip

cluster-10lM _shelf FW_FILE_KEY % 2{0| MAHEAZSS & + ASLICE
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()  =oi2e =t =202 £502 Skt 22 MK YL

NetApp Docker O|0|X|E AE3t0{ Ansible Z2{0|5& A& SfLICH

Ansible Z2|0|22 Als#st7| F0f| * NetApp_Ansible **. * zip * I} Q| &t=0| ER =X,
ClA3 = I Heo IHUo| Rl Bl MH7F EH|ZR}IEX] 2elsHM AL,

—

INESE sVl
NetApp DockerS AH23t0] Ansible PlaybookS &¥st7| Hof| CHS 2 S&sljoF &L|Ct,

* "AFF 3! FAS T ¢l|0{ Ansible Automation I 7|X| S CI22ESIM A"
o " MHE ARSI WO IS SAESHL|C}H"
o "XHT IpQIZ EHABHL|C}

==
* NetApp Docker?Z} X[ =0 J=X| 2olgfL|Ct.
CHA|
1. "DockerE MM™ELIC}".

2. 12 HH S M350 DockerHubOl A NetApp Docker O|0|X|E JFM SL|C}.

$ docker pull schmotsl/netapp-ansible

Using default tag: latest
latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:lates

Docker & HHOf| Cig XMt LIE2 & EESHYAIL "Docker 2 A"

3. Docker O|O]X|Z ZE{|0|L 2 A&isID ZE||0|L{0f] 21018} Ansible Z&|0| 22 ASHSIAAL.

4. Z#%l Ansible Playbook % QIHIEZ| IHA0| 50| U= EC ZE(0l: * downloaded_Playbook_path *)&
SAtEILICE dE3HQl M2 2|8l Ansible Playbookzt A1 T2 ZHe E{0f| Ql0{0f fL|Ct,

5. Z0E Docker ZIE[0|H0| 2EECZ OR2ERILICE G|E §0, 2 * container_path * £ OIRESIH™ CS
HEZ AAdHof gLt

oco=

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

ZIH|IO|L Tt Al ZHE| 11 240] O|A| ZE|0[LH2] bash &0l YELICE Docker Run HE| CHSH XENSH LIE2 £
KXSHMAIR "Docker AaH AH A"

6. Ansible-Z2{|0|5 * B S AI23t0] ZE|0|LA LI 0 M Ansible Z2{|0|5S HHBIHUAIL.
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$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

oI Xt ZHO| MZ CHE 2 AE METL A= ER Ansible E2{0|22 2 2 AE{0M
iloF StLICH Ansible Playbook2 21910f| Alnfst 2HAEE L% 0] QIHER| m}US
g "It s

®

rE n> Hu
oY 0% |

Ansible-Playbook * B0l CHEE XEM|EH LIE 2 & HZESHYAIR "Ansible Z2|0|5 A" Ansible E20|58 HH
DEIA d)Z HASHHEHE S FZSHIAIL "Ansible: EH HE"

Ansible Z2{|0|5 2 Aot

ot

S YZSHYAR "HY o X HS" LY

-IOP

XEHE =YL,

NetApp Docker O|0|X|7} §l= Ansible 22|0|S& A&gtL|Ct

|
1. MX|gtL|Ch oo M Bl "Ansible".

2. PIP * & AF25I0] LR35t Python IN7| XIS A X|BL|C.
$ pip install netapp-lib requests paramiko
Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

3. Ansible -galaxy * HHS AF2510] NetApp Ansible Z2IM S AX[EHL|CL.

To install the collection only for the current user
$ ansible-galaxy collection install netapp.ontap

To do a more universal installation,
$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

$ chmod -R +rw /usr/share/ansible/collections

Anabilities-galaxy EH0I| CHst XkM|SH LIS 2 =Y AIR "Ansible Galaxy 2 A" NetApp Ansible Z | M0j|
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CHSH XEM|SH LI 2 2 ARSI AR "NetApp Ansible Zi2IM H[0|X|",

4. Ansible-Z2{|0| 5 * BHE AF83H0 Ansible Z2|0|52 HASHUAL.

$ cd <downloaded playbook path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R IR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b Ib Ib b b b b b b b b I b Ib b b b b b b b Sb b Ib b I (b db ab b g

Z 301 XtA ZHO| MZ CI2 Z2{AE NMETJI Q= 22 Ansible Z2|0|28 2t 22| AE0||A
@ Alstisof ELICt Ansible Playbook2 Z1Q10f| Alnfst 22{AEE ZIL{FH 0] QlHIER| THAUS
HaE =e

Ansible-Playbook * 0| CHot XEASH LHE 2 2 EERSHUA R "Ansible Z22|0|5 EA" J2|10 M BE(ZHA A3
)oIA Ansible E2i0|52 Adst2{™ S HESHIAIR "Ansible: A ZE",

S20|53 st = S FXRSHHAIL "HAO 2% A5" Hd = X[H

o

HXSIMAL.

B0 M| HolBHLiCt
S20[5S AT = S2AH HEXE SHAEHO| 23R L

ClA3 Heof XIS =elgit

= T

£HA
1. E2to|= Helloj7h EX|=| A=K 2elgfLct.

::*> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900ALO0
1.11.1 NAO1 X423 HCOBE900A10
1.11.2 NAO1 X423 HCOBE900ALO
1.11.3 NAO1 X423 HCOBE900ALOQ
1.11.4 NAO1 X423 HCOBE900A10

HFof cist XEMIEH LHE 2 {link-with-2 =} [storage disk show]E & ESHMAIL.

2. M NVMe Flash Cache HI0{7} AX|Z|R}=X| 2QIStL|CL.
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::*> system controller flash-cache show

HH | CHSE XhMISt LH22 {link-with-& Z} [system controller flash-cache show? ]S HZXSHUA|L.

o o dX[E =elgtL|ct
THA|
1. A & TQo{7} YH|O| EE|Y=X| StolstL|C},

::*> system node run -node * -command sysconfig -v

SO A 2 o] HeY07} Hot= 222 HO0|EE|U=R] 2eletL|tt ol E S8 Ch3 1t Z2&L T

=

Shelf 1: IOM6 Firmware rev. IOM6 A: 0191 IOM3 B: 0191

HH0| CHet XHM[SH LHE 2 {link-with-2 £} [system node run?]2 & ESHUAIL.

2. MZ22 ACP H|0{7} 0| EL|U=X| &l

=

::*> storage shelf acp module show -instance

HH0f cHot XtM[SE LHE 2 {link-with-2 &} [AEZ|X| 2 ACP 2 & EANE EISHHA|IL.

3. 2I5t= ACP 2ETH LA E|Q=X] el
::*> storage shelf acp show

H2of cist XEMISH LHE 2 {link-with-2 &} [AEE|X| 2T ACP show S & ZESHIAIL.
4. ACP ZE(XHY) HZ
::*> storage shelf acp configure -channel [in-band | out-of-band]
Hadof chst XEMISH LHE 2 {link-with-2 &} [AEE|X| €T ACP configuret|S &HXSHIAIL.
SP/BMC &[0 X|E =elsh= LIt
MH|A T2 MA/BMC B

O-I
(=]
X E|}=K] 2elst= 282 A
Playbook2 SP/BMC 2&0f &

HIO|EE 2I3t Ansible Z2|0|S0|A ZHEE2]{0f| 2[4 SP/BMC HYI0{7}
teg & ASLICH 7*’COI 2| H(YH|O|E= Z|CH 2A|ZH0] ZE £ U2), Ansible
Zoto] LHE AQ|X| Teof YO|0|ES XLt
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API A{H|A O[3

Digital Advisor API Services= AISSHE AFE5I0] 9 AEZ2 R0 228 S FIIELICH AP
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ANAH ME AER|X| E8M, Ms, AE| 9 ¢1782)|0|EQF 22 CIfst Al FH S 0|23t &

2EFS, S5, 'O o= =

OIAL_||_'_|-
API= D=2 HAO = Digital Advisor0l &2/t HIO|HE HFE 2322 CHA| 71K E = Y= UHst AEE
A 4 9 QIE{H|0|AQILICt 1§ Digital Advisordl] $12Het0q EHAl @fo] £|Al BlO|E{S Tl b QL wAlo=
JEE ZEY & JEFLICH O Ch3 0| HIO|E S AFESH0] U A|ARS AL XA 2e| CHA|E =, 2 H0|X|
E= HOME BHE = JELICE Digital Advisor API 7HHZ70I= TE YE0 HERX APIE ALYl 2 &= U=
7150| & ZE|0] ASLIC.

Eo-onh_ O-LEEO_lI_—LETI_ = -.-%o-'- o:o% ;TM:'é':Ot:I =
APIE E PX|-59_|- QIAFX O| CC x?fII-O-Io“ =3 kl‘ll- MM |:-|o|' A Ol Z=O HitH ||_||:|. E|AAE 9_};0}0:1
OIS 243 IS SUBALL M ATBZLE HSofe & UBLICE OIS S0f, 2RO & AlAS Atef 9/E0]
U= 2 %42 Digital Advisor 3 E[ZU A|ARI0]| CHEE A XtSete = ASLICH
APIZIE2D

H|O|X| &Eo| EZ S AHEOIH & 7HX| 2= ALO|E TEt5Ho] 7 ASLILE ZE HI[of|M= ERst 8
OH7H H4x, Hhet GIOoJE{ Q| LfE 3 9 A, AL XL 2 piEfet = QU2 JE ME0| XFS WAELCH MY
H71E AZXfA 712 APl MH|A HO|X|O|M 72 E2S AHE5I0] 22X 0|M APIE "AIE3l" 2 = A=
718 & MSELct.

I n
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v

oL O~

T H7| Z5tLtE AH85HH I1Zo| BM TS AMZ5I0] AL Thstt P=S MY &
MEzo=z FHE0 AFLICE X|YE MH|A LHOIM XSS &F &5t HE API EF
O|=d

M= E= APl 282 22/t 7t24d| &of| Q= IR 209 iy MMO 2 0|SEiLICH

API AF2

QUCH AT BEoE[n EZS MAe £ QoM EZZ 260 =T ghAlof 12| E oh=1 H|O|EHE AMe &
UELICE API 9PE*§"01|A1 APIE HIAESIH 2|9 & HhA T} BHetE| = H0|E ol RAES 2M etolgt #E
USLICE O] HEH2 A|AHIM ZE TQURIIE FKSH7| Mol APIZH & A 2tSH=X| O|dlist= o] fE8fLICt
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