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1. ASA T2 2 AE{0| M ASA S2{AE{Q} I|0f 2AIS UE10 A= S MHSLICE

cluster peer create -peer-addrs <ASA cluster LIF IPs> -generate
-passphrase

CHZ ORI M= S2{AE 12F S2{AE 2 AfO|of] 2HAH L]0 2AE TS0 A|A-M ddet 22 S
2HSLICE

clusterl::> cluster peer create -peer-addrs 10.98.191.193 -generate
-passphrase
Passphrase: UCa+61RVICXeL/gglWrK7ShR

Peer Cluster Name: cluster?

Initial Allowed Vserver Peers: -

Expiration Time: 6/7/2017 09:16:10 +5:30

Intercluster LIF IP: 10.140.106.185

Warning: make a note of the passphrase - it cannot be displayed again.
2. MYE A5 E SAFRLICE

3. ASA 2 AE{0|M ASA 2 22{AE{Qt I|0] 2HAIE THSLICH

cluster peer create -peer-addrs <ASA r2 LIF IPs>

4. ASAr2 S AE0M YHE =S UGHAR.

. 2T AE] I|0] 2tA7t HEEIR=X] 2lSHA K.

cluster peer show

Ct= ool M= TIof=lol| S 38t 22 AE{0] Chet ofjef Z2HS EAIZLICE

clusterl::> cluster peer show

Peer Cluster Name Cluster Serial Number Availability
Authentication

cluster?2 1-80-12345¢6 Available ok
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vserver migrate start -vserver <storage VM> -source-cluster
<asa cluster> -check-only true
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vserver migrate start -vserver <storage VM name> -source-cluster
<ASA cluster>
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vserver migrate cutover -vserver <storage VM name>
2. QM ZYP0| AZEAERX] EelsHMIR.

vserver migrate show
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vserver migrate show
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vserver migrate source-cleanup -vserver <storage VM name>
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security key-manager onboard create-config

3. Onboard Key Manager T+ 2 gMspstL|ct,

113



security key-manager keystore enable -vserver <storage vm name>
-type OKM

4. 9% 7| BR|xt THE AFBLIC
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¥ Insights

Take action to address concerns and apply best practices to optimize the security and performance of your system.

Apply best practices

& Login banner isn't configurad

rs about

Learn more about best practices for security,

& Global FIPS 140-2 compliance is disabled

B Too few NTP servers are configured

< is inaceurate, Configure Network Time Protocol

h external NTP servers

Leamn mare about best practices for security,

& Cluster isn't configured for notifications

it least three NTP servers with the cluster.

& Clusterisn't configured for automatic updates

ualification package, disk firmware,

Global FIPS 140-2 compliance is disabled on this cluster. Vou aren't receiving notifications from ONTAP about potential problems on the cluster.

en
For security reasons, you should ensure ONTAP communicates with external clients or server Yau can configure ONTAP to send nofifications using email 2 webhouk, or an SNMP traphost.

components outside of ONTAP by using SSL communication that uses FIPS 140-2 compliant
cryptography.

Leam more about best practices for security.
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