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| I—
0|2{¢t QITEZRE AIR6}0] Astra Control Center &1} HH| AF2E|= QIS MMSET
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olAL|Ct
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Astra YIZEZE ALE317| Hof| HHEA| HESHIAQ "AFE2 2 AES ZFHISHAIL".
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HE A9

ID 2 MM A 0|21t IFEZE Eff ID & Astra UM A HHHS 22| &~ JESLICEH 2|AA0=
AHEXE Xt 3F 3 EZ0| etELICEH

LDAP 1A MEHM O Z | DAPE AI2310] MEHSH AF2XIE QISSHEZ Astra Control CenterS
T & JASLCH

S AH 22| Kubernetes 2HAEE F7t610{ L etE OHZ2(AH[0|ME HZst X[
A&LICE.

E = 0|2{¢t YITAEZRE E4l Astra Control REST APIE E38lf A2 7Hs8t 2220
MM AT £~ JELICE

ST EA 0|22t Y IAEERE MESI0 MY S XM&SH= O AHEE|= S3 HZIE MMstn a2l
= USLICE

AEZ|X]| Ol2{ot TS ERE MESI AEZ[X| HAlE 5l EE2 FII5tD X 4+ JSLICE.

O
ID 5! HAM|A
A2 XHE LI gL Ct
E™ Astra A|H0l| CHSH ™ol &l AFRXIE LIS £~ JEL|CT

AMEXE LI gfLIct

CtSot 22 RESTAPI 2 £ S3SICL
HTTP HAE 3=
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e IER RS

S E RESTAPI S Z0|AM EtHO 2 AMEE|= O§7H 2 2|0f| = Of THA[Q| curl O[A[0| = CHS Of7H H4Tt
At EILICE

OH7H tH == 9 2 243
QAL
Ct
g 22 ofLle  Eeof w2t SEO|AM Brete gfS MeisiL|Ct
curl 0f: 2= AHEXS| 2 H|O|EE ghetetL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
curl of: 2= AF2Xte| 0| &, 4 3! IDE gretefL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON =3 0f

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1y
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%aal0l183a6c"
]
1y

"metadata": {}
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Ed A S0 A FolE Y S 1 AERIE WEE = USLICEH KO 2 AEX}
EF vl Amo[ A0 CHet BMAS Mot == JASLICE

HIEZRE +AYLICH "MEXE LEHLICH E 2I5t3 ox| ALE S0| Ot AFg 7ts¢t 0|82 M= gL Lt

o = ood

CtZ REST API 2£2 $3510] AFEXIE YA SLICH S8t 43X QE 2tafl 2 M AHEXH= OFE| ALY
ASLICt

HTTP HAE a2

HA| /accounts/{account_id}/core/v1/users

JSON &3 of

"type" : Tapplication/astra-user",

"yversion" : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"
}

Zol of

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

JSON =3 o



"metadata": {

"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO0O7dac0a-a328-4840-a2l16-12delobbbd484",

"authProvider": "local",

"authID": "jwest@example.com",

"firstName": "John",

"lastName": "West",

"companyName": "",

"email": "jwest@example.com",

"postalAddress": {
"addressCountry":

nwu
’
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",

"lastActTimestamp":

35185l HIYAH0|AS MHoz Mefstct

[ |

JAEZRE fAUYLIC "HYATO[AS LIZELCH AMAS Mot HQJAHO[AS MEHBIL|CE

0

ol AFEALE il gLICt

AFEXE ol HilE5t2{H TS REST APl 2 =5 A fL(Ct. Of2l OH|0f[AM = LIFAH 0] A KA A0 H|eHo]

AUSLICH S FZSHUAR "HIJYAH0[A MESHE S0l RBAC Zo}" & EZSHAIL.

HTTP |2 E a2

HA| /accounts/{account_id}/core/v1/roleBindings
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JSON ¢/ o

"type" : T"application/astra-roleBinding",

"version"™ : "1.1",

"userID" : "dO7dac0a-a328-4840-a2l16-12del6bbd484",

"accountID" : "29elf39f-2bfd4-44ba-al91-5b84ef414c95",

"role" : "viewer",

"roleConstraints": [ "*" ]
}

Zol of

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

LIS RESTAPI 2 £2 5t xtA o':g% Mgsto A}R)q-g} LIt of Of|X[of| M= base64 222 HSE

Ao E AL E S8 El AFEXt| ID7F ZSE|0fOf SfLICH 3 £4
change Lot base64 = 21 T E|0{0F SHH f9x|'7f x‘l ol ff A= E HEFWOF ot=%| 6{F£E BFHLICE
(true £ false)E SE/ELICE

AZE
tll_g
o|s&t

@ 0| CHAl= 22 QIE S AR50 Astra Control Centers 71&6h= 22002t ZQBHL|CH LDAP =

[ =

Astra Control ServiceE T1&3t Astra Control Center % 20| M= HRSIK| o&L|CH

HTTP HAE 3=
HA| /accounts/{account_id}/core/v1/credentials

JSON 213 o
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"type" : "application/astra-credential",
"version"™ : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {

"cleartext" : "TmVOQXBwWMTIz",

"change" : "ZmFsc2U="

by

"valid" : "true"

#ol of

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

LDAP 1M

LDAP 4 & ZFH|gfL|Ct

MEHM O 2 Astra Control CenterE LDAP(Lightweight Directory Access Protocol) A{EH2f
S5t0] MEfS Astra A XI0)| CHEE QIS S &Y = ASLICH LDAP= 24 ClHIEZ|
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DTEZESYLIC

B He

* "LDAP 7|& At 23"
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1 HE "7 Atk SLAeE A g4, 27 A 3 Hiet ArehE ofsgfLCt.
C

2. LDAP Mot Jldt= 7o SM(Heh ZehS MEdstL
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A= = o7 M#% Tt 4 QUSLICEH S HESIMAIR "2E21 AP EZQIL|CH X 2EME 2= dhHof| st
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LDAP MHZE AI2IEE AstraZ FAISL|CH

LDAP AHHE MEHSI 915 SZXE AHE ALESIEE Astras 446{OF SfLICH 724 22
OfzHof| AHE CtAZ M EILICE ZF THA|0l= Y REST APl @=0| ZHEIL|CE
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HTTP HAE ZA=

HA| /accounts/{account_id}/core/v1/certificates

JSON = of
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"type": "application/astra-certificate",

"version": "1.0",
"certUse": "rootCA",
"cert":

"LSO0tLS1CRUJAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

2 o7 TSt ChS Abet

—

isSelfSigned =(E)E 4

Zol of

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
—-—-header 'Content-Type:

application/astra-certificate+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S o
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



HTTP OjAE ZE=E

HA| /accounts/{account_id}/core/v1/credentials

JSON 213 o

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {

"bindDn": "dWl1kPWFkbWluLG91PXN5c3R1bQ=="),

"password": "cGFzc3dvcmQ="

QU2 Oj7h 40 T TS AFEHS FISHIAIL.

* bindDn % password LDAP C|EIEZ|E HZASI D ZHAg
HEQIE Xt ZSEQILICH binddn LDAP AFEXtS| O|H[Y

Zol o

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Content-Type: application/astra-credential+json'
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

DAP 22| Xt AL2XI2| base64= Q12

--header

—
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"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

CtSat 22 SE o1 E0

10

o]

A2,

0

* £ 2Lt ia LS 222 HAH0IM XHE SHO| 7F ArELICt.

=

LDAP &9 UUIDE AAMstL|Ct

O] UUIDE AMdI{™ LI RESTAPI 22 ™Y LICt astra.account . 1dap Astra Control Center0i| ZgtEl

= 0O
AFYLICEH

@ Otz curl MMM = query Oi7H H-E AFESH0] AW AM 2 HEYSLICH CiA HEE X750
DE HXYE QIS LIS 2 AMY £ JAELICH astra.account. 1dap.

HTTP HAE Z=Z

7™ 7| /accounts/{account_id}/core/v1/settings

Zol of
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o
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"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

LDAP 2HS HO|0|ERfLIC

CHS RESTAPI 2 £2 +3510{ LDAP 23S HOI0|EStL F1ES A= LICE S AFS-LICt ia Off Chiet 0| API

=& ZLICH <sETTING 1D> Of2ff URL B22| 2f.

= Lo ok AhAMiet 8

(D) 582 U 2| 988 SX S0 configSchema & & 4 2LELIC 01 1
T4el & EEE

=
g 92 4 ABLICL

HTTP OjAE ZE=E

EL=ZLC} /accounts/{account_id}/core/v1/settings/{setting_id}
JSON 22 of
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

* isEnabled S(8) & dHMOF LLICt true E= 277 LAl & ASLICH

credentialId = YOA BHE HIQIE XtA ZSHO| IDYIL|CE.

|IO|'

* secureMode S(E) E M0}

fLICE LDAP &= LDAPS O|™ HHA|o S 7|HICZ ©
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* 'Active Directory'?t SZ2HIZ X[ EL|CH

Zol o

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

MEHXOZ C1Z RESTAPI &S S0 LDAP 2E S AMst HI0|ES 2ol = UELICEH

HTTP HAE ZH=E
7™ 27| /accounts/{account_id}/core/v1/settings/{setting_id}

#ol of

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {
"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",

"groupBaseDN": "ou=groups, ou=astra,dc=example,dc=com",
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"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://Jjson-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": ({
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

by
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"port": {

"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

b

"state": "valid",

1,

"metadata": {}

—
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HE 3 T4 T2 MAT}OHE 2hd MEfO|H OF&] 2= E[X| SUASLICE

sagLct TFH0| M3NMO 2 ARE[/}ELIC currentConfig SEO| YX|BLICH desiredConfig.
(= LDAP 74 T2 N A7} MO ESL|CE.

Astra0l| LDAP &S =78t Ct

LDAP7} Astra Control Center2| 215 Z2XI2 A=l $0]= AstraZl LDAP XHZ &9
AtESIO] 15T LDAP ALEXAE MEIE + ASLICE 2 AHEXH= Astra Control RESTA
Sl Astra0ll M| ASHH HX Astra®l| M S-S A8l OF gfL|Ct,
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St

(D LDAPXIZ 32 ojoiY F4 U B3 LDAP 2 A2 ABR OIZYLICY,

LDAP 2IZ =0f| AEE[= 2} Astra ALEXIO|A| A S 2T = UASLICL Ol= ALERL =7t HOM 2 ALEXI7F M2

CHE 2t2] EMS 7HXD AS o Mttt
AFEXHE bt T
Ct2 REST APl 2 ES =A5t0] Astralil AFEXHE F7t5t1 LDAPZL 215 HMSAH S LIEHHLICE

HTTPHAE ZF=E

HA| /accounts/{account_id}/core/v1/users

JSON &3 o

"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"
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* Ch= Of7f H0F 2eEL| ot
° authProvider
° authID

° email

£ TELILt email 40| DRSHX| G810 RF7F LHBH0] 409 HTTP HEi ZE7F SEOIAM kg L|Ct.

o

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSON 3¢ o

44



"metadata": {

"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",

"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "a7b5e674-albl-48f6-9729-6a571426d49f",
"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",
"companyName": "",

"email": "john.doe@example.com",
"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

2 MEX0f Cish Het HiQlE S F=Ttet|ct

CtZ RESTAPI 2 &S A0 AEXE EF AEof| HIQIGRLICE o] EHA0f| M d-det AFEXte] UUID7H RL010F

gLt

HTTP HAE Z=

HA| /accounts/{account_id}/core/v1/roleBindings

JSON &I o
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

QU2 o sh 20l Tt TS Abet

o

o

OS2,

* Of choll At ZRILICE roleConstraint Astra2l ®Xf HE|A0M AFRY £ U= KT SHYLICE

HAIXl= AEAZE HietE! W YA O|A EeO 2 MSHe|X| 91 2= U Y AT 0] A0f A At
LHERRHLICE.

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'
--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329a",
"role": "member",

"roleConstraints": [n*n]

-



* URLICt user 2| R principalType BE= JF0| F7HE|X| 42 ALEXIO| CHOH F=7HE gt Hield

o

LDAP 2IF =0f| AEE[= Astra 150 HES LY &= ASFLICE Ol= B2 2| AAEXIIL UL 2 ALEXI7E FALS

CH2 REST APl 2 &S +=A5t0] Astra®il 2&S F7t5t11 LDAPZL 215 MSAHS LIEHHLICE

HTTP HAE ZA=

HA /accounts/{account_id}/core/v1/groups

JSON &3 of

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

23 o7 =0 it CHS Abet

o

HIOSHHA|2.

il

* Ch3 Of7f H0F 2eetL| ot
° authProvider

° authID

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' --header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o
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"type": "application/astra-group",

"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

—

CIS RESTAPI &2 £8st| 282 EX Ao HiIYEL|Ct O™ THAo|A MAHSH TF2S| UUIDZ} QL0{0F
IS ot & Astra0fl 23018 & QUELILCE

HTTP HAE Z=

HA /accounts/{account_id}/core/v1/roleBindings

JSON &3 of

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"role": "viewer",

"roleConstraints": ["*"]

o

U D7 0f TSt CHS Al S HoHHAI2.

* Of CHel AF2El ZRILICH roleConstraint Astrall PR HE|A0M ALY £ U= e SMLULILE O]
HAIX|= AR EF WA O] A0 2 ATt X| @i 2= HIFAH|O| A HMAS £ JASS LIEFHL|CE

Zol o
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON S& o
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]
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YOOI ERLICE astra.account.ldap & B 2 HXSHYAR isEnabled 20| 2 HEE|0| JYSLICE false.

HTTP HAE ZA=E

E L=EL|Ct /laccounts/{account_id}/core/v1/settings/{setting_id}

JSON 23 of
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

£3}7t 4EHOZ 0|2O{K|H, YLICH HTTR 204 SHO| WEIEILICH WRo| wiat 24 AHS ChA| ZMSH0 HHS
solst 4 YaLict

CHS RESTAPI S&2 $85t0{ LDAP A/HO|A| Astra HZ
i O
=0

£ #1 AstraOllA| LDAP 7182 Y & JASLC
St E HH|O|EYLICt astra.account.ldap & 4

ol 2t connectionHost 7t K| &ILILCE.

9| g} isEnabled & E *"x"'5H0|: SLICH false. AT SHE ot7| Mol EE= AW S2HE 517 2I8H 0] &2
Y = JSLICH F HWY Z22= connectionHost X 2(E) XIYOF &LICt isEnabled YT HAE = E0H|A
false 2 M ELICE

Ol ZTHS O7|6t= ZYUO0|2 2 F2|5H0] TIHsoF BfLIC} 72 LDAP AHEX}F & O 0| 25
@ APH|EILICE. EESE Astra Control Center0Oll A BF= 2t Astra ALEXL, & 2 roleBindings(LDAP
KT ZF AXELICE.
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HTTP OjAE ZE=E

EL=ZLC} /accounts/{account_id}/core/v1/settings/{setting_id}

JSON 213 o

"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

CHE At RISt AIL.

* LDAP MHE HZF5I2{H LDAP HE S dHx[5t 2 R &8Ok BLICE connectHost ¢ K0 EAIE CHZ null

USE,

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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stolst 4 QlaLich
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HTTP HAE &2
71X <27] /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster

curl 0f: 2= 22{AE{9| 2= H|0[E{E HretetL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON =3 0

"items": [

"type": "application/astra-cluster",
"version": "1.1",
"id": "7ce83fba-6aal-4e0c-al94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",
"state": "running",
"stateUnready": [],
"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",
"clusterType": "openshift",
"accHost": "true",
"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [

"default",

"kube-node-lease",

"kube-public",

"kube-system",

"metallb-system",

"mysqgl",

"mysgl-clonel",
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"mysgql-clone2",

"mysgl-clone3",

"mysgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",

"openshift-ingress",
"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
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"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",
"openshift-vsphere-infra",

"pcloud",

"postgreql",

"trident"
1,
"defaultStorageClass": "4bacbb3c-0727-4£f58-b13c-3a2a069%9paf89",
"cloudID": "4f1e1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-
only/cloudName",
"value": "private"
}

I

"creationTimestamp": "2022-11-03T15:50:592",

"modificationTimestamp": "2022-11-04T14:42:3272",

"createdBy": "00000000-0000-0000-0000-000000000000"
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JSON &3 of
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"type" : Tapplication/astra-credential",

"version" : "1.1",

"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {

"base64": encoded kubeconfig
by

"valid" : "true"
}
Zo| o
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

LIS RESTAPI 2 &2 +¥st0] 22{AHE 222200 F=7HLICE Q| 2f credentialID 2 HEE= O™ tHAQ
REST APl S Z£0{| X FO{EL|CE

HTTP H[AE a2

HA /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster

JSON &3 of

"type" : "application/astra-cluster",
"version" : "1.1",
"credentialID": credential id
}
Zol of
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' —--header 'Authorization: Bearer
<API TOKEN>' --data Q@JSONinput

56



22|k[= SHAHE LIE-L

Si7H AstraOll A &t2|St= Kubernetes 22{AEHE LIEE £ Q&LILCL.
#elEs S AHE LIERL

CS1t Z2 RESTAPI S &2 $HstiCt.

HTTP OjAE ZE=E

7™ 27| /accounts/{account_id}/topology/v1/managedClusters
curl 0f: 25 SHAES| 2 E O|0|E £ gtetpiL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' -—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

#ol o

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' —-—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--data @JSONinput

HTTP HAE 4=

I 7| /accounts/{account_id}/topology/v1/22tRE

curl of: 2= 22t E0| Cigt 2= HO|EE BratetL|Ct

curl --location -i —--request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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HTTP HAE 4=

vivelevl /accounts/{account_id}/topology/v1/HZl

CURL 0f: &= K20 Cigt 2= C|O|E{ £ gratefL|ct

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
AEZ|X|

AEZ|X| 22HAE LIERLCH

-

ME Jtset AEE[X| S AE UHEY 5 UASLICE

—

AIBRZQE LWBILICH 'S A LI 22AES MeErLIT,

£ 22{AEQ AE2|X| 2AHAE LIEHLITH
CtZ RESTAPI 2 &5 #8050 £F E2{2H U 2240 tist 2AE2|X| A S EA[LIC

HTTP HAE Z=

7t 27| /accounts/{account_id}/topology/v1/22t2=/<CLOUD_ID>/22{AE{/<CLUSTER_ID>/storage
Claes

curl of: 2= M4 S2H20] et 2 HO|HE HratafL|ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'"Authorization: Bearer <API_ TOKEN>'

JSON =3 0

"items": [
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"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",

"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",
"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6ab5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",



"modificationTimestamp": "2022-10-26T04:46:172",

"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9%a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

-

HTTP H|AE ZF=2
7t 27| /accounts/{account_id}/topology/v1/storageBackends

curl 0f: 25 XNZEA dHoll=of CH$E 2= O|O|E{E HhetgtL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON =3 0



"items": [

{

"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable"
"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dalb",
"location": "nalab2",
"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"
by
"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running"

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

Xp7t 22| 22{AE0| & ANF 2 AFE

ANF AEZ|X| AT U= HE AU SHAEOM 22|E[= HE WHY I X ANF 2
715E gdeltdor gLICE Ol= 8 E8 =& 8 Alofe I ArE™ 7= IDE MIS5HH

A ELICE

S ANF Z2 ANF(Azure NetApp Files) AE2|X| HAIEE AHESH= Astra 22| O Z2|H|0|4 2]
7| “°'I—|Et. olz{st OHEZ|AH|0| M2 WAL ] Astra= BT 2EE0| £3 8 ES XNSCE && 4

@ 25tH, O|= 1.5H) JHEO'I-IEr 0| 8¢l 7t E+ H|E2 FuIstX| ptnk WAl St 372
Q g UASLICH 2 BESHAIR "Azure OHZ2[F|0| M B E FXSHMAR
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CS1 22 RESTAPI 2 &2 $HotLCL

CD MH|A Eot =H|of| Chet 7= ID X base64 2t Zot0] AHE2XT 20l A JSON 23 oM E
Y Cllo| E8HOF BfLCt.

HTTP HAE Z=

HA| /accounts/{account_id}/core/v1/credentials

JSON /2 of

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04%jUzLWE2NDA1ZTUzZMGZkZCIsC
iAgICAiZGlzcGxheUShbWUiOiALICc3ALYXNOCMELZGV2LXFhIiwKICAGICIJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWELiLAOgICAGINBhc3N3b3JkIjogIl1LOThREfkIIVVIKZWZYMOPST
WJI1LnpUeFBleVEOUNNwTG9DcUJjazAiLAogICAGINR1bmFudCI6ICIWMTFjZGY2Yy03NTEYLTQ
3MDUtY§I0ZS03NzIxYWZkOGNhMzciLAogICAGINN1YnNjcmlwdGlvbklkIjogImIyMDAXKNTVML
TAWMWEtNDN1iZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ==""

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
b
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acef5"
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#ol o

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'
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X8l et Kubernetes S0t OFLI2} of 20148 Clufz) 3 KIEists o A2 4
Rl 3 JHX| YIBRSIt YBLICE

HE| AIEZE AMEE W= R 7HA] =7 1] Abeto] QISLICE.

& =

OHEZIZ0|M 22 M Al 12{3l{oF & H JHX| Ajet2 CHEat ZELCt of2 AEE Of7H tHa= JSON Y9
ol=oll|C}
=T d .

N

>

S2{2F AEXLCE

9| 2t sourceClusterID &4 22l 40| HX|=l S2{AHE AMHPILICE

S AH AEXYLCH

O 2t clusterID M HE HX[H SHAHE AMEYLICL

* SUSHZHAE LHON 222 MHS I clusterID XU sourceClusterID 20| SLStLIC.
e

* 22{AE 2o 2EES MEY W F 42 MZ CHELID cluster1D B2 S2{AE{2] ID7} E[0{OF SfL|CE.
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HJAmOo|A
refoF giL|ct. ot 2EO| HIYAHO| AT EXfE 4= glOH

4

£ Z2/2LICt namespace W2 2 At
AstraOf| A MM LT,

|'|jl'|

= M8 Q] E= AHAROA O E2[AH0|ME SHE == JELICH backupID = snapshotID OH7H
s W) BE= AHARS HSOHX| @i 22 M ofZ2|AH|0| M2 tHH S Mot OS2 HHO"OHH 2ES

AHMSHL|C}

ocood .

ChE2 88 Z=2OUS Sy off n2{sf{of g H 7HK| AbetiL|ct.

HTTP A= a2
TR 7| /account/{account_id}/k8s/v2/apps

S E RESTAPI 2 =0 M LHHO 2 AFE|= D7 4= 2|0l Of THA|Q| curl GiIX[0| = Tt OH7H tH =7t
A ELICEH

OH7H M= 7Y R 29
AL
Ct
k1) e ofLle  Eeof w2t SEO|AM Btete gfS MEistL|Ct
curl 0of: 2= Hoi| CHet 2= Cl|0|E & HretetL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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curl 0f: 25 9| 0|E, ID 3! AEHE whebgtL|Ct

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps?include=name, id

,state' --header 'Accept: */*' --header 'Authorization: Bearer
<API_ TOKEN>'

JSON £3 of

"items": [

"mysql " ,
"4ee2b8fa-3696-4£32-8879-399792£477c3",
"ready"

"postgresqgl",
"3b984474-e5¢c9-4b64-97ee-cdeb9bcd212e",
"ready"
I
I

"metadata": {}

—

HASt o] D7} QI0{0f BILICE TR HP IBRE ABY 4 YALICHYS LIHLICH S 521 28

—_

HTTP HAE 32
7t 27| /accounts/{account_id}/k8s/v2/apps/{app_id}

e IERHERS

SE RESTAPI 2 50| M LHHO = AZE|= D7 = 2|0l Of TA|Q| curl GiIX|0| = Tt OH7H tH =7t
A ELICEH
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OH7H A= 74 e 29
Q4L
Ct
A IDYLICE a2 o Halg o E2(AH0]99] ID YLt

curl 0f: 22 T2 30| CH$t 2= O|O|E{E gratetL|Ct

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
AfS 22| L(Ch

-

EX | 'ﬁlIﬂOI*OﬂH O|0] Astra0i| Ze{%l 88 Z2AMS J[HO = AAB(E= &
ol A

T2IHS OIS 4 YALICH OfZ2|A(0] 40| Astradll e e HO|E| B g &
MABH0] BB & YaL|TH

HATIO|AS Meypti|ct

YABZRE FYHLICH U YAT|0|AS LIZBILIC) 0|F B2HS MeygiLIch

YIBRLE SWBILICH 2| AE] LI BAAEIS ML

Ct2 RESTAPI 2 &S +Ast0] OiS2[AH|0| 82 22|gLCt.

HTTP HAE a2
HA| /accounts/{account_id}/k8s/v2/apps

S E RESTAPI 2 20| M LHHO = AFE|= D7 4= 2|0l Of THA|Q| curl GIX[0| = = OH7H tH =7t
A ELICE

oH7H 4 4y e M
AL
Ct
JSONE EHZoIMAIR HiC| o g 22 T2 IMg AMESHE o LS o7l tH

JSON &3 of
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"clusterID": "7ce83fba-6aal-4e0c-al%4-26e714f5ebdo",

"name": "subtext",

"namespaceScopedResources": [{"namespace": "kube-matrix"}],
"type": "application/astra-app",

"version": "2.0"

CURL Off: & 2t2|

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header 'Accept: */*' --header
'Authorization: Bearer <API TOKEN>' --data @JSONinput
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OHZ2|AH[0] 2| MYl Ol ALALS ALRIE|0E AFEOZ MAHE|X| SALICH O Of4 o] 3 Adsfo| TQBHR| e
A2, S8 Z2OHL HIets| Ho| ARIsHOF BHLiC

L2 RESTAPI 2 &2 A5 S MIA LI

HTTP HAE 3=

ALK /accounts/{account_id}/k8s/v2/apps/{app_id}
=SILERHEES

S = RESTAPI ZZ=0|AM et O 2 AMEE|= O§7 = 2|0f| = Of THA[| curl Oi[X[0f| = CHS Of7H HTt
A2 EIL|CE,

oH7H A= 7 2= 23
QA9
Ct
¥ IDYLIC a8 ol HAYE 88 TE2IUS AHBIL|C}
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curl Of: 22|=|= AS HMAHZLIC

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

AlZFsE7| Hof|
ARMES LIEY A9l ID7} AO{OF BIL|CE 2Rt FR HIAEZRE AEE & JAFLICH U= LIZHLIL E =5 38
DZOAs JaLtt

HTTP HAE a2
TIH 7| /accounts/{account_id}/k8s/v1/apps/{app_id}/appSnaps

271 43 ofzpe 4

S E RESTAPI 2 =0 M LHHO 2 AFEE|= D7 4 2|0l Of TA|Q| curl GIX|0 = Tt OH7H tH =7t
A ELICEH

o4 R¥ ma 4y
AL
Ct
4 IDYILICE d2 o LG El AMMS ARSH= OZ2[AH|0|MS AlEetLCt.
IRE 22 ofL|R If(B® count=true 24| = SHO| HIEHH|O|E] MMoj| TEHEL|CE
curl 0: 4o 2= ARARZ HistetL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl of|: Y1} FH2E0] et RE ARAES HHetafL|ct
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curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps?count=true' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON £& of

"items":

1,

[

"type": "application/astra-appSnap",

"version": "1.1",

"id": "lce34da4-bb0a-4926-b925-4a5d85dda8c2",

"hookState": "success",

"metadata": {
"createdBy": "ab530e865-23e8-4e2e-8020-e92c419%a3867",
"creationTimestamp": "2022-10-30T22:44:20z2",
"modificationTimestamp": "2022-10-30T22:44:20z2",
"labels": []

by

"snapshotAppAsset": "Oebfe3f8-40ed-4bdc-88c4-2144fbda85a0",

"snapshotCreationTimestamp": "2022-10-30T22:44:3372",

"name": "snapshot-david-1",

"state": "completed",

"stateUnready": []

"metadata": {}
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HTTP O|AE 3=
7™ 27| /accounts/{account_id}/k8s/v1/apps/{app_id}/appBackups

27t 21 oS

SE RESTAPI 2 E0|M 2EHO = AFEE[= OH7 M4 20l = Of THA|2] curl G| X|0 = CHS OHH tH=7F
A ELICEH

OH7H A= 7 2= 23
QA9
Ct
¥ IDYLIC 8= ol LIGE HAS A Rot= 2E|=l= OHE2(AH01MS AERLIC.

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac

kups' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON =3 0
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"items": [

"type": "application/astra-appBackup",
"version": "1.1",
"id": "8edeb4ad-fd8b-4222-a559-1013145b28fc",
"name": "backup-david-oct28-1",
"bucketID": "a443e58f-59bd-4d45-835a-1bc7813f659a",
"snapshotID": "dfe237cb-57b7-4576-af4d-00ba3a8£2828",
"state": "completed",
"stateUnready": [],
"hookState": "success",
"totalBytes": 205219132,
"bytesDone": 205219132,
"percentDone": 100,
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-
only/triggerType",
"value": "backup"

1,

"creationTimestamp": "2022-10-28T21:58:372",
"modificationTimestamp": "2022-10-28T21:58:552",
"createdBy": "a530e865-23e8-4e2e-8020-e92c419a3867"

1,

"metadata": {}

ARHAES HEY A9l ID7L AO{OF RLITH HRPt HR AIZZE AEY = ASLICH U= Lo
Z2O#s HELICH
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HTTP O|AE 3=
HA| /accounts/{account_id}/k8s/v1/apps/{app_id}/appSnaps
=SIE R RS

SE RESTAPI 2 E0|M 2EHO = AFEE[= OH7 M4 20l = Of THA|2] curl G| X|0 = CHS OHH tH=7F
A ELICEH

OH7H == 4 a2 29
24
Ct
4 IDYILICE a2 o A AR M E 2E|E[= OS2 0|8 S AlEeL|Ct.
JSONE HZESHIAIR HFLC| o A AkO|| CHet 071 tH~5 M| ZeLICh of2 ol & HESHAIL.
JSON = of
{
"type": "application/astra-appSnap",
"version": "1.1",
"name": "snapshot-david-1"
}
curl 0f: 40i| CHet AL MdetL|Ct
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps' --header 'Content-Type: application/astra-appSnap+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
Aol| CHet A S MM etL|Ct
7 ofZ2|A|0|H0f| ot HH S Mot CHZ A S AFE5tH] S =R E= 22 =H" =
A& LICE

& 29| D7} 20{0F BILICE B ZL YIBZ

i

NE=E

4>
20
o>
-
ful
i
mjo
-
ne
ot
-
iul
i
MHr
1.
olo
o

74



HTTP O|AE 3=
HA| /accounts/{account_id}/k8s/v1/apps/{app_id}/appBackups
=S IEN PR

SE RESTAPI 2 E0|M 2EHO = AFEE[= OH7 M4 20l = Of THA|2] curl G| X|0 = CHS OHH tH=7F
A ELICEH

OH7H == 4 a2 29
24
Ct
4 IDYILICE a2 o HAS WY OHEL|AH 0] EE AEYLIC
JSONE HZESHIAIR HFLC| o A0l CHt OH7H Ha-E MISELICE Of2H ol & HERSHIAIRL
JSON = of
{
"type": "application/astra-appBackup",
"version": "1.1",
"name": "backup-david-1"
}
curl 0Of: 4of WA S DHEL|CH
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups' --header 'Content-Type: application/astra-appBackup+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data

@JSONinput

+ AYAS AQCHS ol IDYULICL WA 2 YIBRE MBY 4 YBLICHUS LI S 521 28
n2I%g B
© APRIEE AtAe] IDYLICH R FS DS ALSE 4 UBLICH AUAS LIZILICH AN BLIC
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HTTP O|AE 3=
ALK /accounts/{account_id}/k8s/v1/apps/{app_id}/appSnaps/{appSnap_id}
=SIET PR

S E RESTAPI ZE0{|M LEtXMOZ ALEE[= 07l 4 20| = O] THAIQ| curl HA|M| = CHS OH7H #H=7t
A2 EILICE

Oi7H H2 7y o 29
24U
Ct
4 IDL|CH a2 o AHAES AR5H= HE|El= OHEL|AH0]EE AL
AL IDRILICE a2 o AHE AL AERL T
curl 0f: 40i| CHet AHAF SHLIS APHIEL|CH
curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps/<SNAPSHOT ID>' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

Ct= 2=0| A0 OF BfLICE.

c HHAIS AQSHE MOl IDYLICH ZRPt AR YIEZE ASE £ USLICH WS LIEELCH E 52 88
DTZOWS REL|CH
o AX|E HAO| IDYULICH LSt AR IAEZE ALY £ JYSLICH " HAS LIE S| CH AHARS RHELICH

() ol MmE oh2 M 98 SICIS ALSSI0] AT WIS LHIZ AHE 4 UL

HTTP HAE Z2
AR /accounts/{account_id}/k8s/v1/apps/{app_id}/appBackups/{appBackup_id}
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27t 1 oS

HE RESTAPI 2 50| M LHHO 2 AEE|= D7 4 2|0l Of TA|Q| curl GIX|0 = Tt OH7H tH =7t
A EL|CEH

OH7H tH == 9 g2 243
24
Ct
4 IDYILICE 82 o HAS ARSI= 2| == OEZ2[AH0|MS AL Ct
SHed IDRILICEH of Alret B S AlEetLCt,
ZH| AH| M| 2 ofL|2 Aot A S 2N = AX|St= Ol AFEELICE
curl Of|: Hofl CHot T B S Abx|ehL|Ct
curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups/<BACKUP_ ID>' --header 'Accept: */*' --header 'Authorization: Bearer

<API_TOKEN>'

curl 0f|: force M2 ALESI0] A0f CHSH THY BHAZ ALK SHLICH

- |

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups/<BACKUP_ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --header 'Force-Delete: true'
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HA| /accounts/{account_id}/k8s/v1/apps/{app_id}/schedules

JSON &3 of
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"type": "application/astra-schedule",

"version": "1.3",
"name": "Backup Schedule",
"enabled": "true",
"granularity": "monthly",
"minute": "0",
"hour": "O",
"dayOfMonth": "1",
"snapshotRetention": "12",
"backupRetention": "12"
}
Zo| of
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/schedu
les' --header 'Accept: */*' --header 'Authorization: Bearer <API_ TOKEN>'

--data @JSONinput
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CtE RESTAPI 2E2 +d5I0] 4= =H|eLct
HTTP O|AE 3=
HA| /accounts/{account_id}/k8s/v2/apps

27t 21 o4

S E RESTAPI ZE0{|M LEtXMOZ ALEE[= 07l 4 20| = O] THAIQ| curl HA|M| = CHS OH7H #H=7t
A2 EILICE

07 w4 o8  ma Mo
AL
Ct
JSONS HZstAle  Hi o =7IEl 4ol CHet 07l HAE HZELIC of2f oS

HZSHHA2.

JSON 213 o

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a9633e59173b",
"namespace": "mysgl-ns",

"sourceAppID": "e591ee59-e€a9%90-4a9f-8e6c-d2b6e8647096"

Za of: A =

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

AL WS 22 SHELIC
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E SHstHH = Yolo|Edof BLICt clusterId g 2&0H %A JSON

SRy

HTTP O|AE 32
HA| /accounts/{account_id}/k8s/v2/apps
=SILERHEES

SE RESTAPI 2 50| M QHHO = AZE|= D17 4 2[0l = Of TA|Q| curl GIX|0| = Tt OH7H tH =7t
A ELICE

OH7H == 4 a2 29
24
Ct
JSONZ ZEZSHAL HiC| o SHE Aol chet o) HE ®MSELICE of2l ol
EXSHAA L.
JSON & o
{
"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone2",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a%9633e59173b",
"namespace": "mysqgl",

"snapshotID": "e24515bd-a28e-4b28-0b832-f3c74dbf32fb"
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curl Of: AL M WS SHELICH

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data QJSONinput
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HTTP HAE a42
HA| /accounts/{account_id}/k8s/v2/qpps
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JSON ¢/ o

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone3",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930£-a9633e59173b",
"namespace": "mysqgl",

"backupID": "e24515bd-a28e-4b28-b832-£3c74dbf32fb"

curl Off: HH| M W= SHELIC

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data @JSONinput
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HTTP HAE 4=

EL=ZLC} /accounts/{account_id}/k8s/v2/apps/{app_id}
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OH7H = 4 e 23
224
Ct

JSONZE EZSIHAL HtLC| o =M Aoil chet o) HE ’MSELICH of2l ol

HESHIAIR.
JSON 22 of
{
"type": "application/astra-app",

"version": "2.0",
"backupID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

CURL Of|: H 0| M Y S S2SHIAIL

curl --location -i --request PUT
'https://astra.netapp.io/accounts/<ACCOUNT_ ID>/k8s/v2/apps/<APP ID>'
--header 'Content-Type: application/astra-app+json' —--header '*/*'
-—header 'ForceUpdate: true' --header 'Authorization: Bearer <API TOKEN>'

--data Q@JSONinput

4| AT 0] A
| AT0| A LigBLICH

AE Jhstl HIYAHO|AS LIEE o= AUSLICE
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HIYATHO|AS LIEBLICE

tof LIYAHO|AS LIEBHLCE
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L2 RESTAPI 252 3

HTTP HAE ZFE=2
TIH 7| /accounts/{account_id}/topology/v1/namespaces

e

curl O|X|: 2 E U|AAHO|AQ CHEE 2 E H|0|E{E BtatetL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'



curl of: 2= HYAHO| A0 CHE O F, HEH 3! 22{AE IDS gretetL|Ct

] [

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces?incl
ude=name, namespaceState, clusterID' --header 'Accept: */*' —--header
'Authorization: Bearer <API TOKEN>'

JSON £3 of

"items": [

"default",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-node-lease",
"discovered",
"922f924a-a476-4a79-97£6-472571698154"

"kube-public",
"discovered",
"922f924a3-a476-4a79-97f6-472571698154"

"kube-system",
"discovered",
"922£924a-a476-4a79-97£6-472571698154"

"mysql " o
"discovered",
"922f924a-a476-4a79-97£f6-472571698154"

"mysgl-clonel",
"discovered",
"922£924a-a476-4a79-97£6-472571698154"

"netapp-acc-operator",
"discovered",
"922f924a-a476-4a79-97£f6-472571698154"
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"openshift",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"trident",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

1,

"metadata": {}

USLICE A2 XS ZLIEHESHAL 2
o

HTTP HAE 4=

77| /accounts/{account_id}/core/v1/natifications

27t 21 oS
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curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl of: 219 MZI=E LIEILY= 22I0] ciet HES HratefL|ct

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications?filte

r=severity%$20eg%20'warning'&include=description' --header 'Accept: */*'

--header 'Authorization: Bearer <API TOKEN>'

JSON = 0o

"items": [
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

1,
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

]
I

"metadata": {}
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Python A2
NetApp Astra Control Python SDK

NetApp Astra Control Python SDKi= Astra Control 152 Xt&2tst= O AHEE = =
QE AA mF|X[QL|C} St O] I{F|X|= Astra Control REST APIO|| CHal St&dsts B¢
B AAZNM, XHMO| AtEet EHES F=5h= O AHEE = ASLICL

@ Zt22HE 2|6l NetApp Astra Control Python SDKE LIHX| H|O|X| MA|0f| A * SDK * 2t11 £EL|LCt

E K| B ATEQ =3

SDKOj|l= Astra Control REST API0|| @i H[ASH I M2 CHE FAMR £Z0|A &S5H= F 7HX| MZ CHE 2t S0|
ESE|O] USLCE

Astra SDK
Astra SDKe= A SHE J|sS | %E.“—IEf 7|2 REST APl &8 Z43l5t= Python 224 & EH0| ZEE[f
UESLICH o] SeA= o, i, AMAF Sl S AHE Eaot LIS Astra Control 2[AA0| CHSE 22| 2 S

K| & gfL|ct.,

Astra SDK= If{7| x| 2] st
7R SAE AN AL

@ NetApp Astra Control Python SDK * ((£= SDK)= MA| I{7|X|2| 0|2 QILICt. Astra SDK * & £+
mo| il Python 2eiAE LIEMHLICE astraSDK. py.

£ ATZEYLIC
Astra SDK It I01|E toolkit.py ATHEE MEY =k JUSFLI|C} 0| ATEE = Python g+E LHEXNO=Z
HolEl i e =goll chie F°”A1I*E M3t =2 &2 FA2E ZHESELICt 0| ASZE = Astra SDKE

I o fEf SHAE SESLIC

M| A

0%
rE

m

St 22 WHO = SDKOf| HMAE 2~ USLICH

Python I{7|X|

SDKE O|A 2elgt = JELICE "Python IH7| X[ M2l 2H= O|E 2 * actoolkit * £ AFEEL|Ct IHF|X[of| T
Ho 7 e o w2t A& Hoo|EELICE PIP* IN7|X| 22| REZ|E|E AHESIH AFEXE 2HE0] 7 |X|E
AX|sHof gfL|Ct,

astraSDK. py E 2 AE X5t 2oll= E X2 22 £ UELIC import astraSDK USLICH ESH
actoolkit = HH EEEEOHH AN =Y 4 QUOH oF SUSLICt toolkit.py (actoolkit list
clusters 2 It SYLLYLICt . /toolkit.py list clusters)S S=IELICH

fjo

XS AR "PyPI: NetApp Astra Control Python SDK" & & ZESHIAIL.

GitHub 2 A F=QlL|Ct
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https://pypi.org/
https://pypi.org/
https://pypi.org/
https://pypi.org/
https://pypi.org/project/actoolkit/

SDK &4 FEE= GitHubMM = AFEE 4= ASLICH 2| ZX|E2|0fl= ChS0| ZetE LTt

* astraSDK.py (Python &=210| ZLEHEl Astra SDK)
* toolkit.py (&%l =& 7|5 7|Ht ATEE)

* XtMist 2K 7 Aret 8! X|H

£ 22 2x" £ JELICE "GitHub:NetApp/NetApp-Astra-E21" 2Z A0 2| ZX|E2|.

X 2 7|2 27 At

I{7|X| EX] & AHE FH| 20l M 2{shoF g & 7HX| 81t 27 Aol JAELICE

CtE ' 5 SILIZ SDKE 2AIe = ASLICH

Z=H|El 2 AF2ILICt "Docker:NetApp/Astra-£2!" O|0|X| - £ Zes6t] ot BE T4 2H=Z0| X =0
UELICH actoolkit
* Pip2 A8t & HX|ELICH actoolkit PyPIH|A Python 2tE O 2 IH7|X|E 2HELICH
* GitHub 2|ZX|E2|E S5t Python 22I0|HE FE0| HMAT £ JUTF F 7He| Al Python IS SA
et ct
XtMIet LHE2 PyPI 8! GitHub H|O|X[E & XS AL,

Astra Control 20| Ciist 271 Atst

Astra SDK2| Python S2{AE 2H AI8St=X| EE= 2| &5 M83H=X| O toolkit.py ATEE - IFHCOE
Astra Control & A| REST API0f| 2 M|ASIL|CE, O] THE0i| API EZ21t 7H| Astra A H0| ZLPfL|CH 2
EESHAIL "A|ZESE | Fof|" XEMISE LHE2 0 MHAMQ| * A|ZFSt7| * MMO| CHE H|O|X|E EXSHUA|IL.

NetApp Astra Control Python SDK2| Q LAt

SDKOl= 2Z Python A1t ZHHEl 5 JHX| AFE 7 AP0 QIELICE O|E S0 Python 3.8 O| A2 ALE3HOF
StL|C} =3t QB 042] 7HX| Python IHZ|X| 7t QELICE XtMI$H LHE S GitHub 2|ZX|E2| H[0|X| L= PyPI I{7|X]
H|O|X| & & ESIHMA L.

CHE2 AlESH= o 20t R 71X 2|AA LT

* "PyPI: NetApp Astra Control Python SDK"
* "GitHub:NetApp/NetApp-Astra-s2!"
* "Docker:NetApp/Astra-= 7"

7|2 Python
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https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://pypi.org/project/actoolkit
https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits

AlZfot7| ol

Python2 H|O|E| HIE| XtF3HE ?let Q17| U= 7 Python2| 7|& 7|51t o=
7tX & TF|XIS &H ArEot7| Fof| 2tF 5l E et i oS FH|8Hof gLt

Python2 AE38t0] Astra Control REST API0| 21X M| ASH= 2 2|0f| = NetApp2 APIE
Forotn YR SEHEE HAHS= &2 7K = MSELICH & HERSHIAIL "NetApp Astra
Control Python SDK" & & ZESIMA|L.

©

Python A3 EES AASHI| 2ot 7|2 718 27 AFg2 of2fiofl 2= ASLICH.

Python 3

Z| 4 HE Q| Python 30| A X|=|0{ RU0{OF BFL|C,

=Sy = (=T =

Requests* & * urlllllib3* 20| 22{2|7} A X|£|0{ RI0{OF BL|C}. PIP EE= CHE Python #2| =7 E 2tE0f| XA
Arge £ JAELICE

LIEZ M

AR ET ML= QI AHO|M0= HER I HMHA HBHO| QLO{OF 5HH Astra ControlOf] HZE S 4 Q0{0F BfLILCE,
Astra Control ServiceE A& W= QIE{UlI0] HZEE|0] RU0{0F SHH 0f] U= MH|AN HBE £~ AU0{0F ShL|Ct
https://astra.netapp.io.

IDHE

AH IDLLAPI EZE 717l K20t Astra AI™O| HREILICH S HXRSHIARQ "API EEZ2 7IHZLICH E
RSN L.

JSON /3 M S MMshL|Ct

Python A3 Z/E= JSON 3 Ijuof| etz 7 FEEo| o ESfL(ct MZ THe2 otzholl S ELCt.
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CHS mtUoll= API E21t Astra AR 0| EEHE|0] YSLICH E AMRSH0] 0] IIYUS Python ATRE R HMLsHO}
SHLICE -1 (= --identity) CLI OH7H HQIL|Ct,

"apli token": "kH4CA uVIa8gq9UuPzhJaAHaGlaR7-no901DkkrVjIXk=",
"account id": "5131dfdf-03a4-5218-ad4b-fe84442b9786"
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https://astra.netapp.io

Usage: python3 list man apps.py —-i identity file.json
(C) Copyright 2022 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of

any kind, including but not limited for warranties of merchantability

reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

#
it
#
#
it
#
#
# or fitness of any kind, expressed or implied. Permission to use,
#
#
#
#
#
# no less restrictive than those set forth herein.

#

#

import argparse
import json
import requests
import urllib3
import sys

# Global variables
api token = ""

account id = ""

def get managed apps () :
''' Get and print the list of apps '''"

# Global variables
global api token
global account id

# Create an HTTP session
sessl = requests.Session()
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# Suppress SSL unsigned certificate warning
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

# Create URL
urll = "https://astra.netapp.io/accounts/" + account id +
"/k8s/v2/apps"

# Headers and response output
req _headers = {}
{}
{}

resp headers

resp data

# Prepare the request headers
req headers.clear

req headers['Authorization'] = "Bearer " + api token
req_headers|['Content-Type'] = "application/astra-app+json"
req headers['Accept'] = "application/astra-app+json"

# Make the REST call
try:
respl = sessl.request('get', urll, headers=req headers,
allow redirects=True, verify=False)

except requests.exceptions.ConnectionError:
print ("Connection failed")
sys.exit (1)

# Retrieve the output
http code = respl.status code
resp headers = respl.headers

# Print the list of apps

if respl.ok:
resp data = json.loads (respl.text)
items = resp data['items']

for i in items:

print (" ")
print ("Name: " + i['name'])
print ("ID: " + i['id'])
print ("State: " + i['state'l])
else:
print ("Failed with HTTP status code: " + str(http code))
print(" ")
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def

def

# Close the session

sessl.close ()
return

read id file (idf):

'''" Read the identity file and save values '''

# Global variables
global api token
global account id

with open(idf) as f:
data = json.load(f)

api token = data['api token']
account id = data['account id']

return

main (args) :

""" Main top level function
# Global variables
global api token

global account id

# Retrieve name of JSON input file
identity file = args.id file

# Get token and account
read id file(identity file)

# Issue REST call
get managed apps ()

return

def parseArgs():

'''" Parse the CLI input parame

parser = argparse.ArgumentPars

List the apps',

ters '''

er (description='Astra REST API -

add help = True)

parser.add argument ("-1i", "--1

="id file", default=None,

help=" (Req)

dentity", action="store", dest

Name of the identity input file',

93



required=True)

return parser.parse_ args ()

if name == ' main J g

''"'" Begin here '''

# Parse input parameters

args = parseArgs ()

# Call main function

main (args)
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API &tx=elL|C}

Overview

The Astra Control REST API reference documentation contains the details of all the REST API calls, including
the endpoints, HTTP methods, input parameters, and responses. This complete reference is helpful when
developing automation applications using the API.

The Astra REST API provides CRUD (Create-Read-Update-Delete) access to all the Astra Control resources

except where noted for a specific resource category. This reference documentation applies to the 23.06
release of Astra Control REST API.

ASUP

ASUP overview

The ASUP API provides access to ASUP resources in order to create and optionally upload the AutoSupport
bundles.

Create a new ASUP resource
POST /accounts/{account id}/core/v1l/asups

Indicates the desired values for the ASUP API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}
Request Body
Indicates the desired values for the ASUP API resource to be created.
Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"
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Name

version

upload

dataWindowStart

dataWindowEnd

96

Type

string

string

string

string

Required

True

True

False

False

Description

Version of the resource.
Defined values are:

° ll1 .Oll

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

 "true" - Upload the
AutoSupport bundle.

* "false" - Do not upload
the AutoSupport
bundle.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema



Name Type Required Description

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-asup",
"version": "1.0",
"upload": "true"
}
Response

Status: 201, Returns the newly created asup resource in the JSON response
body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.

Defined values are:

° ll1 'Oll
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#type_astra_metadata

Name

creationState

creationStateDetails

98

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail

Name

upload

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.
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Name

uploadState

100

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -

AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

"running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

"completed" -
AutoSupport bundle
upload has
completed.

"failed" - AutoSupport
bundle upload is in a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata
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Type

string

type_astra_metadata

Required

True

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.


#type_astra_metadata

Example response

"application/astra-asup",

: "9950003f-alc7-5ca7-8930-06eec25f60aa",

"type" .
"version": "1.0",
"id"
"creationState":

"creationStateDetails":
"upload":
"uploadState":

"true",

"uploadStateDetails":

"triggerType":
"dataWindowStart":
"dataWindowEnd":

"metadata": {
"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationID string

"running",

"pending",

"manual",
"2020-08-05T12:24:00.000000z2",
"2020-08-06T12:24:52.000000z",

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True
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#invalidFields

Name

title

detail

status
correlationlD

invalidFields

Example response

ntypen .
"title":

"detail":

Type
string
string
string
string

array[invalidFields]

Required Description

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/10",

"JSON resource conflict",
"The request body JSON contains a field that conflicts with

an idempotent wvalue.",

"status"

Response

Status: 403,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

"status"

: "409"

Forbidden

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",
: "403"
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#invalidFields

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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See Definitions
type_astra_label

Name
name

value

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

Type
string

string

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

type_astra_stateDetall

Name

type
title
detail

invalidParams

Name

name

reason

invalidFields

Type
array[type_astra_label]
string
string
string

string

Type
string
string

string

Type

string

string

Required
True

True

Required
True
True
True
True

False

Required
True
True

True

Required

True

True

Description

Description

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#type_astra_label

Name

name

reason

Type

string

string

List all ASUP resources

GET /accounts/{account_id}/core/vl/asups

Required

True

True

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

108

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{-Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
asup_1.0_get _response_
body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/ko-kr/astra-automation-2304/python/.html#asup_1_0_get_response_body
https://docs.netapp.com/ko-kr/astra-automation-2304/python/.html#asup_1_0_get_response_body
#type_astra_metadata_list

Example response
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"type": "application/astra-asups",

"version": "1.0",

"items": [

1,

{

}

"type": "application/astra-asup",
"version": "1.0",
"id": "80796606-79ba-480b-966c-e4c600fbf623",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "running",
"uploadStateDetails": [],
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.000000z2",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£d91b4848"

"type": "application/astra-asup",
"version": "1.0",
"id": "6503131d-8b36-4434-b34f-73661ae8100b",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "completed",
"uploadStateDetails": [1,
"triggerType": "scheduled",
"dataWindowStart": "2020-08-04T13:30:00.0000002",
"dataWindowEnd": "2020-08-05T13:30:00.000000z2",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-05T13:30:00.0123212",
"modificationTimestamp": "2020-08-05T13:30:00.012321z",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£fd91b4848"

"metadata": {



"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationlD string

Example response

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

n type " :
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response
Status: 400, Bad request

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

"The request is missing the required bearer token.",

Required Description
True
True
True
True

False

1M



Name

invalidParams

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 403,
Name

type

title

detail

status

correlationlD

Example response

" type LAl :
"title":
"detail"
"status"
}
Error
Status: 404,

112

Type Required

array[invalidParams]

Description

False List of invalid query

parameters

"https://astra.netapp.io/problems/5",

"Invalid query parameters",
"The supplied query parameters are invalid.",
"400"

Forbidden
Type Required Description
string True
string True
string True
string True
string False

"https://astra.netapp.io/problems/11",

"Operation not permitted",
: "The requested operation isn't permitted.",
: "403"

Not found


#invalidParams

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"

Definitions
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See Definitions

type_astra_stateDetall

Name Type Required Description
type string True
title string True
detail string True

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

asup_1.0_get response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:

° ll1 .Oll
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#type_astra_label

Name

creationState

Type

string

string

Required

True

True

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can
be downloaded by
performing a GET of the
resource URI with an
Accept header
containing "/ or
"application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

 "completed" -
AutoSupport bundle
generation has
completed.

* "partial" -
AutoSupport bundle
generation has
completed but some
data was not
included in the
bundle.

* "failed" -
AutoSupport bundle
generation is in a
permanent failure
state.
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Name

creationStateDetails

upload

116

Type

Required

array[type_astra_stateDe True

tail]

string

True

Description

JSON array of JSON
objects that lists
additional details about
why "creationState"
transitioned into "partial"
or "failed".

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value indicating whether
to upload the
AutoSupport bundle after
successful creation.
Defined values are:

* "true" - Upload the
AutoSupport bundle.

* "false" - Do not
upload the
AutoSupport bundle.


#type_astra_stateDetail
#type_astra_stateDetail

Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when
AutoSupport bundle
creation completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload
was blocked
because there is no
license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

 "completed" -
AutoSupport bundle
upload has
completed.

* "failed" -
AutoSupport bundle
upload isin a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

118

Type

Required

array[type_astra_stateDe False

tail]

string

string

True

True

Description

JSON array of JSON
objects that lists
additional details about
why "uploadState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The
ASUP resource and
associated
AutoSupport bundle
were created
manually.

"scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd"
key value. Maximum is 7
days before the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

Type

string

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

Required

True

True

Required
False
False
False
False
False
False

False

Required

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

Description

Description

Name of the invalid
query parameter
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#type_astra_metadata
#type_astra_label

Name Type Required Description

reason string True Reason why the query
parameter is invalid

Retrieve an ASUP resource
GET /accounts/{account id}/core/vl/asups/{asup_id}

Returns the stored ASUP API resource in the JSON response body. If the AutoSupport bundle "creationState"
is "completed" or "partial”, the AutoSupport bundle can be downloaded by specifying an Accept header
containing "/ or "application/gzip".

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
asup_id string path True ID of the asup
collection to list
Response

Status: 200, Returns the stored ASUP API resource in the JSON response
body. If the AutoSupport bundle "creationState" is "completed" or
"partial", the AutoSupport bundle can be downloaded by specifying an

Accept header containing "*/*" or "application/gzip".

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:

° ll1 .Oll
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Name

creationState

creationStateDetails

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name

upload

122

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.



Name Type Required Description

uploadState string False JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

* "completed" -
AutoSupport bundle
upload has
completed.

* "failed" - AutoSupport
bundle upload is in a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

124

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

dataWindowEnd string True JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example response

"type": "application/astra-asup",
"version": "1.0",
"id": "9950003f-alc7-5ca7-8930-06eec25f60aa",
"creationState": "completed",
"creationStateDetails": [],
"upload": "false",
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.0000002",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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#type_astra_metadata

Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams
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Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description
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Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

type_astra_stateDetall

Name Type Required Description
type string True
title string True
detail string True

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Account
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#type_astra_label

Account overview

The Account API represents isolated tenants in a multitenant system.

Create a new account

POST /accounts

Indicates the desired values for the Account API resource to be created.

Request Body

Indicates the desired values for the Account API resource to be created.

Name Type Required
type string True
version string True
name string True

130

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

° ll1 .O"

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.



Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra

Metadata Schema

If not specified on

create, a metadata

object will be created

with no labels.
If not specified on

update, the metadata

object’s labels,

creationTimestamp

and createdBy, will be

preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "Testing 123"
}
Response

Status: 201, Returns the newly created account resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
account”
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Name

version

name

state
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Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

 "active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue



Name

isEnabled

enabledTimestamp

accountContact

metadata

Type Required
string True
string False
accountContact False

type_astra_metadata_upd True
ate

Description

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "pending",

"isEnabled": "false",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

"type": "https://astra.netapp.io/problems/5"
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name

type

title

detail

status
correlation|D

invalidFields

Type
string
string
string
string
string

array[invalidFields]

Required

True
True
True
True
False

False

Required
True

True

True

True
False

False

Description

List of invalid request
body fields

"The supplied query parameters are invalid.",

Description

List of invalid request
body fields
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Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name Type Required Description
labels array[type astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2
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Name

addressLocality

addressRegion

postalCode

streetAddress1

streetAddress?2

accountContact

Type

string

string

string

string

string

Required

True

True

True

True

False

Description

JSON string containing
the locality (for example,
city) associated with the
postal address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more.

Defined values are:

* Minimum length: 1

* Maximum length: 63
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JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required
firstName string True
lastName string True
companyName string False
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Description

JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company nhame has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name Type Required

email string True
phone string False
postalAddress postalAddress True

invalidParams

Name Type Required
name string True
reason string True
invalidFields

Name Type Required
name string True

Description

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field
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Name

reason

List all accounts

GET /accounts

Description

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

include

limit
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Type

string

string

query

query

Required

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name

filter

orderBy

skip

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n
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Name Type In Required Description

count string query False Indicates if the total
number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

continue query False Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
account_1.0_get respons
e body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-accounts",

"version": "1.0",

"items": [

{

}
1,

"type": "application/astra-account",

"version": "1.0",

"id": "70796606-79ba-480b-966c-e4c600fbf622",

"name": "fraught-pines",

"state": "active",

"isEnabled": "true",

"enabledTimestamp": "2020-08-06T12:24:52.25662427",

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624272",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9e04bceb1l"

"type": "application/astra-account",

"version": "1.0",

"id": "7976114d-35ec-48a7-ba31-22d8e9%4a8bb2",

"name": "sad-dino",

"state": "active",

"isEnabled": "true",

"enabledTimestamp": "2020-08-06T12:24:52.256624Z7",

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams
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Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description
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Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.
Defined values are:

* Minimum length: 1

* Maximum length: 63
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Name Type Required

phone string False

postalAddress postalAddress True

type_astra_label

Name Type Required
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type Required
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
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#postalAddress
#type_astra_label

Name

modifiedBy

account_1.0_get response_body

Name

type

version

name

Type

string

Type

string

string

string

string

Required

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account”

Version of the resource.
Defined values are:

° Il1 .O"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

state

isEnabled

enabledTimestamp
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Type

string

string

string

Required

True

True

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating
the account is enabled.
Defined values are:

» "false" - Users are
not permitted to use
this account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field
is absent.

Defined values are:

» Conforms to the
ISO-8601 Date Time
Schema



Name

accountContact

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

Type

accountContact

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

Required Description

False JSON object containing
user contact information
to create an owner user
at the time of account

activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Required Description
False
False
False
False
False
False

False

Required Description

Name of the invalid
query parameter

True
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Name

reason

Type

string

Retrieve an account

GET /accounts/{account_ id}

Required

True

Returns the stored Account API resource in the JSON response body.

Parameters

Name

account_id

Response

Status:
body.

Name

type

version
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Type

string

path

Required

True

Description

Reason why the query
parameter is invalid

Description

ID of the account
collection to list

* example:
{{.Account}}

200, Returns the stored Account API resource in the JSON response

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema



Name

name

state

isEnabled

Type

string

string

string

Required

True

True

True

Description

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

e "true" - Users are
permitted to use this
account
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Name

enabledTimestamp

accountContact

metadata
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Type Required
string False
accountContact False

type astra_metadata_upd True
ate

Description

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"

Definitions
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a

user specified long-form
first name.
Defined values are:

* Minimum length: 1

* Maximum length: 63

* This string is

internally validated to

prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email
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Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63



Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

True

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp

createdBy

Type
array[type_astra_label]
string
string

string

Required
False
False
False

False

Description
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Name

modifiedBy

invalidParams

Name

name

reason

Modify an account

Type

string

Type

string

string

PUT /accounts/{account id}

Required

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.

Parameters

Name

account_id

Request Body

Description

ID of the account
collection to list

* example:
{{.Account}}

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.
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Name

type

version

name

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.
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Name

state

isEnabled

enabledTimestamp
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Type

string

string

string

Required

False

False

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema



Name Type Required Description

accountContact accountContact False JSON object containing
user contact information
to create an owner user at
the time of account

activation.
metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "frightened-pine"
}
Response

Status: 204, Indicates if the account resource was updated.

Response

Status: 401, Unauthorized
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#type_astra_metadata_update

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidFields

170

Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden
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Name
type
title
detail
status

correlationID

Example response

"type":

"title":
"detail"
"status"

Error

Status: 404,

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

: "The requested operation isn't permitted.",

: "403"

Not found

Type
string
string
string
string

string

Example error response

ntypen .
"title":

"detail":
"status":

172

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/1",

"Resource not found",

"404"

"The resource specified in the request URI wasn't found.
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string False JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string False JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string False JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string False JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string False JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string False JSON string containing a

user specified long-form
first name.
Defined values are:

* Minimum length: 1

* Maximum length: 63

* This string is

internally validated to

prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email
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Type

string

string

string

Required

False

False

False

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63



Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

False

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp

createdBy

Type
array[type_astra_label]
string
string

string

Required
False
False
False

False

Description
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Name

modifiedBy

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Delete an account

DELETE /accounts/{account id}

Removes the specified Account API resource.

Side Effects

 "deletePending" is set to "true" and the account can no longer be accessed.

Parameters

Name Type
account_id string
Response

Type

string

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Description

ID of the account
collection to list

* example:
{{.Account}}

Status: 204, Indicates if the account resource was deleted.
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

App

App overview

The App API represents Kubernetes applications, including those unmanaged by Astra.

Create a new app for a managed cluster
POST /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Indicates the desired values for the App API resource to be created.

Parameters
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Name Type In Required
account_id string path True
managedCluster_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True
name string True

182

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll
° ll2- 1 n
° ll2-2ll

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema



Name Type Required

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
gl

Description

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

e Minimum ltems: O

183


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

184

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceAppID,
backupID, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

185



Name

backupID

186

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0£f284377-e5dc-4dcd-bacd-3197£f2b8a347",

"namespaceScopedResources": |

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources

Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll
. ll2. 1 n
° ll2'2ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

189


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

190

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

192

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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Name

appDetectedType

namespaces

namespaceMapping

194

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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Name

clusterType

196

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

198

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID
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Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

201


#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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See Definitions

GVK
JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type Required Description

group string True JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

208

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



namespaceMapping

Name

source

destination

storageClassMapping

Name

source

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes
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Name

destination

GVKN

Name

group

version

kind

210

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

namespaces

names

Type

array[string]

array[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string True
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False
targetSchema

accept-post

accept-put

hints

Name Type Required Description
status string False

allow array[string] False

accept-post accept-post False

permissions array|[string] False

accept-put accept-put False

type_astra_link

Name Type Required Description
rel string True

href string True

type string False

targetSchema targetSchema False

title string False

hints hints False

namespaceScopedResources
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

216

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type
from string
to array[string]

type_astra_stateDetall

Name Type
type string
title string
detail string

restoreFilter

Required
True

True

Required
True
True

True

Description

L
"app=mysql,version=
2" ]— Select all

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type

resourceSelectionCriteria string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason
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Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid


#GVKN

List the apps for a managed cluster

GET /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name

account_id

managedCluster_id

include

limit

Type

string

string

string

string

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll
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Name Type In Required Description

filter string query False Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description
items array[Any of: True

app_2.2_get response b

ody, array[]]
metadata type_astra_metadata_list True
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Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"
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targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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#accept-post
#accept-put
#targetSchema
#hints

Name Type Required Description

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

228

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description

from string True
to array[string] True

L
type_astra_stateDetail app=mysgl,version=

2"]1— Select all
Name Type Required Description
type string True
title string True
detail string True
namespaceMapping
Name Type Required Description
source string True JSON string containing

the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string True JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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Name

source

destination

GVKN

Name

group

230

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string False
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement

Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

app_2.2_get response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
aF)pll

version string True Version of the resource.
Defined values are:
° ll2-0ll
° ll2-1 n
° ll2.2ll

id string True Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

links array[type_astra_link] True Links describing
supported operations
against the resource.
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#type_astra_link

Name Type Required Description

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

« Conforms to the
DNS 1123 Label

Schema
clusterScopedResources array[clusterScopedReso False JSON array of JSON
urces] objects describing the

cluster-scoped
resources that are part

of this app
namespaceScopedReso array[namespaceScoped True JSON array of JSON
urces Resources] objects describing the

resources that are part

of this app
lastResourceCollectionTi string False JSON string containing
mestamp the timestamp when the

last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet.

Defined values are:

« Conforms to the

ISO-8601 Date Time
Schema
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

236

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

* "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted



Name Type Required Description

stateTransitions array[type_astra_stateTr False JSON array of JSON
ansition] objects, each

representing the set of
permitted state
transitions from a given
defined state.
Each JSON object
contains the fields "from"
and "to", where the
"from" value is the name
of a state, and the "to"
value is an array of
permitted destination

states.
stateDetails array[type_astra_stateDe True JSON array of JSON
tail] objects which lists

additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
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Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected.

Defined values are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

* "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping
#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

240

Type Required

array[storageClassMappi False
ng]

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not
currently running.

When specified on
create, clusterID
indicates which cluster
the application must be
cloned into. If the
specified cluster does
not exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the
clone will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

242

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterID is used
in conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema
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Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on
create, backupID
indicates that an
application will be cloned
from an existing backup.
If the specified backup
does not exist, the clone
will fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

» Conforms to the
Astra |dentifier
Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on
create, snapshotID
indicates that an
application will be cloned
from an existing
snapshot. If the specified
shapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotID
indicates the application
snapshot from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema
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Name Type Required Description

replicationSourceAppID  string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

restoreFilter restoreFilter False JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app for a managed cluster

GET
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_
id}

Returns the stored App API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the app
collection to list
Response

Status: 200, Returns the stored App API resource in the JSON response
body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-app

version string True Version of the resource.
Defined values are:

° ll2-0ll
° ll2. 1 n
° ll2.2ll

248



Name Type Required
id string True
links array[type_astra_link] True
name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True
ces Resources]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app
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#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

lastResourceCollectionTi
mestamp

250

Type

string

Required

False

Description

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema



Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

252

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

254

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

256

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

258

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

260

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{

"rel": "collection",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [
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"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [
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"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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#accept-post
#accept-put
#targetSchema
#hints

Name Type Required Description

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

272

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description

from string True
to array[string] True

L
type_astra_stateDetail app=mysgl,version=

2"]1— Select all
Name Type Required Description
type string True
title string True
detail string True
namespaceMapping
Name Type Required Description
source string True JSON string containing

the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string True JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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Name

source

destination

GVKN

Name

group
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Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string False
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an app for a managed cluster

PUT
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_
id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the app

collection to list
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Name Type In Required Description

forceUpdate string header False Flag that enables
destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-app"

version string True Version of the resource.
Defined values are:
° ll2-0ll
° ll2-1 n
. ll2.2ll

id string False Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema
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Name Type Required

name string False

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]
lastResourceCollectionTi  string False
mestamp

280

Description

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

282

Type Required

array[type_astra_stateTra False
nsition]

array[type astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string False

array[type_astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

284

Type Required

string False

array[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

286

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

288

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

290

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd False
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-app",
"version": "2.2",
"name": "mysgl-old"
}
Response

Status: 204, Indicates if the app resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",

"title": "JSON resource conflict",

"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",

"status": "409"
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Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":
"status":

Definitions

"https://astra.netapp.io/problems/1",

"Resource not found",
"The resource specified in the request URI
"404"

wasn't found.",
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See Definitions

GVK
JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type Required Description

group string False JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

kind string False JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string False JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK False JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors
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Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description
from string True
to array[string] True

L
type_astra_stateDetail app=mysgl,version=

2"]1— Select all
Name Type Required Description
type string True
title string True
detail string True
namespaceMapping
Name Type Required Description
source string False JSON string containing

the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string False JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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Name

source

destination

GVKN

Name

group

300

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string True
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement

Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an app for a managed cluster

DELETE
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_
id}

Removes the specified App API resource.
Side Effects

« If the application is still running on a cluster, the application is no longer considered to be under
management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,
backups, and the stored application state.

Parameters
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Name Type

account_id string

managedCluster_id string

app_id string

Response

Status: 204, Indicates if the app resource was deleted.

Response

Status: 401, Unauthorized

path

path

path

Required

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

ID of the app
collection to list

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD

306

Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal
server issue.",
"status": "500"
}
Response
Status: 409, Conflict
Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/112",
"title": "Application not ready",

"detail": "The application is currently unavailable.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions
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See Definitions

invalidParams

Name Type Required
name string True
reason string True

Create a new app
POST /accounts/{account id}/k8s/v2/apps

Indicates the desired values for the App API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

. "2.0“
. ll2. 1 n
° Il2-2ll
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Name Type Required

name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
¢]

310

Description

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum Items: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

e Minimum Items: O


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceAppID,
backupID, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema
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Name

sourceClusterlD

312

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

restoreFilter

314

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.


#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0£f284377-e5dc-4dcd-bacd-3197£f2b8a347",

"namespaceScopedResources": |

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources

316

Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app'

Version of the resource.
Defined values are:

° ll2-0ll
. ll2. 1 n
° ll2'2ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

318

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

320

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

322

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

324

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

326

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

True

Required

True

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

334

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



namespaceMapping

Name

source

destination

storageClassMapping

Name

source

336

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes



Name

destination

GVKN

Name

group

version

kind

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

namespaces

names

338

Type

array[string]

array[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

targetSchema
accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put
type_astra_link

Name

rel

href

type
targetSchema
title

hints

Type
string
string
string

string

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string
string
targetSchema
string

hints

namespaceScopedResources

Required Description
False
False
False

False

Required Description
False
False
False
False

False

Required Description
True

True

False

False

False

False

341


#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

342

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type
from string
to array[string]

type_astra_stateDetall

Name Type
type string
title string
detail string

restoreFilter

Required
True

True

Required
True
True

True

Description

L
"app=mysql,version=
2" ]— Select all

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type

resourceSelectionCriteria string
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Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.



Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#GVKN

List all apps

GET /accounts/{account_id}/k8s/v2/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

346

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
app_2.2_get response b
ody, array[]]

type astra_metadata_list

Description
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Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":
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"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

352

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

354

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name
from

to

type_astra_stateDetall

Name

type
title
detail

namespaceMapping

Name

source

destination

storageClassMapping

356

Type
string

array[string]

Type
string
string

string

Type

string

string

Required
True

True

Required
True
True

True

Required

True

True

Description

L
"app=mysql,version=
2" ]— Select all

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names

358

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
string
string
string

string

app_2.2_get response_body

Name

type

version

links

Type

string

string

string

array[type_astra_link]

Required
False
False
False

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
aF)pll

Version of the resource.
Defined values are:

° ll2-0ll

° ll2-1 n

° ll2.2ll

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.
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#type_astra_link

Name Type Required Description

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

« Conforms to the
DNS 1123 Label

Schema
clusterScopedResources array[clusterScopedReso False JSON array of JSON
urces] objects describing the

cluster-scoped
resources that are part

of this app
namespaceScopedReso array[namespaceScoped True JSON array of JSON
urces Resources] objects describing the

resources that are part

of this app
lastResourceCollectionTi string False JSON string containing
mestamp the timestamp when the

last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet.

Defined values are:

« Conforms to the

ISO-8601 Date Time
Schema
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

* "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

364

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state.

Each JSON object
contains the fields "from"
and "to", where the
"from" value is the name
of a state, and the "to"
value is an array of
permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

366

Type Required

string False

array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected.

Defined values are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

* "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping
#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappi False
ng]

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not
currently running.

When specified on
create, clusterID
indicates which cluster
the application must be
cloned into. If the
specified cluster does
not exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the
clone will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

368

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

370

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterID is used
in conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on
create, backupID
indicates that an
application will be cloned
from an existing backup.
If the specified backup
does not exist, the clone
will fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

» Conforms to the
Astra |dentifier
Schema
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Name

snapshotID

372

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on
create, snapshotID
indicates that an
application will be cloned
from an existing
snapshot. If the specified
shapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotID
indicates the application
snapshot from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema



Name

replicationSourceAppID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the application

that is being replicated to

this application.

Only returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name Type Required Description

metadata type astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app

GET /accounts/{account id}/k8s/v2/apps/{app_id}

Returns the stored App API resource in the JSON response body.

Parameters

Name Type
account_id string
app_id string
Response

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the app
collection to list

Status: 200, Returns the stored App API resource in the JSON response

body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2'Oll

° ll2'1 n

° ll2-2ll

Globally unique identifier
of the resource.
Defined values are:

» Conforms to the
UUIDv4 Schema
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Name Type Required
links array[type_astra_link] True
name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True

ces Resources]
lastResourceCollectionTi  string False
mestamp

376

Description

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema


#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

378

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

380

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

382

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

384

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

386

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{

"rel": "collection",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [
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"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [
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"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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#accept-post
#accept-put
#targetSchema
#hints

Name Type Required Description

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

398

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description

from string True
to array[string] True

L
type_astra_stateDetail app=mysgl,version=

2"]1— Select all
Name Type Required Description
type string True
title string True
detail string True
namespaceMapping
Name Type Required Description
source string True JSON string containing

the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string True JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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Name

source

destination

GVKN

Name

group

400

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string False

402

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False

403


#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an app
PUT /accounts/{account id}/k8s/v2/apps/{app id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the app
collection to list
forceUpdate string header False Flag that enables

destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true

404



Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Name Type
type string
version string
id string
name string

Required

True

True

False

False

clusterScopedResources array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° Il2-0ll
° ll2- 1 "
. ll2.2ll

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app
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#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped False

ces

lastResourceCollectionTi
mestamp

406

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

408

Type Required

array[type_astra_stateTra False
nsition]

array[type astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string False

array[type_astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

410

Type Required

string False

array[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

412

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

414

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

416

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd False
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-app",
"version": "2.2",
"name": "mysgl-old"
}
Response

Status: 204, Indicates if the app resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",

"title": "JSON resource conflict",

"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",

"status": "409"
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Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":
"status":

Definitions

"https://astra.netapp.io/problems/1",

"Resource not found",
"The resource specified in the request URI
"404"

wasn't found.",
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See Definitions

GVK
JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type Required Description

group string False JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

kind string False JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string False JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK False JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

424

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description
from string True
to array[string] True

L
type_astra_stateDetail app=mysgl,version=

2"]1— Select all
Name Type Required Description
type string True
title string True
detail string True
namespaceMapping
Name Type Required Description
source string False JSON string containing

the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string False JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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Name

source

destination

GVKN

Name

group

426

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string True

428

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Delete an app

DELETE /accounts/{account id}/k8s/v2/apps/{app id}

Removes the specified App API resource.

Side Effects

Type
string
string
string

string

Type

string

string

Type

string

string

Required
False
False
False

False

Required

True

True

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

« If the application is still running on a cluster, the application is no longer considered to be under

management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,

backups, and the stored application state.

Parameters
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Name Type
account_id string
app_id string
Response

path

path

Required Description

True ID of the containing
account resource

* example:
{{.Account}}

True ID of the app
collection to list

Status: 204, Indicates if the app resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationID
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal
server issue.",
"status": "500"
}
Response
Status: 409, Conflict
Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/112",
"title": "Application not ready",

"detail": "The application is currently unavailable.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions
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invalidParams

Name Type Required
name string True
reason string True

AppMirror

AppMirror overview

The AppMirror API enables management of AppMirror relationships.

Create a new AppMirror resource
POST /accounts/{account id}/k8s/vl/appMirrors

Indicates the desired values for the AppMirror API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the AppMirror API resource to be created.

Name Type Required

type string True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing

account resource

* example:
{{.Account}}

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appMirror"
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Name

version

sourceAppID

destinationClusterID

436

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

e Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

stateDesired

438

Type

array[storageClasses]

string

Required

False

True

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.


#storageClasses

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra

Metadata Schema
If not specified on

create, a metadata

object will be created

with no labels.
If not specified on

update, the metadata

object’s labels,

creationTimestamp

and createdBy, will be

preserved without

modification.
Example request
{
"type": "application/astra-appMirror",
"version": "1.0",
"sourceAppID": "efd639b6-fc92-4112-8841-0c0ab789%90ae0",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"stateDesired": "established"
}
Response

Status: 201, Returns the newly created appMirror resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"
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#type_astra_metadata_update

Name

version

sourceAppID

sourceClusterlD

440

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name

destinationAppID

destinationClusterID

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

441



Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2
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Name

state

444

Type

string

Required

True

Description

The state of the
relationship.
Defined values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.



Name

stateTransitions

stateDesired

Type

Required

array[type_astra_stateTra False

nsition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.
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#type_astra_stateTransition

Name

stateAllowed

stateDetails

446

Type Required

array[string] False

array[type_astra_stateDet True
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

448

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification



Name

healthStateTransitions

healthStateDetails

metadata

Type Required

array[type_astra_stateTra True
nsition]

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.0",

"id": "c5fbadd4-5d%9e-5942-bb7f-£5386b6b6253",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226"

"state": "establishing",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",
"deleting"

"from": "failingOver",
"to": [
"failedOver",
"deleting"

"from": "failedOver",

"to": [
"establishing",
"deleting"

"from": "deleting",
"toll: [
"deleted"
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1,

"stateDesired":
"stateAllowed":

"established",
[

"deleted"

1,

"stateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/3",
"title": "AppMirror is being established",
"detail": "The AppMirror relationship is in the process of

established."”

}
1,

"healthState":
"healthStateTransitions":

{

"from": "indeterminate",

"tO": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"toll: [
"indeterminate",
"normal",

"warning"

"warning",
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}

15
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/4",
"title": "AppMirror not yet established",
"detail": "The relationship is in the process of being

established, so it's not protecting the app data yet."
}
1,

"metadata": {
"labels": T[],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

456

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name Type Required Description

storageClassName string False Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".
Defined values are:

* Minimum length: 1

* Maximum length:

255
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name Type Required Description
labels array[type_ astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

type_astra_stateTransition

Name Type Required Description
from string True
to array|[string] True

type_astra_stateDetall
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Name Type Required Description

type string True
title string True
detail string True

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

List all AppMirror resources
GET /accounts/{account_ id}/k8s/vl/appMirrors
Returns a JSON array of all matching resources in the collection. If individual fields are specified in the

request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}
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Name

include

limit

filter

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llid"

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

* lt/gt - Less
than/Greater
than

* |te/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™
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Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appMirror_1.0_get_respon
se_body, array[]]

metadata type_astra_metadata_list True
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Example response

"type": "application/astra-appMirrors",
"version": "1.0",
"items": [
{
"type": "application/astra-appMirror",
"version": "1.0",
"id": "f1lc98c2e-6391-42d3-8b21-3e75dac048a3",
"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaces": [
"nsl-dest",

"ns2-dest"

}
1y
"state": "established",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"
]
b
{
"from": "established",
"to": [
"failingOver",

"deleting"

by
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"from": "failingOver",
"ol [
"failedOver",
"deleting"

"from": "failedOver",

"toll: [
"establishing",
"deleting"

"from": "deleting",
"tO": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",
"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established."
}
1y
"healthState": "normal",
"healthStateTransitions": [
{
"from": "indeterminate",
"to": |
"normal",
"warning",
"critical"
]
by
{

"from": "normal",
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"toll: [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"

}
I
"healthStateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
1,
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "llcOcfal-4f27-4ef7-a2lc-cb452fc5c9%aa"

}

1,

"metadata": {
"labels": T[],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

464

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description
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Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions
namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1

* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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Name Type

storageClassName string

type astra_stateTransition

Name Type
from string
to array|[string]

type_astra_stateDetall

Name Type
type string
title string
detail string

type_astra_label

Name Type
name string
value string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type
labels array[type_astra_label]
creationTimestamp string

468

Required
False

False

Description


#type_astra_label

Name
modificationTimestamp
createdBy

modifiedBy

appMirror_1.0_get_response_body

Name

type

version

sourceAppID

Type
string
string

string

Type

string

string

string

string

Required
False
False

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationApplD.
Defined values are:

e Conforms to the
Astra |dentifier
Schema
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Name

sourceClusterlD

destinationAppID

470

Type

string

string

Required

True

False

Description

Identifier of the managed
cluster hosting the
source application.

This field is read-only
and is determined based
on the host cluster of the
source application.

If provided in an update,
it must match the cluster
ID of the source
application, so it can
only change when
swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the
Astra ldentifier
Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationAppID.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name Type Required Description

destinationClusterID string True Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination
application will be
created on.
If provided on update, it
must match the cluster
ID of the destination
application, so it can
only change when
swapping sourceApplD
with destinationAppID.
Defined values are:

e Conforms to the

Astra Identifier
Schema
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Name

namespaceMapping

Type Required

array[namespaceMappin False
gl

Description

The namespace or
namespaces to use
when creating the
destination application,
corresponding to the
namespaces of the
source application.

Each JSON object
contains the fields
"clusterID" and
"namespaces", where
the "clusterID" value is
the JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.

If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping
#namespaceMapping

Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating
new Persistent Volume
Claims (PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to
use when creating PVCs
on that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be
used for that cluster.
Defined values are:

* Minimum length: O

* Maximum length: 2
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#storageClasses

Name

state

474

Type

string

Required

True

Description

The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

» "established" - The
relationship is
created.

« "failingOver" -
Failover of the
application to the
destination cluster is
in progress.

* "failedOver" -
Failover of the
application to the
destination cluster
has completed.

* "deleting" -
Resources created
by the relationship
are being cleaned
up.

* "deleted" - The
relationship was
cleaned up and
deleted.



Name

stateTransitions

stateDesired

Type

Required

array[type_astra_stateTr False

ansition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible
for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting”

"deleting": "deleted"

"deleted":

The desired state for the
relationship.

At creation, the only
valid value is
"established".

Defined values are:

"established" - The
relationship is
created.

"failedOver" -
Failover of the
application to the
destination cluster
has completed.

"deleted" - The
relationship was
successfully cleaned
up and deleted.

475


#type_astra_stateTransition
#type_astra_stateTransition
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Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDe True
tail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver",
"deleted"

* "failingOver":
"failedOver",
"deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum Iltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe False
tail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A
new snapshot was
created and is now
being replicated to
the destination
cluster. This state
also covers the
transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer
in progress.

Permitted state
transitions from a given
defined state.

The following state
transitions are possible
for this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

478

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the
resource cannot be
determined (for
example, due to lack
of connectivity)

* "normal" - The
resource has no
known issues and
can provide services
in accordance with
the interface
specification

"warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface
specification

"critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface
specification



Name

healthStateTransitions

healthStateDetails

Type Required

array[type_astra_stateTr True
ansition]

array[type_astra_stateDe True
tail]

Description

Permitted state
transitions from a given
defined state.

The following state
transitions are possible
for this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",
"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state

including why the current

state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

metadata type astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an AppMirror resource

GET /accounts/{account_ id}/k8s/vl/appMirrors/{appMirror id}

Returns the stored AppMirror API resource in the JSON response body.

Parameters

Name Type
account_id string
appMirror_id string
Response

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the appMirror
collection to list

Status: 200, Returns the stored AppMirror API resource in the JSON

response body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

. ll1 .O"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

482

Type

string

string

string

Required

True

True

False

Description

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

« Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

e Conforms to the Astra
Identifier Schema



Name

destinationClusterID

namespaceMapping

Type Required

string True

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application.

Each JSON object
contains the fields
"clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.

If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.

Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

484

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2


#storageClasses

Name Type Required Description

state string True The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

 "established" - The
relationship is
created.

« "failingOver" - Failover
of the application to
the destination cluster
is in progress.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

486

Type

Required

array[type_astra_stateTra False

nsition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDet True
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O
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#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

488

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification
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Name

healthStateTransitions

healthStateDetails

metadata

490

Type Required

array[type_astra_stateTra True
nsition]

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.0",

"id": "c5fbadd4-5d%9e-5942-bb7f-£5386b6b6253",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaces": [
"nsl-dest",
"ns2-dest"

}
1,
"state": "established",
"stateTransitions": |
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to'l: [
"failedOver",
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"deleting"
]
by
{
"from": "failedOver",
"to": |
"establishing",
"deleting"
]
by
{
"from": "deleting",
"to": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",

"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established.”
}
I
"healthState": "normal",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"
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]
b
{
"from": "warning",
"to": [
"indeterminate",
"normal",
"critical"
]
}I
{
"from": "critical",
"to": [
"indeterminate",
"normal",

"warning"

}
1,
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
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Name
detail
status

correlationID

Example response

"type":

"title":
"detail"
"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Example response

ntypen .
"title":

"detail":
"status":

494

Type
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

496

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't



See Definitions
namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1

* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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Name Type

storageClassName string

type astra_stateTransition

Name Type
from string
to array|[string]

type_astra_stateDetall

Name Type
type string
title string
detail string

type_astra_label

Name Type
name string
value string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type
labels array[type_astra_label]
creationTimestamp string
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Required
False

False

Description
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Name Type Required Description

modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an AppMirror resource
PUT /accounts/{account_id}/k8s/vl/appMirrors/{appMirror id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

» Various side effects based on desiredState.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
appMirror_id string path True ID of the appMirror

collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

« Various side effects based on desiredState.
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Name

type

version

sourceAppID

sourceClusterlD

500

Type

string

string

string

string

string

Required

True

True

False

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name

destinationAppID

destinationClusterID

Type

string

string

Required

False

False

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2
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Name

state

504

Type

string

Required

False

Description

The state of the
relationship.
Defined values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.



Name

stateTransitions

stateDesired

Type

Required

array[type_astra_stateTra False

nsition]

string

False

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.
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Name

stateAllowed

stateDetails

506

Type Required

array[string] False

array[type_astra_stateDet False
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O
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Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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Name

healthState

508

Type

string

Required

False

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification



Name

healthStateTransitions

healthStateDetails

metadata

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

type_astra_metadata_upd False
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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Example request

"type": "application/astra-appMirror",
"version": "1.0",

"stateDesired": "failedOver"

Response

Status: 204, Indicates if the appMirror resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields
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Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions
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namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

514

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

storageClassName

type astra_stateTransition

Name
from

to

type_astra_stateDetall

Name
type
title
detail

type_astra_label

Name
name

value

Type

string

Type
string

array[string]

Type
string
string

string

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name
labels

creationTimestamp

Type
array[type_astra_label]

string

Required
False

False

Description
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Name
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Delete an AppMirror resource

Type
string
string

string

Type

string

string

Type

string

string

Required
False
False

False

Required

True

True

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

DELETE /accounts/{account id}/k8s/vl/appMirrors/{appMirror id}

Removes the specified AppMirror API resource.

Starts a process to asynchronously remove the AppMirror resource, along with any resources on the source

and destination clusters that were created as a result of the AppMirror relationship. The resources removed are

dependent on the state of the relationship at the time of deletion.

Side Effects

* The stateDesired field is set to "deleted".

» The state field is set to "deleting".

« If state is "established", the TridentMirrorRelationships and PersistentVolumeClaims created by the

AppMirror relationship will be deleted.

« If state is "failedOver", the TridentMirrorRelationships created by the AppMirror relationship will be deleted
and the PersistentVolumeClaims in the destination application will be left in place.

» When the asynchronous delete operation is completed, the AppMirror API resource will be removed from

both the source and destination applications.
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Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

appMirror_id string path True ID of the appMirror
collection to list

Response

Status: 204, Indicates if the appMirror resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationID
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Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type":
"title":

"detail":
"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",

"403"

Not found

Type
string
string
string
string

string

Example error response

"type":
"title":

"detail":
"status":

Definitions

"Resource not found",
"The resource specified in the request URI wasn't found.

"404"

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1",

Description
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invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Create a new AppMirror resource for an app
POST /accounts/{account id}/k8s/vl/apps/{app id}/appMirrors

Indicates the desired values for the AppMirror API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing

app resource

Request Body

Indicates the desired values for the AppMirror API resource to be created.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

° ll1 .O"
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Name

sourceAppID

destinationClusterID

Type

string

string

Required

True

True

Description

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

« Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

e Conforms to the Astra
Identifier Schema
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Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

stateDesired

Type

array[storageClasses]

string

Required

False

True

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example request
{
"type": "application/astra-appMirror",
"version": "1.0",
"sourceAppID": "efd639b6-fc92-4112-8841-0c0ab789%90ae0",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"stateDesired": "established"
}
Response

Status: 201, Returns the newly created appMirror resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"
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Name

version

sourceAppID

sourceClusterlD

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

destinationAppID

destinationClusterID

526

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

528

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2


#storageClasses

Name Type Required Description

state string True The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

 "established" - The
relationship is
created.

« "failingOver" - Failover
of the application to
the destination cluster
is in progress.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

530

Type

Required

array[type_astra_stateTra False

nsition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDet True
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O
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Name

transferState

transferStateTransitions

transferStateDetails

532

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification
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Name

healthStateTransitions

healthStateDetails

metadata

534

Type Required

array[type_astra_stateTra True
nsition]

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.0",

"id": "c5fbadd4-5d%9e-5942-bb7f-£5386b6b6253",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226"

"state": "establishing",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",
"deleting"

"from": "failingOver",
"to": [
"failedOver",
"deleting"

"from": "failedOver",

"to": [
"establishing",
"deleting"

"from": "deleting",
"toll: [
"deleted"
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1,

"stateDesired": "established",

"stateAllowed": [
"deleted"
1y
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/3",
"title": "AppMirror is being established",
"detail": "The AppMirror relationship is in the process of being
established."
}
I
"healthState": "warning",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"
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}

15
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/4",
"title": "AppMirror not yet established",
"detail": "The relationship is in the process of being

established, so it's not protecting the app data yet."
}
1,

"metadata": {
"labels": T[],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions
namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1

* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the

Astra |dentifier
Schema

541



Name

storageClassName

type_astra_label

Name
name

value

Type

string

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

type_astra_stateTransition

Name
from

to

type_astra_stateDetall
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Type
array[type_astra_label]
string
string
string

string

Type
string

array|[string]

Required
False
False
False
False

False

Required
True

True

Description

Description


#type_astra_label

Name Type Required Description

type string True
title string True
detail string True

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

List the AppMirror resources for an app
GET /accounts/{account id}/k8s/vl/apps/{app_id}/appMirrors
Returns a JSON array of all matching resources in the collection. If individual fields are specified in the

request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing

app resource
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Name

include

limit

filter

544

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llid"

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

* lt/gt - Less
than/Greater
than

* |te/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™



Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appMirror_1.0_get_respon
se_body, array[]]

metadata type_astra_metadata_list True
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https://docs.netapp.com/ko-kr/astra-automation-2304/python/.html#appMirror_1_0_get_response_body
https://docs.netapp.com/ko-kr/astra-automation-2304/python/.html#appMirror_1_0_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-appMirrors",

"version": "1.0",

"items": [

{

546

"type": "application/astra-appMirror",
"version": "1.0",
"id": "f1lc98c2e-6391-42d3-8b21-3e75dac048a3",
"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaces": [
"nsl-dest",

"ns2-dest"

}
1y
"state": "established",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"
]
b
{
"from": "established",
"to": [
"failingOver",

"deleting"

by



1,

"stateDesired":

"from": "failingOver",
"ol [
"failedOver",
"deleting"

"from": "failedOver",

"toll: [
"establishing",
"deleting"

"from": "deleting",
"tO": [
"deleted"

"stateAllowed": [
"failedOver",
"deleted"

1,

"stateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",

"detail": "The AppMirror relationship has been successfully

established."

}
1,

"healthState": "normal",

"healthStateTransitions":

{

by
{

"from": "indeterminate",

"toll: [
"normal",
"warning",
"critical"

]

"from": "normal",

"established",
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"toll: [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"

}
I
"healthStateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
1,
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "llcOcfal-4f27-4ef7-a2lc-cb452fc5c9%aa"

}

1,

"metadata": {
"labels": T[],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"



Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI
found.",
"status": "404"
}
Definitions

wasn't
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namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

552

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

storageClassName

type astra_stateTransition

Name
from

to

type_astra_stateDetall

Name
type
title
detail

type_astra_label

Name
name

value

Type

string

Type
string

array[string]

Type
string
string

string

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name
labels

creationTimestamp

Type
array[type_astra_label]

string

Required
False

False

Description
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#type_astra_label

Name Type Required Description

modificationTimestamp  string False
createdBy string False
modifiedBy string False

appMirror_1.0_get_response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

° ll1 .O"

id string True Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

sourceAppID string True Identifier of the source
application.
Only updated when
swapping the
sourceAppID with the
destinationApplD.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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Name

sourceClusterlD

destinationAppID

Type

string

string

Required

True

False

Description

Identifier of the managed
cluster hosting the
source application.

This field is read-only
and is determined based
on the host cluster of the
source application.

If provided in an update,
it must match the cluster
ID of the source
application, so it can
only change when
swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the
Astra ldentifier
Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationAppID.
Defined values are:

e Conforms to the
Astra |dentifier
Schema
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Name Type Required Description

destinationClusterID string True Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination
application will be
created on.
If provided on update, it
must match the cluster
ID of the destination
application, so it can
only change when
swapping sourceApplD
with destinationAppID.
Defined values are:

e Conforms to the

Astra Identifier
Schema
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Name Type Required Description

namespaceMapping array[namespaceMappin False The namespace or
o] namespaces to use

when creating the
destination application,
corresponding to the
namespaces of the
source application.
Each JSON object
contains the fields
"clusterID" and
"namespaces", where
the "clusterID" value is
the JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: O

* Maximum length: 2
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#namespaceMapping
#namespaceMapping

Name

storageClasses

558

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating
new Persistent Volume
Claims (PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to
use when creating PVCs
on that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be
used for that cluster.
Defined values are:

* Minimum length: O

* Maximum length: 2


#storageClasses

Name

state

Type

string

Required

True

Description

The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

» "established" - The
relationship is
created.

« "failingOver" -
Failover of the
application to the
destination cluster is
in progress.

* "failedOver" -
Failover of the
application to the
destination cluster
has completed.

* "deleting" -
Resources created
by the relationship
are being cleaned
up.

* "deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

560

Type

Required

array[type_astra_stateTr False

ansition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible
for this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting”

"deleting": "deleted"

"deleted":

The desired state for the
relationship.

At creation, the only
valid value is
"established".

Defined values are:

 "established" - The
relationship is
created.

* "failedOver" -
Failover of the
application to the
destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDe True
tail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver",
"deleted"

* "failingOver":
"failedOver",
"deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,

including why the current

state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum Iltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

562

Type Required

string False

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe False
tail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A
new snapshot was
created and is now
being replicated to
the destination
cluster. This state
also covers the
transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer
in progress.

Permitted state
transitions from a given
defined state.

The following state
transitions are possible
for this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the
resource cannot be
determined (for
example, due to lack
of connectivity)

* "normal" - The
resource has no
known issues and
can provide services
in accordance with
the interface
specification

"warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface
specification

"critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface
specification
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Name Type Required Description

healthStateTransitions array[type_astra_stateTr True Permitted state
ansition] transitions from a given
defined state.
The following state
transitions are possible
for this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",
"warning", “critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

healthStateDetails array[type_astra_stateDe True Additional details about
tail] the current state

including why the current
state was reached.
If no details are
available, this array will
be empty.
Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an AppMirror resource for an app
GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appMirrors/{appMirror id}

Returns the stored AppMirror API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing
app resource
appMirror_id string path True ID of the appMirror
collection to list
Response

Status: 200, Returns the stored AppMirror API resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

° ll1 .O"

id string True Globally unique identifier
of the resource.
Defined values are:

» Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

Type

string

string

string

Required

True

True

False

Description

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

« Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

e Conforms to the Astra
Identifier Schema
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Name

destinationClusterID

namespaceMapping

568

Type Required

string True

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application.

Each JSON object
contains the fields
"clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.

If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.

Defined values are:

* Minimum length: 0

* Maximum length: 2


#namespaceMapping

Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2
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Name

state

570

Type

string

Required

True

Description

The state of the
relationship.
Defined values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.



Name

stateTransitions

stateDesired

Type

Required

array[type_astra_stateTra False

nsition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.
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Name

stateAllowed

stateDetails

572

Type Required

array[string] False

array[type_astra_stateDet True
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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Name

healthState

574

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification



Name

healthStateTransitions

healthStateDetails

metadata

Type Required

array[type_astra_stateTra True
nsition]

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.0",

"id": "c5fbadd4-5d%9e-5942-bb7f-£5386b6b6253",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaces": [
"nsl-dest",
"ns2-dest"

}
1,
"state": "established",
"stateTransitions": |
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to'l: [
"failedOver",
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"deleting"
]
by
{
"from": "failedOver",
"to": |
"establishing",
"deleting"
]
by
{
"from": "deleting",
"to": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",

"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established.”
}
I
"healthState": "normal",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"
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]
by
{

"from": "warning",
"to": [
"indeterminate",
"normal",
"critical"
]
}I
{

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"

}
I
"healthStateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",

"title": "Invalid query parameters",

"detail": "The supplied query parameters are invalid.",
"status": "400"
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Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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See Definitions
namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

582

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

storageClassName

type astra_stateTransition

Name
from

to

type_astra_stateDetall

Name
type
title
detail

type_astra_label

Name
name

value

Type

string

Type
string

array[string]

Type
string
string

string

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name
labels

creationTimestamp

Type
array[type_astra_label]

string

Required
False

False

Description
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Name Type Required Description

modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an AppMirror resource for an app
PUT /accounts/{account_id}/k8s/vl/apps/{app_ id}/appMirrors/{appMirror id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

» Various side effects based on desiredState.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing
app resource
appMirror_id string path True ID of the appMirror

collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

584



» Various side effects based on desiredState.

Name

type

version

sourceAppID

sourceClusterlD

Type

string

string

string

string

string

Required

True

True

False

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

° ll1 'Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

destinationAppID

destinationClusterID

586

Type

string

string

Required

False

False

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

588

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2


#storageClasses

Name Type Required Description

state string False The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

 "established" - The
relationship is
created.

« "failingOver" - Failover
of the application to
the destination cluster
is in progress.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

590

Type

Required

array[type_astra_stateTra False

nsition]

string

False

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDet False
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O
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Name

transferState

transferStateTransitions

transferStateDetails

592

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

False

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification
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Name

healthStateTransitions

healthStateDetails

metadata

594

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

type_astra_metadata_upd False
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-appMirror",
"version": "1.0",

"stateDesired": "failedOver"

Response

Status: 204, Indicates if the appMirror resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

596

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions
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See Definitions
namespaceMapping

Name

clusterID

namespaces

storageClasses

Name

clusterID

Type

string

array[string]

Type

string

Required

False

False

Required

False

Description

Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.

Defined values are:

* Minimum length: 1

* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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Name Type

storageClassName string

type astra_stateTransition

Name Type
from string
to array|[string]

type_astra_stateDetall

Name Type
type string
title string
detail string

type_astra_label

Name Type
name string
value string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

Required
True

True

Required
True
True

True

Required
True

True

Description

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

Description

Description

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type
labels array[type_astra_label]
creationTimestamp string

600

Required
False

False

Description


#type_astra_label

Name
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Delete an AppMirror resource for an app

Type
string
string

string

Type

string

string

Type

string

string

Required
False
False

False

Required

True

True

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

DELETE /accounts/{account id}/k8s/v1/apps/{app id}/appMirrors/{appMirror id}

Removes the specified AppMirror API resource.
Starts a process to asynchronously remove the AppMirror resource, along with any resources on the source

and destination clusters that were created as a result of the AppMirror relationship. The resources removed are
dependent on the state of the relationship at the time of deletion.

Side Effects

* The stateDesired field is set to "deleted".

» The state field is set to "deleting".

« If state is "established", the TridentMirrorRelationships and PersistentVolumeClaims created by the

AppMirror relationship will be deleted.

« If state is "failedOver", the TridentMirrorRelationships created by the AppMirror relationship will be deleted
and the PersistentVolumeClaims in the destination application will be left in place.

» When the asynchronous delete operation is completed, the AppMirror API resource will be removed from

both the source and destination applications.
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Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appMirror_id string path True ID of the appMirror
collection to list

Response

Status: 204, Indicates if the appMirror resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type":
"title":

"detail":
"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",

"403"

Not found

Type
string
string
string
string

string

Example error response

"type":
"title":

"detail":
"status":

Definitions
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"Resource not found",
"The resource specified in the request URI wasn't found.

"404"

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1",

Description



See Definitions
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Application Asset

Application Asset overview

The Application Asset API provides access to internal collections of state information used to manage
applications.

List the application assets for an application backup
GET /accounts/{account_id}/topology/vl/appBackups/{appBackup id}/appAssets
Returns a JSON array of all matching resources in the collection. If individual fields are specified in the

request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{-Account}}
appBackup _id string path True ID of the containing

appBackup resource
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Name Type In Required

include string query False
limit string query False
Response

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llid"

* example:
assetType,asset
Name

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll

Status: 200, Returns a JSON array of all matching resources in the

collection. If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name Type Required

items array[Any of: True
appAsset_1.1_get respon
se_body, array[]]

metadata type_astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

610

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

appAsset_1.1_get_response_body

Required Description
True
True
True
True

False
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Name

type

version

assetType

creationTimestamp

GVK

612

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset.

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the
Astra Metadata

Schema

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application asset from an application backup

GET

/accounts/{account id}/topology/vl/appBackups/{appBackup id}/appAssets/{appAsset
id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

appBackup _id string path True ID of the containing
appBackup resource

appAsset_id string path True ID of the appAsset
collection to list

Response

Status: 200, Returns the stored Application Asset API resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appAsset"

version string True Version of the resource.
Defined values are:

. "1.0“
° Il1 -1ll

id string True Globally unique identifier
of the resource.
Defined values are:

* Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

616

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type_astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource.

Defined values are:

e Conforms to the Astra
Metadata Schema
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Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group": "apps",
"kind": "Pod",
"version": "v1"
by
"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",
"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required

type string True

title string True

detail string True
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

622

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Required Description
True
True
True
True

False
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Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

List the application assets for a managed cluster

GET
/accounts/{account id}/topology/vl/managedClusters/{managedCluster id}/apps/{app_
id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{-Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the containing
app resource
include string query False Indicates which

fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

appAsset_1.1_get_response_body

630

Required

True

True

Required
True

True

Required

True
True
True
True

False

Description

JSON string containing
the label name
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

JSON string containing
the label value
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Description

Description


#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.
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#GVK

Name

resource

assetlD

labels

assetName

namespace
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Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset.

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254


#type_json
#labels

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Retrieve an application asset for a managed cluster

GET

Type

type_astra_metadata

Type
string

number

array[type_astra_label]

string
string
string

string

Type

string

string

Required

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema

Description

Description

Name of the invalid
query parameter

Reason why the query

parameter is invalid

/accounts/{account id}/topology/vl/managedClusters/{managedCluster id}/apps/{app
id}/appAssets/{appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name

account_id

managedCluster_id

app_id

appAsset _id

Response

Status: 200,

Type

string

string

string

string

path

path

path

path

Required

True

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

ID of the containing
app resource

ID of the appAsset
collection to list

Returns the stored Application Asset API resource in the JSON

response body.

Name

type

version
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Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1 -Oll

° ll1 .1ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema



Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0

635


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

636

Type

string

string

type_astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource.

Defined values are:

e Conforms to the Astra
Metadata Schema


#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",
"metadata": {

Response

Status:

Name
type
title
detail

"createdBy":

401,

"labels": [],
"creationTimestamp":
"modificationTimestamp":

Unauthorized

Type
string
string

string

"2022-10-06T20:58:16.305662Z2",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required
True
True

True

Description

637



Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

638

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

640

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't



See Definitions

GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

642

Required

True

True

Required
True

True

Required

True
True
True
True

False

Description

JSON string containing
the label name
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

JSON string containing
the label value
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Description

Description


#type_astra_label

Name

name

reason

Type

string

string

List the application assets for an app

Required

True

True

GET /accounts/{account_id}/k8s/vl1/apps/{app_id}/appAssets

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters
Name Type
account_id string
app_id string
include string

path

path

query

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/ko-kr/astra-automation-2304/python/.html#appAsset_1_1_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

648

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

appAsset_1.1_get_response_body

Required Description
True
True
True
True

False

649


#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

650

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset.

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254
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#type_json
#labels

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the
Astra Metadata

Schema

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application asset for an app
GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appAssets/{appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appAsset_id string path True ID of the appAsset
collection to list

Response

Status: 200, Returns the stored Application Asset API resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appAsset"

version string True Version of the resource.
Defined values are:

. "1.0“
° Il1 -1ll

id string True Globally unique identifier
of the resource.
Defined values are:

* Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

654

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type_astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource.

Defined values are:

e Conforms to the Astra
Metadata Schema
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#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group": "apps",
"kind": "Pod",
"version": "v1"
by
"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",
"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required

type string True

title string True

detail string True
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

660

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Required Description
True
True
True
True

False
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#type_astra_label

Name

name

reason

List the application assets from an application backup for an app

GET

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

/accounts/{account id}/k8s/v1/apps/{app id}/appBackups/{appBackup id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

account_id

app_id

appBackup_id

include

662

Type

string

string

string

string

In Required
path True

path True

path True
query False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the containing
appBackup resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions

666
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

appAsset_1.1_get_response_body

668

Required

True

True

Required
True

True

Required

True
True
True
True

False

Description

JSON string containing
the label name
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

JSON string containing
the label value
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Description

Description


#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.
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#GVK

Name

resource

assetlD

labels

assetName

namespace

670

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset.

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254


#type_json
#labels

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

type_astra_metadata

Type
string

number

array[type_astra_label]

string
string
string

string

Type

string

string

Required

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema

Description

Description

Name of the invalid
query parameter

Reason why the query

parameter is invalid

Retrieve an application asset from an application backup for an app

GET

/accounts/{account id}/k8s/v1l/apps/{app id}/appBackups/{appBackup id}/appAssets/{

appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appBackup_id string path True ID of the containing
appBackup resource

appAsset _id string path True ID of the appAsset
collection to list

Response

Status: 200, Returns the stored Application Asset API resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appAsset"

version string True Version of the resource.
Defined values are:

° ll1-0ll
° ll1 -1"

id string True Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0
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#GVK
#type_json
#labels

Name

assetName

namespace

metadata

674

Type

string

string

type_astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource.

Defined values are:

e Conforms to the Astra
Metadata Schema


#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",
"metadata": {

Response

Status:

Name
type
title
detail

"createdBy":

401,

"labels": [],
"creationTimestamp":
"modificationTimestamp":

Unauthorized

Type
string
string

string

"2022-10-06T20:58:16.305662Z2",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required
True
True

True

Description

675



Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response
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Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

678
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"Collection not found",
"The collection specified in the request URI
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wasn't



See Definitions

GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

680

Required

True

True

Required
True

True

Required

True
True
True
True

False

Description

JSON string containing
the label name
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

JSON string containing
the label value
Defined values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Description

Description


#type_astra_label

Name

name

reason

List application assets for an application snapshot

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appSnaps/{appSnap id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

account_id

app_id

appSnap_id

include

Type

string

string

string

string

path

path

path

query

Required

True

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

ID of the containing
appSnap resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

686

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

appAsset_1.1_get_response_body

Required Description
True
True
True
True

False
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#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

688

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset.

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254
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#labels

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the
Astra Metadata

Schema

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application asset for an application snapshot and app

GET
/accounts/{account id}/k8s/v1/apps/{app id}/appSnaps/{appSnap id}/appAssets/{appA
sset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_label

Name

account_id

app_id

appSnap_id

appAsset _id

Response

Status:

Type

string

string

string

string

path

path

path

path

Required

True

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the containing
appSnap resource

ID of the appAsset
collection to list

200, Returns the stored Application Asset API resource in the JSON

response body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 -1"

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

692

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type_astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource.

Defined values are:

e Conforms to the Astra
Metadata Schema
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#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group": "apps",
"kind": "Pod",
"version": "v1"
by
"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",
"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required

type string True

title string True

detail string True

694
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

698

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes.

Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type
name string
value string

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required Description

True JSON string containing
the label name
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"M\S.K{1,253}V)?([a-
z0-9A-Z_.-1){1,63}$"

True JSON string containing
the label value
Defined values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MN[a-z0-9A-Z_.-
1{1.63}$"

Required Description
True

True

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Required Description
True
True
True
True

False
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#type_astra_label

Name Type Required

name string True

reason string True

Application Backup

Application Backup overview

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Application Backup API enables a user to create and view backups of a managed application.

List all application backups

GET /accounts/{account_id}/topology/vl/appBackups

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters
Name Type In
account_id string path
include string query

700

Required

True

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appBackup_1.2_get_resp
onse_body, array[]]

metadata type astra_metadata_list True
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Example response

"type" .
"version":

"items": [

[

"application/astra-appBackups",
"1.2"’

"5¢cb608£9-571b-492e-a520-5bfb900a%boc",

"app-name-245",

"pending"

"f8faa690-7e09-48a4-b33c-7965712acd0c",

"app-name-244",

"completed"
]
I
"metadata": {
"labels":

"modificationTimestamp":

"createdBy":

Response

Status:

Name
type
title
detail
status

correlationlD
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401, Unauthorized

(1,

"creationTimestamp":

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",

"8£84cf09-8036-51e4-b579-bd30cb07b269"

Type
string
string
string
string

string

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":

704

Type
string
string
string

string

Required Description

True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",

"403"

Internal server error

Type
string
string
string
string

string

"Backups not listed",

Required Description

True
True
True
True

False

"https://astra.netapp.io/problems/96",

"The backups didn't 1list because of an internal

"500"

server



Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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type_astra_stateDetall

Name
type
title
detail

type_astra_label

Name
name

value

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

Type
string
string

string

Type
string

string

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
array[type_astra_label]
string
string
string

string

appBackup_1.2_get _response_body

Name

type

706

Type

string

Required
True
True

True

Required
True

True

Required
True
True
True
True

False

Required

True

Description

Description

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appBackup"


#type_astra_label

Name Type Required Description

version string True Version of the resource.
Defined values are:

° ll1.0ll
. ll1.1ll
° Il1-2ll

id string True Globally unique identifier
of the resource.
Defined values are:

» Conforms to the
UUIDv4 Schema

name string True JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by
a schedule, the system
assigns a name for the
backup.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

bucketID string True JSON string containing
an optional bucket ID
that indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket
is used. If no buckets are
available, an error will be
returned on create.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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Name

snapshotID

schedulelD

708

Type

string

string

Required

False

False

Description

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the
Astra Identifier
Schema

JSON string containing
an optional schedule ID
that indicates that the
backup was triggered by
a schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule.

Defined values are:

* Conforms to the
Astra |dentifier
Schema



Name

state

stateUnready

Type

string

array|[string]

Required

True

True

Description

JSON string containing a
value indicating the
operational state of the
backup.

Defined values are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

* "completed" - The
application backup
has completed
successfully

* "failed" - The
application backup is
in a permanent
failure state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

JSON array of JSON
strings, each indicating a
reason why an
application backup is
unable to transition to
"running”, or why it has
transitioned to "failed" or
"removed".

Defined values are:

* Minimum length: 1

* Maximum length:
127

709



Name

hookState

hookStateDetails

backupCreationTimesta
mp

totalBytes

bytesDone

710

Type Required

string False

array[type astra_stateDe False
tail]

string False
number False
number False

Description

JSON string containing a
value indicating the state
of any execution hooks
run as part of a
snapshot.

Defined values are:

 "failed" - One or
more execution
hooks have failed

* "success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
timestamp indicating
when the backup was
taken.

Defined values are:

» Conforms to the
ISO-8601 Date Time
Schema

JSON number
containing the total
number of bytes in the
backup.

JSON number
containing the number of
bytes backed up for a
running backup.

When the backup is
completed, it matches
with the totalBytes field.


#type_astra_stateDetail
#type_astra_stateDetail

Name

percentDone

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

number

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required

False

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

JSON number
containing the
percentage complete for
a running backup.
When the backup is
completed, it is set to
"100".

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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Retrieve an application backup

GET /accounts/{account_ id}/topology/vl/appBackups/{appBackup id}

Returns the stored Application Backup API resource in the JSON response body.

Parameters

Name Type In Required
account_id string path True
appBackup_id string path True
Response

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the appBackup
collection to list

Status: 200, Returns the stored Application Backup API resource in the

JSON response body.

Name Type Required
type string True
version string True
id string True
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Description

Media type of the
resource.
Defined values are:

* "application/astra-
appBackup"

Version of the resource.
Defined values are:

° ll1 'Oll

° ll1 -1ll

° ll1 -2"

Globally unique identifier
of the resource.
Defined values are:

» Conforms to the
UUIDv4 Schema



Name

name

bucketID

snapshotID

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup.

Defined values are:

* Minimum length: 1
* Maximum length: 63

« Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

schedulelD string False JSON string containing an
optional schedule ID that
indicates that the backup
was triggered by a
schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule.
Defined values are:

» Conforms to the Astra
Identifier Schema

state string True JSON string containing a
value indicating the
operational state of the
backup.

Defined values are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

* "failed" - The
application backup is
in a permanent failure
state

* "removed" - The
application backup is
not currently
accessible

e "unknown" - The
application backup
state cannot be
determined
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Name Type Required

stateUnready array[string] True

hookState string False

hookStateDetails array[type_astra_stateDet False
ail]

backupCreationTimestam string False

p

totalBytes number False

Description

JSON array of JSON
strings, each indicating a
reason why an application
backup is unable to
transition to "running", or
why it has transitioned to
"failed" or "removed".
Defined values are:

* Minimum length: 1

* Maximum length: 127

JSON string containing a
value indicating the state
of any execution hooks
run as part of a snapshot.
Defined values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
timestamp indicating
when the backup was
taken.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON number containing
the total number of bytes
in the backup.
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Name

bytesDone

percentDone

metadata

716

Type

number

number

type_astra_metadata

Required

False

False

True

Description

JSON number containing
the number of bytes
backed up for a running
backup.

When the backup is
completed, it matches
with the totalBytes field.

JSON number containing
the percentage complete
for a running backup.
When the backup is
completed, it is set to
"100".

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.


#type_astra_metadata

Example response

"type": "application/astra-appBackup",

"version"

: "1.2n,

"id": "bab39d53-2d04-5297-b92e-58df89a2117b",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state":

"pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"

717



Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/95",

"title": "Backup not retrieved",

"detail": "The backup wasn't retrieved because of an internal
issue.",

"status": "500"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

server
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

type_astra_stateDetall

Name Type Required Description
type string True
title string True
detail string True

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Delete an application backup

DELETE /accounts/{account_id}/topology/v1/appBackups/{appBackup id}
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Removes the specified Application Backup API resource.

Backups in progress will be canceled, and then deleted.

Side Effects

« If a backup is complete, the backup data is deleted.

Parameters

Name Type
account_id string
appBackup_id string
Response

path

path

Required Description

True ID of the containing
account resource

* example:
{{.Account}}

True ID of the appBackup
collection to list

Status: 204, Indicates if the appBackup resource was deleted.

Response

Status: 401, Unauthorized

Name
type
title
detail
status

correlationID
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Type
string
string
string
string

string

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":
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"https://astra.netapp.io/problems/97",

"Backup not deleted",

"The backup wasn't deleted because of an internal

"500"

Type Required Description
string True
string True
string True
string False
"https://astra.netapp.io/problems/11",
"Operation not permitted",
"The requested operation isn't permitted.",
"403"
Internal server error
Type Required Description
string True
string True
string True
string True
string False

server



Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/128",
"title": "Backup cancellation not allowed",
"detail": "A pending backup can't be canceled.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions

invalidParams

Name

name

reason

Type

string

string

Required

True

True

Create a new application backup for an app

POST /accounts/{account id}/k8s/v1/apps/{app id}/appBackups

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Indicates the desired values for the Application Backup API resource to be created.

Parameters

Name Type
account_id string
app_id string

Request Body

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

Indicates the desired values for the Application Backup API resource to be created.
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Name

type

version

name

bucketID

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appBackup"

Version of the resource.
Defined values are:

. ll1.0ll
° ll1'1ll
. ll1.2ll

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

e Conforms to the Astra
Identifier Schema
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Name Type Required Description

snapshotID string False JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

» Conforms to the Astra
Identifier Schema

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-appBackup",
"version": "1.2",
"name": "app-name-245"
}
Response

Status: 201, Returns the newly created appBackup resource in the JSON
response body.
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Name

type

version

name

Type

string

string

string

string

Required

True

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
appBackup"

Version of the resource.
Defined values are:

. ll1.0ll
° ll1'1ll
. ll1.2ll

Globally unique identifier
of the resource.
Defined values are:

* Conforms to the
UUIDv4 Schema

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the DNS
1123 Label Schema
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Name

bucketlD

snapshotID

schedulelD

730

Type

string

string

string

Required

True

False

False

Description

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the Astra
Identifier Schema

JSON string containing an
optional schedule ID that
indicates that the backup
was triggered by a
schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

state

stateUnready

Type

string

array|[string]

Required

True

True

Description

JSON string containing a
value indicating the
operational state of the
backup.

Defined values are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

* "completed" - The
application backup
has completed
successfully

* "failed" - The
application backup is
in a permanent failure
state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

JSON array of JSON
strings, each indicating a
reason why an application
backup is unable to
transition to "running", or
why it has transitioned to
"failed" or "removed".
Defined values are:

* Minimum length: 1

* Maximum length: 127
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Name Type Required

hookState string False

hookStateDetails array[type_astra_stateDet False
ail]

backupCreationTimestam string False

p

totalBytes number False

bytesDone number False
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Description

JSON string containing a
value indicating the state
of any execution hooks
run as part of a snapshot.
Defined values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
timestamp indicating
when the backup was
taken.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON number containing
the total number of bytes
in the backup.

JSON number containing
the number of bytes
backed up for a running
backup.

When the backup is
completed, it matches
with the totalBytes field.


#type_astra_stateDetail
#type_astra_stateDetail

Name

Type Required Description

percentDone number False JSON number containing

the percentage complete
for a running backup.
When the backup is
completed, it is set to
"100".

metadata type_astra_metadata True Client and service-

specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example response

"type": "application/astra-appBackup",
"version": "1.2",
"id": "bab39d53-2d04-5297-b92e-58df89a2117b",
"name": "app-name-245",
"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",
"state": "pending",
"stateUnready": [],
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
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Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidFields
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Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",
"status": "409"
}
Response

Status: 403, Forbidden

Name