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HTTP HAE Z=

HA| /accounts/{account_id}/core/v1/certificates

JSON &3 of

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUdAJTiBDRVJUSUZJQOFURSOtLSOtCk1JSUMyVEN",
"isSelfSigned": "true"

Zo| of

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
--header 'Content-Type: application/astra-certificate+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o



"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



HTTP HAE ZA=

HA| /accounts/{account_id}/core/v1/credentials

JSON &3 of

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": ({
"bindDn": "dW1kPWEkbWI1uLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

= Oi7HH0f it TH2 AtetE FUSHYAIL.

* bindDn %! password LDAP CIHEE|E HZASID Mg =~ Q= LDAP 22X} AFEXI2| base64 = QI &
Hiele! Xt ZSHRILICH bindDn LDAP AFEXIL| O|H|Y FA

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Content-Type: application/astra-credential+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"
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@ of2l curl OOl M= query D7) HE-E ALESH0] HA AaAlMES TEZSLICH A HEE X5t
DE HANE QIS LIS S AMY £+ JASLICH astra.account. 1dap.

HTTP HAE Z=

TIH 7| /accounts/{account_id}/core/v1/settings

Zo| o
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eq%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o



"items": [
["astra.account.ldap",

"12072b56-e939-45ec-974d-2dd83b7815df"
]
1,

"metadata": {}
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HTTP HAE ZA=E

E SEL|Ct /laccounts/{account_id}/core/v1/settings/{setting_id}

JSON &3 of

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"
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* 'Active Directory'?t SZ2HIZ X[ EL|CH

Zol o

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

HTTP OjAE ZE=

71 27| /accounts/{account_id}/core/v1/settings/{setting_id}

Zo| o
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:20z2",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",

"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",



"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://Jjson-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": ({
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

by



"port": {

"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

b

"state": "valid",

1,

"metadata": {}
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HA /accounts/{account_id}/core/v1/users

JSON &3 of

"type" : "application/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"
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° authProvider
° authID

° email

£ TELIL email 40| DRSHX| G811 RF7F LHBH0] 409 HTTP HEi ZE7F SEOIAM kg L|ct.

o

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSON 3¢ 0
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"metadata": {

"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",

"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "a7b5e674-albl-48f6-9729-6a571426d49f",
"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",
"companyName": "",

"email": "john.doe@example.com",
"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""
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HA| /accounts/{account_id}/core/v1/roleBindings

JSON 213 o
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

QU2 O sh 20| Tt TS At

o
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OS2,

* Of| CHol A2 =l ZHRILICE roleConstraint Astrall $IX] Z2|ANM AI2S £ U=
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LHERRHLICE.

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'
--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",
"roleConstraints": ["*"]

-
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HTTP HAE ZH=
HA| /accounts/{account_id}/core/v1/groups
JSON &3 of
{
"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"
}
2 Oi7HH 01 CHEH CHS At S HISHYAIL.
* Ch32 O{7H 71 2Rt
° authProvider
° authID
Zol of
curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header

'Content-Type: application/astra-group+json' —--header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o

15



"type": "application/astra-group",

"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

JE0f oigt e HilY S F=7HetLCt

YEILICE O Ao M et 2 F 2| UUIDZt LofOF

CHg RESTAPI £33 $30t0] 188 S 2| Hfol
l S 2818 = Astra0] 21018t 4 ABLICE

o|'|_||:|-

HTTPHAE ZF=E

HA| /accounts/{account_id}/core/v1/roleBindings

JSON &3 of

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

2 o7 s=0f it CHS Abet

o

NS,

* Of| CHol A2 El ZHRILICE roleConstraint Astrall $IX] ZE|ANM AI2SE £ U= -uc-’rc’e'_c".__" SMULICE O]
HAIX|= AF2XF EE HYALO| AN R XHSHe|X] 10 BE HQJAHO| AN HMAL £~ JASS LIEFHLICE

Zolof
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON S& o
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2£91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-aeb53-497a-963d-1£c89990525b",

"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329a",
"role": "Viewer",
"roleConstraints": ["*"]

(-

SHE OH7HE0f T TS Arol] RolSHUAI2.

* UYULICE group 8 AR principalType BEE= ALEX7t Ot 20| CHolf e HIQIZ O] 7R S
LIEHHLICE,

mo

LDAPE H|Z-detot M 2FeLICE

Astra Control Center HHE2O 2 T Q0] |2} 28Tt 2 Ql=
ArEtQILICH LDAP Q158 MYMOZ |2 M3tstl LDAP A4S MANE £ Q&L .

FH3EE &Y D5 of ciet ID7t 2RPLICE astra.account.ldap OtAERZt AH. MH IDE AMsH= 20|
Chet XpM[eh LHE2 * LDAP AMH 14 * off ZRE[0 ASLICEH S HZESHIA|L "LDAP MJHO| UUIDE Z3stct &
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LIS RESTAPI &2 $+d6t0| EH Astra 7150]| Cli{et LDAP Q152 MYXNO R H|ghdate o~ JASLICH S2t E
AOO|ERILICE astra.account.ldap M U S HESHUAIR isEnabled 20| 2 HBHE|N JYESLICt false.

HTTP HAE Z=

E==ELC} /accounts/{account_id}/core/v1/settings/{setting_id}

JSON 22 o

"type": "application/astra-setting",

"version": "1.0",
"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example, dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

97t §SHC =2 O|ROX|H, YL|CtuTTP 204 SEO| HIEELICE TR0 w2t 718 BE S ChA| At HES
efolgt = AUSLIL.

LDAP 215 F1dS MAZRLICH

LIS RESTAPI @2 8510 LDAP AHOA Astra HZ 2 211 AstralllA| LDAP 7142 MA™Y & JASLICE
E3t7t E YH|O|ERLICt astra.account.ldap 8™ U 2t connectionHost 7} X[ ELICE

O Zt isEnabled & 2 *"X"?"HOF SLICt false. HHEH S3E ob7| Mol = MM SHE 6t7| 2IdH o] 242
HYY 2 JUSLICE F HIY 2= connectionHost X S(E) X0 &LICH isEnabled YT AN S E0A

false 2 AATHL|C}.
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O O|= BEHS 0p7[ohe AH0|D 2 Fo|sto] ZIMsHof BILICE JHH 2 LDAP AFSRL X 10| BE
A

M| ElL|Ct. E3t Astra Control CenterOHH E 2

HTTP HAE Z=

EL=ZELC} /accounts/{account_id}/core/v1/settings/{setting_id}

JSON &3 of

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN":

"OU=users,OU=astra, DC=example, dc=com",
"userSearchFilter": " ((objectClass=User))"
"vendor": "Active Directory"

}

14

CHS Aol RelstiAlL.

* LDAP AMHE HZAHSIZ{H LDAP H

Z2 SliHIStD MA™SHOF BLICE connectHost 9 W0 EA|E CHE null
ztoz
HA — .

curl --location -i --request PUT --data @JSONinput

Al A Astra AHEXt, & 9 roleBindings(LDAP
FY) 2T AHRLIC

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json'
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
S57t dSH2 =2 O|ROX|H, YL|Ct urTe 204 SEO| BHEHEILICE MEMO 2 S CHA| HASHH H
stolst 4 QlaLict

-—-header
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