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Token

Token overview

The Token API enables users to create and manage API access tokens.

Create a new token for a user in a group

POST /accounts/{account id}/core/vl/groups/{group id}/users/{user id}/tokens

Indicates desired values for the Token API resource to be created.

Parameters

Name Type
account_id string
group_id string
user_id string

Request Body

path

path

path

Required

True

True

True

Indicates desired values for the Token API resource to be created.

Name Type
type string
version string

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
group resource

ID of the containing
user resource

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

° ll1 .0"



Name

name

metadata

Example request

Type

string

Required

True

type_astra_metadata_upd False

ate

"application/astra-token",

thpe" :
"version": "1.0",
"name": "Snapshot Script"
}
Response

Description

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_metadata_update
#type_astra_metadata_update

Status: 201,
body.

Name

type

version

name

userlD

Returns the newly created token resource in the JSON response

Type

string

string

string

string

string

Required

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

° Il1 .O"

Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

token string True JSON string containing a
base64-encoded system-
generated API token.
Defined values are:

» Conforms to the
base64 Encoded Data

Schema
metadata type astra_metadata_upd True Client and service-
ate specified metadata

associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example response
{
"type": "application/astra-token",
"version": "1.0",
"id": "822fabl2-c224-5d1f-8118-5fb5d2def8b9",
"name": "Snapshot Script",
"userID": "09f8933c-ad74-4f4e-8ef5-1ffaalfb8e%b",
"token": "QSBKV1QgVGO9rzZW4gd291bGQgzZ28gaGVyzS4="",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£84cf09-8036-51e4-b579-bd30cb07b269"


#type_astra_metadata_update
#type_astra_metadata_update

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request

body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationID string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",
"status": "409"
}
Response

Status: 403, Forbidden


#invalidFields

Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"



Definitions

See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid


#type_astra_label

List the tokens for a user in a group

GET /accounts/{account_id}/core/vl/groups/{group id}/users/{user id}/tokens

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

group_id string path True ID of the containing
group resource

user_id string path True ID of the containing
user resource

include string query False Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name

filter

orderBy

skip

10

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n



Name Type In Required Description

count string query False Indicates if the total
number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

continue query False Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
token_1.0_get_response__
body, array[]]

metadata type_astra_metadata_list True

11


https://docs.netapp.com/ko-kr/astra-automation-2307/{relative_path}.html#token_1_0_get_response_body
https://docs.netapp.com/ko-kr/astra-automation-2307/{relative_path}.html#token_1_0_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-tokens",
"version": "1.0",
"items": [

[

"4e99da9%96-152e-4aee-9207-4b6d04d22384d",

"Snapshot Script"

"43ab09%af-e558-4blb-a6d5-49df7c39£22c",

"Snapshot Taker"

"ccad8856-9e25-4170-b49%9a-d32265c5e5f1",

"Volume Checker"

]
1,

"metadata": {

"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":

Response

Status: 401, Unauthorized

Name
type
title
detail
status

correlationlD

12

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",

"8£84cf09-8036-51e4-b579-bd30cb07b269"

Type
string
string
string
string

string

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
invalidParams array[invalidParams] False List of invalid query
parameters
Example response
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

13


#invalidParams

Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"

14
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See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

token_1.0_get_response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
token"

version string True Version of the resource.
Defined values are:

° Il1 .O"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

16


#type_astra_label

Name Type Required

name string True

userlD string True

metadata type_astra_metadata_up True
date

type_astra_metadata_list

Name Type Required

continue string False

Description

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the UUID for the user
that the token is
associated with. Defined
values are:

e Conforms to the
Astra Identifier
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

* Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

17


#type_astra_metadata_update
#type_astra_metadata_update

Name Type Required Description

count number False
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Retrieve a token for a user in a group

GET
/accounts/{account id}/core/vl/groups/{group id}/users/{user id}/tokens/{token id

}
Returns the stored Token API resource in the JSSON response body.

* The "token" key/value will not be returned.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
group_id string path True ID of the containing
group resource
user_id string path True ID of the containing

user resource

18


#type_astra_label

Name Type In Required
token_id string path True
Response

Status: 200

Returns the stored Token API resource in the JSSON response body.

» The "token" key/value will not be returned.

Name Type Required
type string True
version string True
id string True
name string True

Description

ID of the token
collection to list

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

19



Name Type Required Description

userlD string True JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

» Conforms to the Astra
Identifier Schema

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example response
{
"type": "application/astra-token",
"version": "1.0",
"id": "822fabl2-c224-5d1f-8118-5fb5d2def8b9",
"name": "Snapshot Script",
"userID": "09f8933c-ad74-4f4e-8ef5-1ffaalfb8e9%b",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

20


#type_astra_metadata_update
#type_astra_metadata_update

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

21


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True

22



Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI
found.",
"status": "404"
}
Definitions

wasn't

23



See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify a token for a user in a group

PUT
/accounts/{account id}/core/vl/groups/{group id}/users/{user id}/tokens/{token id

}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Parameters

24


#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

group_id string path True ID of the containing
group resource

user_id string path True ID of the containing
user resource

token_id string path True ID of the token
collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
token"

version string True Version of the resource.
Defined values are:

. ll1 .Oll

id string False Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

25



Name

name

userlD

metadata

26

Type Required
string False
string False

type_astra_metadata_upd False
ate

Description

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

e Conforms to the Astra
Identifier Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-token",
"version": "1.0",
"name": "New Token Name"
}
Response

Status: 204, Indicates if the token resource was updated.

Response

Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationlD string

Example response

"type": "https://astra.netapp.io/p
"title": "Missing bearer token",
"detail": "The request is missing
"status": "401"
}
Response

Status: 400, Bad request

Required Description
True
True
True
True

False

roblems/3",

the required bearer token.",

27



Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

28

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields
#invalidFields

Example response

Description

Description

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response
Status: 403, Forbidden
Name Type Required
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True

29



Name Type Required Description

detail string True
status string True
correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions

30



See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

31


#type_astra_label

Delete a token for a user in a group

DELETE
/accounts/{account id}/core/vl/groups/{group id}/users/{user id}/tokens/{token id

}
Removes the specified Token API resource.
Side Effects

» The corresponding API token credential is removed from the credential service as a side effect.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
group_id string path True ID of the containing
group resource
user_id string path True ID of the containing
user resource
token_id string path True ID of the token
collection to list
Response

Status: 204, Indicates if the token resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True

32



Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",

"title": "Invalid query parameters",

"detail": "The supplied query parameters are invalid.",
"status": "400"

Response


#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

34



Example error response

"type" .
"title":

"detail":
"status":

Definitions

See Definitions
invalidParams

Name

name

reason

Create a new token for a user

POST /accounts/{account id}/core/vl/users/{user id}/tokens

"Resource not found",

"https://astra.netapp.io/problems/1",

"The resource specified in the request URI wasn't found.",

"404"

Type

string

string

Required

True

True

Indicates desired values for the Token API resource to be created.

Parameters

Name

account_id

user_id

Request Body

Type

string

string

path

path

Indicates desired values for the Token API resource to be created.

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
user resource

35



Name

type

version

name

metadata

36

Type

string

string

string

Required

True

True

True

type_astra_metadata_upd False

ate

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

° ll1 .O"

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-token",
"version": "1.0",
"name": "Snapshot Script"
}
Response

Status: 201, Returns the newly created token resource in

body.

Name

type

version

name

Type

string

string

string

string

Required

True

True

True

True

the JSON response

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

. ll1 .O“

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.
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Name

userlD

token

metadata

38

Type Required
string True
string True

type_astra_metadata_upd True
ate

Description

JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing a
base64-encoded system-
generated API token.
Defined values are:

« Conforms to the
base64 Encoded Data
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-token",

"version"

: "1.0",

"id": "822fabl2-c224-5d1f-8118-5fb5d2def8b9",
"name": "Snapshot Script",

"userID":

"token":

"09f8933c-ad74-4f4e-8ef5-1ffaalfb8e9b",
"QOSBKV1QgVG9rZW4gd291bGOgZ28gaGVyzS4="",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
}
}
Response
Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidFields

Example response

lltype" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

40

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields
#invalidFields

Example response

Description

Description

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response
Status: 403, Forbidden
Name Type Required
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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#type_astra_label

List the tokens for a user

GET /accounts/{account_id}/core/vl/users/{user id}/tokens

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
user_id string
include string
limit string

44

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
user resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll



Name

filter

orderBy

skip

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n
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Name Type In Required Description

count string query False Indicates if the total

number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

continue query False Indicates the token

to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in

the order specified.

Name Type Required Description

items array[Any of: True

m

46

token_1.0_get_response__
body, array[]]

etadata type_astra_metadata_list True


https://docs.netapp.com/ko-kr/astra-automation-2307/{relative_path}.html#token_1_0_get_response_body
https://docs.netapp.com/ko-kr/astra-automation-2307/{relative_path}.html#token_1_0_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-tokens",
"version": "1.0",
"items": [

[
"4e99da96-152e-4aee-9207-4b6d04d2238d",
"Snapshot Script"

"43ab0%af-e558-4blb-a6d5-49df7¢c39f22c",
"Snapshot Taker"

"ccad8856-9e25-4170-b49%9a-d32265c5e5f1",
"Volume Checker"
]
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
invalidParams array[invalidParams] False List of invalid query
parameters
Example response
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden
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#invalidParams

Name
type
title
detail
status

correlationID

Example response

"type":

"title":
"detail"
"status"

Error

Status: 404,

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

: "The requested operation isn't permitted.",

: "403"

Not found

Type
string
string
string
string

string

Example error response

" type" :
"title":

"detail":

found.",

"status":

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/2",

"Collection not found",

"404"

"The collection specified in the request URI wasn't

49
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See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

token_1.0_get_response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
token"

version string True Version of the resource.
Defined values are:

° Il1 .O"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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#type_astra_label

Name Type Required

name string True

userlD string True

metadata type_astra_metadata_up True
date

type_astra_metadata_list

Name Type Required

continue string False

52

Description

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the UUID for the user
that the token is
associated with. Defined
values are:

e Conforms to the
Astra Identifier
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

* Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description


#type_astra_metadata_update
#type_astra_metadata_update

Name
count

labels

creationTimestamp

modificationTimestamp

createdBy

modifiedBy

invalidParams

Name

name

reason

Type

number

array[type_astra_label]

string
string
string

string

Type

string

string

Retrieve a token

Required
False
False
False
False
False

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

GET /accounts/{account id}/core/vl/users/{user id}/tokens/{token id}

Returns the stored Token API resource in the JSSON response body.

* The "token" key/value will not be returned.

Parameters

Name

account_id

user_id

token_id

Response

Type

string

string

string

path

path

path

Required

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
user resource

ID of the token
collection to list
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#type_astra_label

Status: 200

Returns the stored Token API resource in the JSON response body.

* The "token" key/value will not be returned.

Name

type

version

name

userlD

54

Type

string

string

string

string

string

Required

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
token"

Version of the resource.
Defined values are:

. ll1 .O“

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example response
{
"type": "application/astra-token",
"version": "1.0",
"id": "822fabl2-c224-5d1f-8118-5fb5d2def8b9",
"name": "Snapshot Script",
"userID": "09f8933c-ad74-4fd4e-8ef5-1ffaalfb8e9b",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
}
Response
Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
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#type_astra_metadata_update
#type_astra_metadata_update

Name
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Example response

" type" :
"title":

"detail":

"status":

56

Type
string
string

string

"Missing bearer token",

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required Description
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",
"401"

Required Description
True

True

True

True

False

False List of invalid query
parameters

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

"The supplied query parameters are invalid.",
"400"


#invalidParams

Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions
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"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't



See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify a token

PUT /accounts/{account_id}/core/vl/users/{user id}/tokens/{token id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Parameters

59


#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

user_id string path True ID of the containing
user resource

token_id string path True ID of the token
collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
token"

version string True Version of the resource.
Defined values are:

° Il1 .O"

id string False Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

name

userlD

metadata

Type Required
string False
string False

type_astra_metadata_upd False
ate

Description

JSON string containing a
token name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing
the UUID for the user that
the token is associated
with. Defined values are:

e Conforms to the Astra
Identifier Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-token",
"version": "1.0",
"name": "New Token Name"
}
Response

Status: 204, Indicates if the token resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields
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#invalidFields
#invalidFields

Example response

Description

Description

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response
Status: 403, Forbidden
Name Type Required
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",

"title": "Resource not found",

"detail": "The resource specified in the request URI wasn't found.",
"status": "404"

Definitions



See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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#type_astra_label

Delete a token

DELETE /accounts/{account id}/core/vl/users/{user id}/tokens/{token id}
Removes the specified Token API resource.

Side Effects

» The corresponding API token credential is removed from the credential service as a side effect.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
user_id string path True ID of the containing
user resource
token_id string path True ID of the token
collection to list
Response

Status: 204, Indicates if the token resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
invalidParams array[invalidParams] False List of invalid query
parameters
Example response
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden
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#invalidParams

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

Example response

{

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.

"status": "404"

69



Definitions

See Definitions

invalidParams

Name Type
name string
reason string

70

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid



4=

M =

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXIL
A MH 521 glo|= ofet HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS HIZet 22T,

XA = 7|AN e o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2Q] 20| M ALF nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y Sths Zel5t0](010f I X| §4F), Of ALEH 0] A= QIol| LMd}=

I
2= A o 721 A8, QU Sof, UM Ao, ZHA AdHo] Lo chotod 1 2 0|9, ME, Ao}
O, {243t Mol S Bel(hAl twi JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24y JH5 0| SX|EI{CH SHEFE ORI pRILIc

NetApp2 & A0 2 E MFS ANEX o2 glo] HEY AH2|E EFELICE NetApp2 NetApp2| HAE Q!
MH So|E &2 ZRE Melste & 2M0 2 E HFS A5 2dst= ofet ZH|0l| = MRS X|X| 5LICt.
= HEZQ A = F0i2 B2 NetAppOfiA= Ot ESH, S HH = 7|6 XA T LHH0| HEE|= 2to| AT
M SotXA| gdELItt.

= B0 2FE HMFZ2 oLt ol g2l 0= 59, ot 5] L= £ ¢l 5512 2 UL

Mgtd M| Al HEo| o3t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= H|O|H-H| &4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE MptAtEto] MEEL|CE.

of7|off Z&E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEE AZEY s 2EMOZ MAHE0|H 710l
HI20O 2 JNUE|JELICH O|= M2 = HIO|E 7t M3E O|= Alefat 2sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHHO0|I e 4 ol THAHE0| E7t56HH F| & S7Hst 2to| A E Mgt o=
ZHELICE of7]0f] IS E BRE M 2lSt NetApp, Inc.2| AP MH S01 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E & QI&LICE 0|2 2UHR0)| Cist M5 210 MlA = DFARS 8t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L}ZEl Ot3= NetApp, Inc.2| HEL|CEH 7|EF S|AF S

HE OIE2 SiE 27X dHY &= ASLIC

71


http://www.netapp.com/TM

	Token : Astra Automation
	목차
	Token
	Token overview
	Create a new token for a user in a group
	List the tokens for a user in a group
	Retrieve a token for a user in a group
	Modify a token for a user in a group
	Delete a token for a user in a group
	Create a new token for a user
	List the tokens for a user
	Retrieve a token
	Modify a token
	Delete a token


