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curl 0f: 2= AHEXS| 2 H|O|EE HhetetL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
curl of: 2= AFEXte| 0| &, 4 3! IDE gretefL|Ct
curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON =3 0f

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1y
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%aal0l183a6c"
]
1y

"metadata": {}
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HTTP HAE a2

HA| /accounts/{account_id}/core/v1/users

JSON &3 of

"type" : Tapplication/astra-user",

"yversion" : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"
}

Zol o

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

JSON =3 o



"metadata": {

"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO0O7dac0a-a328-4840-a2l16-12delobbbd484",

"authProvider": "local",

"authID": "jwest@example.com",

"firstName": "John",

"lastName": "West",

"companyName": "",

"email": "jwest@example.com",

"postalAddress": {
"addressCountry":

nwu
’
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",

"postalCode":
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""
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HTTP |2 E a2

HA| /accounts/{account_id}/core/v1/roleBindings
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JSON ¢/ o

"type" : T"application/astra-roleBinding",

"version"™ : "1.1",

"userID" : "dO7dac0a-a328-4840-a2l16-12del6bbd484",

"accountID" : "29elf39f-2bfd4-44ba-al91-5b84ef414c95",

"role" : "viewer",

"roleConstraints": [ "*" ]
}

Zol of

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
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"type" : "application/astra-credential",
"version"™ : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {

"cleartext" : "TmVOQXBwWMTIz",

"change" : "ZmFsc2U="

by

"valid" : "true"

#ol of

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
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"type": "application/astra-certificate",

"version": "1.0",
"certUse": "rootCA",
"cert":

"LSO0tLS1CRUJAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

2 o0 TSt ChS Al

—

isSelfSigned =(E)E 4

Zol o

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
—-—-header 'Content-Type:

application/astra-certificate+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S o



10

"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



HTTP OjAE ZE=E

HA| /accounts/{account_id}/core/v1/credentials

JSON 213 o

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {

"bindDn": "dWl1kPWFkbWluLG91PXN5c3R1bQ=="),

"password": "cGFzc3dvcmQ="

QU2 f7HE 40 T TS AFEHS FISHIAIL.

* bindDn % password LDAP C|EEZ|E HZASID ZHAg
HEQIE Xt ZSHQILICH bindbn LDAP AFEXtS| O|H[Y

Zol o

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Content-Type: application/astra-credential+json'
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

DAP 22| Xt ALEXI2| base64= Q12

--header

—
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"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

CtSat 22 SE o1 E0f

10

o]

A2,

0

* £ 2Lt ia LS |12 22 HAH0IM XHE SHO| 7F ArELICt.

=

LDAP &9 UUIDE AAMstL|Ct

O] UUIDE AMdIH{™ CH3 RESTAPI 22 YLt astra.account . 1dap Astra Control Center0i| ZgtEl

= 0O
AFYLICEH

@ Otz curl MMM = query OH7H HE AFESH0] AW M2 THEYSLICH Cid HEE X750
DE HNYE QIS LIS 2 BMY £ JAELICH astra.account. 1dap.

HTTP HAE Z=Z

7™ 7| /accounts/{account_id}/core/v1/settings

Zol of
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o
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"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

LDAP 2HS HO|0|ERfLIC

CHS RESTAPI 2 £2 +3510{ LDAP 23S HOI0|EStL 1S A= RILICE S AFS-LICt ia off Chiet 0| API

=& ZLICH <sETTING 1D> Of2ff URL B22| 2f.

= Lo ok ArAMiet 8

(D) 582 U 2| 288 SX S0 configSchema & & 4 2LELIC 01 1
T4el & EEE

=
g 92 4 ABLICL

HTTP OjAE ZE=E

EL=ZLC} /accounts/{account_id}/core/v1/settings/{setting_id}
JSON 22 of
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

* isEnabled S(8) & dHMOF LLICt true E= 2F 7 LAl & ASLICH

credentialId = UM BHE HIQIE XtA ZSHO| IDYIL|CE.

|IO|'

* secureMode S(E) E MH O}

fLICE LDAP &= LDAPS O|™ HHA|o S 7|HICZ ©
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* 'Active Directory'?t SZ X2 X[ EL|CH

Zol o

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

MEHXOZ C1Z RESTAPI 252 S0 LDAP 2E S AMst QHI0|ES 2ol = UELICEH

HTTP HAE ZH=E
It 27| /accounts/{account_id}/core/v1/settings/{setting_id}

#ol of

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {
"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",

"groupBaseDN": "ou=groups, ou=astra,dc=example,dc=com",

14



"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://Jjson-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": ({
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

by

15



"port": {

"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

b

"state": "valid",

1,

"metadata": {}

—

E ASLIL state OF2H HOf| /U= 2t S otLHE d= SEHQ HEYLILE
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HE 3 T8 T2 MAT}OHE 2hd MEHO|H OF&] 2= E[X| SUASLICE

sagLct TH0| M3NMO 2 ARE[}ELIC currentConfig SEO| YX|BLICH desiredConfig.
(= LDAP 4 T2 N AT} MO ESL|C.

Astra0l| LDAP &S =78t

LDAP7} Astra Control Center2| 215 Z2XI2 A=l $0= AstraZl LDAP X2 &9
AtESIO] 15T LDAP ALEXAE MEIE + ASLICE ZF AHEXH= Astra Control RESTA
Sl Astra0ll M| ASHH MK Astra®l| M S-S A8l OF gfL|Ct,
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SEES
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o
ol

SHEE AstraZ TAOHS OIS S 7HXI7H UBLICH ST S0 MBS HES MEBHIAL.

[

|
If
mjo
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N
St

(D) LDAPXIZ 32 ojoiY F4 U B3 LDAP 2 A2 ABR OIZYLICE,

LDAP 2IZ =0f| AEE[= 2} Astra ALEXIO|A| A S 2L = UASLICE Ol= ALERL =7t HOM 2 ALEXI7F M2

CHE 2t2] EMS 7HXD AS o Mttt
AF8XHE Z=IFtLcH
Ct2 REST APl 2 ES =A5t0] Astrali| AF2XHE F715t1 LDAPZL 215 HMSAHY S LIEHHLICE

HTTPHAE ZF=E

HA| /accounts/{account_id}/core/v1/users

JSON &3 of

"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"
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* C= of7f H0F 2eEL| ot
° authProvider
° authID

° email

£ TELIL email 40| DRSHX| G811 RF7F LHBI0] 409 HTTP HEi ZEJF SEOIA kg L|Ct.

o

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSON 3¢ 0
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"metadata": {

"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",

"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "a7b5e674-albl-48f6-9729-6a571426d49f",
"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",
"companyName": "",

"email": "john.doe@example.com",
"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

2 MEX0f Cis Het HiQlE S F=Ttet|ct

CtZ RESTAPI 2 &S A0 AEXE EF AEof| HIQIGRLICE o] EHA0f| M d-det AFEXte] UUID7H RL010F

gLt

HTTP HAE Z=

HA| /accounts/{account_id}/core/v1/roleBindings

JSON &= o
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

QU2 O sh 20| Tt TS At

o

o

OS2,

* Of choll AFEE! ZRILICE roleConstraint Astra2l ®xf HE|A0M AFRY £ U= KT SHYLICE

HAIXl= AEAZE HetE! HYAHO|A EeO 2 HSHe|X| ¢ 2= U Y AT 0] A0f A A
LHEHRHLICE.

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'
--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON S& o

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329a",
"role": "member",

"roleConstraints": [n*n]

-



* URLICt user ©| R principalType BE= JF0| F7HE|X| 42 AL CHOH =7HE gt Hield

o

LDAP 2IF =0f| A EE[= Astra 1E0| HES LY &= ASFLICE Ol B2 2| AAEXIL UL 2 ALEXI7E FALS

Ct2 RESTAPI 2 &S +=A5t0] Astra®il 2&S =7t5t11 LDAPZL 215 MSAHS LIEHHLICE

HTTP HAE ZA=

HA /accounts/{account_id}/core/v1/groups

JSON &3 of

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

243 o7 s=0f it CHS Abet

o

HIOSHHA|2.

il

* Ch3 Of7f HIF 2eeL| ot
° authProvider

° authID

Zol o

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' --header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSON S& o
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"type": "application/astra-group",

"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

—

CIS RESTAPI &2 £8st| 282 EX Ao HiIYEL|Ct O™ THA oA MATH TFS| UUIDZ} QL0{0F
IS ot 5 Astra0fl 23018 £ QUELILCE

HTTP HAE Z=

HA /accounts/{account_id}/core/v1/roleBindings

JSON &3 of

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"role": "viewer",

"roleConstraints": ["*"]

o

U D7 0f TSt CHS Al S HoHHAI2.

* Of CHel AF2El ZYRILICH roleConstraint Astrall PR HE|A0M ALY £ U= e SMLULILE O]
HAIX|= AR EF WA O] A2 MTHe|X| @i 2= HIFAH|O| A HMAS £ JAS S LIEFHL|CE

Zol o
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON S& o
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]
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YOO ERLICE astra.account.ldap & B 2 HXSHYAR isEnabled 20| 2 HEE|0 JYSLICE false.

HTTP HAE ZA=E

E L=EL|Ct /laccounts/{account_id}/core/v1/settings/{setting_id}

JSON 23 of
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

£3}7t HEHOZ 0|2O{X|H, YLICH HTTR 204 SEO| WRIEILICH WRo| wiat 74 AHS ChA| ZMsH0 HHS
solst 4 YaLict

CIS RESTAPI S22 £85t0{ LDAP A{HO|A| Astra HZ
i O
=0

£ #1 AstraOl|lA| LDAP 7182 Y &~ JASLC
=27t E HH|O|EYLICt astra.account.ldap & 4

ol 2t connectionHost 7t K| &ILILCE.

9| g} isEnabled & E *"I"'5H0|: SLICH false. AT SHE ot7| Mol EE= XA S5 517 2I6H 0] &2
Y &= JUSLICL F MW ZL= connectionHost 5':' =(8) X0 2LICt isEnabled S¥o AH S=0iA
false 2 HFELICE

0|z ZTHS OF7|6t= ZYU0|2 2 F2I5t0] TIHsoF BfLIC} 7K 2 LDAP AHEX}F & O 0| 25
@ AP EILICE. EESE Astra Control Center0Oll A BF= 2t Astra AL XL, & 2 roleBindings(LDAP
KT ZF AXELICE.
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HTTP OjAE ZE=E

EL=ZLC} /accounts/{account_id}/core/v1/settings/{setting_id}

JSON 213 o

"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

CHE At RISt AIL.

* LDAP MHE HZF5I2{H LDAP HE S dHH[5t 2 X &8O BLICE connectHost ¢ 0|0 EAIE CHZ null

USE,

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

27t 43X = O|F0{X|H, AULICH aTTP 204 SEO| BHEtEILICH MEHMO 2 1S CHA| HMSI0] HE S

stolst 4 QlaLich

Ha{ A

= AH

=o{AH LHE

E3 ZERE0 A8 75t 2HAHE LIEY = JASLIT

HIEZRE FAYLICH T E S== BAYLIC 2HAEI ZE 22REE MEPLIC
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HTTP HAE &2
71 27| /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster

curl 0f: 2= 22{AE{9| 2= H|0[E{E HretetL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON =3 0

"items": [

"type": "application/astra-cluster",
"version": "1.1",
"id": "7ce83fba-6aal-4e0c-al94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",
"state": "running",
"stateUnready": [],
"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",
"clusterType": "openshift",
"accHost": "true",
"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [

"default",

"kube-node-lease",

"kube-public",

"kube-system",

"metallb-system",

"mysqgl",

"mysgl-clonel",
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"mysgql-clone2",

"mysgl-clone3",

"mysgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",

"openshift-ingress",
"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",

27



"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",
"openshift-vsphere-infra",

"pcloud",

"postgreql",

"trident"
1,
"defaultStorageClass": "4bacbb3c-0727-4£f58-b13c-3a2a069%9paf89",
"cloudID": "4f1e1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-
only/cloudName",
"value": "private"
}

I

"creationTimestamp": "2022-11-03T15:50:592",

"modificationTimestamp": "2022-11-04T14:42:3272",

"createdBy": "00000000-0000-0000-0000-000000000000"
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JSON &3 of
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"type" : Tapplication/astra-credential",

"version" : "1.1",

"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {

"base64": encoded kubeconfig
by

"valid" : "true"
}
Zo| o
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

LIS RESTAPI 2 &2 +¥st0] 22{AHE 222200 F7HLICE Q| 2f credentialID 2 HEE= O™ tHAQ
REST APl S Z£0{| X FO{EL|CE

HTTP H[AE a2

HA| /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster

JSON &3 of

"type" : "application/astra-cluster",
"version" : "1.1",
"credentialID": credential id
}
Zol of
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' —--header 'Authorization: Bearer
<API TOKEN>' --data Q@JSONinput

30



22|k[= SHAHE LIEL|CE

Si7H AstraOll A &t2|St= Kubernetes 22{AEHE LIEE £ Q&LIC.
#elEs S AHE LIERL

CS1t Z2 RESTAPI S &2 $HstiCt.

HTTP OjAE ZE=E

7™ 27| /accounts/{account_id}/topology/v1/managedClusters
curl 0f: 25 SHAES| 2 E O|0|E £ gtetpiL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' -—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

#ol o

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' —-—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--data @JSONinput

HTTP HAE 4=

I 7| /accounts/{account_id}/topology/v1/22tRE

curl of: 2= 22t E0| Cigt 2= H|0|EE BratetL|Ct

curl --location -i —--request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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HTTP HAE 4=

vivelevl /accounts/{account_id}/topology/v1/HZl

CURL 0f: &= HZ0f Cigt 2= C|O|E{ £ BratefL|ct

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
AEZ|X|

AEZ|X| 22HAE LIERLCH

-

ME Jtset AEE[X| S AE UHEY 5 UASLICE
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AIBRZQE LWBILICH 'S A LI 22AES MeErLIT,

£ 22{AEQ AE2|X| 2AHAE LIEHLITH
CtS RESTAPI 2 &5 #8050 £F E2{2H U 2240 tigt 2AE2|X| A S EAIRLIC

HTTP HAE Z=

7t 27| /accounts/{account_id}/topology/v1/22t2=/<CLOUD_ID>/22{AE{/<CLUSTER_ID>/storage
Claes

curl of: 2= XMZ4 S2H20] et 2E CO|HE HratafLict

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'"Authorization: Bearer <API_ TOKEN>'

JSON =3 o

"items": [
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"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",

"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",
"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6ab5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",



"modificationTimestamp": "2022-10-26T04:46:172",

"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9%a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

-

HTTP H|AE ZF=2
7t 27| /accounts/{account_id}/topology/v1/storageBackends

curl 0f: 25 XNZEA dHoll=of CH$H 2= O|O|E{E ghetgtL|Ct

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON =3 0



"items": [

{

"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable"
"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dalb",
"location": "nalab2",
"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"
by
"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running"

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"
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https://docs.netapp.com/us-en/astra-control-service/learn/azure-storage.html#application-backups
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CS1 22 REST APl 2 &2 $HotLCL

CD MH|A Eot =H|of| Chet 7= ID & base64 2tE Zot0] Ar2XT 20l A JSON 23 oM E
Y Cllo| E8HOF BfLCt.

HTTP HAE Z=

HA| /accounts/{account_id}/core/v1/credentials

JSON /2 of

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04%jUzLWE2NDA1ZTUzZMGZkZCIsC
iAgICAiZGlzcGxheUShbWUiOiALICc3ALYXNOCMELZGV2LXFhIiwKICAGICIJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWELiLAOgICAGINBhc3N3b3JkIjogIl1LOThREfkIIVVIKZWZYMOPST
WJI1LnpUeFBleVEOUNNwTG9DcUJjazAiLAogICAGINR1bmFudCI6ICIWMTFjZGY2Yy03NTEYLTQ
3MDUtY§I0ZS03NzIxYWZkOGNhMzciLAogICAGINN1YnNjcmlwdGlvbklkIjogImIyMDAXKNTVML
TAWMWEtNDN1iZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ==""

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
b
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acef5"
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#ol o

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'
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