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curl 0f: 2= AHEXtS| 2= H|O|E{E HretetL|C

curl --request GET \

--location "https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl1/users" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

curl of: 2= ALEXIQ| 0|5, d 3 IDE BhetelL|Ct

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/users?include=firstN
ame, lastName, id" \

-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

JSON = 0of

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed%aal0l183a6c"
]
1,
"metadata": {}
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curl --request POST \

--location "https://astra.netapp.io/accounts/$ACCOUNT ID/core/v1/users" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON 213 o

"type" : T"application/astra-user",
"version" : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"



JSON =5 0

"metadata": {
"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "dO0O7dac0a-a328-4840-a2l16-12delobbd484",
"authProvider": "local",
"authID": "jwest@example.com",
"firstName": "John",
"lastName": "West",
"companyName": "",
"email": "jwest@example.com",
"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""
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HA| /accounts/{account_id}/core/v1/roleBindings
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curl --request POST \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON /2 of

"type" : "application/astra-roleBinding",

"version" : "1.1",

"userID" : "dO7dac0a-a328-4840-a216-12delbbbd484",
"accountID" : "29elf39f-2bfd4-44ba-al91-5b84efd14c95",
"role" : "viewer",

"roleConstraints": [ "*" ]
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curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON &= of

"type" : "application/astra-credential",
"version" : "1.1",
"name" : "d07dac0a-a328-4840-a216-12del6bbd484",
"keyType" : "passwordHash",
"keyStore" : {
"cleartext" : "TmVOQXBwWMTIz",
"change" : "ZmFsc2U="
b
"valid" : "true"
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curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/certificates" \
--include \

--header "Content-Type: application/astra-certificate+json™ \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON /21 of

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",

"isSelfSigned": "true"

2 D7 S=0fl TSt CHS AF S HoHHAI2.

* cert= base64= QAT El PKCS-11 HAQ| QIS A(PEM QIZH)E Z&dt= JSON E2AS LILCE.

* 2IZ M7} XM MEEl AL isSelfSignedE trueZ MASH{Of StL|Ct 7|22t false L|LCE.
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal0-63£f3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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HA| /accounts/{account_id}/core/v1/credentials
Zo| of

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/credentials" \
-—include \

--header "Content-Type: application/astra-certificate+json”™ \

—-—header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON /& o

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {
"bindDn": "dW1kPWEkbWIluLG91PXN5c3R1bQ==",

"password": "cGFzc3dvcmQ="

QU2 Of7HE 40 T TS AFEHS FISHIAIL.

* "bindDn"2} "password"= LDAP C|AE2|E HZASID AME &~ Q= LDAP Zt2|Xt AF2Xt9| baseb4 = QAL E
HEQIE Xt ZEQILICE bindDn LDAP AtEXIS| O|H|Y FAQIL|CE

11



JSON £3 of

"type": "application/astra-credential",
"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada9-2£428£14cl137"
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HTTP HIAM = 5! ZX™iL|Ct
O| RESTAPI S£2 CIS1 22 HA=Q AEZIEE ALERIL|CY.

HTTP HAE Z=

TIH 7| /accounts/{account_id}/core/v1/settings
Zo| of

curl --request GET \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings?filter=na
me%$20eg%20'astra.account.ldap'&include=name, id" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

12



JSON £3 of

"items": |
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

I

"metadata": {}

47| LDAP 2F 2 AUG|0|ERLCt

C}2 RESTAPI 32 $3510] LDAP A& S AO|0|EStn A2 tFeHL|C} Of2 URL path?l "<setting_ID>"
Ztoll cHst O™ API S =9 id Zt2 AR SICE
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HTTP HAE Z=

EL=ZELC} /accounts/{account_id}/core/v1/settings/{setting_id}
Zo| of

curl --request PUT \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json" \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

13



JSON 213 o

"type": "application/astra-setting",
"version": "1.0",
"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true"

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

2 D7 S=0fl THSt CHS AP S HoHHAI2.

* |sEnabled?} true2 MAE|0] JYAHL} 2
* "credentialld"= YA PHE HiQIE Xt+A
- O|™ EH|o] TML 7|ZO2 'ecureMode’S 'LDAP' EE= 'LDAPS'E A3} of ShLiC}.

* 'Active Directory'?t SZ X2 X[ EL|CH

SE0| 435HH HTTP 204 SE0| HretEL|CY,

HTTP HIAE Sl 2
O| RESTAPI =&

HTTP H|AE ZFE=2
7t 27| /accounts/{account_id}/core/v1/settings/{setting_id}
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Zol of

curl --request GET \

--location

"'https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings/<SETTING
_ID>" \

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Bearer SAPI TOKEN"

JSON £3 0f

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",

"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users, ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

b

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",

"userSearchFilter": " ((objectClass=User))",
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"vendor": "Active Directory"

by

"configSchema": {
"$schema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."

enabled

search.

by
"isEnabled": {

"type": "string",
"description": "This property determines i1if this setting is
or not."
by
"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "String",
"description": "The filter used to search for users according a



search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
bo
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

}
I

"metadata": {}
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HTTP HIAM = Sl 2X™L|Ct
O| RESTAPI S Z2 CI31t 22 HAEQ} JAEZXRIEE ALETILICE.

HTTP HAE ZA=E

H A /accounts/{account_id}/core/v1/users
Zol of

curl --request POST \

--location "https://astra.example.com/accounts/SACCOUNT ID/core/vl/users"
\

--include \

--header "Content-Type: application/astra-user+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON /2 of

"type" : "application/astra-user"

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doef@example.com"

o XMt 22X}
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e-H|& 20| U RSHX| fCH LF I &

JSON £3 0f

"metadata": {
"creationTimestamp":

"modificationTimestamp":

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",
"authProvider": "ldap",
"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"firstName": "John",
"lastName": "Doe",
"companyName": "",
"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-07-21T17:44:182",

"lastActTimestamp": ""

2EHA|: ALEXtO]| CHEE Y HiQIE S IRt
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"2022-07-21T17:44:182",
"2022-07-21T17:44:182",
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O RESTAPI 2£2 Ct31 Z2 HAEQ AEHQIES AFS LI

HTTP OjAE ZE=

HA| /accounts/{account_id}/core/v1/roleBindings
Zo| o

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

JSON &3 of

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

o
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—

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:24z2",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "user",

"version": "1.1",

"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]
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Zol of

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/v1/groups"
\

--include \

--header "Content-Type: application/astra-group+json" \

—-—header "Accept: */x" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON /& o

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

"type": "application/astra-group",

"version": "1.0",

"id": "8bbb54da-ae53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

22
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Ct2 RESTAPI 2 &S Ast0] 1S EF Aol HIIGRLICt. o Ao M ddst 3F2| UUIDZ Lo{0F
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O| RESTAPI Z£2 Ct21 22 HAESL AEZQIEE ALSEILICE
HTTP H|AE ZFE=2
HA /accounts/{account_id}/core/v1/roleBindings

Zol of

curl --request POST \
--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings"™ \

--include \

--header "Content-Type: application/astra-roleBinding+json” \
--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON 21 of

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer"

"roleConstraints": ["*"]
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"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£14c137",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

—
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curl --request PUT \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON 213 o

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"
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HTTP OjAE ZE=E

EL=ZLC} /accounts/{account_id}/core/v1/settings/{setting_id}

curl --request PUT \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

--data @JSONinput

JSON /& o

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}
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HIEERE UYL "7 E S5 BALIC 2HAE I ZEtE

| -
2CHA|: 2 AHE LIE LTt
CHZ RESTAPI 2 =2 286t EH 220 J= EHAEE LIELICH

HTTP HIME S EF™QIL|C}
O| RESTAPI S &2 CI31t 22 HAELQ} JAEXQIEE ALETILICE.

HTTPHAE ZH=Z
7™ 27| /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster

curl 0f: 2= 2HAES| B H|0|HE gretetL|Ct

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

JSON Z2 of

"items": |

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-alf%4-206e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",

"clusterType": "openshift",

"accHost": "true",

"clusterVersion": "1.23",



"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [
"default",
"kube-node-lease",
"kube-public",
"kube-system",
"metallb-system",
"mysqgl",
"mysgl-clonel",
"mysqgl-clone2",
"mysgl-clone3",
"mysgl-cloned",
"netapp-acc-operator",
"netapp-monitoring",
"openshift",
"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",
"openshift-ingress-canary",



"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-1lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreqgl",

"trident"
1,
"defaultStorageClass": "4bacbb3c-0727-4f58-b13c-3a2a069%paf89",
"cloudID": "4f1e1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
1y
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-

29



only/cloudName",

"value": "private"
}
1,
"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",

"createdBy": "00000000-0000-0000-0000-000000000000"

—
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Center®t Astra Control ServiceZ} 25 X otEl EHAHE I & JSLILCE
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ot "ot &L

CHA| 1: kubeconfig It S A&L|Ct
Kubernetes #2|X} LL= MH|AZEE * kubconfig * T Q| A2 S A 0{OF BfL|Ct,
CH7| 2: kubeconfig ItY S FH|EHL|Ct

kubecononfig * ItY S ALE3t7| XOj| CHS A S &S OF ghL|Ct.

1. ojle

3

ML EA0A JSONSZ et
YAML & 419 kubecononfig IS HHO™M JSONSE HEISHOF BfL|C.
2. Base640{A{ JSON 2IZG:
base640{| A JSON It S QAL s oF L|Ct.
off
CH2 2 kubecononfig IHY S YAMLO|A JSONS 2 Hetst 5 base64 2 QAT SH=E o ILICE

yq -o=json ~/.kube/config | base64
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kubecononfig It S ALK XtH ZEHS Mdst2{™ CH3 REST APl 22 3 LICL

HTTP HIAME 5! ZX™QIL|C
O| RESTAPI &=

HTTP HAE a2
HA| /accounts/{account_id}/core/v1/credentials
Zo| of

curl --request POST \

--location

"https://astra.netapp.io/accounts/$SACCOUNT ID/core/vl/credentials" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

JSON &= of

"type" : "application/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
by
"valid" : "true"

5EHA|: SR{AEE Ittt

CI2 REST APl &8 85t 2 AEKHE 2220 FIHELICE 9] 2f credentialID &8 EE= O|F CHA[Q|
REST APl S &E0i|A HO{Z&IL|C}.

HTTP HIME & EF™QIL|C}
O| RESTAPI S &2 CI31t 22 HAEQ} JAEZXRIEE ALETILICE.

HTTP HAE 3=

HA| /accounts/{account_id}/topology/v1/cloud/{cloud_id}/cluster
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#ol o

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON /21 of

"type" : "application/astra-cluster",
"version" : "1.1",
"credentialID": credential id

He|El= SHAHE LIE-L

1|

1l Astra®l|A] 2t2|5H= Kubernetes 22 AEE LIEE 4= QI&L|CE

HTTP HIME & ZX™IL|C}
O| RESTAPI S £ CIS1 22 HA=Q AEZIEE AFERIL|CY.

HTTP HAE ZFE=2
TIH 7| /accounts/{account_id}/topology/v1/managedClusters

curl 0f: 2= 22{AE{9| 2= H|0|EE HretetL|Ct

curl --request GET \
--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/managedClusters"
\

—--include \
--header "Accept: */*" \
--header "Authorization: Bearer SAPI TOKEN"

S A e

ClO|E] ESE $alsh & QI 2 Kubernetes 22 AEZE 2t2|& 4 QI&LICH
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1EHA: 2te]

—_

ot

Z2|AEE MepLct

HIEERE sAYLICH S AE L
SIL|C} unmanaged.

ng
hJ
of
rir
Ml
L]
>
m
i
z
o
of
=

MEHSHL|CH &M managedState 2 22{AE7t 0|0{0f

20| 20 w2t AEE|X| S22HAS MEHRIL|CE

LQctZR AIERRE FAYLILH "AEL[X] S AS LISYLID Jots 2E2|X]| 22HAS HEHRIL|CE

=

@ TE 30| 2HAH A2 E 2ot AER|X| 2HAE MSOHKA| §CH 7|2 AEZ|X| S2fATt
SEIL|C
o

3EHAI: SR{AH 2|

CIS RESTAPI S £2 £3sl| 2HAEHE 2t2[erL|Ct.

HTTP OjAE ZE=E

HA| /accounts/{account_id}/topology/v1/managedClusters
Zol o

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/managedClusters"
\

--include \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

JSON &3 of

"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

—
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CtZ RESTAPI 2 &S At 22tREE LHE-LICH
HTTP HIME S EFLIC

f
O| RESTAPI 2£2 Ct21H 22 HAES} AEXQIES ALSELICE

HTTP HAE 4=

714 27| /accounts/{account_id}/topology/v1/22t2 =
curl of: ZE 2220 ti$t 2= H|0|H S gtatehL|ct

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds"” \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

E7 Astra A F0f| Choll FolEl s3 M2l LEE = ASLICEH

CtS RESTAPI S £2 £860{ Bucket2 LIZ LY.

HTTP HIME 2 EF LT

O| RESTAPI =2 33t 22 HAES AIEZQIES AFETLCE
HTTP HAE =

7t 27| /accounts/{account_id}/topology/v1/t{Z

CURL 0f: 2= M0 Ciet 2= C|O|E| S BHatefL|Ct

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/buckets" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

AEE[R|
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UIEZRE FAHYLICH "SR AE LIS 2HAHE MEFLIC

HTTP HIME & EX™QIL|C

r
O| RESTAPI S £ CIS1 22 HA=Q AEXIEE AFERIL|CY.

HTTP HAE Z=

714 27| /accounts/{account_id}/topology/v1/22t2=/<CLOUD_ID>/22{AE{/<CLUSTER_ID>/storage
Claes

curl of: 2= XMTa S2H20] et 2= CIOIHE HretafL|ct

curl --request GET \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters/<CLUSTER ID>/storageClasses" \

-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

JSON =& of

"items": [

"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069%9baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
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"isDefault": "true",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

}

"type": "application/astra-storageClass",

"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []
}
"type": "application/astra-storageClass",
"version": "1.1",

"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",

"name": "thin-csi",

"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []
}
"type": "application/astra-storageClass",
"version": "1.1",

"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",

"name": "vsim-san",



"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

—

HTTP H|AE ZFE=2
71 27| /accounts/{account_id}/topology/v1/storageBackends

curl Of: 2= XMTa MHA=0f chet 2 C|OIHE HretafL|ct

curl --request GET \
--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/topology/vl/storageBackends"

\

-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"
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JSON =5 0

"items": |
{

"backendCredentialsName": "10.191.77.177",

"backendName": "myinchunhcluster-1",

"backendType": "ONTAP",

"backendVersion": "9.8.0",

"configVersion": "Not applicable",

"health": "Not applicable",

"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dals",

"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"

by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",
"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",
"zone": "Not applicable"

Xp7t 22| 22 AE0| & ANF 2 AE

ANF AE2|X| SO ST} Ol TG ALY S2AE{O|H BH2|s| ¢S Mist O S5 ANF 2
Jl52 YABHOF BILICE Ol 8 B2 &% U Ao 1 AFBE 75 IDE HBoto!

SeEL|CE
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SX ANF Z2 ANF(Azure NetApp Files) AE2|X| gl =
@ 7|"°'L|Ef. 0|22t o Z2|AH|0| M S WAL M Astras= I+
ZHAGHH, 0= 1.54) JHE°'|—||:f O|E &3l =7t g+ Hl%
st £ QUEL|CH S AZTSHAIR "Azure OHZ2|#H|0] M &f
1CHA: Azure 75 AMEXIE FIHeL(CE

CtE21 22 RESTAPI 2&2 otk

@ MH|A Eot =H|of| Chet 7= ID X base64 2tES Eot0] AHEAT &0l %A JSON 23 oM E
Y Cllo| E8HOF BfLCt.

HTTP HIME

A EFYLICH
O| RESTAPI =£2 L3 22 HAES AEZRIES AL LI
HTTP HAE ZAH=E
HA| /accounts/{account_id}/core/v1/credentials

Zol of

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

--header "Content-Type: application/astra-credential+json"

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput
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JSON 213 o

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICAi1ZGlzcGxheUShbWUi01iAic3AtYXNOCMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0gICAgGINBhc3N3b3JkIjogIllLQThREkKSIVVIkZWZYMOPST
WJI1lLnpUeFBleVEOUNNWTGO9DcUJjazAiLA0gICAGInRIbmFUudCI6ICIWMTFjZGY2YyO3NTEYLTO
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNi1ZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
bo
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefb"
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