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fﬁl Add cluster STEP 1/3: CREDENTIALS

CREDENTIALS

Provide Astra Control access to your Kubernetes and OpenShift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.

Upload file  Paste from clipboard
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CONFIGURE STORAGE

Existing storage classes are discoverad and verifiad as eligible for use with Astra. You can use your existing default, or choose to set a new default at this time

Applications with persistent volumes on eligible storage classes are validated for use with Astra
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kubectl get tridentversions -n trident

—

Trident?t ACH LISt FAISE Z0| EA|ELICE

NAME VERSION
trident 21.04.0

—

Trident?t Q™ LISt FAISH 20| EA|ELICE

error: the server doesn't have a resource type "tridentversions"
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kubectl get sc

NAME
VOLUMEBINDINGMODE
ontap—-gold (default)
Immediate

thin

Immediate

22| Xt He kubecononfigE

THAIE =Asto| Hofl AA”| TS

* KUBectl V1.19 O|At0| A X| |

1. Ch2at 20| MH|A AIFE M4e

ocood

PROVISIONER RECLAIMPOLICY
ALLOWVOLUMEEXPANSION AGE
csi.trident.netapp.io Delete

true

5d23h

kubernetes.io/vsphere-volume Delete

false
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<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astracontrol-service-account

namespace: default

a. MH|IAAE HE

1o

kubectl apply -f astracontrol-service-account.yaml
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a. astracontrol-clusterrobinding. YAMLO|2t= ClusterRoleBinding It 2 2tEL|LCt

Qo w2t ME|A AFYS dye o +FE ZE 0|1t HYAHO|AS ZFEILIC

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. 2o{AH A HiRlY S HEFLIC

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. '<context>'2(E) &X|0f| Meldt AHMAER ThA|SH0] MH|A AY 2= S LEeLICH

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

Mg el 2t A0 it X|~= 022 A|ZFRFLICE 2[2| 0|0l A, astractrol-service-account-dockercfg-vhz87
OIHlA = 00|11, astracontrol-service-account-token-r59kre| QIEIA = 10| EICt Z£240i| A "token"O|2t= THO{7t

T

Sl ME[A A 0|59l A S 7|58 FLIL.

5. Ct21} 20| kubecononfigE A stL|Ct.
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<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S oS % o

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}



# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE{0f| MBS HHS AA SHHAIL.
source create-kubeconfig.sh
—

6. (* MEf AFE *) kubeconfig?| 0|2 22{AE{2| 2|0| Q= 0|E2 2 HHELICH 22{AH Xt ZHE HS

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig
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* CA2I 79l 7] Y 2IFH Th
KM MEE ASME MARLICE

7|1&2| XM MEE TLS AUBME MAHSLICE

1. SSHE A3t 2| AF2X}IZ Astra Control CenterS S AEISH= Kubernetes 22{AE 0| 21018t C}

2. '<ACC-deployment-namespace>'E Astra Control Center H{ I [ A O|AZ CHA|SI] $1x QIS Mt HE
TLS ¥SE #ELICH

kubectl get certificate -n <ACC-deployment-namespace>

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. CHS P S AL8SI0] CA2| JHO! 7| S Q1B A MHAZE M TLS Y= E TS RS <>9| QI+E XA HE=E
HHE L T},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. 2 gd 9
2 'pec.ca.secretName’ 22 HZASI0] A0l A WMot TLS Y= E HETILICEH
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kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. Ct2 B A ofld| £212 AIB3t0] HE Atelo| S2HIZ1 SHAEI JABME FEY ZH[Jt = A=A =elsta

"<ACC-deployment-namespace>"Z Astra Control Center H{ I |2 AH|O| A2 CHA|TL|CE,

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. CH2 O£ AH23I0 T = <>9f Xt2| EAX} gtS XS HH 2 A5 "certificate. yAML" It S ZHd gL Ct.
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

i

CH2 B S AFESHH S M E YEELICt

kubectl apply -f certificate.yaml

Ch2 B 3 olx| £23 AHE5H0] '%AW} SHEEA SO EX], 22| g Sof X|Fet el=(d: 0|F, 712,
A4l 7[et 5L DNS 0|F)E AHE3t0q gfelgtL|Lt.



kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time:
Message:
Reason:
Status:
Type:
Not After:
Not Before:
Renewal Time:

Revision:

Events:

2021-07-02T00:45:417
Certificate is up to
Ready

True

Ready
2021-07-07T05:45:417%2
2021-07-02T00:45:417
2021-07-04T16:45:417%
1

<none>

HH L OHIE AESIH M ISM 2= E 712|7|=F =4 CRD TLS &
=

HEot YEZ &L

date and has not expired
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

# tls:

# options:

# name: default

# secretName: secure-testing-cert
# store:

#

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. ¥l HEtRXNE A3 Astra Control Center| H{E |P FAZ 0| SEHL|LCt.
9. QIBM ME MET MX|ot QIS MOl ME HEQ LX|SH=X| 2HQIgfL|CE.

%
SME UEUD 20E @ HEtRX 2| S 2e|Xt2 TP FLICt.

AHEXX|E POD EoF FHRS MdetL|Ct

Astra Control2 2t2|5t= S AE 0| M Kubernetes PodE 44 5! 2t2|3{0F BHL|CE S AE0| M #$H0] QL= POD
MM S 51281K| &AL POD ZH|O| LS| T2 M|A T} 2E AIZXIE M| E 2 5|238H= H|SH& 9l POD Eo}
’S*—.”S AZ8H= 22, Astra Controloll A 0[2{8t PODS 444 3 BHa|et 4 Q=2 o H3tEol POD =9t HiS
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. POD Eot FMof CHet A S Moot

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. M S MH|A Aol Hhlg gLt

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*
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