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* Kubernetes 1.20 ~ 1.23
* RKE12 AI2%t Rancher 2.5.8, 259 EE= 2.6
* Red Hat OpenShift Container Platform 4.6.8, 4.7, 4.8 &= 4.9

* VMware Tanzu Kubernetes Grid 1.4

* VMware Tanzu Kubernetes Grid Integrated Edition 1.12.2
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o ONTAP - NAS
o ONTAP-SAN
° ONTAP-SAN - ZX|d
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@ 1. 'export-policy rule modify -vserver <storage virtual machine name> - policyname <policy

name> - ruleindex 1 - superuser sys'
2. 'export-policy rule modify -vserver <storage virtual machine name> - policyname <policy
name> - ruleindex 1 - anon 65534
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kubectl config use-context <context-of-workload-cluster>
kubectl create clusterrolebinding default-tkg-admin-privileged-binding
--clusterrole=psp:vmware-system-privileged --group=system:authenticated
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* "(Red Hat OpenShiftS At235t= Z<2) OpenShift OperatorHubS AF25H0] Astra Control CenterS
XLt

* "Cloud Volumes ONTAP AE2[X| HHAIES AESI0{ Astra Control CenterE A X|gfL|C}"

HZE TZMAE ALE3I0{| Astra Control CenterS A X|&HL|Ct

Astra Control CenterE AX|5t2{™ NetApp X[ AIO|EO|A MX| HES CIREZ S CHS HHAIE &sHo] ol
2tA0]| Astra Control Center Operator and Astra Control CenterS AX|&fL|C}. O] HAIE AE38t0] QIE{Ll0)|

HAAEAHLE 27|7F HEA =l HZAH0)| Astra Control Center2 A X|& 4 Q&L|LC}.

Red Hat OpenShift 2HE0M = 2

t2g £ JAEL|CH THA| X OpenShift OperatorHubS AF23t0| Astra
Control CenterE &X|st2{H CIS2 3

gfLCt,

A
=
=

OpenShift Ol
oc get clusteroperators

* ZEAPI MH|AT Fd JEJO|H A THsTHR| =l gfL|ct.

OpenShift 0il:

oc get apiservices

* AHE3te = Astra FQDNO| 0] S2{AE{Z 2tR&IE 4= A0{0F LI} =, LIS DNS AH{0i| DNS &=0| ALt
7
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* "NetApp-acc"((= AHEXL X|H 0| 8) UIYAHO| A0 Astra 7+ @A S MAX|SfL|CH

712 AEE HELIC.

o= L-d

* Astra Control Center2| 0| QIAEIAO| CHal| 7|2 2t2| ALK} O|H| Y F=42} 7|2 13| 2f= ACC-
<UUID_of_installation>(ACC-<UUID_of_installation>)E X gL|C}. O] AFEXI0| A= A ARIOA AR
Agto| M U0 M2 201 wf HREtL|Ct

* IE Astra Control Center Pod?7t & EQIX| &feldt= ol =20] ELICt.
* Astra UIE MX|BfL|Ct,

(Astra Data Store Early Access Program(EAP) E'EIIOH':.'J X £) Astra Control CenterS AF26}0
@ Astra Data StoreS 2|5t VMware YIZEZLE AtEsta{= 2R 0| "Xt thAlof| MHE

"NetApp-acc” UQIAT|0O|A = AR A} K| ™ L1|%!¢111|0|¢7f OFc! "pcloud” Ll Y AT O| A0 2F Astra
Control CenterE 3 gfL|LCt.

@ S E Astra Control Center PODE A A|SHX| S5 MA| 2pH LU CHS HES AESHA| O A L:
"kubctl delete -f Astra_control_center_operator_deploy.YAML

@ Docker Engine Clii4! Red Hat2| Podman & & A&3%t= 2<% Docker B 4l Podman B2
AH8e £ JUELICE

CHA|
* Astra Control Center HE2 CIRZ st XES FL|C}
ol

* NetApp Astra kubtl 224
* O|O|X|E 2Z IX|AE2|0f F7
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2tL(Ct
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2AE /7 A0 A= X~

* Astra Control Center 2G XIS MX|&HL|C}

2[of chiet P AmolA 8l =S AT

* Astra Control CenterS FA8tL|C}
* Astra M0 ME| 5! 2FX MX|E 2 Z8tL|Ct
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=
J

E ety

Astra Control Center HE2 CIR2ZE6t0 XES FELICH

o

1. 0llA] Astra Control Center 'HE('Astra-control-center-[version].tar.gz')2 CH2 2E8L|C} "NetApp Support
AO|E™,

2. 0l A Astra Control Center Q13 A % 7|2 X E CHREEJILICE "NetApp Support AFO|E".

3. (MEH At CHE HES AIBSI WS MY S ZelFLct.
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openssl dgst -sha256 -verify astra-control-center[version] .pub
-signature <astra-control-center[version].sig astra-control-
center[version].tar.gz

4. O|O|X| F=&:

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl E2{ 1212 AX|L|Ct

NetApp Astra 'kubtl' @2 = Z2{ 1212 Astra Control Center HIE 3! & 12{|0| =9} 2=l bt
mf A|ZHS Hofsl FEL|Ct.

12
i)
Jal

8%

mo

most A

NetApp2 Ctst CPU Ot7|ElA 8l 2 MK E2{1Q19| HiO|L2|E MZELICE O] ZtHS £=3st7| Hoj| At
%0l CPU % 29 HIMIE &otof BLICt. Linux & Mac 2& MMOIA= uname-a BHE A5 0| HEE T
2 JAELICE

CHA|

1. AH& 7+5¢t NetApp Astra "kubeck” Z2{12! HO|L{2| S LIEstL 2H MK % CPU OF7 R off 2ot njd
0|52 HO| FHAIL.

n

1ls kubectl-astra/

2. HZ kubbeck REZ|E[2} Z2 X0 IHYS ZALEILICE O] ol A= kubeck SE 2|E|Zt /usr/local/bin
CI2E2|0f| YELICE '<binary-name>'=(E) 2 Q3% OIY 0|EQ Z HHEL|LCE,

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|O|X|E 2& YX|AEZ|0f Z7tetL|C}
1. Astra C|HEE|Z 0| SEILICE.

cd acc

2. Astra Control Center O|0|X| C|HE2|o| IIUS 2 & 2| X|AEZ|0f FItetL|Ct.

() ot oloixiel ks 2ol chgt 4
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a. 2fIX[AE2|of 2aQlgtL|Ct.

Docker:



docker login [your registry path]

Teaor

podman login [your registry path]

b. HHESt AIZEE ALE3I0] 0|0|X|E 2E3t4, O|0[X|ofl EHOE X|Hstd, £ =2 o|0|X|E =&
XA E2|0f] FEAIRHLICE.

Docker:

export REGISTRY=[Docker registry path]
for astraImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image
trimming the 'Loaded images: '

astralImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
image: //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralImage} S${REGISTRY}/${astralImage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done

reat

export REGISTRY=[Registry path]
for astraImageFile in $(ls images/*.tar) ; do

# Load to local cache.

And store the name of the loaded image trimming

the 'Loaded images: '

astralmage=$ (podman load —--input ${astralmageFile} | sed 's/Loaded
image(s): //")
astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.

podman tag S${astralmage} ${REGISTRY}/S${astralmage}
# Push to the local repo.

podman push ${REGISTRY}/${astralmage}

done
QIE 27 Atto| = BlIX|AEZ|0f CHSE HYAD|O|A Bl 2SS MA™BILICT
1. Q50| LRt ZXAER|E A= AR LIS 2 Sslof gfL|ct
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a. 'NetApp-acc-operator' [ AH[O]A A A:

kubectl create ns netapp-acc-operator

CH.
=N

o
S

namespace/netapp-acc-operator created

b. NetApp-acc-operator L AH|O| A0 CHSt A E MABIL|CL Docker M2 E F7t6t10 CHS HHES
AI6‘H'6H_| [|-
=2od .

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—-username=[username] --docker-password=[token]

MI HIS.

O=2 L-O-

secret/astra-registry-cred created

C. "NetApp-acc"(E= AHEXL X|H 0| F) U UALO|AE MAStL|CE

kubectl create ns [netapp-acc or custom namespace]

=
MK

HE

—

olo

namespace/netapp-acc created

d. "NetApp-acc"((£&£ AHEXF X|H 0| &) Ul AHO| A0 CHot S E MMBILICEH Docker BEE FIt5t1 CHS
5

kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

oct

od

secret/astra-registry-cred created

a. [[substep_kubecononfig_secret] (M& Atat) HX| = Astra Control Center0ilA| 22{AEHE XSO E

11



02
o

2 AH235H0] HiZZ S Astra Control Center LI AT O] A LHOJ|A| kubecononfigE

kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]

Astra Control Center 2FXtE A X|gIL|Ct
1. Astra Control Center 2 Xt HiIX YAML('Astra_control_center_operator_deploy.YAML')S HZl5t0] $1X|
SERSHUS HXRSHIA2.
vim astra control center operator deploy.yaml

a. Q150| L3t YXAERE AR5t Z 2 'imagePullSecrets:[['9] 7|2 £2 Ct2 1} 20| HH&L|C,

imagePullSecrets:

- name: <name of secret with creds to local registry>

b. kuby-RBAC-proxy O|0|X|2| [your_registry_path]E O|O|X|E Of| A ATt HIX|AER| HEZ2 HEATLIC
O A

C. "acc-operator-controller-manager" O|0|X|2| [your_registry_path]E O|0O|X|E 0| A FEA|TH 2| X|AEE]
A2 HATLICH O|™ THAL

e

HE 237

i = —

HE BRSHAN L "AEE|X]

HO

d. (Astra Data Store PreviewS A&t MX|s5t= ELR) @F
SaflA T2H|MY 3 YAMLO| CHet 2271 HEA A,
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

2. Astra Control Center g XIS A X|EHL|C}.

kubectl apply -f astra control center operator deploy.yaml
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=
MK

g

olo

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created
deployment.apps/acc-operator-controller-manager created

Astra Control CenterS 71ASHL|C}

1. Astra Control Center AFEX} M 2| 2|AA(CR) It (‘Astra_control_center_min YAML")S H&sto] A&
AutoSupport, Z|X|AEE| 8! 7|Et Bt M4 Z DHEL|CH

@ AHE X SHAN| =74 AM2 A Hol7t Rt AL M| CRZ Astra_control_center.yaMLS A2E
2 Q&LICE. Astra_control_center_min YAML2 7|2 CRO|H CHEE9| Mx|of| MetetL|Ct.

vim astra control center min.yaml

@ CROIA FLAISH 242 %7| Astra Control Center H{E S0j= HZSH & giaL|C}

(D QI50| LR = IX|AEE|E A2t AL imageRegistry LA 'H|Z' &S AtK|sHof SrL|CE,
JX| o™ AX|JF Amigii|ct

a. '[your_registry_path]'S CHA|O| M O[O X[E FEAIS B|XAER| 2EE HAGL|CE

b. accountName EXtE S AH HZ 0|EC= HALIC

C. Astra0fl M| ASIH7| @8 222X UM AF2E FQDN2 Z "astraAddress" 2XtE S HASILICE A0
http:// == https:// & AFESHA| OFMA|2. Of| M AFESH7| 25 O] FQDNE S AFEIL|CH LIS 0.

d. e-HY EXIE S 7|2 £7| 22Xt FAZ HFSLICH oM AL E 0] O|HY =

& 2
e. QIE{sl HZ0| §l= ALO|EQ| H2 AutoSupportdil SEE AFO|EE AR Z HASHHLE HEAE AO|ESQ
B2 Yoz HEFYLIC.

14



- (MEH AFEH A|™ ot HZE AFEX}EC| 0| E "FirstName"zt A "LastName"S F7FfLICt Ul LHOIA O] THAIE

Are)
X3 E= LB e &~ JSLICH
- (MEY AREH MAX[0f| HRPt B2 'torageClass' 242 CHE Trident storageClass 2|AA 2 HATIL|C
=
=

o
. (MEH ALSH) MX| S Z2{AE{E Astra Control Center0ll A XA}5Q 2 &2|sl2{= ZQ 0| 22{AE/0f
kubeconF2tit Z2 A= = THSAUSL|CHO| YAML IHU 0]l 'astraKubevConfigSecret:"acc-kubecononfig-
cred or custom secret name"0|2t= A HEE F7}510{ H|22| 0|ES H|ZstHA L

. ChZ A & SIS St

* * 7|Et 24 ZAE Z2{(ingressType: Generic) *: Astra Control Center2| 7|2 SZHIL|C}. Astra Control
Center= H{Z$t = URLS AL23t0{ Astra Control CenterE £ 2 4 ZHEZEZE 1 M8lof
283

7|2 Astra Control Center & X|= #|0| E9|0]('service/traefik’)Z 'ClusterlP' RO 2 MHEILICE O]
7|2 ZXoM = ERfE S O] HEER 2 2t E57| ?I8i FIHH 22 Kubernetes
IngPressController/IngressE MAsH0f RLICH HEE AFESIHH E HXSHYA|Q "F5F 24F
AK| Ad A

T - 20O .

fjo
rot

2
°

* * MH|A 2= W3 M(ingressType:AccTraefik) *: IngressControllerS & X|St7LE =241 2| AA S
MMSIX| 202 ™ 'ingressType'S 'AccTraefik 2 MHEHSIMA|L.

O|E E3l Astra Control Center?| traefik H|0| E9J|0|7} Kubernetes 2= HZIA & MHIAZ
TFSELICE

Astra Control Center= "loadbalancer"(Astra Control Center W AT|0| A 9| 'VC/traefik') S 2
MH|AS ALESHH AN A 7tST 2 IP FAE SEslof LT 22 WX It ALEXL 2HE 0| M
18|10 OtE 2= WMHM I LHE|0 UX| %2 ZR MetallB EE= CHE 2 AH|A 2= WHME
AL25H0] 22 IP FAE MH| A0 S = JASLICH LIS DNS At F40j|lA Astra Control CenterOf|
CHel MEHSH DNS O|E& F3t =4t IP FAZ X8Ok SLCt.

(D) "= et 9 40 AHIA Sl e XIS LHBS 8 AESHIAIL "2 7 A
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apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"

astraAddress: "astra.example.com"

astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"

ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

Astra ®|0f MIE{ 5! 2TX HX|E 2t=L{CH

1. O B0 K| 22 A2, "NetApp-acc’(E= A2 X|H) HIQAHO|AS SHABHIAIL.

16

AH
(=]

kubectl create ns [netapp-acc or custom namespace]

HE

—

MiH
0[0

namespace/netapp-acc created

"NetApp-acc"(EE= AF2Xt X|H) W AH O] A0 Astra Control CenterE A X|fL|Ct.

A
=

kubectl apply -f astra control center min.yaml -n

namespace]

gt

—

e
00

astracontrolcenter.astra.netapp.io/astra created

[netapp—-acc or custom



A28 AEHS BfoIgtL|Ct
OpenShiftg Alg8te{= 22 AS THol RAR OC
1. BE AJAH 1M Q471 8BHOZ MX|EIEX| ZRIFHLIT

=

S AgE 4 AL

kubectl get pods -n [netapp-acc or custom namespace]

Z} == 'Running' #E{0OF RfLICH A[AR ZES FE5H= o R

0=

I
re
olo

NAME

AGE
acc-helm-repo-5f75c5f564-bzgmt
11lm

activity-6b8f7cccb9-mlrnd

9m2s
api-token-authentication-6hznt
8m50s
api-token-authentication-gpfgb
8m50s
api-token-authentication-sqgnb?7
8m50s

asup-5578bbdd57-dxkbp

9m3s
authentication-56bff4f95d-mspmg
Tm31s
bucketservice-6£7968b95d-9rrrl
8m36s
cert-manager-5f6cfdbcd4b-82khn
6ml9s
cert-manager-cainjector-76cf976458-sdrbc
6ml9s
cert-manager-webhook-5b7896bfd8-2n457
6ml9s
cloud-extension-749d9f684c-8bdhg
9m6s
cloud-insights-service-7d58687d9-h5tzw
8m56s
composite-compute-968c79cb5-nv714
9mlls
composite-volume-7687569985-799gg
8m33s
credentials-5c9%075f4d6-nx9cz

= 3k 2% = ASHC

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

RESTARTS
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8md2s
entitlement-6c96£d8b78-zt7£8
8m28s
features-5f7bfc9f68-gsjnl
8m57s

fluent-bit-ds-h88p7

Tm22s

fluent-bit-ds-krhnj

Tm23s

fluent-bit-ds-15b7j]

Tm22s

fluent-bit-ds-1rclb

Tm23s

fluent-bit-ds-s5t4n

Tm23s

fluent-bit-ds-zprov

Tm22s

graphgl-server-5£5976f4bd-vbb4z

Tml3s
identity-56£78b8f9f-8h9%p9
8m29s

influxdb2-0

11lm
krakend-6£8d995b4d-5khk1l
Tm7s
license-5b5db87¢c97-jmxzc
9m
login-ui-57b57c74b8-6xtv7
7ml0s

loki-0

11lm

monitoring-operator-9dbc9c76d-8znck

Tm33s

nats-0

11lm

nats-1

10m

nats-2

10m
nautilus-6b9d88bc86-h8kfb
8mb6s
nautilus-6b9d88bc86-vn68r
8m35s
openapi-b87d77dd8-5dz9%h
9m7s
polaris-consul-consul-51jfb

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



11lm
polaris-consul-consul-s5d5z
11lm
polaris-consul-consul-server-0
11lm
polaris-consul-consul-server-1
1lm
polaris-consul-consul-server-2
11lm
polaris-consul-consul-twmpg
11lm

polaris-mongodb-0

1lm

polaris-mongodb-1

10m

polaris-mongodb-2

10m
polaris-ui-84dc87847f-zrg8w
Tml2s

polaris-vault-0

11lm

polaris-vault-1

11lm

polaris-vault-2

11lm
public-metrics-657698b66f-67pgt
8m4d7s
storage-backend-metrics-6848b9fd87-w7x8r
8m39s
storage-provider-5££5868cd5-r9hj7
8m45s

telegraf-ds-dw4hg

Tm23s

telegraf-ds-k92gn

Tm23s

telegraf-ds-mmxjl

Tm23s

telegraf-ds-nhs8s

Tm23s

telegraf-ds-rj71lw

Tm23s

telegraf-ds-tqgrkb

Tm23s

telegraf-rs-9mwgj

Tm23s
telemetry-service-56c49d689%b-ffrzx

1/1

1/1

1/1

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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8mi2s

tenancy-767c77fb9d-g9ctv 1/1 Running 0
8m52s
traefik-5857d87£85-7pmx8 1/1 Running 0
6m49s
traefik-5857d87£f85-cpxgv 1/1 Running 0
5m34s
traefik-5857d87£85-1vmlb 1/1 Running 0
4m33s
traefik-5857d87£85-t2x1k 1/1 Running 0
4m33s
traefik-5857d87£85-v9wpf 1/1 Running 0
7m3s
trident-svc-595£84dd78-zb816 1/1 Running 0
8m54s
vault-controller-86c94fbfdf-krttg 1/1 Running 0
9m24s

2. (MEH Ab) EX|7t 2t E[A=X] ZelstH ChS Y S AH83t0] "acc-operator” 215 & 4= AFLICH

nx Hl

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—
operator -c manager -f

‘accHost 32| SRS 0f/ot <12 5 B {ol0d, Aol HE ) ISR 93t 220
(D) 2ei2E 5= anf BAEE 29 SeiAE 37t §3E22E S0 528 Ol AEE 4
QBLICH'S 22BILICH APIS AHSBILICY.

= =2"d

E Pod7t Al 01 AL Astra Control Center OperatorZt A X[t AstraControlCenter QI AEIA S HASH0]
X 45 2 E =telstrt,

kubectl get acc -o yaml -n [netapp-acc or custom namespace]

4. YAMLO|A '3 7HX|of| st S5O 2 'tatus.deploymentState’ Z =S SHOISHL|CH B0 Alnfst AL A 2F

HIA|X| 7} LIEFEFL|CE.

5. Astra Control Centertf] 21918 I AF2E 13| AT E HOB{H 'Status.uuid' 22 SAFELICH &S = ACC-,

20

UUID Zt( ACC-[UUIDY]), O] oi|0flA = ACC-9aa5faaaaaaaud-4214-4cb7-9976-5d8b4c0ce27f) 2 L|Ct.



YAML M| ME ME

name: astra
namespace: netapp-acc
resourceVersion: "104424560"
selfLink: /apis/astra.netapp.io/vl/namespaces/netapp-
acc/astracontrolcenters/astra
uid: 9aabfdae-4214-4cb7-9976-5d8b4c0ce27f
spec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
status:
accConditionHistory:
items:
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:592"
message: Deploying is currently in progress.
reason: InProgress
status: "False"
type: Ready
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:

name: registry name/astra

21
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secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:5972"
message: Deploying is currently in progress.
reason: InProgress
status: "True"
type: Deploying
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Post Install was successful
observedGeneration: 2
reason: Complete
status: "True"
type: PostInstallComplete
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:



name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:412z"
message: Deploying succeeded.
reason: Complete
status: "False"
type: Deploying
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Astra is deployed
reason: Complete
status: "True"
type: Deployed
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}

23
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email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:41z"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
certManager: deploy
cluster:
type: OCP
vendorVersion: 4.7.5
version: v1.20.0+bafe72f
conditions:
- lastTransitionTime: "2021-12-08T16:19:552"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
- lastTransitionTime: "2021-12-08T16:19:552"
message: Deploying succeeded.

.0/postAsup



reason:

status:

type:

Complete
"False"

Deploying

lastTransitionTime:
Post Instal
observedGeneration:

message:

reason: Complete

"2021-12-08T16:19:532"
1 was successful
2

status:

"True"

type:

PostInstallComplete

lastTransitionTime:

"2021-12-08T16:19:55Z2"

message: Astra is deployed
reason: Complete

status: "True"
type: Deployed
deploymentState: Deployed
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:

enrolled: true
https://support.netapp.com/asupprod/post/1.0/postAsup
{}

admin@example.com

SRE

imageRegistry:

url:
crds:
email:
firstName:

name: registry name/astra

secret:
lastName:

observedVersion:

postInstall:

astra-registry-cred

Admin
21.12
Complete

.60

uuid: 9aab5fdae-4214-4cb7-9976-5d8b4dclOce227f
kind: List
metadata:

resourceVersion:
selfLink: ""

7
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Sl= Kubernetes =4l ZIEZ2]

ZAE E2{('ingressType:Generic')&
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AHBILICL. 0|22 Astra Control
O Astra Control Center& ===
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Center?| 7|&
M AHEEHE
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—
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M HEERE MHSHK| 2O2{H 'ingressType:AccTraefik)S A& st 4= Q&LICE Astra Control

Center "loadbalancer"(Astra Control Center L2 AH|O| A 9| 'VC/traefik') R MHIAE

@ AEStH M| A 7t 2R IP FAE EEl0F LT 2E BRAMIL AEXL SF0| M S EE| 1 OFF]

2E WAMIL =] UK %2 ZL MetallB Ei= CHE 2|2 MH|A 2E HWHME AIESIY 2%
IP FAE MH|A0 2EE = ASLICE LHE DNS M F1-80f| A Astra Control Center0| CHsH A&
DNS 0|E2 £5F 24 IP FAZ X|HH0F SHLICEH "2 #2AM" I =4 MH|A S0 Cist XtAet

==
LHE2 S HESHIAIL "7 Afe"

T 1=

A= A3t =4 AEER{ 9 R w2} CHELIC

uestA
© s QAQYLICH A HAEZ2]" 0|0] HEE|0] RUO{OF BfL|CE.
© E 2L Ct A SeAr A HEEY | siYstH= HEE2{7} 00| A =[0{0F RrL|C.
* V1.19 8 v1.22 59| Kubernetes M Z A3t QU&LICH
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THSLICH "82637503539b25b68130b6e8003579d9" Of HHEl CHE "NetApp-acc"((E= AFHEXE
) HIYATO[AS] TLS Q1 7] & AB A "TLS H[ 2"

AEE|X] EALE MZ2 AF|0t0]| CHdH 'vibetal'(Kubernetes & 1.22 O[3} EE= 'v1' 2|2 A RHEES AFRSH0]
'NetApp-acc'(EE= AFEXL XM 0| F) W[ ATO| AN 4 2| AA 25!

a. AFEE|X| ¢4= "vibeta1"2| A7|00f| CHEH M= L2 MES TEHAIL.


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
http://kubernetes.io/tls
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: ingress-acc
namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:
serviceName: traefik
servicePort: 80
pathType: ImplementationSpecific

b. M22 'v1' 27|09 2R CtZ HES IMEYAL.
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

OpenShift Ingress ZIEEZ E 2|3 Al
. AIZME Pt OpenShift 2tR2ENA ALES £+~ JUEE

2. OpenShift ZZ2E MAM$HL|CE,

HIE 7], 215 M W CAIIYS Tt ZLICt.

’

MM

oc create route edge --service=traefik

—-—port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
—-—-cert=cert.pem --key=key.pem

Astra Control Center UI0| 230I8tL|C}
Astra Control CenterE MX[ot = 7|2 Zt2|XIe| = E HZASIL Astra Control Center Ul CHA|2 =0 23 Q12T
CHA|

1. H2tRXO0f|M, Astra_control_center_min YAML cr when2| astraAddressOi| AF2$t FQDNS I2SHCt Astra
Control CenterE A X|H&L|LCE.

2. HIAIK|ZF EA=[H X MEE QIZSME $=2IetL|CH

() =2

ro
ot
>
0
A
A
0
ro
ol
x
M
=l
min
4>
$0
o>
-
o
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3. Astra Control Center 212! H|0| X|0{| | Astra_control_center_min YAML CR whenOf| e-mail0il AF23t i
U SLIC} Astra Control Centerg A X[ ELICHME 2= ('ACC-[UUID])E = BLICE

() ==e sz v yiee 158 Sot melx Aol AL

4. Login * 8 ME4BILICE

O. MIAIX| 7} LIEHLIH = S HE LY,

A2 2 LHE 22| MEX} AFO| oFx| H-EE[X| §42 B2 NetApp

el
1o ojo
=
9 |1
ot r%

(o]
J -
_E rr
~ L
ro oo
mo ot

6. (M ALEh) 71EQ| XtH| MEE TLS (IZME HAH8IL = HEELICH"2IE 7[2HCA) M MBS A XIE TLS

X ZHE sHELLIT

MH|A S 'QF HE{Q! MH[ATFJACH 25 HARE = ASLICH 400 ~ 500 HP2| API S Z=E RaLIM.
o= _"‘*OI ary Hot S LIEHHLICE.

O -

A

1. Astra Control Center 2g XAt 215 ZAISIE{H CI2S QUBSHMA L.

kubectl logs --follow -n netapp-acc-operator $(kubectl get pods -n
netapp-acc-operator -o name) -C manager

E S0 HZE 2AZBILCE"EE A

OpenShift OperatorHubZ A5t Astra Control CenterS A X|&fL|C}

Red Hat OpenShiftE At25t= 22 Red Hat 3! 2EXHE AL 35I| Astra Control CenterE A X|g &~ USLICE

O] EXIE A6 0| M Astra Control CenterS A X|EL|Ct "Red Hat 0| TA|AE! FIEFZ 7" EE= Red Hat
OpenShift Container Platform AF2.

P |
=
a

_>,t

2= 20l X BAIZ S07t £ =0l of LT "LIHA| EHA" EX] 45 R E &elst
fLICE.

Hi ©
r+0

e
0
ro
N

%
>+

|S A|ZSH7| FOi| Astra Control Center 52 9|$H &tA S ZH|EHL|C}".
PSS

* OpenShift 22 AE0M 2= S2{AE 2L HY HEIAX] SQASLICHAIE 7H5'2 E'Y).
oc get clusteroperators

* OpenShift 22| A0 M 2= API MH| A7} Fedt SEHRIX| ZRIBLICHALE 7Hs 2 &Pe)).
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore

oc get apiservices

* O|0|E{ MIE{0f| Astra Control Center0i| CHSt FQDN A S

=
o M=l MX| CHA|IE 3ot o 2R3 30 Red Hat OpenShift Container Platform0i| CHEE QM| A A BHO|
QIA&L|CH
M H

2

=pve=|=

cHA|
* Astra Control Center HE58 CHR2EE5tD Z&S ELICH
* NetApp Astra kubtl 22{1
* O|0|X|E 2& 2X|AER[0f| FIFL|CE
* 2K X HO|X|E HHAIR
* UXE HX[LL|CH

* Astra Control Center2 A X|gtL|C}

Astra Control Center HES CI2EZE=6t0 XES ELICH

1. 0l A Astra Control Center 'HE('Astra-control-center-[version].tar.gz')2 CH2 2E8L|C} "NetApp Support
AO|E™,

2. 0| M Astra Control Center 215 A 8l 7|9 X|I{E C+2ZEBHL|C}H "NetApp Support AFO|E",

A

openssl dgst -sha256 -verify astra-control-center|[version] .pub
-signature <astra-control-center[version].sig astra-control-
center[version].tar.gz

4. O|O|X| F=&:

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl Z2{ 1212 AX|L|Ct

NetApp Astra 'kubtl' @HE 22|12/ 2 Astra Control Center HiZ 3! ¢ 2{|0| =9t 2=l Utk
mf A|ZHS Hofsl| FL|Ct.

12
i)
Ja!

8%

fjo

most A

NetApp2 Ctst CPU OF7|ElA 8l 2 MK E2{1Q19| HiO|L2|E MZELICE O] ZtHS =3st7| Hoj| At
%2l CPU % 29 HIMIE &otof BLICE. Linux 8 Mac 2& MM0IA= uname-a BHE A5 0| HEE T
& JAELICE

CHA|

1. A& 7578t NetApp Astra "kubeck" S2{ 191 HIO|L{2[E LIESID 2F X % CPU OF7|EiX{of] 2ot ot

—

30


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

0f
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mo

Hof FHAL.

1ls kubectl-astra/

2. HZ kubbeck SEZ|E[2 Z2 {X[0 It S SAFELICE O] HU|A = kubeck SE!2IE|Z} /usr/local/bin

==
CIME2|0f| AELICE. '<binary-name>'S(E) Eaot It 0|EQ 2 HHEL|CH
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
o|0|X|E Z& 2| X|AEz2|0f| Z=7tEL|Ct
1. Astra C|HE2| 2 0| SRILICE,
cd acc

2. Astra Control Center O|0|X| CIHE2|Q| IAUS 2H 2| X|AEZ|0f| FTIFELICE.
() offolnixe *HS 20 Chgt ME ASBES BTHIAR.

a. ZIX[AEE|of 2aQlghL|C}.

Docker:

docker login [your registry path]
ZCOokh

podman login [your registry path]

b. M&st AFZEEZ AIR3}0{ 0|0|X|E ZE=3}t1, 0|0|X|0f| EfI1E XXMt
X[ AEZ|0f FEAIRLICE.

Docker:

£ = O|0|XIE 22Z
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export REGISTRY=[Docker registry path]
for astraImageFile in $(ls images/*.tar) ; do
# Load to local cache. And store the name of the loaded image

trimming the 'Loaded images: '

astraImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
image: //")
astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralmage} S${REGISTRY}/S{astralmage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done

Teor

export REGISTRY=[Registry path]
for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image trimming
the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image(s): //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/S${astralImage}
# Push to the local repo.
podman push ${REGISTRY}/${astralmage}
done

2EA X HO|X|E HoYA L

1. 2K X HO|X|of HMASI2{H CHE EA B SHIE 2RO

° Red Hat OpenShift &l 2&
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netapp-acc-operator
B3

Latest version
Capabity leval
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az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

o 0ff *:

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $SAZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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b. H3l RS MEfgtL|Ct
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e O| HZlE 2= WY 7|2 ML= ArESHH "0| HZlS 0] Z2tol8l 22tRE2 7|2 HIlez AF"
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S3 HMA XHH SHS 7ML
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EHA|
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a. Astra Control®| CHE X2 SH1t PEHE|= Xt Y| 0|2 YAFLIC
b. SRLEO| LHES £0] 'Hof AA|A IDL HIL 7S YLICL
7|2 AER|X| SHAS HERLIC
S2{AE(9| 7|2 AE2|X| 2HAS HEY > UBLICH

EHA|
1. Astra Control Center & UIO|M * Clusters * & ME{SHL|C}.

2. 22{AH * HO|X|0f|M HALY SHAEES MEfSIL|CE

3. Storage * ™S MEHTL|CE

4. AE2|X| SA  HFE MEBIL|CE

5. 7|2ao 2 MY AEZ|X| S A0 CHalf * Actions * HI'FE ME{RILIC
6. Set as default * & ME{BL|Ct

Ct= THA|

Astra Control Center0fl 2215t10 EHAEHE FIIH QO E O[X| Astra Control Center2| O0iZ2|#|0| M Ci|0|E{ 22|
72 AEY Z=H|7t E|AELICY.
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* "Astra Control APIZ A2tL|Ct"

- rEiE 2

S AH FIHE flet MH 274

SAEE FIH6H7| Hof| AP 27 = *OI SXE[=X] efQloljof LTt FEo XHA HME MBI 2HAEE Astra

Control Center0fl Z=7tg ZH|7} & =X| =HlsHoF gfL|Ct.

SAEE FI6H7| Hofl 2R3t Aet

> OpenShift 4.6.8, 4.7, 4.8 L= 4.9 Mdist= S3{AH
° RKE1€ AF23I0{ Rancher 2.5.8, 2.5.9 LE= 2 62 Aldlist= 22| AF

° Kubernetes 1.20 ~ 1.232 AMdlist= S AH

KA}

=~

Se|AEO) 7 53 MHIAS Mot O B 4 9l 1GB 0[42] RAMO| 9l stLt o 4o
=7t QR solghLict

2a|z|s HEE 2|AAZ = HIK OpenShift 4.6, 4.7 EE= 4.8 22{AEHE 27152 = EL Astra
@ Trident Volume Snapshot 7| 50| &-43t=[0] A=K §*°'°H0F gtLICE 34! Astra TridentS
HESHIAIR "X A" Astra TridentE AFESI0] 28 AWAIS %Msror" B |*E°H—I Ct.

* AE 7 El Astra Trident StorageClasses "X == AEZ|X| HAE" (BE R SHAH HR)

* Astra Control CenterE AH25t0] 2 W S S5H7| 2{sl WY ONTAP A|ARIN MM E 15 AFEXF S
AHEXt IDRILICEH ONTAP Ij:'E4§01|/\‘| 'export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser symm—anon 65534'S A3lstA A

* Z2|XE7F Aot Astra Tridente] 2EEAHAF S22 A ZHH|QL|CH Astra Trident2 EXSHUA|Q "X A" Astra

TridentS AFE3I0] 28 AHMS 2dostal HAERLIC

* Kubernetes 2 AE{0f] CH3f| THed 7|2 AE2[X] S AR FHOE(O AE=K| 2ARUSHHAL.

CHS XHA HALE A5t 22 AEE Astra Control Center0fl =7t ZH|Jt £|{=X| 2ol gfL|Ct

kubectl get tridentversions -n trident
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Trident?| Y™ CIS1t KA Z20| EA|EL|CE.

NAME VERSION
trident 21.04.0

Trident?t §{1CQH LISt FAISE Z0| EA|ELICE

error: the server doesn't have a resource type "tridentversions"

@ Trident?t AX|E[X| §4RAHLE DX E HTO| |4 0| OHEl B AH|E3H7| Tl Tridente| %4
HHS EX[OHOF BfLICH & HZSHYA|IR "Trident A" & H= HéI)\IQ.

2. AER|X| S ATt X|RE]= Trident E2I0|HE A3t U=X| EQIStL
O[0fof RIL|CE LIS Ol & EESHHAIL.

m
1

. 33Xt 0|22 csi.trident.netapp.io’

kubectl get sc

NAME PROVISIONER RECLATIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false 6d

rk

t2| Xt 2& kubecononfigS MM EtL|Ct

rn

AE wAot7| Fof| A| AR CHS AF0] UAEX] 2 ASHYAIL.

* KUBectl V1.19 O|At0| MX|=|A&L|Ct

oY HEAE Tgt S2{AF 22|XF HeH0| A= &4 kubecononfig

-
i

tS 1 20| MHIA A™S MLt
a. Astractrol-service-account.yaMLO|2t= AH|A AHJH TS FHELCE

2o w2t 0| 3 HIJAHO|AS ZFEILICH of7[ofA HE et &
HEdHOF BfLICt.
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<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. MH[A AE HE:

kubectl apply -f astracontrol-service-account.yaml

2. (MEH ALZH) 22{AE{0f|A HBto|
MEXE HAHE|TF 5| Eo}X| °a
2|+ AXF SH2EOf Chet Af%ﬂ Xl

E31X| @571Lt POD ZE|O|L] e Z=MATF
o}

0
-
O
o
HL
e
0% ot
a2t o

= MYLICH ZiMet LHE2 S HESHIAIR

"AFEX} X[E POD Eot HMS M|t
3. CHZah 20| S2AE Z2[X} HpHE FHELIC

a. astracontrol-clusterrobinding.YAMLO|2H= ClusterRoleBinding It & THSL|CH

R0 maf MH|A AES dde o +YE 2E 0|5 HIYAHO|AS T,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. S2AH JY HIQIYS HEHLIC

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. '<context>'S(E) BX|0i| Zetdt HEIAEZ CHA|SI MH|A AE 2= E LIFFLICH

F MRS AF2SHE HL Astra ControlOf| A PODE A gl
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kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

Mg el 2t @40 it X|= 022 AEFELICE 2[2| 0|0l A, astractrol-service-account-dockercfg-vhz87
QIEll A= 00|11, astracontrol-service-account-token-r59kre| Q1A= 10| EICt £230f|A "token"0|2t= THo{Jt
ZotEl MH|A AIE 0|52 QIHAS J|E4H ELCt.

5. Ct23} Z0| kubecononfigE A etL|Ct.

56

a. create-kubecononfig.sh It PHEL|CH CHS AT E AZ 229 token_indexE SHIE 2=
HE&L|Ct.

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e,

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE0f| M2E HHS AA SHUAL.

source create-kubeconfig.sh

6. (* MEf AFE *) kubeconfigl| O|ES 22{AE{2| o|0] = 0|EQE HhEL|CH S2{AH XtH ZYE EelLCh
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chmod 700 create-kubeconfig.sh

mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

Chs A

O[H| E= 74 Q47 SREJA=K AU = O|H| et FH|JL E[AS

SLICH' S AHE FIrL o
KtAISE LIS S 2Rl5t AR

—

* "Trident 2"

* "Astra Control APIZ AF2EtL|CH"

AEX XIH TLS QIS ME FotetL|Ct
7|1ZE2| ApHl MBE TLS 2EME K3k CARIS 7|20l M2t TLS
mQ %

=

2ASMZ HHE = AFLILE

* Astra Control Center/} &X|Zl Kubernetes 22{AH
* S2{AEQ HHA A

2 Moj| chst 22| HMAZ "kubbtl" HHS MEEHL|CH
* CAQ| Jliel 7| 5l 21ZM T
XA M=l

ASME A

7|1&E2| XtM| MEE TLS QAUBME MAHGLICE

1. SSHE

AF25H0 22| AF2XHE Astra Control CenterS S AEISH= Kubernetes 22 AE 0| 232181 T
2. '<ACC-deployment-namespace>'E Astra Control Center B U AH|O|AZ CHA|SEO] HAY QIS A2}
TLS ¢S E A&LICt.

kubectl get certificate -n <ACC-deployment-namespace>

S AFE5H0] idf AX|E 22 8l ABSME AN

ME

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. C}S S A

= BHS AFE5I0] CA2| 72l 7] & ¢
HHE L T},

58

2l


https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html

kubectl create secret tls <secret-name> --key <private-key-filename>

-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. C+2 Ed 8l o[X|E Argsto] 22{AE CRD(Custom Resource Definition) It S TZ!ISt 1 'pec.selfSigned
242 'pec.ca.secretName’ Q2 HZASI0] A0l A MATHTLS 4SS AETHL|CE

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

=35F

3. Lt B U o6l Z=S AHE5t0] HZ AFo| SHIELW SHAETL QIBSME HA3Y FH[7t ==X &elstn
“<ACC—deponment—namespace>"E Astra Control Center H{ I L{| QI AH|O|AZ CHA|EFLICE.

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. CH2 0| & AH23I0 Tt ® <>9f Xt2| HAIX}; gte XS HE 2 XISt "certificate.yAML" It S ZHd BhL|Ct
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

i

CH2 B S AFESHH S M E YEELItt

kubectl apply -f certificate.yaml

Ch2 B 3 olx| £23 AHE5H0] '%AW} SHEEA SO EX], 22| g Sof X|Zet el=(d: 0|F, 712,
A4l 7[et 5L DNS 0|F)E AHE3t0q gfelgtL|Lt.



kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time:
Message:
Reason:
Status:
Type:
Not After:
Not Before:
Renewal Time:

Revision:

Events:

2021-07-02T00:45:417
Certificate is up to
Ready

True

Ready
2021-07-07T05:45:417%2
2021-07-02T00:45:417
2021-07-04T16:45:417%
1

<none>

HH L OHIE AE5IH M SM 22 E 712|7|=F =4 CRD TLS &
=

HEot YEZ &L

date and has not expired

S HEUYLICH tHE= <>9f JHA|



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:

name: default

8. ¥l HEIR X E AR50 Astra Control Center?| H{ZE |P FAE O|SEHL|C
9. QBN ME METL MX[st Q1B A ME Bt UX|st=X| =tolgtL|Ct.

10. AIZME LHELYD 2HE 2 HateX 9 QIF M 2E|Xt2 JHFLICt.

AFEX X POD ot FMES MHEL|Ct

Astra Control2 2|5tz S2{AE0f|A Kubernetes Pod% MM gl 2t3|8lioF shL|Ct. 22| AE{0|M HBH0| 9= POD
MHS 5185HX| 7Lt POD ZAH|O| LHe| ZEMATL RE ALEXIE HAE| = & 5= MetE 2l POD EOP
MM S A8St= E2, Astra Control0i| A 0[2{2t PODE M4 Sl 22|e = JEE & HeH&Ql POD Eot HMS
E'+'=010|t 283

=

1. 7|22 20t 2 mstEQl S2{AE0| ch3t POD Eot MM MAMsto] ool MEELICH olE EH Ch3 1t
ZaLich
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. POD Hot FMof CHet A Age Mestct.

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. M S MH|A Aol Hhlg gLt

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*
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