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acc.manifest.bundle.yaml
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2. Astra Control Center O|0|X| C|2lE2[2| I{7|X| O|0|X|E ZZ X|AEZ|0| 2O E&LICt
Mol CFS CHA| 2IY 2 +™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml
)E S=IELICE

° &lIt;MY_FULL_REGISTRY_PATH&gt;= Docker A ZtA 2| URLZ HHELICE O £0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} O|EOZ HiEL|C}
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
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podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn Aot
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
${PACKAGENAME }/${PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME }/$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

HIX|AEZ| Lo w2t AFZET} BtE= 0|0|X| Z2&= CH31F Z00F ghL(Ct.
(:) https://netappdownloads.jfrog.io/docker—-astra-control-prod/
netapp/astra/acc/22.11.0-82/image:version
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a. & MMELICt netapp-acc-operator LA O[A:

kubectl create ns netapp-acc-operator

Ct.

o
S H-

namespace/netapp-acc-operator created

| CHet s E PHSL|CH netapp-acc-operator HIJAHO|A, Docker §EE It CHS HHE
! .

ELIE

n

@ X2 EAIXJLICH your registry path O[X0| F2E=3t O|0X|2Q| X2 YX|8HOF
SLICHOll: [Registry URL]/netapp/astra/astracc/22.11.0-82)E SEgLICL

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—-username=[username] --docker-password=[token]
ME gt

secret/astra-registry-cred created

C. 2 MMBILICt netapp-acc (E= AF2A X|HE 0|2) HYADO|ARL|CE,

o o

kubectl create ns [netapp-acc or custom namespace]

AH

—

MK
010

namespace/netapp-acc created

- Of ohet = E 2HELICE netapp-acc (E= AFEA X[F O|F) UIYAH|O|ALICE Docker HEE 7t5t1
=2 A

Cts s gLt

1}



kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

ort

od

secret/astra-registry-cred created

Astra Control Center 2gXIS M X|gtL|Ct

1. CIHER|E HFTLICL
cd manifests

2. Astra Control Center 2&X} H{ZX YAMLS TR BIL|CH
(astra_control center operator deploy.yaml)E 225t0] 2Z 2|X|AEE| &l 25 E HEgL|CH

vim astra control center operator deploy.yaml

(D vawLz+ol 22 ¥Be O S mELIC

a. Q50| LSt YXIAERE AMEote AR 9 7|2 £E2 HHELICH imagePullSecrets: [] CHS Eg:

imagePullSecrets:

- name: astra-registry-cred

b. tHA [your registry path] 2| B2 kube-rbac-proxy O|O|X|E O|A] FA|St BX|AER| HEE
O|O|X| O EFA

C. HA [your registry path] 2| B2 acc-operator-controller-manager O|O|X|E Of|A FEA|TH
HX|IAEE| 22 0[O|X| O|F THA

<strong>astra control center operator deploy.yaml</strong>

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager

name: acc-operator-controller-manager

13



namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080

- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: [your_registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081



initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

08
>
i
nx
>
mot
-
[l

3. Astra Control Center &

kubectl apply -f astra control center operator deploy.yaml

EL

—

M-
olo

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7} & FQIX| =olstL|ct.

—



kubectl get pods -n netapp-acc-operator

Astra Control CenterES 1A$HL|C}

1. Astra Control Center AF2 X} & |

2| AA(CR) MY S HEYLICH (astra_control center.yaml) AlH,
X, eX|AEZ| 8 7|EF ot pHS S

vim astra control center.yaml

(D vawLzso 22 MBS Og BS KL

2. r}

gl

HEHE +HotAHL IRl

<code>accountName</code>

Ad PNFS /4 ol
accountName E HZATHL|C} 22X Example
accountName Astra
Control Center A&zt
HZA o| S0 cHst
=XFEUL|CE SLte
accountName?Zt /S £
UELICY.
<code>astraVersion</code>
=p PNES] /4 ol
astraVersion HZZ & Astra Control =X 22.11.0-82

CenterQ| HEIL|LC},
Zrol Oj2| = 5
AOOZ o] MFof CHSt
e WQostK|
OI'ﬁL_lEl..

(=]

16



<code>astraAddress</code>

243

astraAddress

>

|)t|

£ HZAPLIC}
astraAddress
HEtR XA Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E= IP
ZF20] Cist
EXEQJLICE O] FAE
Astra Control Center7}
HIO[Ef MIE{Of| A O{EH|
AME[=X| ™o|5HH, 0]
FAE AZSIH EE
WA MO A MSTH At
SUst FQDN ££= IP
FEAQL|CE "Astra
Control Center 2+

IN IR S RPN S =1 ON
OrMAIR nttp: // =
https:// &
USILICE ol A
AHE5t7| 2|6l of
FQDNZ2 SAtgL[Ct
LEE 0.

Ho 4o

ogt

P
ne

o

astra.example.com

17



18

<code>autoSupport</code>

Of MMM Ot o= MEHSH=X|0f| 2} NetApp2l AP X[3 OHS
Hoig QX 22[0 HIo[EE B /XIS 2HY & AFLICH AFU

X|# Cllo[E{7} A FSHEL|C

243 ME X

autoSupport.en & Ct 7tsEiL|CH HZA enrolled 2
rolled enrolled &= =21 AutoSupport
url EE to= O|=eL|C}
*JQ'.'OHOF g,PL|L'_|- false QIE4l
HZO| AHLE
Hatg| x| o2
AHOIEC| B2 true
HZE AIO|EQ|
42 9 43 true
X2 flof &/H
HIO|E{E NetAppd|
HEg £+ ASLICH
712 MEf g2
QULICH false A 2
NetAppdi| x|
HIO|E{ 7t M&E[X|
4SS LIEFRILICE

Ol URL2 9iH

1 enrolle H|O|EHE H'H
url ZEE fIXIE 2™},
MEHSHOF %”—l'if

autoSupport.ur & Ct7tsEiL|Ct =X

—
dE=

<code>email</code>

x|

nx
0
Ral
Mo 4o
ogt

HASILICt email
EXEE 7|2 X7
2R AR
HYEILICE oM AR E
ol o|H|g =AE
SAFRLICE LS. o
o|H|Y A= U0
2a0lg X7| A™
AL2X} 0|20 2 AR E|H
Astra Control0{| A
O|HIEE AZILICE.

0]
=
)
'_l.
'_l
0 Mo
Rl
ne

=c|#|0|M

121 NetApp Active 1QO]|
Efol HZ0| EROHH(XE 442) 2=

of

false (O] 2f2
7| 22tLICL)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra A™1t HEE 7|2
xX7| 22| X}te|
O|ELIC} 7o
AL El O|E2 M3
210lst 2 UI19| M=o
HAEL|C

XH

Astra A|Eat AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z UI19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin

19



20

<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEF2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2| EZX|E2|E S AESH= E|0| O|0[X| HX|AEE|E HFfLIC.

ks At

2

o
imageRegistry. Z4 QAQILICH
name

imageRegistry. Of CHol =45t
SxpEol F2
"aelUct

imageRegistry.

secret

name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LHF

imageRegistry
X o™
X7t Aofghct.

5
&

INES

Mo do

oA o|0|X|E
IZEA|et o|OfX]|
XA EZ|9
O|ELICt o
THA|. AFESHK
OMYAIR http://
= https://
X AEEZ| 0|2,

XtE

o[O|X| =Xt
HXAEEZZ

QIEst= O

ArEE|=

Kubernetes H| 22|
O|EILC}.

of

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

243

storageClass

>

ogt

|

£ HEgLIC
storageClass #f A&
ontap-gold 2 CtE
Trident storageClass
2|AA0] HMASHIA|IL.
HHS HfLCt
kubectl get sc
THE 7|E AEEXK]
ZHAE =HelstHH
creg st
oA mhdof
Trident 7|8t AE2|X]|
Selx 5 siLE
2jisof gtLict
(astra-control-

Ho 4o

P
ne

center-
<version>.manifes
t) 2 = Astra PVSO||

A ELICE. o] &40
HAHE[0] UK gtoH
7|2 AEE|X| 22iATt
AtEEILICt &1 7|2
AEE|X| SefA7 LA E
4R 7|2 FH0| Y=
[YUSH AEZ|X]

S AQIX| elst A 2.

<code>volumeReclaimPolicy</code>

2

volumeReclaimPoli
cy

XA Y
J2{H Astrall PVSH| 2
CHSE i<t HAO|
MMEILICE o] MMS

O MHTLICt Retain
AstraZl A H|El = G
=52 |X[EL|LCt. 0]

HMg o=z dFetL|Ct
Delete AstraZt AtK|El
=g EES

AMHEtLICt, o] 22

MR ko™ PVSTL
SX[EL|Ct,

o

ontap-gold

21



22

<code>ingressType</code>

243

ingressType

x| o
Che A | S oILIE XY
AME3HH AL .Generic
(ingressType:

"Generic") (7|22
CI2 2A HEERE
At ZO|ALE XHA| =4
ZHEEHE MESI3 =
420l M2
AHEELICE Astra
Control CenterS H{Z$t
= S FAolof ghL|ct
"M AEZEZ"URLE
Ar235}t0{ Astra Control
CenterE HA|EHL|Ct
AccTraefik
(ingressType:
"AccTraefik") $4l
HEZZ AKX
o= 32 0| 2HE
AFESHHAIR. TJ2{H
Astra Control Center7}
THELICH traefik
Kubernetes 2 2 A
FY MH[AZ A9
|0l E9||0] Astra Control
Center= "loadbalancer"
K| MHIAE
AtEgtLCt,
(sve/traefik Astra
Control Center
L[ A O] A0 A),
HMA 7HSTH 2 IP
FAE Sofof ghL|Ct.
2T WAM T} ALSXE
st 5 8% OF%
EE HWHNMI} FEE
UX| B2 E2? MetallB
= OHE 2E MH|A
EC WMAHME AHESIH
QIR IP FAE MH| A0
gretet £~ QUELICEH LS
DNS MH M0l Astra
Control Centero0i| CH3H
A-|EHo|- DNS 0|22 235
AP =AE XA O
‘é.”—l'if. Ao r2E
WHAM" B 4 MH|A
FYO|| CHSE XtAISE
LHE2 2 &ESHUAIL
"QTF Abg.

=M

* Generic (7|2

* AccTraefik

)



<code>astraResourcesScaler</code>

243 NES) e =M
astraResourcesSca AstraControlCenter 2xe * Default (7123
ler 2l Hehof ot =g

ZM J7|2XO 2 Astra Off

Control Center= Astra
LHe| CHE 22| 74
240 cHsl A&
CIECESEe RS Ry
H{ZZEIL|C} o] M S
E4l| Astra Control
Center 2T E Q|04
AEH2 OfE2|A|0|HE EE
N eE aFOl =2
t20M O L2 B2
4s|eh 4~ QELICE
J2iL o 22 7 E=
HAE Z2AHE

A8 SH= AlLIE| 0| M =
CR ZEE AE2gL|Ct
astraResourcesSca
lar 2 AHT
UELICEof£. O|HA|
SIH Z|AA QFO|
HZ2tMsle| 0 AR D
S2AHY A=
USLICE

[fot

T



<code>crds</code>

O] MMof| A ME4SH AFRE2 Astra Control CenterOilA| CRDE XM2[st= U g ZHSLIC

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

i 4o

Mo o2

externalCertManag
er S MEHSILIC true.
7| 2AURLICE false
M| =0]| Astra Control
CenterZt XHH| 215 XA
#2|Xt CRDE
AX|ELIC CRDE

S AH TH|
QHHMEO|H 0|2
AX|5HH S AR CHE
BER IdA2 =5
USLICE ol E2OE
A23810{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR 9| S{AH Zt2|Xtof|
ols MX| B! 22| EICH=

NEE B 4 AL

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 23t Traefik 7|22tLICt)

CRDE AX[ghL|Ct.

CRD= Z2{AH HA|

QHHMEOQ|H 0|2

AX[SIH A CHE

2R ggS =+

UELICE o] E2HDE

A28+ Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

RE 9| S2{AK 2| Xtof|

ofsff Mx| 5! 22| EICH=

MSE HHl & JASL|CH

<strong>astra control center.yaml</strong>



apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:

name: astra

spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:

enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
astraResourcesScaler: "Default"
additionalValues: {}
crds:
externalTraefik: false
externalCertManager: false

Astra ®|0f dIE{ 5! TR EX|E 2t=RLICH

1.

O THAIOf| M OF~] 2 StX| 42 B2 & UELICt netapp-acc (£ AFSAL K| ) WY AH|O|A:

kubectl create ns [netapp-acc or custom namespace]

=
MK

gt

—

010

namespace/netapp-acc created

. Of| Astra Control Centerg MX|2L|Ct netapp-acc (= AFEX} X|H) UL AT O|A:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

AH

—

M-
010

25



astracontrolcenter.astra.netapp.io/astra created

X
c
(o
(9%
()
o)
02
o
o
>
0
o

2

z
>
0T

0x

i

i

fot
ro

e

>

30

A

1. BE AlAE 74 247t HBHOR MX|EIRH=X| ZolgH|ct.

=

kubectl get pods -n [netapp-acc or custom namespace]

2t POD2| MEHE YULICH Running. AlIAY EEE 1= o 3 2 HE 2 4 9

26
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0z
i

0l0
o

NAME

RESTARTS AGE
acc-helm-repo-76d8d845c9-ggds?2
14m

activity-6cc67f£f9f4-z48mr

(8m32s ago) Sm
api-token-authentication-7s67v
8m56s
api-token-authentication-bplb4
8m56s
api-token-authentication-p2c9z
8m56s

asup-6cdfbc6795-md8vn

9mlds
authentication-9477567db-8hnc9
Tmés
bucketservice-f4dbdfcd6-wgzkw
8m48s
cert-manager-bb756c7c4-wm2cv

14m
cert-manager-cainjector-c9pbb86786-8wrf5
14m
cert-manager-webhook-dd465db99-j2widx
14m

certificates-68dff9cdd6-kcvml
(8m43s ago) 9m2s
certificates-68dff9cddb6-rsnsb
9m2s
cloud-extension-69d48c956¢c-2s8dt
(8m43s ago) Sm24s
cloud-insights-service-7c4£48b978-7gvlh
(8m50s ago) 9m28s
composite-compute-7d9ff5f68-nxbhl
8m51s
composite-volume-57b4756d64-nl166d
9ml3s
credentials-6dbcb5£f89f-gpzff

1lm

entitlement-67bfb6d7-glékp

(8m33s ago) 9m38s
features-856cc4d4dccc-mxbdb

9m20s

fluent-bit-ds-4rtsp

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

27



28

6m54s

fluent-bit-ds-9rqgll

6m54s

fluent-bit-ds-wbmp7

6mb54s
graphgl-server-7c7cc49776-jz2kn
2m29s

identity-87c¢59¢c975-9jpnf

9m6s

influxdb2-0

13m
keycloak-operator-84ff6d59d4-gcnmc
Tmls

krakend-cbf6c7df9-mdtzv

2m30s

license-5b888b78bf-plj6]

9m32s
login-ui-846b4664dd-fz8hv
2m24s

loki-0

13m
metrics-facade-779cc9774-n26rw
9ml8s
monitoring-operator-974db78f-pkspg
6m58s

nats-0

13m

nats-1

13m

nats-2

13m

nautilus-7bdc7ddc54-49tfn
Tm50s
nautilus-7bdc7ddc54-cwc79
9m36s

openapi-5584f£f9fd6-gbrdj

9ml7s

openapi-5584£ff9f46-z9mzk

9ml7s

packages-bfc58cc98-1pxg9

8m58s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m

polaris-consul-consul-server-2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



13m
polaris-keycloak-0
(6ml5s ago) om56s
polaris-keycloak-1
4m22s
polaris-keycloak-2
3médls
polaris-keycloak-db-0
6m56s
polaris-keycloak-db-1
4m23s
polaris-keycloak-db-2
3m36s
polaris-mongodb-0

13m

polaris-mongodb-1

13m

polaris-mongodb-2

12m
polaris-ui-5ccff47897-8rzgh
2m33s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6cb7bfc49b-pS54xm
(8m29s ago) 9m31s
storage-backend-metrics-5c77994586-kjn48
8m52s
storage-provider-769fdc858c-62w54
8mb4s
task-service-9ffc484c5-kx9f4
(8m44s ago) 9m34s
telegraf-ds-bphb9

6mb54s

telegraf-ds-rtsm2

6m54s

telegraf-ds-s9h5h

6m54s

telegraf-rs-1lbpv7

6mb54s

telemetry-service-57cfb998db-z3x78

(8m40s ago) 9m26s
tenancy-5d5dfbcf9f-vmbxh

1/1

1/1

1/1

1/1

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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2. (MEH ALEH) A7t 22 E|RA=X] Eel5t7] ¢

9m5s

traefik-7b87c4c474-jmgp2

2m24s

traefik-7b87c4c474-t9k8x

2m24s

trident-svc-c78f5b6bd-nwdsqg

9m22s
vault-controller-55bbc96668-c6425
11lm
vault-controller-55bbc96668-1g9n9
11lm
vault-controller-55bbc96668-rfkgg
1lm

7| =g ct.

T
o
0
e
1>
50
>

1/1

1/1

1/1

1/1

1/1

1/1

Running 0
Running 0
Running 0
Running 0
Running 0
Running 0

LICt acc-operator CHS HHZ ALE5}0

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

(D) esuch 200| 22{AE S2 Anist BAlH
|-‘c'>‘|-

3. DE Pod7t MHE|H AX[7} M3
Control Centerdll 21218t [ AR

kubectl get AstraControlCenter -n

ocCt.
oHd-
NAME UulD
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f
True

accHost 2F{AH SE2 O0tX|% 2 F 5ILI0|H, S2{AE SZ0f MIioHH B ZLof| 2 I{SHK]|

"UIO|M 22{AE AIEZRE F7

o
st
=

2ot 2A2 9ot A AH
MH|AO| CHEE 2 HMAE 22|SH= Kubernetes =41 A

= HO = E3|

T oT =2 o

SfLICH APIE A EILICE

=

o

ES A AEE £ ASLIT

Z AZE|J=X| ZHRIStL|CH (READY JELICH True)S YUZSIT Astra
x7| MK 25 E gr&L|CEH

[netapp-acc or custom namespace]

VERSION ADDRESS

UUID 22 SAFEILICEH &S &= LICE acc- UUID 2 §o| FLICH (acc-|
ool M= acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£)S S2ITHLILCE.

$0

22.11.0-82 10.111.111.111

UUID] E&, Of
S

SLIC O] ZXoM= 7| 2e4E



A8t 32 4 ZE2{0f st 84 oM E MBELICH ingressType: "Generic" Astra Control Center
Afﬂxl- NP E|_.__ (astra control center.yaml)E S2IL|C} X[t 22 0| HXIE A EY HRIt
AELICH ingressType: "AccTraefik" Astra Control Center AFEXAL X|H 2|AA

(astra_control center.yaml)E 2& grLct.

_n_

Astra Control CenterS H{E St & URLS AF2510] Astra Control CenterS =5t 2 £4 HEE2{E L M8|0F
gLt

K| EHA[= A BSH= A HEEZ Q| KY0| w2t CHELICE. Astra Control Center= Lot 4 ZAEER RAES
K| IgtLIC o|2{st M HAtO|M = CHSat 22 A HEEY Y| Ciet oK THAE XS TfLICt.

L9t %
* W4 QAQLITH 44 ZIES2] 0|0] HHEE|0f 20{0F BLICH
* 8 BEBLICH M S2A SN HES20| Sfrots HES2{7} 0[] YA 0fof BLIC

Istio &I E0f| CHSt ThHA|
1. Istio Ingress= FAgtL|Ct.
(D) ol mrolE l=r 1y 2O ALSSIO] IstioS PAVICID AR ELIC
2. 441 Ho|Esolof chefl st 1ZA 2 JHel 7| TS

oLt ddgct.

o

1

CA MY = XA ME AISME MEY += UELICE & 0|E2 Astra 2 (FQDN)O{OF L},

02

= o

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. ASE OLELICt t1s secret name S8 kubernetes.io/tls O|A TLS 7HQl 7] & QI
system namespace TLS H|Z0f| @HE[{ Q&LIC

HH o
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

HIZO| 0|2 1t YX|SHOF SLICt spec.tls.secretName O MBSELICHistio-
ingress.yaml It.

4. 0ff 41 2|AAS HYZBIL|CE netapp-acc (E= AHEAL X|F 0|F) A7|0H0f| CH3H v1 2[AA HAMS A=

o T
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https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

HUADO|ARILIC (istio-Ingress.yaml O| 040l AMEE):

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

- HE A HE:

kubectl apply -f istio-Ingress.yaml

A e

]

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

ock.
o H--



NAME CLASS HOSTS ADDRESS PORTS AGE

ingress istio astra.example.com 172.16.103.248 80,

7. Astra Control Center AX|Z 2t=¢tL|C}.

-

A

1. JAIo| &t 5 OHEL|C} kubernetes.io/tls MM TLS 7HQ! 7] & Q1B M|
2 (= MEXFX|E 0| ) UIYAMO|AE AFSRLICH TLS H| 2"
A

Nginx 4 ZIESZ ¢

=
HUADO|ARILICH (nginx-Ingress.yaml O| 040l AHEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: netapp-acc-ingress

443 1h

AL netapp-acc 0| dHE

|AAS Of| BHESIL|CE netapp-ace (E= AFEXL XY 0|5) 27|01 CHSH v1 2[AA HAS AHEStH=

o

namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:

- <ACC address>

secretName: [tls secret name]

rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:

name: traefik
port:
number: 80

pathType: ImplementationSpecific

3. W7 AR Mg

[= |

kubectl apply -f nginx-Ingress.yaml

(D Nginx ZIEB21S 0 Oftl H{EZ MX|sts 20| BELICH daemonset.

OpenShift Ingress ZIEE E 2/t THA|

1. AIZME 2SI OpenShift EFREOM AIRE 4 UEE ZH|El 7|, 215 M 8l

CALYS 7t EZLCt.
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

2. OpenShift ZZ2E MAM$HL|CE,

oc create route edge --service=traefik --port=web -n [netapp-acc or

custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0i| 2 1QIgfL|C}
Astra Control CenterE MX|ot = 7|2 2t2|Xt9] AT E HATI Astra Control Center Ul CHA|E =0 232181 T,
CHA|

1. HEIRXO0|M FQDN(2 Z&H2 LBHELICt nttps:// BFAHNE YHELICH astraaddress Ol YELICE
astra control center.yaml CR Astra Control CentersS EX|&LICE.

2. BIAIXIZF BEAIEIR XA M E QISHE SBLICL
(D) =303 48R NF ABNE 1S £ YALICH

3. Astra Control Center 2191 H|O|X|0i|A] Off AtE%t 22 RHFLICE email QK|
astra control center.yaml CR Astra Control CenterE BX[SLICIE FE O X7| X &=
oIE=|o|'L_||_'_|- (acc-[UUID])E 22IELC.

mufn

() z=e oss v Yot 158 Sot elx Aol AL

4. Login * 8 ME4BILICE

5. M| A|X| 7 LIEFLE

I'.'E'.
i
il
rE
oX
of
=
o

@ K 232101 AL AT E glojHz|1 o2 z+a| Arﬂxr AHo| Otx] MME|X| of2 22 o
F29|SHMAIR "NetApp X 2" HUHS 27 X|2lS 2I8H.

6. (MEH AfEh) 7|E2| XtM| MBE TLS QUBME MAHStD 2 HREL|CH "2IE 7[2HCA)0AM MBS ALEX XIE TLS

ASA".

X ZHE sHELLIT

o] MH|ATEQE B2 Error AE|, 205 AAS £ USLICH 400 ~ 500 HC| API SE ZEE HELICE Ol=
TEO| dhalish B A % LIEFHL|CE.
CHA|

1. Astra Control Center 23Xt 212 ZASIE{H LIS 2 US|,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f
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© (MEH AR 2EOf w2 Ak EX|E 2tz Ch " A

o
TS pEPfLict2E A

:allow-uri-read:

OpenShift OperatorHubE AF25t0{ Astra Control CenterS A X|fL|C}

Red Hat OpenShiftE At&%t= 22 Red Hat 3¢ 2FXIE AL 510 Astra Control
CenterE AA[g & UELICE O] HXIE AHE S0 0f| M Astra Control CenterE AX|gfL|Ct
"Red Hat 0| ZA|AH! FtEFZ 11" EE= Red Hat OpenShift Container Platform AME.

EXE b=t 20l X BAZ S017t £ t=oljof LIt "LIHA| EHA" EX| 43 R E 2helst
a2efct.

H 2

A

A XN =H SF *: "MK|Z A|EHSH7| Hof| Astra Control Center 258 9|3t 2HF S ZH|EtL|C",

o
o

_

ne

-
Kol

o *

o

o *

A

()l

Kol S AE 2% SLAPI MH|A *:

° OpenShift 22{AE0|M 2= Se{AE 2V HE{QIX] &l gtL(ct.

oc get clusteroperators

° OpenShift 22{AE{0]| A 2= API AMH[AT F ek HENQIX| 2helgtLCt.

oc get apiservices

* * OpenShift Permissions *: Red Hat OpenShift Container Platform0i| CHt Zl4 stat HMA S Ao MHE
X A E ALICH

= T od

* QIS A Z2|Xt LM E *: QIS A 22| Xt 2HAEO| 0]0] Y= AR LEE SO BhL|C "2 THA" kA
Astra Control Center= AHA| 21 Z2|XIE M X|SHX| t&LICH 72X S Z Astra Control Center= A X[ S0
XA 1B A E2[XHE M X[ErL|Ct.

* * Kubernetes 341 # EEE1 * SHAECS 2 W AN} Z+2 MH|AO| CHS 2|8 AN AE EE[SHH= Kubernetes

T —-——=
$A HEZR| 7V} Q= AR Astra Control Center?t & AFRSIEE AXS{OF ShL|C},
HAXL LA AT O|A ST

OC Ccreate namespace netapp-acc-operator

b. "HHS etEelLCl 4 HEED R0 XLt
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* NetApp Astra kubtl 2211212 M X|&L|C}
* O|0|X|E 2 YX|AEZ|| 7

© 2YA X HO|X|E HoMA L

© RTXE AXIFLICH

* Astra Control CenterE A X|gtL|C}

Astra Control CenterE CI2Z st &2 SLCt

1. 2 O|SEILICt "Astra Control Center T7HEH CHR ZE HO|X|" £ BI2SIAMA| L.

2. Astra Control Center/t ezl HES CHR2Z ERHLICH (astra-control-center-[version] .tar.gz)S
2|3t |C}
="14d .

3. (HZE|X|2t MEH ALS}) Astra Control Center& QS U MH HES CHR2EERLICH (astra-control-
center-certs-[version].tar.gz)S 2260 HE MEZS =tQlgtL|Ct.

|

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-
control-center-[version].tar.gz

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl 22|12 A X|gtL|Ct

NetApp Astra kubtl B ZE Z2{19212 Astra Control Center B E 5! 2 T72{|0]|=QF A El ABtK Ol XA S 43S if
AZtE "oksl FL|Ct.

uestA

NetAp 2C f%fﬁ._f CPU OF7[EIX 3! 2F H|H|oj CHet E21¢! Hio|H2|E HMSELICt o] S +&st7| Moj| AL
&2l CPU % 29 H|H|E otof 6.:.”—Ilif.

CHA|

1. AF2 7Hst NetApp Astra kubectl 221301 HIO|LH2|E LIEstD 2 HA| 5 CPU o7 |ElXof Zest ot
O|EE2 HO| FHAR.

() kubbeck B2{79l 2j0|H2{2|: tar HES| YR0|B BL{0| 20| BYLIC kubect 1-astra,
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https://mysupport.netapp.com/site/downloads/evaluation/astra-control-center
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https://mysupport.netapp.com/site/downloads/evaluation/astra-control-center
https://mysupport.netapp.com/site/downloads/evaluation/astra-control-center

ls kubectl-astra/
2. SHIZ Hio|H2|E ¥ ZEZE 0|53t 0|2 2 HEYLICH kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| AlZlof| Xetot chA| A|ZAS 2tEefL|C
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Docker £ & ZTSHAIL

=
1. Et29| RE L ER| 2 HFSL|Ct O mpat CER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

At

i

2. Astra Control Center O|0|X| C|2lE2[2| I{7|X| O|0|X|E ZZ X|AEZ|0| 2O E&LICt
Mol CFS CHA| 2IY 2 +™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml
)E S=IELICE

° &lIt;MY_FULL_REGISTRY_PATH&gt;= Docker A ZtA 2| URLZ HHELICE O £0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} O|EOZ HiEL|C}
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- BtEo| RE C|AE2| 2 HARLIC O] bt CIAE2|7F EAIELICY,

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn Aot
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[2 URLE CHA|EHLICE.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
${PACKAGENAME }/${PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME }/$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

HIX|AEZ| Lo w2t AFZET} BtE= 0|0|X| Z2&= CH31F Z00F ghL(Ct.
https://netappdownloads.jfrog.io/docker—-astra-control-prod/
netapp/astra/acc/22.11.0-82/image:version

2SR X HO|X[E H2HA2
1. 2FXt AX| HO|X|off HM|ASI2H LIS "AL F SHLIE 2ESHUAIL.
° Red Hat OpenShift &l 2&:

i. OpenShift Container Platform UI0{| 2 1QI%}L|C},
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i. ZM M50l M * Operators > OperatorHub * £ MEHEIL|CE.

iii. NetApp Astra Control Center 2EXtS Z{AMsH0] MEHBHL|C},

@ netapp-acc-operator

Latestversion

Capability level
@ Basic install

cloning.

How to deploy Astra Control

Containerimage
N/A

Created at
e

Support
NetApp

° Red Hat Of| ZA| AR FHEIZ2T:
i. NetApp Astra Control CenterS MEHSHL|CL "2 X},
ii. HHIC Bl ALE * 2 MEfBIL|CE

Red Hat 2
Ecosystem Catalog Hardware Software Cloud & service providers

Refer to Installation Procedure to deploy Astra Control Center using the Operator
Lource Documentation
Certified
Provider
NetApp
Repository
N/A

Help Resources

All Red Hat

Home » 5 s » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview

HXE SRIGLct

Ho

1. Install Operator * H|O|X| & gtz st SEXE M K|L|C}.

2EAtE ZE 2HAH HYAHO|AMM AEE 5 ASLICE

a. HMX HJAHO|A EE= E MEHBIL|C} netapp-acc-operator HIRYALO|AE XA HX|o YBEZ
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
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() 45 &0l0| ATELIC S2AET stLto| 2HX QIAHATH M F0|0fof ELCH

2. 2£0{M OperatorHub == 0|58t RHA7t H3X o= HX|=|U=X| eletL|ct.

Astra Control CenterZS M X|gtL|C}

1. Astra Control Center 2 Xt2| * Astra Control Center * H0| = 2&0|M * Create AstraControlCenter * £
MEHSHL|C,

Project: netapp-acc-operator w
Installed Operators > Operator details
netapp-acc-operator
e P Actions =
2281provided by NetApp

Details  YAML  Subscription Events  Astra Control Center

AstraControlCenters

No operands found

o define the behavior of the

b. Astra Control Center0l| CH$t 20|28 Z=71EtL|Ct,
C. At XS &Mst £ = g dsteti|Ct,

d. Astra Control Center FQDN EE= IP FAE I28HL|CH S0{7X|0f http:// & https:// &
ola4shL|C}.
H—dg

£ A% 0lZ, ol =4 I ElR Mg Yaistc
9. o 28 Mzt M Meyst

A o

* Generic (ingressType: "Generic") (7|2

~

CHE =4 AEERE M8 SO|AHL XHA| =4l IEEE|E MEI = B2 0| SME AFESIHAIR. Astra

Control CenterE H{Z St = 2 L M8{OF BLICtH "= 4 ZIEZE{" URLZ A0 Astra Control
CenterES HA|gfL|CH
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" AccTraefik (ingressType: "AccTraefik")

M HAEEZE AMHK| tedi= 2 0| M2 ALY A|L. O2{H Astra Control Center?}
ZEILICt traefik Kubernetes "2E HZM" S8 MH|AZ A 2| AHO|EY|0]

Astra Control Center= "loadbalancer" 82| MH|ASE AEYLICE (svc/traefik Astra Control Center
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* Pod7} WA= AER|X|QL &2 HEY = UTE S AH Q| XX 20 HE e AE2[X| E20[HI 74 &[0
s

* HARS| SHE2 S(B) EFYLICH "ol 4= JASLICH Astra Trident % Astra Control Center&.
* Astra Trident2| t HEQL|C} "Astra Control CenterOf| A X| & fL|CH MX|=l:
7tSELICH "Astra Trident %" Trident HAIXH& EE= H|O] XIE AH8) = E AFSEILICH

@ tridentctl. Astra TridentE AX| L= 2{0|E517| HO| 2 AESHYUAIR "X E[=
OTHEHE HHAAlE Sl SAE 4"

° * Trident AE2[X| AT} M E *: Astra Trident AEZ|X| WA= 7} SELE O & RLO{OF SFL|C "1 &
SHAEO0A.

° * & Trident AE2|X| S22 *: Astra Trldent AE2|X[ S2H ATt SHLE 0|4 UO{OF BL|CH " E"
SAH0M. 7|2 AEE|X| AT FHE BR 7|2 FHO| A= RS AEE|X| EHAAX| =HQIFL|CH.

o * Astra Trident 28 AHAF HE S| 0l 22 AHAF ZajA Mi| 2 1A * 22 ALHAF HEZ2{7} £[0{0}
ghec A X| =0 c""'—l Ch" [2kA Astra Controloﬂkl ARAE MY %%thf Astra Trident?} StLt
O & AO{OF BILICH VolumeSnapshotClass U&LICH & X" 2t2|Xte| A

* * KubeconZetit HMA THs *: Off HM[AE 4= JAGLICH"SHAE FH|EFSHI 6{7|0fl = StLte| AHAE
K480 ZerELIC

* * ONTAP credentials *: Astra Control CenterS AF25t0] XS U] 5l 22l5t2{™H ONTAP A|AEI0| ONTAP
At ZHI 15 AFEX S AFE X} ID7F A™E|0] L0{OF BHL|CE

ONTAP BHEE0|M CtE BHEE AASSLICL
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * Rancher M& *: Rancher & 20| A O E2|7|0|d E2{AHE 22| mf Rancher?t M33t= kubeconF 2t}
A Ol A OHEEIﬂIOI S| AEQ| 7|2 HEAEE £X3l0] Rancher AP A{HH HEIAE Al HEZ Zgj|0l
ZHEIAE S A2EtL|C} 2t Rancher APl MH Q| Ho17t E20{E 1 M50| SAHEIL|CE

Xt AALE Aagt|ct
Cte XA ZAIE Adsto] 22| AE{Z Astra Control Center0l| =718t ZH|7} [ =X| &tolstL|Ct,
CHA|

1. Trident HX S HQIgtL|Ct.

kubectl get tridentversions -n trident

Trident?t AL LISt FAISE 20| HA|ELICE
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NAME VERSION
trident 22.10.0

Trident?t Q™ LISt FAISH 20| EA|ELIC}

—

error: the server doesn't have a resource type "tridentversions"

@ Trident7} AX|E[X| QAL AX|El HTO| £| 4l O] OFl B A|&5E7| FHof| Trident2| 2[4
HH S 2XISHO0F LICH S BZSHIAIL "Trident A" & FZSHYAIL.

[}

2. Pod7t H¥ FQIX| =HQIStLCt.

bl

kubectl get pods -n trident

3. AER|X| E2fATt X[ E|= Trident E20|HHE At JU=X| &QlRtL|Ct. =Xt OS2 0|0{0F FL|Ct
csi.trident.netapp.io. LIS GIE & ZSHUAL.

kubectl get sc

Mt

—

MlH
olo

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete

true 5d23h

Immediate

H|$tel 22{AH HE0l kubecononfigs M- etL|Ct
2%t A2 Astra Control Center0il CHsH &|otEl 22| X HehS MM et &~ QIELICH 0| A2 Astra Control Center
PS oy L

=
X0l e "Xp7t obEL|Ct. of EXth= 2t2(dt 31*5101| CHot Astra Control # 3t H|otsH= HEQ
kubecononfigE M45t= Ol =20| ELILCt.

=
HXLHAE t=str| Hof| 22|st = 22 AE | CHol TS AFES 2kelslof gfLCt,
* kubbtl v1.23 O|AtO] MX|Z|RAELICH

* Astra Control CenterE Sdll 715t 22|52 = 22 AE0f| kubctl HMAE S EEL|CH

@ O] XIE £3St2{™ Astra Control Centers A3l Q1 22{AE{0]| kubectl2 HMAT ZQ T}
i&LCt
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THA|
1. M| A AE Mo
a. 2= MH[A AIE oL 2 MAHBLICE astracontrol-service-account. yaml.

Zeof w2t o|F N WYAHO|AS ZHELITH K{7[0M HATH FR LhZ HA0AM St HE
ArE HE3sf{of ZLItt.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. MH|AAE HE
kubectl apply -f astracontrol-service-account.yaml

2. Astra ControlOf|A] 22{AEHE 22|st=

i}

| TR A4 ALS HBOE NBE T2AAE U2 Yy

—_ e —

| e

a. 2 MMYLICt clusterRole MUS SEJYELIC astra-admin-account. yaml.

rulo

H

120 et o] F & UYAHO|AS ZFELICEH K70l HESE FL CHE HAOM 2t HE
tetE X Ealiof ZfLCt.

Il

P

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:
# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:
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LI |

resources:

T %0

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror

apiGroups:

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

Jjobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts

services

failover
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- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

# Watch resources
# Necessary to monitor progress
- apiGroups:
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

# Update resources
- apiGroups:
wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

a. 2oAH Y HE:



kubectl apply -f astra-admin-account.yaml

3. S2RAH Aol et S2AE AY HieldS MH|A AHIFol| M ect.

a. 2 YHgLICt clusterRoleBinding Y S SEMESLICH astracontrol-

clusterrolebinding.yaml.

Qo w2t MH|A AFYS dee o +8E ZE 0|1 HYAHO|AS ZHEILIC

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. 2o{AH A Hilds MEYLICH

4.

kubectl apply -f astracontrol-clusterrolebinding.yaml

M MHIA AE 22 E LHFEYLICH <context> SHIE HX| &g

o -

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json
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"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

o| 2t QA0f st QUHARLICE secrets 02[0]= 022 A|ZRFEIL|CE 22| of[of|A] o] QI ARILICE
astracontrol-service-account-dockercfg-vhz87 = 00|11 Q| QIEAQIL|Ct

astracontrol-service-account-token-r59kr 1RL|Ct. Z2 0| A "token"0|2t= SHO{7} T EHE]
MH|A AE 0|E9| QIHIAE J|E6l SLC}.

5. Ct21} 20| kubecononfigE A A stL|Ct.

-

o

HI

MASLICE create-kubeconfig. sh IFY. CHX| TOKEN INDEX LIS ATZES| A[Z 2

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN7DATA} | base64d -d)
# Create dedicated kubeconfig

# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp



# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW_CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Kubernetes 2Z{AHN| MET HHS AA SHAAL.

source create-kubeconfig.sh

6. (A& AlE) kubeconfig?| 0|E2 2212 2| 20| Q= 0|EQE HiELICH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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