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https://kb.netapp.com/Cloud/Astra/Control/Application_clone_is_failing_for_an_application_in_Astra_Control_Center
https://kb.netapp.com/Cloud/Astra/Control/Application_clone_is_failing_for_an_application_in_Astra_Control_Center
https://kb.netapp.com/Cloud/Astra/Control/Application_clone_is_failing_for_an_application_in_Astra_Control_Center

OHEZ|AH|I0|M 228 ME AEZ|X| BefjAZ ot

ot

o= oHZ2[A|0|Md 2 20| HofgtL|Ct

AER[X] EefAV BAMHOE MYE MEE S8 T2 M2 HIEDE 2(0f: helm install ..-set
global.storageClass=netapp-cvs-perf-extreme)2 ALESIH OHZ2|H|0| M S SH[SI2{= 0| A|=0=
EfZ S2{AHO| e XI™HE AEZ|X| 22 AT JA0{0F gLt

FANEHoz HHE AEE|X| SHAE 71Xl o ZE2|AH|0|ME SYTH AEE|X| E2fAT} gl= EAHE SE SH|SHH
AIBL|CE O] ALI2| 0[N = S+ THA[ 7 giELICE

= kubecononfig ItY0j| ZIEIAET} = 71 0|4 EBHE|0 R OH Astra Control CenterS
g5t 2HAHE &g = glaLnt

> \d
R}
o

27} 0| 4f0| S| AE|ot HE|AES AFS10] kubeconfig ALBE 4 GALICH B AXSHIAIR 7|2 112 BAES
HESHIA " B HESHIAIR.

Astra Control Center 23.04= Y 12|0|E8t = LB I I} AR X| QE&LICE

Astra Control Center 23.042 ¢ 18|0|E3t & UH T EJ} A|RHE|X| Q2 2 QISL|C}H 0] 2X|E siEste{H 2
CHAE AFRSI0] G2 = TE 2 S50 F CHA| A|ZHSHAUA|R.

1. <namespace>E #X LY AT|0|AZ CHA|SH S W= PodE H&LICH
kubectl get pods -n <namespace> | grep au-pod

sk dE
[S] =

o

flo

ChEar Z&Lct

rir

Pod2| Z1}

rir

pcloud-astra-control-center-au-pod-0 0/1 CreateContainerConfigError O
13s

2. gokg gh= 2t IEE CHA| A|ZFStD <namespace>E 917 HIQIAH|O|AZ CHA|IEFL|C
kubectl delete pod pcloud-astra-control-center-au-pod-0 -n <namespace>
UL I = 23.040A 23.04.22 H2|0|ESH= MA THA 20| @F AEHE EAIZL|CH
Astra Control Center 23.04.22 212{|0| =3t & Y& PodU|M @F It HA|E 4= JELICH

o #HE 23 task-service-task-purge:

kubectl get all -n netapp-acc -o wide|grep purge

pod/task-service-task-purge-28282828-ablcd 0/1 Error 0
48m 10.111.0.111 openshift-clstr-o0l-07-zwlj8-worker-jhp2b <none>
<none>
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https://kb.netapp.com/Cloud/Astra/Control/Managing_cluster_with_Astra_Control_Center_may_fail_when_using_default_kubeconfig_file_contains_more_than_one_context
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kubectl delete job task-service-task-purge-[system-generated task ID] -n
<netapp-acc or custom namespace>

Istio 2 E0M= 2LIHE I ST £ UEL

Ct

stio 2+ 0f| A Astra Control Center2t Cloud InsightsE H|0{25l= 32, & BXSMIAL telegraf-rs PODZ}

-
o
=Y = USLICE o] ZXME S ZSt2{H L2 THAIE s AIL.

1. ZSot ZE 37

—

ot

kubectl -n netapp-monitoring get pod | grep Error
CHE21F fAFSH 20| EAIELICH

NAME READY STATUS RESTARTS AGE
telegraf-rs-fhhrh 1/2 Error 2 (26s ago) 32s

2. ZE5H IEE CHA| A|ZISH0] WHRILICH <pod name from output> @S Hh= POD 0| AHE:
kubectl -n netapp-monitoring delete pod <pod name from output>
CtSat fAReH E240] EA|EL|CH
pod "telegraf-rs-fhhrh" deleted
3. ZETLCHA ARE[C 27 MEfZt OFLIX| ZhelgtL|ct.
kubectl -n netapp-monitoring get pod

Ct3ah fAfeH 20| EAIELICH

NAME READY STATUS RESTARTS AGE
telegraf-rs-rrnsb 2/2 Running 0 1ls

TEAE Edl| dZE 1 NetApp Cloud InsightsOf| 22| 22{AE{ 7t LIEFLLX| QE&LICE

Astra Control Center7t ZE2A|S £38l NetApp Cloud Insightsil #Z%& A< Cloud Insightsofl 22| 22{AE{7}



LIEILEX] Q42 o= ASLICE O] XIS siZStHH HElEl= 2 2HAH|M LS HES dA L)

kubectl get cm telegraf-conf -o yaml -n netapp-monitoring | sed

"/\[\ [outputs.http\]1\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get cm telegraf-conf-rs -o yaml -n netapp-monitoring | sed
"/\N[\[outputs.http\]\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get pods -n netapp-monitoring --no-headers=true | grep 'telegraf-
ds\ |telegraf-rs' | awk '{print $1}' | xargs kubectl delete -n netapp-

monitoring pod

Astra Trident’t 2221 mff LHF AH|A 23F(500)2f 2HAl 4 HIO|E 22| £ 0]
AR SLICE

AU 2HAE Q| Astra Trident7t Q21 MEHTF E| 10 CEA| 22+Q] SEHZE E[ ¥ H|O]E 22| S A|=E [ 500 LHE
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== g
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SAE 22| Mot
* &= 7H9| Astra Control Center QIAEH AT SAUTH 22{AHE &2 + ASLICH
* Astra Control Center= S5tA| 0|20| X|IHE = o
e 7|gh AN A H|0{(RBAC) Mgt Atet
* HAAHO|A RBAC M2 Z0| Y= ALKt 2HHAHE 71 A 22[d = ASLICH
* HIYAHO|A Hef ZZ0| e A2 2| X7 M| ZAH00| HUAADO|AE It WhEK| SH|=| ALt

Aol MM AT =~ GSLICH

o B3| FIBH AL
* EIY HIYAHO|AS| 02 S8 Z2IHL T2 HYAHO|AZ FEHOR Bas
* Astra Control& HIQIAHO| AL 0f2] AEa|X| Z2HAS ALBSHS A2 XIISHK| 2

* Astra Control2 2225 QIAHAO| Ll 7|2 HIIS XIS = STtSHX| t&LICH
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* pass-by-reference AMXIE ArE5H0] x| ¥l 2 20| MUY £ ASLICE

* OLM X| & 8! Se{AH He| 2A 2 B ZE H2 XA X

iQ
o>
r
il

* Helm 22t SH| HYZLEl B2 XY= X| gb&L|CH
At s AbE
* Astra Control Center?| S3 HZI2 7t& 82 E6HX| pELICt
* Astra Control Center= =S A| AMH0]| CHoH 2ot M2 HEE =l5HK| f&LICH
* Postgres PODO]| Cliet 7| & &= Qld @ F 7+ EhdefL|ct
* Astra Control Center QAAHAE H|Hot= S 8] 3 AAFO| EEE|X| oS o JUSLICH
* LDAP AtEX} 8! O F H|ot

* 0007H2| O|HHIE 7} FA|EL|CE

Am

H AN HEED XS AF83t= Kubernetes 1.25 0|4 2 AE Q| 3 AHAF0| gl &~ JUEL|Ct

= 7H2| Astra Control Center QI AEI AT} ST EHAHE 2alg & gi&L|CH
CHZ Astra Control Center QIAEHANA 22{AHE 22[5tH™H HXA LSS £A6HOF SL|CH"SEHAH 222

F|ABL[CH THE QAR A A ZE|SH7| Fof| BE|=|= QARAMM 2E|0|M 2HAHE HAHY = T2 BES
HASI] S AE7L 22 = X| b= HENIX] =HelgfL|Ct.

oc get pods n -netapp-monitoring

SHEH LIQIATO| A0 A A8 S01 TEJ} glojof SHLICH, K| O L AHO| AT} EXISIX| 240fof BHLICH & 5
StLizt Aol 29 S A pals|x| AL

O oOoT — [EoN=]

Astra Control Center= S5} 0|E0| X|HE &= SHAEE a2lg & USLICE

o0 A= SHHAHS| 0|2t S

=¢or 0 | ATfSiLICt O] M= Kubernetes
TN IAoM 22{AH 0|8 7|2%U42

0
HZ0IM ZhE Rh AL

o2 WHOR [i2 8 YELIC

1. 8 HWESLICE kubeadm-config 74 H:
kubectl edit configmaps -n kube-system kubeadm-config

2. E HABILIC clusterName ZE Zf AlZf kubernetes {8 AF2X}L X|H 0|EQ 2 X|™E/L|CE.

_

3. kubecononfig& M BILICH (. kube/config)E S2BfLIC

4. oM EHAE 0|52 YHIO|ETILICt kubernetes IR AFEXL HO| O|ECE (xyz-cluster = Of2f
GId|o| AP EILICEH) & 7kX| 25 YUOO|EZLICE clusters U contexts O G0 EA|El MM:
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apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERDb2tCcjZ5K3E2Njk4eQot LEXAMpLEORCBDRVJUSUZJQOFURSOtxxXxxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
name: kubernetes-admin@kubernetes

current-context: kubernetes-admin@Rkubernetes

—

HQIAm0]A RBAC M|ef Z210| = AEA= SHMAHE It 8 He[d &= JASLICE

HAHO|A RBAC M2 Z240| U= AFEX= 22{AEHE FIISH7ALE 22| 4= ELICH WX Mot Argo = Ik
Astra: O|2{et AFEXF7F 22{AH 22| S dliFots WS YXISHA| LTt

HJAHO|A M[SF Z=210] A= A2 22[Xtot Mjef =20 HJAHO|AS =71 Th77hX]
SEHEIAL S E Yol M AT 2= GlEL T

= XX AEe CHE EHAHE 28 SH L= =
SN[ AL SRE M| HMAS £~ IELICH 22
[AFK7E S MEY £ JYESLICE member FES 2
AMEX}AE 8 A Mef ZHSE YO|0|ESLCE.

Y = AFLCEH 2L ST ASXIE M LA H 0] A0 A
=7 HUS Soll A HIY2AmHo|AS Mot = A 22| Xt

AEXE7E M A AH|O| A0 CHEE MM A Hots ROSI=R

TH WY Am0| A0 042 S8 ZR2IMS U E HIYAHO[AZ HYHoz SHE + GlELIC
Astra Controloi| A 0f2{ 02|70 M Ho|S WAsto] TH LIAATO|A0M 0f2f ofZ2|3|0|MS 22jsts B2

=
HE oiS2A0| 84S THE T HYAHO|AZ FSHUY £ GELICEH Zf OfZ2|AH|0|ME Bl HYAHO|AZ
=#otiof Lt

Astra Control2 H|QAL|O| AL 0f2] AEE|X| FEHAE A6t S X|SHK| SUSL|CH

Astra Control2 | AHO|AG THY AE2|X| S2{AE AESH= S XS LICH HLATHO|AY HE =TI6H=
AR HYADO|ANAM CHE ot SLTH HEA S AT 4of| J=X| eelgtL|ct,

Astra Control2 Z22I2E QAAEAN CHsH 7|2 HIIS XSS = LXK b&L T

Astra Control2 S22t E QAAHA0 Lol 7|= HIS AIS22 SHSHX| AELICH S2tRE AARAL 7|= KIS
+SO 2 AFdofr Litt. 7|2 HIlS HEHSH| g™ = 22 4
O-IﬁL_l [:l._

HA H
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pass-by-reference HLMXIE AFESI0] AX[E el FE0| A &~ USLICE

Astra Control2 L AH|O|A HQ| HAMXI} SHH| MX|El S X|2AEtL|C} 0|23t HAKH= HtR o=
reference” Ot7|ElX{ 7} OfL|2} "pass-by-value"Z A E[A}ESLICt CHS2 Ol2{et HE S 2= AL 2K o
CHSH AmelL|C}.

* "O}HItX| K8ssandra"

K8ssandra ©| 22 15} 91| 28l at2lo] NFELICt A IYAHO|A e S AL Chet =2
(D)  =os susieie 88 T2 iz} QIAHAS SErIof SLICH 0] o U o 18
HE7t AIAEIA 2H SN0 O[OIRIT] ES 57| $I8t 20RILICk A =Rz X USR] ShaLict

° "?I_l?_lﬁ CIll

* "Percona XtraDB Z2{AE"

Astra Control2 "pass-by-reference" Ot7|Ell & (0d|: CockroachDB REIHE HAE 2FXE SHSHK| 2 +

QUELICE. o]2{st 0010| 2E =M XY B0 22 EX 2EX= 2E ESXM ZEMAL UEZ RS MER 2457}

SdooﬂE S8t AA 2FXL9| Kubernetes ot 5 QEO}ELT'_ fL|C}. Astra ControlO] AA 2FXt9| Kubernetes
SE 27| HF0 22 0| HIfE £ USLICE.

@ 22 %Y &0] IngressClass 2| A A = WebhookZt Z 8t 0HZ2|7|0| Moj|= CiAl 22{AE{0f| 00|
s 2ATLQI0{OF RHL|CE.

RS A EE2|XIE AFE5t= ¥ HO|H 0|5 Sle S Y2 XHEIX| S&LCH

0| Astra Control Center ZE|A = QIS A 22|Xtetel 28 TZ 13 O|0|E 0|5 Q= SIS X|SHK| L&LICt 2
IAZS CIE HYAHO|AZ S@istn 22 22 X|ghL|ct.

OLM x| & 5! S| AE He| 2GXIZ BZE A2 X A=|X] f5LC

Astra Control Center= 22{AEH He| 2FXte| ofE2(AH|0|M 22| 2SS X[ YK &Lt

Helm 22t 274 HHEE A2 K|} E[X] Q& L|Ct
HelmS A2t S HiESH= B Astra Control Center0ll Helm HZX 30| ZQsHL|Ct. Helm 392 BT =l

OHE2[AH|o|M 2| Y EJHI(E-_E Helm 20X Helm 322 2 12{|0|=)7} 2tHSHA| X[ & EIL|CE XIM[SH LIE2 S
KRS AR "Astra Control Center 27 AFSH,

Astra Control Center2| S3 HZl2 718 22 H116IX| 4&L|CH

Astra Control Center0| A 2t2|5t= S Ui o=
H3l HEE SIS L.

FII’

22 MM5t7| M0l ONTAP EE= StorageGRID 22| A|AHI0f| A

Astra Control Center= ZEA| A|HHO]| CHsH U=t ME HEE =folstX| Q& LT}

CH2S SIOISHAIR "SHIZ 242 2o Ale" $1Z M A
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https://github.com/k8ssandra/cass-operator/tree/v1.7.1
https://github.com/k8ssandra/cass-operator/tree/v1.7.1
https://github.com/k8ssandra/cass-operator/tree/v1.7.1
https://github.com/jenkinsci/kubernetes-operator
https://github.com/jenkinsci/kubernetes-operator
https://github.com/jenkinsci/kubernetes-operator
https://github.com/percona/percona-xtradb-cluster-operator
https://github.com/percona/percona-xtradb-cluster-operator
https://github.com/percona/percona-xtradb-cluster-operator

Postgres PODO|| LSt 7| & HAE Qo @F 7t LdetL|Ct

Postgres PodOi| A ¢S U Ml psql B S ALE0t7| ?{8H POD LHO|l M = AASHA ¢ ElL|CE Astra
Control2 CIO|E{H|O|AE 17 B! 17F MY 4= UEE psql AMA Hoto] BREIL|CE 7|&E H&0| A= B

ARHAE, Q) I= S 20| AfRfLCt.

Astra Control Center QI AEHAE X|7HSt= SOt Y 51 ALHARO| HEE[X| QFE2 £ JUSLICE

Tt 2lo|MIA T} Q= AR ASUPE HLHX| 2 AL Astra Control Center0f] RO 7t hAist AL H|O|E &4
2XI5t7| 2o A™ IDE MZESHof BfL|Ct.

LDAP AtEXI 3 O & H[gt

Astra Control Center= £|CH 5,0007H2| &< &1t 10,000H 2| ¥ & AIEXLE X[AEL|CL.

it

tS m|0|X|0ll= Z[CH 100,0007H2| O|HIETH HA|ELICH

Astra Control Activity H|O|X|0ll= Z|CH 100,0007H2| O|HIETt EA|E &~ JAELICE 7|SE O|HIEE R& HE{H E

AtE235t0] O|HIEE ZHMSIL|C} "Astra Control REST API".

EXN AHAF AHAEER HAE AF25I= Kubernetes 1.25 0| A 22{AE{Q] 2R ALHARQ|
AI]IH?SI- A 0I¢|_||:|.

= =2 T M-

H A 1.25 0|AS AlSiSH= Kubernetes 22 AE{Q] AHHAIS KA vibetal O] AHAF HEE2{ API7I 22{AE0|
X H2 A & JASL|CH

O] ZHE oiZstHE 7|ZE Kubernetes 1.25 0|& XS ¢ 120| =g Ul CHEE SHSHIAIL.
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"Astra TridentS M| 7{gfL|C}".
"AHAFCRD Y AHAF ZHEEEE MX|BL|CH

"X| Al Astra Trident H{H S A X[ gL},

o &~ W Db

"VolumeSnapshotClassE MM gtL|Ct".
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-create-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-create-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-create-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-create-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-create-a-volumesnapshotclass
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kubectl get apiservices
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* D= Astra Control Center Pod7} A8tz 11 Q=X| EtolstL|Ct.

* Astra Control Center UIS M X|gtL|C}.

Astra Control Center 2 8XIE AMH|SHK| OFYA|2(0H]: kubectl delete -f
astra_control center operator deploy.yaml)ZEZ} AH|E|X| g = Astra Control
Center 8X| &£= 2tE S0l AXEX].
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* QT 27 A0 A= HIX|AEZ|0f Chigt QA O|A B oS ATt
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* AAHI MEYE =HolTtL|Ct
* HSt EME fot 4 HH
* Astra Control Center UI0{| 2 1018tL|C}

Astra Control CenterE CI2Z 55t &2 SLCT

1. 2 O|S&L|Ct "Astra Control Center CH2ZE H|O|X|" £ EHE2SHMA|L.

2. Astra Control Center7| &=l HES CIR2ZE8HL|C}
SaIgtLCt,

astra-control-center-[version].tar. gz)%

—~

3. (HEE|X|2F MEH AtEH Astra Control Center
center-certs-[version].tar.gz)E

il 0h0

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-

control-center-[version] .tar.gz

£20| EA|EIL|Ct verified OK &2l M3 =,

4. Astra Control Center HE0| A O|0|X|E F=EHL|CH.

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl 2217312 MX[&L|C}
NetApp Astra kubtl BEZE S2{1¢Q12 ALK 0|0|X|E =Z Docker M EAZ FEAE 4 USL|CH

AlZtst7| o

NetApp2 CtFet CPU OF7|ElA
&2l CPU % 2 HME otof

A 2F MFof Ciet 21321 HiO|H2|E S ELICE O] 2 S &7 THofl AL
gfLCt,

=
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O dx[ofAf o|of E2{a0lS HX|

rot
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|4 0| QL= 2RlsHA| 2" THg BHAIE sdstr| o

o
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|
1. A 7% NetApp Astra kubectl S2{ 11 HIO|L{2|S LIESID 2F H|H % CPU OF7|EX{of| 2ot ot

O|ES Hof FHAL.

(i) kubbeck Z2{19l 2to|=2{2) = tar S| Y0|0] ZC{of 20| ZYLICH kubect 1-astra.

ls kubectl-astra/
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2. SHIE Hio|H2|E ¥ ZEZ 0|53t 0|2 2 HEYLICI kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| AlZlof| Zehot ChA| A|ZAS 2tEefLC



Docker £ & ZTSHMAIL

=
1. Et29| RE LA ER| 2 HFSL|Ct O mpat C2ER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

i

2. Astra Control Center O|0|X| C|2lE2[2| I{7|X| O|O|X|E ZZ X|AEZ|0| 2O EE&LICt
Mol CFS CHA| 2IY 2 £ ™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml

)8 22/BLct.

° &lIt;MY_FULL_REGISTRY_PATH&gt;= Docker AZtA 2| URLZ HIELICE O £0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} 0|EQZ HiEL|Ct
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- B0l RE C|AE2| =2 HARLIC O] bt CIAE2|7F EAIELICY.

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn AdgfL|ct.
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[Q URLE CHA|EHLICE.

<strong>Podman 4</strong>

At
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

2E 27 A0 A= XIAEL|of cHet WA mHo|A Sl S AFfL|Ct

1. Astra Control Center @A E 28| AE0]| Ci{$t KUBECONFIGE L HL|C},
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export KUBECONFIG=[file path]

MX|E 2t=Z23517| M| KUBECONFIGZt Astra Control CenterE A X|& S2{AEHE 712|7|1
U=X| 2RI A| 2. KUBECONFIGE SHLte| ZIEIAEDE Iotel 4 QIEL|CH

©

2. 2150| Mot X AELZE A= R ChZ S Sddliof SLCt.

a. & MMELICt netapp-acc-operator LA O[A:
kubectl create ns netapp-acc-operator

C}.
H-

o
S

namespace/netapp-acc-operator created

b. of CH$t S E HELICH netapp-acc-operator HIJAHO|A, Docker MEE F7I6t1 CHS HHS
Al

Z Zash|c}

@ X2 EAIXJLICH your registry path O[XO| F2E=3t O|0[X|2| X2 YX|8HOF
SLICHOll: [Registry URL]/netapp/astra/astracc/23.04.2-7)E 28

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
ME gt

secret/astra-registry-cred created

@ A2 E WHSt = HYAHO|AS AHSHH HJUAHO|AS CHA| 2HE CHS WY AH|0] 20
Chet 2= &S ChA| Mg ettt

C. & YWHYLIL} netapp-acc (£= AHEXL X|E 0| F) WA H O] ALY,

o o

kubectl create ns [netapp-acc or custom namespace]

AH

—

-
010

namespace/netapp-acc created



d. of CH$t LS E HELICt netapp-acc (= AFEXL X|E 0|5) HIQLADO|AQLICE Docker MEE Z7}tstn
CtS HHES MAgLICE.

kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

oct

od

secret/astra-registry-cred created

Astra Control Center 2 XIE Mx|gtL|Ct

1. C|MEZ|Z HASHL|C}

= Lod

cd manifests

2. Astra Control Center 2&X} H{ZX YAMLES HEBILIC}
(astra control center operator deploy.yaml)E 22/5t0] 24 2|X|AEZ| 8! 2T E HEgL|CH

vim astra control center operator deploy.yaml

(D vawzxo 22 ¥Ee 08 BS HELIC

a. 50| st YXIAEZE AMESH= 2 9 7|2 £E2 HHELICH imagePullSecrets: [] CHS Egh:
imagePullSecrets: [{name: astra-registry-cred}]

b. HZ [your registry path] 2| B2 kube-rbac-proxy O|0|X|E O|A FEA|SH B|X|AER| HEE
o|0fX| OfF EkA.

C. HE [your registry path] | B acc-operator-controller-manager O|O|X|Z Of| A FEA|TH
HIXIAEZ| 22 0|0|X| O|F THA|

<strong>astra control center operator deploy.yaml</strong>

apiversion: apps/vl
kind: Deployment
metadata:

labels:

30



control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- --upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: [your registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:

31



path: /readyz

port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center 2F XIS MX|gtL|C}.

4.

32

kubectl apply -f astra control center operator deploy.yaml

ME

—

1]
olo

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

Pod7t & SQIX| &FQIRfL|C}.



kubectl get pods -n netapp-acc-operator

Astra Control CenterES 1A$HL|C}

1. Astra Control Center AF2X} & o| 2|
K&, 2X|AERZ| 8l 7|EF 2ot 7Y

vim astra control center.yaml

(D vawLzso 22 MBS Og BS KL

2. r}

gl

HEE sHotAHL Il

<code>accountName</code>

=pS) X| & /4
accountName E HZATHL|C} 22X
accountName Astra
Control Center A&zt
HZA oS0 cHst
=XFEUL|CE SLte
accountNameft S £
UELICE.
<code>astraVersion</code>
=p PNES] /4
astraVersion Hi =g Astra Control =X

CenterQ| HEIL|LC},
Zrol Oj2| = 5
AOOZ o] MFof CHSt
e WQBtK|
OI'ﬁL_lEl..

(=]

AA(CR) IMYE HEYLICH (astra_control center.yaml) AE,
o nts
=

o

Example

o
23.04.2-7

33



34

<code>astraAddress</code>

243

astraAddress

>

|)t|

£ HZAPLIC}
astraAddress
HEtRX 0| A Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E= IP
ZF20] Cist
EXEQJLICE O] FAE
Astra Control Center7}
HIO[Ef MIE{Of| A O{EH|
AME[=X| Ho|5HH, 0]
FAE 2tRSIH EE
WA MO A ST At
=%t FQDN E& IP
FAYULICH "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.

Mo 4o
ogt

P
ne

o

astra.example.com



<code>autoSupport</code>

Of MMM Ot St=S MEHSH=X|Of [t} NetAp of AH X2 O E
Hoig QX 22[0 HIo[EE B /XIS 2EY & AFLICH AFU

X|# CllofE{7} A FSHE L L

243 ME X

autoSupport.en & Ct 7tsEiL|CH HZA enrolled 2
rolled enrolled &= =21 AutoSupport
url WEE to= O|SELICt
A,_1e_H,oHo|: g,FLIIZI- false QIE{H
HZO| AHLE
HAUD X ot
Al‘OlEol —r true
HEAE AO[EQ]
22 9 48 true
X2 flof &/H
HIO|E{E NetAppOi|
Hl 2~ JASLICH
712 MEf gM2
QLICt false H 2
NetAppdi| x|
HIO|E{ 7t M&E[X|
4SS LIEFRILICE

Ol URL2 9IH

1 enrolle HIO|EHE H'H
url ZEE fIXIE Z2H-TL|CY.
MEHSHOF %”—l'if

autoSupport.ur & Ct7tsEiL|Ct =X

—
dE=

<code>email</code>

x|

nx
0
Ral
Mo 4o
ogt

HASILICt email
EXEE 7|2 X7
X F=AR
HYEILICE oM AR Y
ol o|H|g =AE
SAFRLIC LS. O
o|H|Y A= U0
2a0lg X7| A™
AL2X} 0|20 2 AL E|H
Astra Control0{| A
O|HIEE AZILICE.

0]
=
)
'_l.
'_l
0 Mo
Rl
ne

=c|#H|o|M

121 NetApp Active 1QO]|
Efol HZ0| EROHH(XE 442) 2=

of

false (O] 2f2
7| 22tLICL)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com
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https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra Al™81t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El 0|82 M3
2302lst 2 UI19| M=
HAEL|C

XH

Astra A|&at AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z UI19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin



<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEFE2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2| ZX|E2|E SAEISH= ZH|0| 0|0|X| HX|AEZ|E HO|EtL|Ct.

RS AL
imageRegistry. Z4 QAQILICE
name

imageRegistry. Of CHol =45t
secret =AtEel B2

"aQict
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LR

imageRegistry
X o™
X7t Aofghct.

+
&

INES

Ho dHo

oA o|0|X|E
IZEAIet o|OfX]|
HX|AEZ|9|
O|ELICt o
THA|. AFESHK
OFMAIR http: //
= https://
HX|AEZ| 0|2,

XtE

o[O|X| =XAE
HIXIAER|E

QIEst= o

AEEl=

Kubernetes H|2 9]
O|SIL|LCt.

of

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

243

storageClass

>

ogt

|

E HZTLIC
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICtH HHES
AHHBILICt kubectl
get sc *ME 7|&
AEER[X| 2UAE
2olste{™ L322
ST DL HAE

oA of| Astra Trident
79t AEZ|X| E2A F
SHLHE =dsi{of gLt
(astra-control-

Ho 4o

P
ne

center-
<version>.manifes
t) % = Astra PVSO|
AHEEL|CE o] M0|
HEEO JX| 42H
7|2 AEE|X| 22 A T}
AR EILILY,

1. 7|2 Age|x
SajAct 1AE 2
7|2 Z=M0| Q= QU
AE|X| 2eHAQIK|
HOIBHAAIR.

<code>volumeReclaimPolicy</code>

2%

volumeReclaimPoli
cy

J2{H Astra?l PVSO| &
CHSE ZH=tE HAO|
MMEILICE o] MMS
O MHTLICt Retain
AstraZl A X|El = 7
=E2 |X[EL|LCt. 0]
HMg oz MHL|Ct
Delete AstraZt AtK|El
21 EES
APM[ErLICE o] 22
MR ko™ PVSTL
SX[EL|Ct

o

ontap-gold



<code>ingressType</code>
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ks

ingressType

x4 o
2 =4 Rd S 5ILE EXE
ALY AR

Generic

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| 441
ZHEEHE MESIH =
A2 0l gM¥e8
ALESHMA| L. Astra
Control CenterS Hi ZE 6t
= S FAof{of ghL|ct
"M AEZEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 74K
o= 320l 24
AF25HAA Q. TO8{H
Astra Control Center7t
PEILCH traefik
Kubernetes 25 21 A
Q3 MHIAZ A
HOIEZ 0]

Astra Control Center=
"loadbalancer" §&9|
MH|AE A2 EILICE,
(svc/traefik Astra
Control Center

Li| 2! ATH| O] A0 A),
SHN|A TtSTh 2I2 IP
FAE Sof{of ghL|Ct.
2L MSAMI} ALEX}
SHHO|A 5 8% Of=
EE AT A= O
UX| 42 B2 MetalLB
= CHE QI8 MH[A
EC MHME ALESHH
QL |IP FAE MH[A0
gehet &~ JASLICH LR
DNS AMH{ 1401 A Astra
Control Centero0i| CHdH
MEis DNS 0|E2 §6
24P FAE K| ™6l oF
grL|c.

A1 2E WRAr O
40 Ml A SEof chet
APAIS LS 8

o=

2
=]

A

—
* Generic (7|2

* AccTraefik
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<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)S
AMETILI|CH scaleSize
9| Medium' &, HAOM
o Mu|AZ
TESt O|FBAE 2IdH
oz x2S
HEZSLICH. <F S|
‘scaleSize ®X|
Small Astrac
AHIE E0|7]| 2%t
UL MHAE FQ$t
= MH|A9 =Ex2

Mo 4o
ogt

P
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 37| ARt
LC IMZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2{g o
AHEXt 2tZolM ZH|7t
& 4 A= Podd
HEQI3 HMgt Aol
FOISHIAIL.



<code>astraResourcesScaler</code>

243

astraResourcesSca AstraControlCenter

ler

x|

Mo 4o
ogt

P
ne

2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 2| 74
240 cHsl A&
CIECESEe RS Ry
H{ZZEIL|C} o] M S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIOI*J =1
ey %.”” F&0| =

StEO|M O LE2 £ %%
FS|8H A& Ol A | |C}.

b

ML riok

2Lt o 22 I e
HAE ZHHAHE
A28tz AlLIE[20| M=
CR ZEE ASgLCt
astraResourcesSca
lar 2 MATH 4
oIA|__||_-_|. Off. OlE-Ij.”
SHH 2|AA QKO0|
H|&ZdotE| D A
SHAHO F5E
UAELICH

<code>additionalValues</code>

=M

* Default (7|2

* Off

HIt
HA

° Astral Control Center %! Cloud Insights S22 22 TLS QIZA &el2 7|2X o= H|2dalEof
MME £71510d Cloud Insights@t Astra Control Center SAE S2{AE 9l 22

AL o Chs

S AH 7te| S4lof| CHet TLS 213 HE 2 gMaltd = A&

O Oo=2 2 o

additionalValues:

netapp-monitoring-operator:

config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false

LICt additionalvalues.

)
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<code>crds</code>

O] MMof| A ME4SH AFRE2 Astra Control CenterOil Al CRDE XM2[st= g ZH LI

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERIA2 =5
USLICE Ol E2OE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
olsf MX| 5! 22| EICH=
Mo E H £ JAEL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH A

QHHMEO|H 0|

AX[StH 2 AEC| CIE

2R g2 =+

UELICE o] E2HDE

A28} Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AK Zt2|Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AE2X 222 % 44 SUS MK Holet

<strong>astra control center.yaml</strong>



apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:

name: astra

spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:

enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"

astraResourcesScaler: "Default"
additionalValues: {}
crds:

externalTraefik: false
externalCertManager: false

Astra ®|0f IE{ 5! 2TX EX|E 2t=L{CH

1. O] EtA[0I| A OF%] 2tM3HX| 242 HR & BHELIC netapp-acc (£ AFEAL X[F) WK AT 0| A:

kubectl create ns [netapp-acc or custom namespace]

=
MK

g

olo

namespace/netapp-acc created

2. of| Astra Control CenterS M X|BL|C} netapp-acc (5= AFE2AL X)) HIZYAHO|A:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

Al

(=] gt

—

e
olo
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astracontrolcenter.astra.netapp.io/astra created

Astra Control Center 2 ZXt= 2t 27 AFH0]| CHot XtEs HALS AASLICE SELICH @+ Ate”
(i) “xI7 HueiLt Astra Control Center?} HITHZ EHS6Hx| 42 4 UALICH B AZSHIAIR T2
MM HRGHIAIR XS AIAH T BT 10 HAIXIE elstct,

J
-
i
_|
0

SLIC}. OpenshiftE AtEste{= 32 & Hl0 FArSE OC

e
1. x| T2 AAIN 24 HAIRH BHRAEI ZT HIAIXI7H MAIE|X| Q=X SholstLct,

= -

kubectl get acc [astra or custom Astra Control Center CR name]
[netapp—-acc or custom namespace] -o yaml

—-n

() Astra Control Center 2t 20| 7} 22 HAIXI7} EAIFLIC,

2. ISotE o7 A gl St 2 2E i ZHIE B5F SHESHYAIL.

o
o
Ot
i
Mo
=
i
el
M
Q't

>
$0

@ AMEXt EHHO| 2(8) £F5H=X SLICH "2 A2 Astra Control

Center9| 22

3. BE ANAH Y 247t 43X o2 HX|E|JA=X] ISt

11— = -4

kubectl get pods -n [netapp-acc or custom namespace]

HI

He 2% + ASLCH
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0z
i

=E
NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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48

9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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50

9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (M AE) SX17t AREIAET 2OI6H| 915 () B 4 UBLICH acc-operator TS BYES ALBHO
7| gLct,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

acciost 2PAE| S22 OHX|at Xl 5 SLI0|M, SAE S20| Anfet thZof ATfetx]
() wauth 200 22{AE S2 NIt AT 39 S E¢ S22 CHAl Az2 2 AL
U0 22fAE YSERSE £ APIE AHGRILICH

S. BE Pod7t MYME[H HX[7} HE3NOE A=Y =X &QIEL|CH (READY UELICH True)E 26t Astra
Control Center0] 218 If AtEE 7| MX| S E gh&LICH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

ocCt.
oHd-
NAME UulD VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.04.2-7 10.111.111.111
True

@ UUID 28 SAtetL|Ct 2= Lt acc- UUID 2t Floll SLIC (acc- [uuIDp] EE, O]
ool M= Acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f)S 22ItL|Ct

M

HAEL &
‘I—OI' _I'__AI_I- =2o

fjo

2l

rot
r=

_)I\_

MH|AO| CHSE I F HMAE 2t2|SH= Kubernetes =4l ZHEEZE AAY 4+ JASLICE o] XM= 7[28t2
ArESH 22 4 HEE2{Of| cHet AH oM E MSELICE ingressType: "Generic" Astra Control Center

AKX X|'H B|AA (astra control center.yaml)E SEIL|CH X[Hot 22 0| HAE ALY HRIt

AELICH ingressType: "AccTraefik" Astra Control Center AFEXAL X|H 2|AA

(astra_control center.yaml)E SEELICL

_n_

Astra Control CenterE H{ZE$H & URLS AI25}0] Astra Control CenterE =&t E A ZHEERE FMGH{OF

SfL|Ct,

M| CHAl= A5t A HEE2{9] K¥0| 2t CHELICE. Astra Control Center= CHYeH =M ZHEER RES
X|¢EtL|Ct, o|2{st A HAYM = CHS I 22 o4 HEEZ] | Chst of|x| THAIE HS gL C.

=

AlZtst7| o
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ZIEZ2{" 0|0] BHE =[O RUO{0F ELICt.

EE20| si{etst= HE
Istio &0 CHSE £HA|

1. Istio Ingress= FAgtL|Ct.

®

2. =41 A 0| E<f|ofoi| CHal R3t= QIEM Bl 7| I e
CAME = XAl MY ASME MEY = JAFLICE
o

openssl req -x509 -nodes
tls.crt

3_ OI‘QE o=

= --d

system namespace TLS H|Z20f| @HE[{ Q&LIC

HH of:

kubectl create secret tls

[tls secret name]
-—-cert="tls.crt"

-n istio-system

A
CNEIPN

ingress.yaml ItQ.

4. of

L AHO|ARLICEH (istio-Ingress.yaml O] OOl Af AFEE):

Of Extofl M "7|=" 71 Z2OUS AHESIY IstioS T&HeICt JHF LTt

. 5% 0|52 Astra

LICt t1s secret name S kubernetes.io/tls KA TLS 7HQI 7]

HBHEBLICt netapp-acce (= AHEXH X|E 0| &) A7|0t0f| CHs v1 2

=oAL WLt

—-—key="tls.key"

E2{7} 0|0] ‘48 =|0fof BfL L}

ZA(FQDN)O{OF BL|CE,

days 365 -newkey rsa:2048 -keyout tls.key -out

HIZO| 0|2 1t YX|HOF SILICt spec.tls.secretName Off MBELICHistio-

AX HAS AFBOHE

o


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

. H

A
T

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

(= |

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h
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7. Astra Control Center dX|Z 2t=2$tL|C},

-

Nginx 4l ZHEEZ ¢

CHA|

1. Ao 458 GHELICH kubernetes.io/tls OlA TLS 742l 7| & QIE M2l AR netapp-acc Ol EHE
E (B AFEXF XM 0|8) UIYAHO|AE AFERILICEH TLS H| ="
M2|AAE Of| HERILICE netapp-acce (2= AFEX X|H O|F) A7|0t0f| CHH v1 2|AA HAZ ALESH=
HJAMO|ARLICH (nginx-Ingress.yaml O] O[Of|A] AFRED):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

3. 1 A RS

o

kubectl apply -f nginx-Ingress.yaml

(D Nginx #EB218 0| ol BjER MA|s}= 20| F&LITH daenonset.

OpenShift Ingress ZIEE2{E 2|8t £l
1. QIZME F St OpenShift 2FREOIM ALY & YT E FH|E 7|

2. OpenShift 225 MM gHL|CT.

, 25 M 8 CALLS JtN FZLCt.
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0| 23Q18tL|Ct
Astra Control CenterE X3t = 7|2 22|Xte| A4S E HZASI Astra Control Center Ul CHA|E2=0f| 23 Q1BfLICE,

EHA|
1. HE2X 0| FQDN(2 E&)2 YHELICt nttps: // BFAHE YHELICH astraaddress Off JA&LICH
astra control center.yaml CR Astra Control CenterE &X|H&LIC
2. HIAIX|7F A E|H XEH| MEE QISME $2HBtLICE

3. Astra Control Center 239! H|O|X|0{|A] O] At 2t2 LHEILICt email QK]
astra control center.yaml CR Astra Control CentergE Z2X|SLICIE FE O3 X7| EX| ¥=E
OIE=Io|'L_| Ct (ACC— [UUID] )E Zalsk|C}

() =eoss v Yot 152 Sot Belx Aol HULIC

@ KW 29101 A2 A4S Z olojH{2| T CHE 22| AF2X} A& 0| OFXl MAE|X| %2 AL o
FOISHAIL "NetApp X[ ¢" HIZEHS S X212 2dH

6. (ME4 Areh) 7|1ZE2| XMl MBE TLS ABME st 2 HREL|CH IS 7| 2HCA)lIA METH AFZRE X[HE TLS
X 2HE HELLICH

ol MHIAT} QU= HQ Error AR, 212 A 4 QALICH 400 ~ 500 ISl AP| SF FEES BALICH of=
TEO| Yt HAE LIERLICE

* Astra Control Center 2FAt 215 HAISIZ{H LSS YSHAAIL.

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

* Astra Control Center CR2| &2 2tQI5t2{H:
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

© (MEH AP 2EOf [ Ak EX|E 2tz Ch " A

=]
£ S0 HZE 2AtZBILCH 2T A

1o
il
ro
oM
x

]

t2|XFE LT

r

Kubernetes 22{AE0]| 0|0| 2IF Et2| X7t Y= HL, Astra Control Center0i| M XtA| Q15
ZE| XS AX[SHA| A =E H 7K L4 THAE S 6Hjof BhL| LY.

ChA|
1. QB M ZE|Xp7H EX| =R =X] let|ct.

—

kubectl get pods -A | grep 'cert-manager'

ME Hr3:
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. 0f izt QIS AM/F| M2 MHBILICH astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH

—

MiH
00

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Tof HYE MUS A 4z dY:
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n
<cert-manager—-namespace>

AH

(=] gt

—

lH
00

secret/selfsigned-tls created

ro

. 2 MMSILICE clusterIssuer eS| * ol I L2
cert-manager Pod7} AX|E HL:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

AH

—

K
olo

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

. B ZRISLICt clusterIssuer O|(7h) SHIEA| LIEFELICH Ready (&) O|0{OF RLICE True Al
x .

kubectl get ClusterIssuer

MZ "hg:
NAME READY AGE
astra-ca-clusterissuer True 9s

. £ 24Z8tL|C} "Astra Control Center MX| TZM|A". A7t UELIC} "Astra Control Center 22{AE YAMLO|
Zoot 4 THA" Q1B M EE|XFI} I 20| MX|E|RASS LIEHLHZ| fI8i CRD 242 HATLIC Astra Control
Center/t 2|2 QS A 2|XIE QASIEE HX| F0i 0] THAE et=sljof LY.

ZX[2 7t A= HRJAHO|A K| 7F Zete|of AELIC
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OpenShift OperatorHubZ A3t Astra Control CenterS A X|gfL|C}

Red Hat OpenShiftE At25t= A2 Red Hat 29! 2HXHE A 3510{ Astra Control
CenterS 2% & JAELICL O] BAIE A3 0f| M Astra Control CenterS A X|EL|Ct
"Red Hat 0| ZA|AE! FHEFZ 71" EE= Red Hat OpenShift Container Platform AHE.

O] XS 2=t 20l= 2K BAIZ S07t & t=oljof LIt "LIHA| EHA" EX] 45 R E &elst
2a28Lct

| ZH &F * "MK|Z A|ZHSE7| H0f| Astra Control Center &2 9|3t A S Z=H|SHL|C}",

o * HAMol S AEH 2HX}L B API A H|A *:
= ES

z oY
r
>~

° OpenShift 22| AU M 2= Se{AEH 22X o HENQIX] &FQlgtL|ct.

oc get clusteroperators

° OpenShift 22{AE{0| A 2= API AMH|AT 2t HE{QIX| 2heletLCt.

oc get apiservices

* *FQDN F4 *: 0|0|E{ MIE{Q| Astra Control Center0i| CH$t FQDN FAZE A &L|CT

* * OpenShift Permissions *: Red Hat OpenShift Container Platform0i] L3t Z4~ Mot HHA S AHof MHE
X[ THAE eIt

=2 T oHd

* QIB A Z2|Xt LM E *: QB A 22 X7 2HAEO| 0|0] /Y= B LEE A OF SL|C "2 ‘.:_*74|" =IO
Astra Control Center= AHA4| Q15 Z2|XIE M X|SHX| ZEL|CL 7| 2% O Z Astra Control Center= AX| S0

XHA| QIS M 22|XHE 2XIELIC.

* * Kubernetes 34! ?jEEﬂ * 2EAEHCS| EE WM At ZE2 MH|A0| CHTE 2 HM|AE 22|5H= Kubernetes
$A HEZR| VI Q= B Astra Control Center?} 81| AF2SIEE MES|{oF ShL|C}.

a. A} HJAmo|A BHST:

OC create namespace netapp-acc-operator

b. "MHES ARFLICH A

ThA|
* Astra Control CenterE CHR2 2ESHD =2 SL|CH
* NetApp Astra kubtl £22{1212 MX|gtL|C}
* O|0|X|E 2& ZX[AEZ|0] F7betL|ct
© 2YX LK HO|X|E HoMA

* 2TXE EXIHCt
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore

* Astra Control Center2 A X|gtL|C}

Astra Control CenterS CI2Z st &S LTt

1. 2 0|5 tLICt "Astra Control Center CH2EE HO|X|" & HESHMAIL.,

2. Astra Control Center/t Z2tzl HES CHR2ZEBHLICH (astra-control-center- [version] .tar.gz)s
aal'é'I-L_| |:|-
="14d .

3. (HEE|X| 2t MEH AtEH Astra Control Center2 215 A
center-certs-[version].tar.gz)E 2&ldl0]

0%

I M HES COIR2EEELICt (astra-control-
= MBS =elgtL|ct.

=/ -

>|.U

rE

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-
control-center-[version] .tar.gz

20| EA|ELICt verified OK &2 M2 3.

4. Astra Control Center HE 0| A 0|0|X|E F=EHL|C}.

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl Z2{ 112 A X|gfL|Ct
NetApp Astra kubtl BHZE S2{1212 ALE5t0] 0|0|X|E EZ Docker N EHAE FEAE 5= USLICH

AlZtst7| o

NetApp2 Lt CPU OF7|EIN 3! 2F H|A|of CHet 21 1¢1 HIO|HZ|E MSELICt. o] HHS +&st7| Tol| A2
£¢l CPU X 2F HHE Zotof gLLt.

£

1. AF2 7+t NetApp Astra kubectl 2217301 HO|LH2|E LIEst T 2 MA| 5 CPU Ot7|ElXof| Z st ot
0|EE X0 FAA2L.

(i)  kubbeck Z2i79! 2to|=i2{2| tar S| U0IB BC{0f 220| BRLIC kubect1-astra.
1ls kubectl-astra/
2. ZHIZ HIO|H2|E ¥l AZ 2 0|55t 0|22 2 HATLIC} kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
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O|0|X|E EZ 2| X|AE2|0f F=TtfL|Ct

1. 87| AZlol| Zetdt HHA| AI-AS 2tZFLICh

—
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Docker £ & ZTSHMAIL

=
1. Et29| RE LA ER| 2 HFSL|Ct O mpat C2ER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

i

2. Astra Control Center O|0|X| C|2lE2[2| I{7|X| O|O|X|E ZZ X|AEZ|0| 2O EE&LICt
Mol CFS CHA| 2IY 2 £ ™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml

)8 22/BLct.

° &lIt;MY_FULL_REGISTRY_PATH&gt;= Docker AZtA 2| URLZ HIELICE O £0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} 0|EQZ HiEL|Ct
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- B0l RE C|AE2| =2 HARLIC O] bt CIAE2|7F EAIELICY.

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn AdgfL|ct.
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[Q URLE CHA|EHLICE.

<strong>Podman 4</strong>

At
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

2 X HO|X|E HHAL
1. 2t Ex| HO|X|of] HMASIH CHS Bt B SHLIE 2tESHIAIL.

° Red Hat OpenShift &l 2&:
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i. OpenShift Container Platform UI0{ 23 21%}L|C},

i. ZH H|=0lM * Operators > OperatorHub * £

iii. NetApp Astra Control Center 2F XIS Z A1 5104

Latest version

Capability level
© Besic Install

dource

Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

° Red Hat Of| ZA|AH! FIENZO:

i. NetApp Astra Control CenterS MEHEIL|CE "2 H X},

i HHE W AR * 2 MEfBLICE

=

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

@ netapp-acc-operator x

How to deploy Astra Control

Refer to Installation Procadure to deploy Astra Control Canter using the Operator

Documentation

to complete the setup and start managing applications

All Red Hat

Home > Software » OpenShift operators » Astra Control Center

Astra Control Center

Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Owverview Features & benefits Documentation Deploy & use FAQs Get support
Overview ;
SHAE X[t
1. Install Operator * H|O|X| & 2t25t10 2HAIE MX|EL|C},
() 29nt oE 22|26 UYAHO|A00H ALBE 4 YBLIC
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

a. HAMXHJAHO|A EE= E MEHBIL|C} netapp-acc-operator HIYAHO|AE X HX|o LBEZ
Hso= MMEL|CE
b. £F E= X5 50 M2 MEHEL|Ct

2. 2&0lM OperatorHub 072 0|S3t0] 2IX7t HSHO 2 HX|=U=X| 2HQlBfL|Ct.

Astra Control CenterZS M X|gtL|C}

1. Astra Control Center 28 X}2| * Astra Control Center * B0 = 2&0|M * Create AstraControlCenter * £
MEHBELICE,

Project: netapp-acc-operator »

Installed Operators > Operator details
netapp-acc-operator
i 23.40 provided by NetApp Actions ~
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. E &AZBLICI create AstraControlCenter Al ZE:

a. Astra Control Center 0|2 R XIStHLE Z™EL|CH
b

. Astra Control Center0f| CH3t 20|22 F7efL|C}.
C. A5 XS &Mst L= gt Ct.

=

d. Astra Control Center FQDN = IP FAE #BILICH E0{7IX|0f http: // £ https:// &
olaABt|C}
= e == .

=]
f. 71 o|§, o[ =4 B 22|X} 4 L=gfLICt

g- o 28 Mt MMZ MEHSILIC Retain, Recycle, E= Delete. 7|22 YULICH Retain.
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gcloud auth activate-service-account <service account email address>
-—key-file=<GCP Service Account JSON file>

0] A3 Z EO0f= Astra Control Center DjL|HA E I}l 1} Google Image 2 XIAEZ| 9|X|7F ZREHL|CE.

ol

manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/Simage $GCP_CR REGISTRY/Simage"
root image=S${image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $GCP_CR REGISTRY/$image
docker push SGCP _CR REGISTRY/$Simage

done < astra-control-center-22.04.41.manifest
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kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud
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az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

° o *:

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/S$image S$SAZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image $SAZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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kubectl get quota -n [netapp-acc or custom namespace]

SH:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi
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kubectl delete resourcequota pods-high -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom
namespace]

3. oflM mct HRIE 7 ZLICt netapp-acc (£ AFEAH X|H 0|) WY AHO|A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EE= H|

rot

HYE AHILICE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom
namespace]

HYAHO|A ZH HEYT S4S S MStRILICE
U 3tAN| M= NetworkPolicy F2S AFRSI0 WA HO|A ZH EB|ZS H|$HetL|Ct. Astra Control Center
2FXtet Astra Control Center= A2 CHE WA AHO| AN JESLICH MZE CHE HJAHO|A U= ME[AE MZ
SAE 5 AU0{0oF RLICE o] SAS Mot H LIS THAE £HSHAIRL.

m

A
1. Astra Control Center 1|2 AH[0| A0 /= NetworkPolicy 2|2 A S AMK|gHL|C}

kubectl get networkpolicy -n [netapp-acc or custom namespace]

2. Qo] PO = HietEl 2t NetworkPolicy 7|0l CHal CHS HE S AHESHO] JHM|E AFM|RELICE.
[OBJECT_NAME]Z(E) dtetzl ZHH|e| 0|2 = HiEL|Ct,
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kubectl delete networkpolicy [OBJECT NAME] -n [netapp-acc or custom
namespace]
3. OIS 2|laA OtUS MEot0] E LMBLICt acc-avp-network-policy Astra Z22{191 MH|AT} Astra
Control Center MH|A0 2FE & = UALE 5 5h= M| ULICH 2= <>o HEE ALEX &F9 WH=E

HE L C}.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL

CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:

- from:
- namespaceSelector:

matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #

REPLACE THIS WITH THE ASTRA PLUGIN NAMESPACE NAME

4. OIS 2|AaA Y S M5t £ PMTLICH acc-operator-network-policy Astra Control Center
S E ot A 23 <> HEE AL X 2HEe HEZ

%X}t Astra Control Center A{H| A2}
Hi& LT,

st A O
St =+
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

metadata:

name: acc-operator-network-policy
<ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL

namespace:
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:

kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

A8 XE TLS YBME Foteict

Astra Control Center= AHH| MEEI TLS QIS ME HEE
g Ul 2130 AL Ct 7| =2 KtAl| MEE TLS |§ £ H|7Hsta CA!

> gLtk

S 44 FES2 ET(SH THOS HThTt Y HALLK
=
o

KA MBE 7|12 AB M= L2 F 7HK g2 R0l ArEELCE

* Astra Control Center & UI0i| CHet HTTPS A&
@ s M AHEEH ET(O2H Y ingressType: "AccTraefik" £80| off MM EUSLICE
astra control center.yaml Astra Control Center 8X| & I})

7|2 TLS QIZSME WAH|SHH o|2{st HAO| QIS0 AFRE|= QIS MIt CHA|EILICE
AlZst2| Fof|
* Astra Control Center/} &X|El Kubernetes 22{AH

+ M 32AEO| B M0l h3t 22| ANA kubect1 BY

=2o=2

* CAS| 71Ql 7| 5! Q1B oA

Tl MBE ABSME HMAGLICH
7|&9| XtH| MHE TLS 2IBME HMAZLICH

S AESH= Kubernetes 22{AH| 2 3018tL|C}.

1. SSHE AtEst0] 22| AFEX}E Astra Control CenterS
2. O HHS ALE5I0] x| QIS At HEE TLS &S E ROt HHEL|CH <AcC-deployment-namespace>

Astra Control Center Hi X |2 ATH|O|A AME:
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kubectl get certificate -n <ACC-deployment-namespace>

3. CI2 BHE AF83I0] 2 HX|E ¥z 8 ASME AH|EfLICt.

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. Ch2 EE2 A8 CAQ 72l 7| & 2IF

O ocoo=2

Hg L T},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. [h2 Bd Y of|®|E At83t0| 22{AE{ CRD(Custom Resource Deflnltlon) ods ™
spec.selfSigned &2 E MYYLICt spec.ca.secretName HOA BHE TLS YT E 2AQISHHH LIS S

TAHSHHAI2.

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret-name>

3. Lt B U oMl 222 AHEst0] HZE AFeto| SHIEX|, S2{AE7t QIBSME nAE FH|7t = A=K
FOIBILICH <ACC-deployment-namespace> Astra Control Center X | AH|O|A ALE

ot O
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kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. 5 WHLLIC certificate.yaml CHE OIHIS AIESH= MM CHES <>2| JHH| & 22 MR HEE

86

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

CHE Y S AFESHH S M E dEgLitt

kubectl apply —-f certificate.yaml

Ch2 B 3 ofldl £22 ALE310] AS It SHEEA| SO =X], O2|10 My Sofl X|Fet el==(0f: 0|F
A4l 7|et 3L DNS 0| 5)E ArE3t0q =telgtL|rt.

712,



kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time:
Message:
Reason:
Status:
Type:
Not After:
Not Before:
Renewal Time:

Revision:

Events:

2021-07-02T00:45:417
Certificate is up to
Ready

True

Ready
2021-07-07T05:45:417%2
2021-07-02T00:45:417
2021-07-04T16:45:417%
1

<none>

HH L OHIE A M ISM 2= E 712|7|=F 4 CRD TLS &
=

HEot EZ &L

date and has not expired

S HEUYLICH tHE= <>of A



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

XZ AM23t0] Astra Control Center2| HHE IP FAZ 0|SgtL|Ct.
HMEIF MBS MO M HEQt UX|SH=X| ZHQIEtL|Ct.

%
10. AIZME HELHYD 2HE 2 HateX 9 QIF M 2a|Xt2 It FLICt.

Astra Control CenterS AX¢stL|C}

Astra Control CenterS AX|st1, UIO] 230181101, A4S E HASHH 20| MIAE MASID
S AHE FII60, Q15 S Ao, AEE[X|E #Elotd, HAIE FIte &+ /JELICH

KA

N — |
* Astra Control Center0f| i3t 2tO|MIA S =
* Astra Control2 A3t 22{AE #H2|E st A S FH|EL|Ct

* S AH F0t

N
o
r
il

* ONTAP AEZ|X| BHAIE A Q1B S MHETILICH

. ﬁgalxl HiO|C = 7:7|.0H_||:_|-

N L_—= T

* IS F7HEL

Astra Control CenterOi| CH$t 2tO|HIA S FItBtL|Ct

Astra Control CenterS MX|gt ufj Zet=l W7rm ato| MIA T} o|0] AX|=|0 Q&L|CH Astra Control CenterS
It 42 0| BHAIE HHE &+ JASLICH

Astra Control Ul E£= £ ALESI0 Al 2IO|MIA S FTH8 = QUELICH'APIE EZESHA A",

Astra Control Center 20| A= Kubernetes CPU RS2 AI25I0{ CPU 2[AAE FH6ID, B E 22|k =
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Kubernetes 22{AE 2| 21X L E0| &=l CPU 2|AAE NEPILICE 20| MIA = vCPU AIE-E 7|22 2
SILICE 2tO|MA A A gieHof| CHEE XEM|SE LI 2 HZTSHUA|L "2H0[HIAl",

@ MX|7} 2to]dA CPU R4 +8 x1tst0] Z7He AL, Astra Control CenterS Sl Ml
OiZ2i70|MS BH2|E & gi&LICH S2b0| £tEH 217} BAIELIC

®

Al Ztst7| FHof|
* M2 MX| =l Astra Control Center QIAEIAO]| HM|ABILICE

o At | X} At AHStH

—

A

YoM E= T 2ol A S HHO|ESIHE S oA "V|E 2to[HIA S HH[0|ERILICL",

* A"NetApp 2t0[MIA THA" (NLF)

EHA|
1. Astra Control Center UI0f| 2 Q18tL|LC},
2. HE * > * 2Ho|MA *

]
o

m

=
I
=
n

3. 3folMIA 7} * 2 MeyeiLict,

4. C}2Z =3t 210| MIA TIFY(NLF)OZE 0|SELCt.

5. BtojHiA %7} * 5 M

—

SHgtLCt

AH * > 2fo|dlA * H|o[X[of = 2to[dlA HHE, 2tz Ext, 20| M A HH Mo, A|F ID U AHEE CPU e 7t
HEA|IELCE

1]

@ I otmt 2to| MIA 7L QI H|O|E{E AutoSupportZ2 F&5tX| eb= AL, Astra Control Center0i| ZH0H7}
gMst 22 I11|0|E1 Mg UX[st7| s AE IDE XMESoF gL|Ct.

Astra ControlS AE5I0] S2{AH 22[E ¢lot 2E S ZH[LI

S AHE FI15H7| HOf Efo HH =0| ZFE|0{of LTt KL XtA HALS 5t 22{AE E Astra Control
Center0fl =7te Z=H|7} £ =X| 2telstn Se{AE H2|E Qe HYS Moo &Lt

AlZHsE7| o
* Pod7} WA= AER|X|QL &2 AES = UTE S AH Q| XX 20 HEeh AE2[X| E20[HIF 74 &[0

* HARS| 2HE2 S(B) EFYLICH "ol 4= JUSLICH Astra Trident % Astra Control Center&.

* Astra Trident2| ¢t HHEQIL|C} "Astra Control Center0Of| A X| &g Tt AX| -

7bSBILICH "Astra Trident 713" Astra Trident HAXH$S L= H|O] XLE AL

() M8LITH tridentctl. Astra TridentS 44| & i78|0|=317| ol 2 HESHIAIR
X Els DHEQIE, WIS U SAE 7Y

VH
rir
M

° * Astra Trident AE2|X| HHAIET} LM =l *: Astra Trident AEE|X| YHAE T} SFL} 0| & Q10o{OF EHL|C}
LA E 2 AEOA.

° * Astra Trident AEZ|X| 2EHA T} LM El *: Astra Trident AEZ|X| 22| A7t 6Lt 0] A Q10O BHL|Ct
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"TEE" 2HAHAM. 7|2 AEEX| S2HATL FHE R 7|2 FH0| A= KL AEE[X| S AKX
efolgtLct.
& 2HAF HEES 7} £[0f0F

° * Astra Trident 28 AHAF HEER Gl 25 AUHAF ZaA MX
stra Trident?} L}

| M=
SEL|CH "M X[ 2|0 UESLICH [2tA Astra ControlOl| Al ARHARS MM SH 4~ QIELICEH
O A& AO{OF 2HLICH VolumeSnapshotClass YSLICH " EE" 22[XIe| HL

>

* * KubeconZetit MM A THs *: Off HAM[A S 4= JELICH SR AE] FH|EFSHI o{7|0fl= SHLte| AHAE
480 ZorELIC

2
=
i

* * ONTAP credentials *: Astra Control CenterS AI238}0{ g uH 21512{H ONTAP A|AEIN| ONTAP

XA ZHI 05 AFEAH 3 ALEXG ID7F BF &[0 AO{OF BTt

ONTAP ZES0|M Lt IS AL

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>

-policyname <policy name> -ruleindex 1 -anon 65534

* * Rancher M& *: Rancher 2Z0|A O E2|#|0|MH 22{AHE &2/ tf Rancher?t H33H= kubeconF2tat
AN OE2|AH|0|M E2{AEQ| 7|2 HEHAEE 28510 Rancher APl A ZIHIAE A ZHEE E2f|2l
ZHEIAE S AF28tL|CE 2t Rancher APl MH Q| 2817t E0{E 1 M 50| SHAEIL|CE

Cle XA ZAIE Adlsto] S2{AE{Z Astra Control Center0f| =718t ZH|7} | =X| EtolstL|Ct,

CHA|
1. Astra Trident HHE S &QlgtL|C}.

kubectl get tridentversions -n trident
Astra Trident7t QO™ CtZ1} RAFSH Z2240] HA|EL|CE

NAME VERSION
trident 22.10.0

Astra Trident7t G{Q ™ LS} RAret Z20| HA[E LI

error: the server doesn't have a resource type "tridentversions"

@ Astra Trident7t & X|=|X| AL} EX|El HTIO0| £[4 O] OF:l B AH[&517| TOf| Astra
Trident2| Z| & S HAX[6HOF BLILH & HZSHYAIL "Astra Trident ZA" & EHZESHYAIL.

2. Pod7} & FQIX| gfolgtL|ct.
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kubectl get pods -n trident

3. AEZ|X| 22jA T} X|2E|= Astra Trident E2I0|HE AL
csi.trident.netapp.io. LIS O|E EESHUAIL.

OF

2 UA=X] eABLIC S5 0|F2 0|0{0F gL|Ct

kubectl get sc

MI HIS.
O=2 L-O-
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h
Hstel 22{AE HEQl kubecononfigs A A stL|Ct
L3t AL Astra Control Center0i| CHsHf X|ot=l 22| X A2 MM S &~ QI&LICE 0|22 Astra Control Center
ME

MFof| Zest AXtJt otHLICE O] "Xt= 2t2|st= S22 AE 0| CH3t Astra Control H3tE X|$HsH= HE o
kubecononfigE ‘ddst= ol =30| ELICH

AIEFSE2| Hof|
HAt CHAIE etZsty| Mo 22|steis 22 Ao o CHS AtES 2telsof ghL|Ct,
* kubbtl v1.23 O| A0 MX| =AU &LICt

* Astra Control CenterE Sdll 715t 2t2|5t2= 22 AE0f| kubctl HMAE S EEL|CH

@ O] HXIE +2St2{™ Astra Control CenterE Al S 22{AE0| kubectl2 HMA S EQ T}
A&LICt
« 2t HEIAEQ| Ciot S AE 22Xt HTtOZ #e|stz{ = S A Ciet 2 kubecononfig! LIt
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THA|
1. M| A AE WA
a. 2= MH[A AIE oL 2 MAHBLICE astracontrol-service-account. yaml.

Zeof w2t o|F N WYAHO|ASE ZHELITE K{7[0M HATH FR ChZ HA0M S&et HE
AtE X E3sf{of LIt

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. MH|AAE HE
kubectl apply -f astracontrol-service-account.yaml

2. Astra ControlOf|A] 22{AEHE 22|st=

i}

| TR A4 ALS HBOE RBE T2AAH U2 Yy

—_ e —

| e

a. 2 MMYLICt clusterRole MUS SEJYELIC astra-admin-account. yaml.

rulo

H

120 et o] F & UYAHO|AS ZFELICE K70l M HESE F2 CHE HAOM 2t HE
tetE X Ealiof fLCt.

Il

P

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:
# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:
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LI |

resources:

T %0

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror

apiGroups:

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

Jjobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts

services

failover
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- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

# Watch resources
# Necessary to monitor progress
- apiGroups:
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

# Update resources
- apiGroups:
wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

a. 2o{AH Y HE:



kubectl apply -f astra-admin-account.yaml

3. S2AH Aol et 22AE AY HieldS MH|A AHFoj| M etct.

a. 2 YHgLICt clusterRoleBinding Y S SEMELICH astracontrol-

clusterrolebinding.yaml.

Qo w2t MH|A AFYS dee o +8E ZE 0|1 HYAHO|AS ZHELIC

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. 2o{AH A Hild s MEYLICH

4.

kubectl apply -f astracontrol-clusterrolebinding.yaml

M MH|IA AE 22 E LHFEYLICH <context> SHIE AX| &g

o -

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json
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"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

o| 2t QA0f st QUHARLICE secrets 02[0]= 022 A|ZRFEIL|CE 22| of[of|A] o] QI ARILICE
astracontrol-service-account-dockercfg-vhz87 = 00|11 Q| QIEAQIL|Ct

astracontrol-service-account-token-r59kr 1RIL|Ct. Z2 0| A "token"0|2t= SHO{ 7} T EHE]
MH|A AH 0|E2| QIHIAE J|&E6l SLC}.

5. Ct21} 20| kubecononfigE A A stL|Ct.

-

o

HI

MASLICE create-kubeconfig. sh IFY. CHX| TOKEN INDEX LIS ATZES| A[Z 2

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN7DATA} | base64d -d)
# Create dedicated kubeconfig

# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp



# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW_CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Kubernetes 2Z{AH| MET HHS AA SHAAL.

source create-kubeconfig.sh

6. (ME AlE}) kubeconfig?| 0|E2 2212 2| 20| Q= 0|ELQE HiEL|CH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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O[H| Ea= 714 247t SFEASK &AYCE = O|H| AT ZH|7t E[JSLICH 22{AEHE FIHRILIC

=

S AE 7t

o 2|2 A|ZHSEH Kubernetes 22 AE S X716t 0|2 HEEl 2|AAZ 22|8HL|C} Kubernetes
OfE2|7[0| M2 ZHMBI2{™ Astra Control Center2 22 AE S F718l{0f TL|C}.

2| E I8 Astra Control Center0f| CtE 22{AEE Z71617| 0| HX Astra Control Center| A
S21A6l8 lalots 20| SALIL U2 U 27 6H3S Aol Kubemetrics HOJE! X F2f el D12
CO|EE M&dH™ 22| =2l X7| 2 AR 7} ZQstL|C},

—

AlZfot7] FHof

* SAEE FI5H| Hofl 2% £ HE S YLD Al A

ot
1. HAIEE S Z2AE H0IA o[ SELICE

- 244 Qot0] * IAIEE * o4 ZBIAE HoIA * 57+ & HefgiLct
o Q7 EpA OlO| A * ZRIAE| * 2 MeHst T} Z2IAE| HO|X|O|A * SRAE| X7} + 2 MeysH|ct
2. ¥2|= * Add Cluster * (22{AF 27} *) H#o|M & HZETLICH kubeconfig.yaml O LHES OHY L= £0

Z&LICE kubeconfig. yaml OFY.

Q!E.”—IEf kubeconfig.yaml ItH0|= 22{AH Xt S 1700 Chigt * 2F o= 00

et mjn
=
F M

X tE= AR kubeconfig IFUO|A * StLEQ| * ZHEIAE @ AT Hols|{of BfL|Ct
@ HZSHMAIR "Kubernetes A" 2 T ESHUA|L kubeconfig O, 2 AF25HY X|otHEl
S22 AE I&0] CHdl kubeconFSHE MMst AL 2[9 HEHI*N Er71|01|)\1 I ER IS
HEESHAHLE 20 oA,
3. XtH B 0|E2 MIBSHMAIL. 7|2HO R XHH TH 0|2 E2{AH 0|29 X5 MYZRILICH
4. Ctg * 2 MEfEL|CE.
3. 0| Kubernetes 22{AE| AtEY 7|2 AEE|X| 22HA S MEHSIT * Next * E MEHEIL|CE.

(D) ONTAP AE2[XI7} KI2Ists Astra Trident AE2{X| S2HAS MefsHof BiLICY,

6. YHE ARSI 2= 20| YHO = LEHLIH * =7t * S MebtL|Ct,

_'_

7:1
=1
S AL AM * MEfE Mote| 10« HAH* OF HZAEILICEH O|A| Astra Control CenterZ S22 AEHE 2|5t
oIAL|CH
Py —1]
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Astra Control Center0i| A Et2[gt S AEE 7ot 2 DLIHE HAMKIE #F56H= o € 20| ZE
2 UELICH O MK = Y2l ofo| 20| WZtMo 2 HH 1 * ZL|E{Z O|0|ME AEf =tol Amj *

@ O|HIEE 7|ZgL|Lt. Astra Control Center?t SHIE MENE 2S5tH EX|7} A2 2 0| Z2XME
FAg = JASLICH H 2 o|Liof| 2X|7t SHEEX| o™ SHAEZ 0| S5t E ALt oc get
pods -n netapp-monitoring A[REOE AIREIL|CH 2X|E CIHASH{H ZLIEZ 2Kt
2 E =olsof ghL|Ct.

ONTAP AEZ|X| HHACH A 2SS AN

I

L|C}
Astra Control Center= ONTAP BHIEE QIZst= £ 7HX| EEE K28},

gt Q15 * Bt #ot0] A= ONTAP AFEXS| AFEXL O|F & 22 IL|CE ONTAP H{ T 19|
|CH=2t5t2 ™ admin £ vsadmindt 20| Of2] Fo|El 2ot 201 At ALESHOF gLt

.
*
o

OIZ A 7|t QIF *: Astra Control Center= B{AIE0]| HX|El QIZME AHESH0] ONTAP S2{AE QY E4IY
S+ USLICL S2I0|AUE QB A, 7| 2 MZ|E = A= CAASME ALEH{OF RLICHAHE).

LIS0l| 7|1Z WA= S HH0|E5H0] ot 7HX] 215 RH0M CIE LEHOZ 0[S 4= AFLILE. o Hoj 5tLte] oI5
YHL XA EL T

S AE Helof Chgt XtA ZHO| HRBL|CH admin ONTAP B{Al=Qt EABIL|CE 1t
Zo| Oj2| Mol HZ A2 AF2loF BLICH admin. 0| E8l &% Astra Control Center ZZ|ANM AFRE 7|5
APIE =3t 4 Ql= &5 ONTAP Z2|AQL 85 SoHE 4 QI&LICE

@ AF2XL K™ E2ot 201 HE2 Astra Control Center®l A A4 A Sl A28 4= QUX|TF HEE[X]|
OF&L' |_'_|-_

=]

HAE Folol o= ChSat Z&LIL

—_

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"
}
OIS ol X127 ZH0| Yt MAER KFE RYLICH MATO| M4 L H[0|E L X1 SHO| th3t X|4{0)
TQst QAUSTH CHAQILICY m2tM Kubernetes fE= AEZ|X| ZE2|X7t £33 4 Ql= a|xt M8 ZHAL|Ct.

Astra Control Center= QIS ME ARSI Al 8l 7| & ONTAP BHAlEQF EAIEH 4 QI&L|CEH #HollE Holof| CH2
HMEE =dljof &L|Ct
= = .
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* clientCertificate: 2E2t0|HE QS A.

clientPrivateKey: HZE 742l 7].

* trustedCACertificate: 2E[E £ U= CAUSMULICE AMEE &~ U= CAE AFESH= E<L 0| OH7H
H2 K| Sclof S CH ME[E £ Q= CAZLALEE|X| O™ O HAUZ FAIE £ UESLICE

1. 220|HE QIZEM 8l 7|15 WHBLIC 4 Al CN(2EH 0| 5)2 ONTAP ALEXIE HHSH QABSHHAIL.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. RY0o| Z22I0|AHE ASME MX|EL|CE client-ca ONTAP 22 AE{Q| 7|QlL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. ONTAP E¢ot 201 HH0| 2IFA ¢l

ol

YHS K@= 2elghct,

—

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4. MME QIZME A0 Q1S HIAETILICE ONTAP 2| LIF> % <vserver name>E 22| LIF IP 3 SVM
O|E 2= HiELICE LIFQ| MH|A HMo| o2 MHE| U=X]| &Ql6of SL|CH default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>
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5. O|F HHA0M ¥ 2 ZtS AFESI0] Astra Control Center UI0f| AE2|X| HAEE Z74etL|Ct,
EIAL QISMZE 15 S gdeteiLct
EFAL QIS M7t A B2 TS HAIE A8 QIS J[Et 15 S 28Y = ASLICH

£
1. 742l 7|2t CSRE MMBtL|Ct

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>”

CSRE Windows CA(EtA CA)Z MEstn MHE QIZSME YZeLICh
MEE QIZME CHRE 3D 0SS 'ONTAP_signed_cert.crt’ 2 X| M EfLICH.
Windows CA(EtAF CA)UIN RE QS ME LHEHL|CH

O] Mol O|ES XI™ELICt ca root.crt

o > W Db

O[H| CHZ M| 7H2| TUO| AELICE.

° * 712l 7| *: ontap signed request.key (O 7|= ONTAPL| At QIZA0|| siEst= 7| JILICH MH
ABME HX|5H= St gLt

o * MEHE QIZXM * ontap signed cert.crt (ONTAPO|X _server certificate_2t11 T &)

2IEM *: ca_root.crt (ONTAPOIA _server-ca certificate_2t11 &= gfLIC})

6. 0|23t QIS ME ONTAPO| MX[EL|C}. MM 8l MX| server U server-ca ONTAPS| Q1S A,
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# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.
security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
certificates {yln}: n

102



The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—-connect <ONTAP CLUSTER FQODN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

CHSE 2210|HE QIS ME MMSL|Ct Astra Control Center= 0|

MZ MH YAML
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.
The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only
certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

"records": [
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{
"uuid": "f84e0a%-e72£f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",
"node": {
"uuid": "7835876c-3484-11ed-97bb-d03%a50375c",
"name": "<node name>",
" links": {
"self": {
"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%9ea50375c"
}
}
bo
" links": {
"self": {
"href": "/api/storage/aggregates/f84e0a%b-e72f-4431-88c4-
4pf5378b41bd"
}
}
}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates"
}
}
}%
9. Astra Control Center UI0l| AE2|X| BHAUIEE F715t0 CHS 22 M3 LICEH

o * ZEI0|HE 2Z M *: ONTAP_TEST_CLIENT.PEM
o * 7§21 7| *: ontap_test_client.key

o * M £ Q= CA QS M *: ONTAP_signed_certt. CRT

AME|

ot
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2. &7+ = MegtL|ch
3. AEZ|X| WA= 7} HO|X[2] 7|&E AL MMOi|A * ONTAP * & MEHBILICE.

4. C}2 = SILIE MEdSL|C},

= -"1d

o * PE|Xt Xt BE A2 *: ONTAP S2{AEH 2| IP A9 22| XtA SHE LHYLICH XHF FH2
22| AE| HA|2| X2 Z20|0{of gL}

of7[of XtH ZHS U=t ALEXIOAH|= 7k LO{0F BILICE ontapi ONTAP 22{AE Q|
ONTAP System Manager0i| A 2otz ALEXE 221 MM A BHHRILICE SnapMirror

O O O] Bl "admin” SES| ALK X2 SHE HESHAID
ontapi ¥ http, &4 S CHA ONTAP 22{AEH 2R0f|A. S EXSHIA|2 "ONTAP
MEHMOA AHS K 71|I*° ZE[RfLCH B BXSHAIR.

8 " AUBME HZELLILE .pem I, IS M 7|QULICH . key T A AF 7|2 HA(FH)SE

(D) =7t BASIS2 HOIXIB M2 DM 4 AALIC

HZIS =otetLtt
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* "Astra Control APIZ AF2EtL|CH"

+ YRR BAr
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Astra Control Center0f| &I ASH £~ JUSL|CH
* Astra Control URLE 2AIL|7}? *
Astra Control Center= 22 2151t 2t 2t 1%t URLS AFEEILICE

URLS| 2 E2t2X0f|A Astra_control_center. YAML A2 Xt X|H 2|AA(CR) IHY S MX| g oy
spec.astraAddress ZE0f| MMt FQDN(H =l T[9! 0| 5)2 LUHTIL|CE oY 2
Astra_control_center.YAML CR2| spec.email Z =0 A&t ZtILICE.

2HO]MIA
s MYWotmt 2O MIAE AFEStD QUEL|CH A 2o MIAZ HASH2{™ o2 H| s{OF BfL|t? *
NetAppOllAl NLF(NetApp 2t0[MIA I E 2o} HA| 2t0|MIAZ &l A HAL £ QELICE.
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X

Kubernetes 22{AHE SEol= ZYULICH
* Astra Controld| Z=7t8t = Kubernetes 22 AE 0| ZAXt = EE FIISHOF LT O{EH| sHOF SHL|mt? *
M 2R L EE 7|E 20| =71 £ UELICE 0]2{3t HE = Astra ControlO|A] XtS O 2 2AEIL|CE Astra
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= T
Control0f| A A =7t HO|X| o™ A ZAX L ETt X[ &= 0|0|X| RES Adstn J=X| =lBtL|CE 2
AESH0 Mf ZAX L Eo| MEHE &Qlet & JELICH kubectl get nodes BH.

108


https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
mailto:astra.feedback@netapp.com

* S2{AEE SHIEA| 22|52 H o{EA| sHof L|np? *
1. "Astra ControlOf| A O Z2|#H|0| M S 2t2|TtL|C}",
2. "Astra ControlO| A 22{AE 22| E siA|EtL|Ch.

* Astra Control0i|A] Kubernetes 22{AEE X7t = 0= 2[AH|0[ M1t Ci|0|E{ = O{EH| ElL|7ft? *

Astra Control0i| A 22 AHE FAHH = 22| AE{2] G (OIS 2|AH|0]M 8 S AE2|X])2 HEFE|X| p45LICE Astra
Control AH4F EE= 3l S2{AE{2| 0HZ2(7|0]H Y

HAS 2728 £ IELICH Astra ControlOf| A AMdst F 7
AEE|X| BHH 2 Astra Control LHOf| =0} QUX|2F 20 4~ gi&LICE

2 dHtHs Soll 22AEHE AN[SH7| ol &4 Astra Controlofl A S2{AEE HMAHSHIAIL. Astra
(D ControloliAf BH2lete T2 =78 ALZ5{0] 22IAEIS ARISHE Astra Control AEol 217} et

* NetApp Astra TridentE #2|5tX| 0™ S AR O|M XS E MAHEL[I}? *
Astra Control Center0l| A 22{AE{| 22| Z 8{H|SHH Astra Trident?t 22 AEO|M XSO 2 M| HE|X| &L Ct.
Astra TridentE M|{5t2{™ CtS2 A OF RILICH "Astra Trident 2A12| CH2 THAIE IHEL|CH.

g oz 1t
* Astra Control0| 28 ZTZ 1S TS £ YEL|I}? *

Astra Control2 OHZ2|#H|0| M2 Ui ESHX| t&L|CH 28 T2 IS Astra Control 2/ 20| A] H{ZESHOF SFL|CL,

* Astra ControlOi|A] 2|2 BX|ot = 88 Z=

[

H2 EA ELint? *

Z Q) cEe ALARO| ALR|EILICE OfZ2|H|0| 4T HlO[E = AL JHS Sl AlEHE SXIELICH Bal=X] ot 28
20wl ST 28 T2 0| 23t el e Aol olo|E| B2| 22 AHBY 4 glaLICh

—_ - —

* Astra ControlO| NetAppO| Ot AEZ|X|0f| = OHZZ|A0|MEE el = JUSLII? *

OtL|2 Astra Control2 NetAppO| Ol AER2|X|E AM2SH= 0fE2[H[0| M2 AME 4 UX[TH NetAppO| Ot
AEE|X|E AI2ot= OfE2|AH0| M2 Halg 4 glELICH

= T HAHK

"Astra Control2 XX Q2 22|sof hL|mt?" *

°
I
fo
>
@
-
Q
O
o
=
S
>
o

r
>
o
II:I

2240|7| w2 0f EH2|5HX| Srofof BLCt

Ci[o[Ef 22| =t
* My Application2 0{21 PVSE A2EL|CE Astra Control2 O|2{8t PVSQ| AMHAkD} BHAS ASHBHL|7)}? *

Oll. Astra Control2| OHZ2|#|0|M0f| CHeE AEHAF Zi0f|= OHZ2|#[0]2] PVCH| HIQIYE 2= PVSS| AAH0]|
EotEL|CH

* Astra Control0Oi| A ‘4ot AHfAES CHE QIE{H[O|A = K| ARE|X|E SOl 2T 22| = JASLII?

109


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

HRI 2 Astra Control0f| A2t 2|2 4 JUSL|C.

JPSTPCTE

BN

OtL| 2 Astra Control0i|A]

110



W

Ot7|EA 8l 714 R4

0] £2t0|=0i|= Astra Control 22| Ciefot 71 240 tigh iR 7t Lot JASLICE,

» Cloud Insights
n)
Active 1Q
Cloud Central

Cloud Central e
authentication g telemetry:
- support bundles, metrics, logs

support M \
o "
’
Astra Control Service @ Al @ Astra Control Center

astra.netapp.io I- ' ," ' I-
+— ‘ —b
Gul / cust ' cust \ GuI
ustomer L ustomer
{’ Admins - Admins \-,
API :l API
1
1 ( Idap/local
! auth . >
' Tr:ieu
1
L Image
: Slnra eCass Managed Kubernetes Cluster Repository
1
D % N
1
| telemetry contr ]
il i - i "_ :
Google Cloud Platform Microsoft Azure Amazon Web Services Self-managed ‘|
i ONTAP Kubareres
S PVs and Clusters
l i l l : S3 Buckets SnapMirror et
Disasti
; Recovery @
WManaged Managed Managed Managed 1
Kubernetes Kubernetes Kubernetes Kubernetes ' Data resources App resources l
Clusters Clusters Clusters Clusters 1
= 2. 2 2 Nework e 1 O =20
Boundary Cluster
1 B — Tidert
: Customer Premises
The Internet i or
1 Public Cloud
Fully Managed Astra : Self Managed Astra
1
1
Astra Control 74 @24
* * Kubernetes 22{AHF *: Kubernetes= ZiH|O|LHA] QI EE 9 MH|AE 22[g &~ U= & 7Hst {8
QE AA ZSEOR, ).\_1017‘* T XA SSHE BF XY LLICE Astra= Kubernetes 22{ AN SAEE|=

OHZS2[AH0]H0] 22| MH|AS HMSELICt.

* * Astra Trident *: NetAppOll A 2t2|5H= 2t X| k= @E AA AEZ|X| SEX U QAAE|O|EZA, Astra
TridentS AF26IH Docker ¥ KubernetesOl|A| 2t2|6H= 5’*E|0||—‘| SiEfo| OHEZ|A|0|ME AEE|X| 2EES
MMt &~ UELICE Astra Control Center2t &7H 71&3t AR, Astra TridentOfl= 74 El ONTAP AEZ2|X|
“—.”°.ﬂE7f ZSHEIL|CE

L AER|T HOE *

° Astra Control Service= CtS 1t 22 AEZ|X| HHAIEE ALETL|CH

1M



* "Google Cloud& NetApp Cloud Volumes Service" EE= GKE Z2{AE 2| AE2|X| HAIEZ Google
G CATE MEY & USLICE

* "Azure NetApp Files" EE= Azure 2| C|ATE AKS E2{AEQ| AEZ|X| WAIEZ ALSEFL|C

* "Amazon EBS(EIastlc Block Store)" EE= "NetApp ONTAPE Amazon FSx" EKS S2{AE{0f| CHSt
e AEE|X| SMOZ I ELICH

° Astra Control Center= CtS 1} 22 AEZ|X| HAEE AMZSILICH

* ONTAP AFF, FAS % ASAE X|QI$HLICH AE2|X| ATES0] 3 S0 ZHZEQI ONTAPLE 34l
AEE|X| MH|A, OHE AEE|X| HMA Z2EZE XY 8L AL D22 22 AESX| 2#E| 7|52
HZ et

= Cloud Volumes ONTAP

* * Cloud Insights *: NetApp 222E 2lZ2} ZLIEZ EQI Cloud InsightsE AH&3H Astra Control Centerdi| A
HE[SH= Kubernetes 22{AE 9| 451t EE2 ZLEHZE 5= ASLICL Cloud InsightsE AE2|X| AFSE 1t
IAZEE M5 HZAZLICE Astra Control Center0f| A Cloud Insights HZ2 24 2t5HH Astra Control
Center Ul H|O|X|0]| ¥ £F FEIt EA|ELICE

Astra Control QIE{H| 0| A

CHE QAEHIO|AE ALESIO] 2P S 2t=Y + AUSLICE

o * ¢ UI(AF2 XL QIE{I[0]A) *: Astra Control Service2t Astra Control Center— st @ 7|8t uIE
WS zt2|, 0ro| 20| 8l Hgh &= UELICE UIE AFESH0 AR AIE W 4 MY E 2hefd = JUSLICH

* * API *: Astra Control Service®@} Astra Control Center= S ¢t Astra Control APIS AI2TLICH APIE
AL2SHH UIE AIEE et ST AAS f3e £ QUELICE

EESt Astra Control CenterE AF26HH VM 2t LHOA A3 Sl Kubernetes 22{AEE 22|, 0F0|Z2{|0]M
238 £ JqELICH
R ETTONE

* "Astra Control Service 2A{"

* "Astra Control Center 2A{"

* "Astra Trident A"

* "Astra Control APIS AtEgtL|C}"
* "Cloud Insights A& A"

* "ONTAP MAEA"

HOJE E2

Astra Control Center0| M A2 7ts¢H H|O|E] 23 K31} 0|2 ALESIH 2 ES = £[MQ|
HHEHO]| CHoll YOoEMA|Q.

AYALD} O BE LIS 3 22 R8Ol Hl0|E|S BB,

112


https://www.netapp.com/cloud-services/cloud-volumes-service-for-google-cloud/
https://www.netapp.com/cloud-services/cloud-volumes-service-for-google-cloud/
https://www.netapp.com/cloud-services/cloud-volumes-service-for-google-cloud/
https://www.netapp.com/cloud-services/azure-netapp-files/
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/
https://docs.netapp.com/us-en/astra/index.html
https://docs.netapp.com/us-en/astra/index.html
https://docs.netapp.com/us-en/astra/index.html
https://docs.netapp.com/us-en/astra-control-center/index.html
https://docs.netapp.com/us-en/astra-control-center/index.html
https://docs.netapp.com/us-en/astra-control-center/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/cloudinsights/
https://docs.netapp.com/us-en/cloudinsights/
https://docs.netapp.com/us-en/cloudinsights/
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html

* OiZ2[A0[ Xt RiL|Ct
* OiEEAolda HEE 2E G HOIH =28

© 28 D20 S0t BE 2|44 OEIYET} YBLIC

=

snapshot_2 U1} S ZZH|X'JE =50 M Hol AIH SALZYLICH o] WHELICE 22 AHMS
A8 OHEE(AI0[FS 0| AIHCZ ST & ASLICEH ARA2 #HE 220 FEELICH 2 A0= 4
IS Zsto] 4ol HE Kubernetes Z4K|7} E°*5"—|Ef ARN2 ST 2 AE LM HE 22 dEstALt
E#%ts ol fRELIC

k

O Lic}. ol QUHE IO HFEM, 02 ols) 22 g ulmsto] #Y
9 HO1S SIth S AR{0] SRS RS T2 22 AE 0| 2Aste ¢S
WIE 7203 O 27| MEE S& ASLIT o213t HRle 9| A

aoro|a2|o| e 4 USLICE o o) of =
ML MEEEZ LMoz M ol = HIO[E &4 Al AMMEL [ FolH 25 7|53 HMISYLIC

2o gH 2
SQILICE. &

> A
RIS

Ofl THel oIt Aol pet Al el EE £ DTS HSOE MG HS Hosts
S M2 AFGOH0 AA|S0| RIS AT Hlo] 2 Meksn AFE MES £ES T2
 HD HMS Sof el 9l AYAS X} 2} ofZ2|3} 0] 40| ZE|O| @7 A2t}

S 0f
SLA(MH|A =F H[of) 27 Aretof| 2t EREIEE ot 7t 22 YLt

A el 0|(7h) U2 WX AFS| HET & YALICL WS B ZEORLE He| Hofzl
(D &m0l M| mRo0) of Xtejo] SRELIC Kof Ei D2 oloh S2{AE( B &7
AE2|X|7t AR S RE Helo] WRBILICH AWAS NS 278 & giLIch

S|

clone_2 4, slfiet 714 Y I3 H0|E 22| BTt SHQJLICE SYP Kubernetes 22{AH £ CHE S2{AH|
S22 H502 MME & QALICEH 0fZ2|AH[0|M 2 AEZ|X|ZE Kubernetes S2{AE] ZH0]] 0| S3l{0} 5H= ZHS M
SE& H4st= A0 R8Y & JUSLICL

27 22| AE0 =X

Astra Control2 AF235IH NetApp SnapMirror 7|&2| H|S7|Al 2X| 7|52 AFESH0] W2 RPO(E;l AME =H) Y
2 RTO(SF AlZt SH)E OHE2[7|0[M0f| CHS H|ZLIA HEME P £+ JSLICH 0| 7|58 FdotH
OHEEIﬂlol*"Oﬂkl S AH 7to] G[o[E X ofZZ2|AH|0|Md HAAEE SHY = UASLICH

Astra Control2 O Z2|#[0| M AL SALE S F ZEAH0| H|ST|ACE SH|LICH SXH ZEMA0E=
SnapMirror0f| 2|5 SX|El 7 52| H|0|E{2t Astra Controlof| 2|8 25 &|= 0fZ2|71|0] M HIE}H|O|E{ 7t
EoI-EI |_| |:_|._

o S| CHS T 22 WAOE ¥ wel U el ChELC

* * M =X *: Astra Control2 At25t2{™ NetApp SnapMirrorE X[ st E M=l 242f] ONTAP AEE|X]|
HHAIE S Eol| AA 8l AN Kubernetes 22{AE S A28t 2t2[sH{OF BFL|Ct. Astra Control2 ’g*—h' 7|t
O Z2|AH|0| M AHAS MM A A S2{AEH| SXELICE NetApp SnapMirror 7|22 ¥+ =& HI0|HE
EXSt= o AFR2ELICH Astra Control2 HY QS| 26l CHA Kubernetes 22{AE{2] 4 ZHK|E CHA ONTAP
S2AHS SH|E SECE MMM SHE A2 22U E Mot £ UELICH CHA ONTAP S2{AE0|
5 =& Hlo|E{7t o|O] Y2E 2 Astra Control2 HY Q0] CHE! w2 S A|ZtS ®SE & JASLICE

* *OHEZ|F|0| M W] 5! S *: 0= 2|F[0|M S WS [ Astra Control2 O Z2|#|0|M H|O|E{ 2] AMAS
MMSH 0|2 QEHME AER|X| Ao MAETLICH S)0| 2Rst Z H3l LH2| Ci|0|E{E ONTAP 22{AEZ2

—_r‘ B0 SAfolof L Ef /SR YoM = EX Kubernetes/ONTAP S2{AEE AE5tL #2(g HRJt
X[, 7L HIO[E SALE *f%%-* a2 =8 AZIo| 20 = £ ASLICH

113



WS =Hot=

CHS Ol0|X| = X T2 M|AQ} H| WSt 6| 2FEl

HHQY T2 AL {0

HHEH Of
od
OiE2|AoldE SHIE

Xt

[}

CHet XMt g2 2
|-L| [:l,u.

.
[<)

HHOY Ol Ho| T2 MAZ Hof ZL|C}

-

|[EIZ S3 IO Z EAMSID S3HIINAM £

Scheduled Backup
Hubernates Cluster A oy
App Periodic Asira
M thets — backup of —*|  Controf Center
Resources Kas resources
L% A 3
(OMTAP A =
Periodic
App Volumes — Backip
L oy

ZSHM AL "SnapMirror 7|&2 AFE3SH0] 1A A|AEIQ|

bt = X|= ONTAPZ Z2H|5}0]

114

Restore
{"Kubernates, Cluster B
Bstra __ Create IAW t
Confrol Center Fesources ilzlﬁmmﬁ
“ONTAP B
%3 Bucket —— Restore —» App Volumes.
e

e
ST

IS Y 2K 2 Kubernetes 2| AA




Replication Relationship

fia { Hubernetes Cluster B i
Periodic
Astra
— backupof —® e Canter
KBs resources
i M o
i ONTAP B ™
SnapMirror >
App Volumes.
SnapMirror -
% 4 N, S
Fail over
Kubernetes Cluster B M
Astra Create App
ol Gorer | 1S5 | Kot
b~ o
ONTAP B ™
App Volumes
. £

OHREl 2O MIAT QUi el

2O MIAVE RtEE[M FIF EE= BT FQ1 0§ Z2[#|0| 0| CHE Astra Control Center QUAE A A0 TH AY
OHE2|AH|O|MZ F7t5tHLt OfE2|A|0|M HS & (0f: AHAF, WY 22 5l 571 &)

mjo
4 I
0%
ot
4>
0
i3
i
Iul

2fO[ Ml A

Astra Control CenterS T =6tH 4,800 CPU 2 X0l CHet 90 L7t 20| MIA T LHEE| O
MX|EILICH 22F s ™I 7|7210| O HRstHLE MA| 2fo|dAZ H0|=EdtH= EL
NetAppOi| A CHE It 20| MIA EE= MA| 20| MIA S BHS 4~ QU&L|CE.

ChE Y'Y B SILIE AFE5H0] 20| HIAS HELCE

* Astra Control CenterE 7} 0| H|C|= LIt 20| A ZetEl L2t Tt
NetAppOi| 22|5t0{ Ct2 7} 2to|dA IUS LESIHAMAIL.

Tl

"ot z7ol 2Rt R

* "Astra Control CenterS 0|0] It 22 NetApp 2t0|MlA MA(NLF)S MM TtL|CH" NetApp Support
AO|EO| 2215110 A| AR M| 70| M AT EQO] 2t0|MIAZ O|SEL|Ct.

ONTAP AEZ|X| HHAIC0f| 2ot 2tO[HI A0 CHEt XtAISH LHE2 & EZSHYAIL "X &= AE2|X| HHalE",

115


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

2io| AT T3t a2 CPU R4S &Mstst=X| QlgtL|Ct. Astra Control CenterZt $4XH 2t2|stn
() 2= cPugu 27H =g 0 A 2ol MA0IA AFS 7HS3t CPU RIS X1He 22 M 2ol MiAS

HEY + st

Ik 20| MIA Bl FA| 2fo]MIA

MZ2 Astra Control Center & X|2t 24| L7t 2tO| AT} LA |0 /}ESLICH HIHE 2to| A = HIghEl 90 7|2t
SOt MA| 2to| ALt SUSH 7|51t 7|52 KIITLICH ™ot 7|ZH0] X|LEH HMA| 7|52 Al ArEstz{H A
2o|MIA T TS|},

18]

toldlA gtz

2t Astra Control Center 2t0|MIAJF Ot2 E|H CHS 7|50 CHeh Ul L API 7|52 AFEE 4 QiELICH

k2|

2ol A AH|ZO| A

Astra Control Centerd| Af 22{AEHE F7I6tH S AEOAM &l QI St o] A42| o Z2|#|0]| M 0] Astra Control
Center0i| 2Jslf 22| =|7| Mol= AF2E 2to[dIA 0| et X| QA&LICE.

S AEN 28 TEO Ha|2 A|XSHH sz 22| AE{9] @S CPU ZHX|7t Astra Control Center 2t0] 4l A

A 00] TEHEILICE T 20|88 AF25I0 oA 2 18H= Red Hat OpenShift 22{AE == CPU &X|= M| ElL|ct
node-role.kubernetes.io/infra: "".

Red Hat OpenShift QI I 2} ' == Astra Control Center0i|A] 2t0| MIAE AH|SHX| QA&LICH L EE
@ olmat L EZ HAISHH 20|22 MEYLICt node-role.kubernetes.io/infra: ""
o,

KtMIEE LHES =elstiAIR

* "Astra Control CenterE A& AHY uf 2f0|MIAE FI}EtL|C}"

* "7|E o[ A S o ERtL Tt

OHZ2|[0]M £t2

Astra Control0| SS{AE{S e If 3| S AES| Y2 22| YHS ME™ w77tX]
22| 2| X[ S LICE Astra ControlOfA] 2t2|[= 88 Z2™2 LHE & SILIE & ASLICH

* HIYAHO|A0M RE 2[AAE EeShes HIYAHO|AYL|CE

116



Astra Control

2[30]4(0] oi|0i M= helm30]| AFEE)

tLt Ol kel Y AT O|A LHoj| HHELEl JHE OHE

)

e ——

&
@

— O m — mm—mm—

Astra Control

117



i"

pod

-I--—-—-—-—-r—-—-—-—-—-—-——-—-—-—-

AEEX| 2jlA Y SR =25 37|
Astra Control Center= AE2|X| Biol= 2 ONTAPE X[ StL|Ct.

He

Astra Control Center= CtSS X[ gfL|Ct.

* * ONTAP AEZ|X|0f| A X|2/8}= Astra Trident AEZ|X| 22HA *: ONTAP HHAIEZE Al238t= B R, Astra
Control Center= CHSH DLIE{E MEHE H15H7| 2/ ONTAP BiIIEE 7tH 2 £ = 7|52 MSEL|Ct

@ Astra Trident AE2|X| 22{A = Astra Control Center 2| 50| A AP M4 E|0{0F ShL|C}.

AEE|X| el

Astra Control Center0fl 22{AEE F7I61H sf{e S AE|A O|Hof| 2 HE AEE|X| A F SHLIE 7|2
AEZ|X| 2eHAZ MEHSIEH= D|A|X| 7} EAIEILICEH O] AEZ|X| 2EA = 7 28 23|U(PVC)0] XI™E KMEA
S AT gl mf AFREIL|CE 7|2 AEE|X| E22fA = Astra Control Center LHO|A| HA|EX| HEE 4~ 91O, PVC
E= HA|Of XtE Lol M AER|X| 22HA Q| 0|22 X|HSIK AHMEX| RE AEZ|X| 22HAE AR £ USLICE
Kubernetes 22{AE{0f| CH8H £t 7|2 AEE|X| 22jATH HO|E|0 Y=X| EQISIAAIL.

£ HZoHHAL

* "Astra Trident 2A{"

118


https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html

AMER et 5

e

|2/ AT O| A

Astra Control2| AFEX} gt 8l WY AH|O|A, T2|1 O|F AHE0t0] Z=2]9f 2|4 A0 CHet
UM AZ HOSH= Lol CHaH OokZLCt.

A2 AI23510] Astra ControlQ| 2|AA = 7|50 CHSE AF2XIS| HMAZ Ho{E 2 USL|CH Astra Control2|
S

o

* T 2 5ol g AUSS JHXH A 5 SHAE S 22|otdl, AS 22lstn, AHAF Sl WS M o

2RAE QS LHE MEXIE 7t A HAHE & ASLICH

=
DE AR AZE F7H A WA = ASLI.

HH L= 7O ALEXIOIA ®MeF ZHE FI16t0] ALEXLE StLt O| 42 MEXALZ Mt & USLICH (LY AT 0] 2],

L AT O]A

HLADO|A = Astra ControlOf| Al 22|53t S AH LS| EH 2|AA0 S & = HRIQJLICH Astra Control2
Z2{AEE Astra Controltf] =71 i 22 AE{Q| HJAL|O|AS HMSIL|CH |QJATO]A T HAME[H AL XLO||A|

Mot mHo= ehEe &= UFLICE 3T U AH|O| A0 CHEE MM A Hot0] U= HHTE ST 2| AAS A £
UASFLICE 2|AF LS| 22X FHOILL £ M S ZX|of Zghot 2|t S AFE5H0] HIRIAH[0] A0 CHot HHAS
HMoiE = ASLICE AEXOIA| ®ef ZAS FI15HH SiE ALEX7E 2= HIJAH 0| A0 HHASAHLE £
HJATO|A TRt HMASIEE I = ASLICE HIFATO|A 20|22 AHEH HIYADO|A Kef ZAS

gee +r ASLCHL

ZEO[Lof ArE Y & U= Hots Mere = ASLC

QlE Kubernetes HIZE A| 7|2 POD E29t 10| L{ 2 H|$t& 0|11 Astra Control Center AX| A| 2X|7} 2hAHE 4~
olAL|C}
= .

AN

of 7|0l ZetEl HEQ} Of|H|E AF2SI0] Astra Control Center?} =8i5H= POD £t HZ Al&HE 0|slst, Astra
=13

Control Center 7|52 YoliotX| QMM TR Ho 7|53 MSot= POD 2o H2 HAS A2 + ASLIC

Astra Control Center0|A| A|&ist PSA

AX| 0| Astra Control Center= 0| Ct2 20| £ F715t0] POD E¢t U E HEL +
E= MEXXIE HIYAHO]A:

0
o>
r
n
]
®
e
o))
5
v
[0))
Q
Q

119



pod-security.kubernetes.io/enforce: privileged
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kubectl get psp
NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFES VOLUMES
netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false &
kubectl get role -n <namespace name>
NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%
kubectl get rolebinding -n <namespace name>
NAME ROLE
AGE
netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

Y Z S0l PSPIH M E = ASLICH
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role -n <namespace name>

CREATED AT
2022-07-21T00:00:002

NAME
netapp-astra-backup

kubectl get rolebinding -n <namespace name>

NAME ROLE

netapp-astra-backup

So{AH 22| S0l H-dE PSPYLIC

S2{AEE 2t2|g uf Astra Control Center= NetApp ZL|E{Z! HAt

kubectl get psp

Role/netapp-astra-backup

AGE
62s

XHE 2E|d S2HAH| AX|gLICE o] 2EXH=
MBHLCt clusterRole 7HAHl, Y RoleBinding Astra Control Center QA HO] A0 1A
7

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false *
kubectl get role -n <namespace name>

NAME CREATED AT

netapp-monitoring-role-privileged

kubectl get rolebinding -n <namespace name>

NAME
AGE
netapp-monitoring-role-binding-privileged

monitoring-role-privileged 2mbs

2022-07-21T00:00:002Z

ROLE

Role/netapp-
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STEP 1/2: DETAILS

Q Configure protection policy X
PROTECTION SCHEDULE u OVERVIEW
@© Hourly [ ] ® Dpaily 1 @© weekly B ® Monthly 5 Schedule and retention
k Define a policy to continuously
Every hour on the Oth Daily at 02:00 (UTC), keep the Weekly on Mondays at 02:00 Every 1st of the month at pr your application on a
minute, keep the last 4 last 15 snapshots (UTC), keep the last 26 02:00 (UTC), keep the last 12 schedule and configure a retention
snapshots snapshots backups colnrto ger fted.
For select stateful applications,
expect IO 1o pause fora short
time during a backup or snapshot
® Hourly e Daily ® Weekly ® Monthly aperanon.
Read mare in
Select Weekday(s) (optional) Time {UTC) (optional} ~ Snapshots 1o keep + Backups to keep + Pratection palicies
Monday X 02:00 ~ 26 0
BACKUP DESTINATION © ‘:F‘f::‘?‘;‘;‘:ra
Bucker ~ [} Namespace
ntp-nautils-bucket-10 - ntp-nautils-bucket-10 ™ Default cattle-logging
,-5}‘1 Cluster
se-openlab-astra-enterprise-
05-ze-openlab-astra-
enterprise-05-mstr-1
. = o
5. Review * & MEHSIL|C}
> pS| * 2 S
6. 23 M 4F 3 dE=glL(Ct
21
O kel = O = k=23 o) L O] HHAH= 5 o S k=3
Astra Control2 Ho[gt AF|E 5l EZ FHMS ALESI0] ARHAF Sl WS M Y5tn RAL2M HO|H B FMS
HeLot.
L| k=23 S
ARAEES ARt
[= =N} LHAFS St A OlA
AMEX FE2 AHMS " + ASLIH
ol5l= = = 5 L A
@ HO| Ol A X|2St= MEA SAE AESH= 75'—'— ontap nas-economy S=2f0[H, AHAS
St A A LH =
dee = glELICH AHAk| ChA| AE2|X] A S AFELICH

tHA

(=]
. Ast= A9l * Actions * €0l Q= S M HF0IA * Snapshot * 2 MEHBIL|C.

AN
AEXL XI5t * tHg * & HERLICt

=]
=] =
AL QoFs HESIT * Snapshot * & ME{RILICE
21t
ALHAE T2 AT A|ZFEIL|CH H|O|E] BS * > [O]X|2] * AFEN * TOY| A AEHT}
dSeL
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SOISHMA L.

Mol off A Il fE HEL SUAE MESH= ER ontap-nas-economy EEIO|H, S(E)

MO|ME=K| HQIBHMA R backendType DH7H B2 2 MEHSIL|CE "Kubernetes AE 2| X|
@ QEHMERIL| El'“ 2 U9 E MEYLICI ontap-nas-economy 22 XHAS S| Jt‘|01| oA
X| 6= Mo B ontap-nas-economy MY 20| etZ & W7HX| OfE2|Z|0|HS ALES =
A ELCt.
CHA|
1. 88 T20% * & MEigiL|CH
2. Ast= A2l * Actions * Bol| U= SM HF0M * Back Up * & ME4RILICE
3. A O|E2 AFSXt X[™HELICH
4. 7|& AYAO|M HE HASX| R E MEYBILICE O] M S MEHSIH 7|& AHM ZE0f|A MEE &~ USLI|CH
5. AEZ|X| Il SE0i|A M ChAF KIS MEHEL|Ct
6. Ct3 * S MEighLICt
7. uHA ok AESI * R + S MEHBIL|C}
A1t
Astra Control2 ¥ S MMetL(C}
@ HES3 EHO| YMUAHLL HIHMHOZ 2l 22 W 20| A|Zh E1HE &~ QJELICE O|Z QIsH
SHio| AmfgfLCt.

() 43 uus Hs0 sl 32 o IUE TSI S HATLC MRS AHelH Helo)
St2E mItx] 7|Ckel Tk o] XIAS GEUAR IS ANt
HolE o XS E, e, Bel)it $4 W7 28 37| TF 3 U0 M 28 3717} EAIE| 77K
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Users Credentials Motifications Billing Licenses APl Tokens Connections

EXTERNAL 7

g Connected b @ Connected o

HTTP PROXY 7 CLOUD INSIGHTS 7

Server: proxy.example.com:B388 [ Tenant: Cloud Insights (5

Authentication: Enabled

Of'H 0|72 HZ Huict F< HEiJt* Ao * 2 EAIELICE Ul REF dHe
olAL|C}
M- .

“or oA Anj 29IS RS 4

Q

Naotifications Mark All as Read

,’I} Unable to connect to Cloud Insights an hour ago
The Cloud Insights APl token is invalid, Create a new
AR token (0 Clowd Insights and update Astra Control
conneLinn samings with the new token

A >+ L ol SLY YEE S & ASLICH

Astra Control Center®l| A * backend * H|O|X|2|] XZ|ZF HEE & 4 U2 % OfL|2t AEEZ|X| HAEE MEHSE =
0{7|0| A Cloud InsightsOfl H&g = UESLICt
£ Backends
+ Manage = % Managed (Q Discoversd
Name & Status Capacity Throughput Type Actions
06 * 7.67/21.28TiB: 36% A MR s » 8.00 MB/S ONTAP 9.70 Available v

26 ? —_— g

Throughput

View in Cloud insights (3

Cloud Insights 2 Ht= 0| S35t M| E2] 0|0[X| Hoj| A= * Cloud Insights * Ot0|2S IEHSIL[CY.

Lot AIZE * oM HEE HE + ASLICE

177



X welcome To

Reminder: Before you back up your applications, you need to add at least one object store bucket as a destination to hold your backups

Resource summary

& Apps ;f; Clusters & £ storage backends

Let's get started i At
5 - Al t )
No managed apps Add your Kubernetes cluster to get started with Astra Control 1 : Y e
To manage an app you need to first add a cluster
¥ + add Q Dpiscovered 0
Managed

@ Cloud Insights HZ2 &42tct = Astra M0 MIE{0|AM F=II5H HAIEE K| AHSHH WA =0 M Cloud
Insights0il CHet 215 SX| gLt

CHA|
1. admin * / * owner * H$10| Ql= A& S AF23S0] Astra Control Centerd] 2 1918HL|C}.
2. AH™ *>*HH * S MENBhL|CE,

CELR SE0M * TR * 2 MEHSt] HZE S TEBILICE

Cloud Insights 2 48 S HEgLICE

ME* S dEgfL|ct.

a > w

Cloud Insights HZ 2 H|2M3lgiL|Ct

Astra Control Center0f|A 2t2|5}= Kubernetes 22{AE 0| LSt Cloud Insights 222 SHA|E 4= AELICE Cloud
Insights HZ 2 H|ZM3t6 = 0]0] Cloud InsightsOf] 2 =2 214 £H O|0|E = AMK| | X| t&LICH

CHA
1. admin * / * owner * #%t0| = AHE A0 Astra Control Centerdl| 23 Q18fL|CE,
2. A x> HZE * g MEfgiL|Ct.
3. CECIR SE0|M * HE #7| * E MEisto] HZE v MoteL|Ct.

&

'6I-|__| |:|-

CHet &7t B2|H 2HYS el gLt
O HZ * H|0|X|0f A Cloud Insights &Ef7}* EF * 2 HAEL|CL YEi7t* HE BE
2

PrometheusOl| HZ3sHM| 2
PrometheusZ Astra Control Center H|O|E{E ZL|EHAE & QELICt Kubernetes 22{AE HEZ| AIEZXQIE[A

HEZIS £ESE2 PrometheusE 8 E £ A OMH PrometheusE AF2SH0] HEZ| H|O|E{E A|251E £
Ql&L|Ct
Py —1] .
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Prometheus AHE0]| CHeE XtA|TH LHE 2 Of| A ST ABME EESHUA L "Prometheus A|E",

o Qs 7

=244 A

Astra Control Center 22{AE{L} Astra Control Center 22{AE{QF SEAIE £ QU= CHE 22{AE0| Prometheus
I§7|X|E CHREESI MX[H=X| EQISHAMA|IL.

9l

Okl

Al A M0 A= XES MEYAIL "Prometheus S 2 A L[

rr

Prometheus= Astra Control Center Kubernetes 22{AE{Qt EA1E 4= U0{0F BLICt. Prometheus?| Astra
Control Center 22{AE{0| MX|=|0] UX| 22 AL Astra Control Center 22{AE{0|AM Al S0l HEZ! AHH|AQ}
EME 2 Q=X| &QlsoF BL|Ct,

PrometheusS A gHL|C}

Astra Control Center= Kubernetes 22{AE{2] TCP ZE 909001 HE2! MH|AZ FM|ZEfLICt 0] AMH|AO|A
HEZZ £Z5t2{H PrometheusE A sHOF BHLICE.

EHA|
1. Prometheus A{H{Of| 2 Q18tL|C}.

2. 0| 2MAH &=2 FIIYULCI prometheus. yml THY. Off UELICH ym1 THAUOH|A O S2{AE{0]| CH3Y CHZ 2t
FAt 458 FIILICE scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unigque name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>"']

@ E d3%t= 82 tls config insecure skip verify £ MEHSLIC} true, TLS ¥=3}
DT2EZ0| HRIX| gt&L L

3. Prometheus AH|AZ CHA| A|ZFEFL|CE

sudo systemctl restart prometheus

PrometheusOf| | ASIAMA|R
Prometheus URLOI| M| ABIL|CE.

THA|
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https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/

. HEtR X0l TE 90900| = Prometheus URLS ¢

Mg >+ Al + 2 Meisto] I ZS BroIgtLICH

=]

PrometheusO{|A| C|O|E{E FL|C}

PrometheusZ A23}10] Astra Control Center H|O|E{E 2
cHA|
1. H2}2X0f| Prometheus URLS 2tL|Ct,

QlaftLict,

4+ QBLIC

2. Prometheus H|'=0llA| * Graph * & MEHSL|CE,
3. HE2] EH47|Z ALB32IR * Execute * HOll Rl Of0| 22 MefBiLICt
4. £ MEHBILICE scrape samples scraped & ME{SIT * Ml * S MEABILICE
5. AIZHOl| (12 4B AS2 LS B2 * Graph * & MEBILICH
(D) of2i 2228 clolE7} AT 2 S2AEIQ HEZ0| N2 CI2 402 EAIFLIC
Fluentdoi] & 2L T}

Astra Control CenterOf|A| 2L|E{&ISt= A|ARIS| 2 0(Kubernetes O|HIE)E

oqze

=T

QU&LICt. Fluentd

Astra

&
y.?‘Iuentbl’c

71202 HIZ-dete0] AFLICE

E)E Fluentd IEXQIEZ HH 4

fluentd

External log

repository
event logs
@ THa|g|= 2 AEQ| O|HIE 20t Flyentd2 MEHEL|C}
AlZfst2| FHof|
* Astra Control Center A& 0|= * admin * / * owner * #$t0| U&L|C}.
* Kubernetes 22{AE0]| AX| 8! A3 =2l Astra Control Center
@ Astra Control Center= Fluentd AMHO|| CHol L M|E HEE 2k0I6HX| tEL|CH SHIE 22
ol =X
H =1 AN

SISt AI2.

£
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1. admin * / * owner * H$10| Ql= A& S AF23S0] Astra Control Centerd] 2 1918H|C}.
2. AHE *>*HZ * S MENBhL|CE,

3. AZS FIIsta{H * HZ B * 0| BAIE EELIR2 SF0i|M * & * & MESL .

Y Disconnected

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.

4. Fluentd MH{2| ZAE |P £ ZE HD 5l 31 7|15 et

H&t

5. Connect * & MEHSIL

Ct.

21

Fluentd AEHO]| Co {2t MR YE7} MTE L * AY * > * H&E * H0|X|2] * Fluentd * MMOf| A 3T YL}
HEE[U}ZSS LIEFHLICE O|X| A ET Fluentd MHE Y& POEI O|HIE 28 & 4 USLICH

O 0|92 A0 Afet 2L Alel7t * ATj * 2 EAIELICH Ul Q2% MEho| + 212 * ofl o AIf 2loIS 32 4
UA&LICH
A > >+ Al oM SLet HEE H2 £ JASLICL
@ 23 230 A7t A= B ZHUX 20| 232051 of|M 235 AH8E = U=X| 2lsl{of gLt
/var/log/containers/.

Fluentd ¥ZS WZISL|Ct

Fluentd ¥1Z & Astra Control Center QIAEIAO| WEIE 4 Q&L|CH
CHA|
1. admin * / * owner * #310| A= H™HES ALE5I0{ Astra Control Center0f] 2 1Q18tL|C}.

LA > AT 2 MEBILICH
. EELIR 22014 * BE * 3 Mol HZS BEHLICE

2

3 =l

4. Fluentd 28 MNS HATIL|CE
5

- KZH* 8 MEisiL|ct
Fluentd HZ2 H|ZtM3letL|Ct
Astra Control Center QI AEIA0]| CHSt Fluentd Y Z S H|Z M5t 4= QI&LICH

cHA|
1. admin * / * owner * #310| A= HHS ALE510{ Astra Control Center0f] 2 1218tL|C}.

2. A% > A+ 2 MeEiLt,
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3. EELIR SR0M * A2 #7| * & MEisto] HZS HlZdstetL|ct.

4. Chot #Xt7t Ha2|H 2 S eheletL|ct.

Sl 22 AH &E|S F|aLCH

Astra Control Center0|A| | O] A Zt2|SIX| o= S8 T2 8 L= S2{AH
|7 gL|Ct.

i

ARSEEE 2B SHGHK] 242 oiEE[AH 0l HE[E S

chA|

1. AZ M DZ0|M * S8 T2 * 2 MEABHL|CE
2. Hg MEABHL|CH

3. 2 ol FM ml70ilM * 22| & * S MEASHL|CY
4. §HE HEYLICL

o. "unmanage"S =I5t0{ QIStL|Ct.

6.0, S8 Tz 22| FA * S MEASL|CE

21

Astra Control Center0fl A T O|2h 2t2|5HX| gtQei= S2{AE 22[E SXILCt

() =@i2e2 Bejeh| 2o 22 AEQL AZE Yol B2l siFsof gLiC

S AHE mﬂsw graLct

* Astra Trident7t 22{AE0f| A HHE|X| Q&LICEH "Astra TridentS M|H o= 2

mjo
ne
o
HT
>
K

CHA|
1. QIZ EIM D20 A * 2 AE * £ MEHTH|C},

—1d

= - =

2. O O] & H2|5HX| ptodf= S2AE Q| gfelghs MEfpL|C
3

=
. Actions * €2| Options H|*70lA * Unmanage * & ME{SIL|CE
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

4. 22{AH 22| S HHLX| =elst CHS * of, 22AE 22| F& * & MERLICH

21

S2{AEQ| ME{7t * Removing * 2 HAEL|CE 1 0|=0f|= Z2{AE{7} * Clusters * H|O| X|0{| A M|7HE=|11 Astra
Control Center0i|A| I O|&F 2t2|=[X| §4&LICE

* Astra Control Center2t Cloud Insights7t H&E|X| %2 22 * S AHE 2A2|5IX| o™ A
@ ZX H|0|E{E MAst7| QI8 MX|El BE 2|AAT}H|HE/LIC * Astra Control Center2t Cloud

Insights?7t HZ &l 2 * 22| AEE 2HE|5HK]| Q™ 2 AR|ELICH fluentbit ¥ event-

exporter PodE 22!gfL|Ct.

Astra Control CenterS & 18|0|E&rL|C}

Astra Control CenterE € 12|0| =521 NetApp Support AO|EO0j|A MX| HES
CI2EE0t0 CHE XA S 2tE0HA[L. O] HXHE AHESH QIE{ulof| ABE[AHLE S 7|7t
HZEl 2t A0 M Astra Control CenterS &1 18|0|E%8 &4 QU&L|CE.

Al&tst7| Mol

SHMAIQ "Hoigh 4 QISLICH AF2 X} 20| Astra Control Center HZOf| CHEH %] A
St o0| o

O] RA0{OF ghL|Lt.

o X|E|= Astra Trident 7
AlSH ol HM S 2oldte{™ 7| Astra Control Centerdll CHOH CH2 H S AMSHStL|C

kubectl get tridentversion -n trident

2 BESIHMA|R "Astra Trident A" O™ HE WM & 32|0|=5t= HLR.
@ Kubernetes 1.252 € 18|0|E38}7| X0 * Astra Trident 22.10 * @2 1 712{|0| E3}j0f &tL|C}.

o X|¥E|= Kubernetes Hi X
A3 ol HM S 2tQlstz{™ 7| Z Astra Control Center0f| CHol| CHS HHES AMEIL|CE kubectl get
nodes -o wide

o ZESEZBAH 2|AA

S| AE 2|AAE 20I8t2{H 7| = Astra Control Center 2E{AE{0|A CI2 HA S MAHBHL|Ct kubectl
describe node <node name>
° Astra Control Center O|0|X|S IZA| 4l Y2 Edt= O] AFRE £ Q= B|X|AEZ|QL|CH

° 7|2 AEE|X] FHAYLIC
718 AER[X| 22HAE &Ql5t2{H 7| = Astra Control Center0i| CHoH| CHS B S MHBILICE kubectl
get storageclass

=

* (OpenShiftof| 2t 31| E) 2= S={AE 2RIt F2ot HEHO|H A 7hsSHA| 2l gLt

kubectl get clusteroperators
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* HE API MH[ATH Y HEHO|H ALE JhsetR| =l gL C.

kubectl get apiservices

123|0| =5 A|Z}S17| Fof| Astra Control Center UIO|A 2 10}8HA|2.

o] ZrAof| CHaH

Astra Control Center 2 12{|0|E T2 MA = CIE1F 242 112 THAE ottt
* Astra Control CenterE CHR2Z2Est &fx2 SLICH
* NetApp Astra kubtl 22/ &|7st C
* O|OIX|E 2& Y X[AEZ| F7teL|Ct

* AG|0| E&l Astra Control Center &

2
P
- in
mx
2t
itk
=
u}

* Astra Control Center2 & 12{|0|E&tL|C

* AIAE MEHE stolstLict

=/

Astra Control Center 2EXIE AMH[SHA| OFMA|2(0: kubectl delete -f

@ astra control center operator deploy.yaml) ZEJ} AH|E|X| @& Astra Control
Center ¥ 12|0|E L= & = AREX|.

AF|IE, e 9 ALAt0] AE|D UX| S FS QXE4 UM Y2 0|=S SuELIC,

Astra Control CenterE CI2Z2CE58t10 =8 EL|Ct

1. 2 O|SEtL|Ct "Astra Control Center M| E CIH2ZE H|0|X|" & HHR2SHMA|2. ESCHR HF0|M XA HA =
Bt CHE B MENS 4 QUALITH

T M-

2. Astra Control Center?t Z2tEl HE2 CHR22EBL|Ct (astra-control-center-[version] .tar.gz)E
E.EI'é'H__l [_I-
="14d .

3. (HEE|X| 2t MEH AtEH Astra Control Center2 21Z A 9 ME HES CHR2ZERHLICH (astra-control-
center-certs-[version].tar.gz)E 2o}

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz
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tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl Z2{ 1212 X735t CHA| EX|SLICt

NetApp Astra kubtl HEZE 22119212 AtE5t0] 0|0|X|E £Z Docker MEAZ AT 4= QELICE

1. E2{0Ql0| MX|=|o| JY=X| =elgtL|c.
kubectl astra

2 kubeck 22112 =S HHetsof BFL|Ct kubbeck-Astral| 7|& HE S
M5t ™H CtS HES MAMBIL|Ct delete /usr/local/bin/kubectl-astra.
™

E2{3210] EX|E[X] @42 U022 CtZ THHAIE Ast0] EX[e = AELIC.

[

a. AtZ 7ts%t NetApp Astra kubectl £2{ 121 HIO|LH2|E LIEst 2F KA 5! CPU OF7 B Ao 2Lt mHed
0|2 H0of FHAIR.

@ kubbeck Z2{1¢! 2t0|E2{2|:= tar HS2| LF0|H EC0f| 20| Z2ELICH kubectl-

astra.
1ls kubectl-astra/
a. SHIE HIO|HE2|E o] HE=2 0|S5tL 0|2 2 HALYLICt kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

-|>+

O[0|X|E 2Z 2|IX|AE=|0f =7FRfLICE

1. 87| AZlol| Zetdt HHA| AIZAS 2tEFLIC
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Docker £ & ZTSHMAIL

=
1. Et29| RE LA ER| 2 HFSL|Ct O mpat C2ER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

At

i

2. Astra Control Center O|0|X| C|2lE2[2| I{7|X| O|O|X|E ZZ X|AEZ|0| 2O EE&LICt
Mol CFS CHA| 2IY 2 £ ™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml
)E S=ILICE

° &lIt;MY_FULL_REGISTRY_PATH&gt;= Docker AZtA 2| URLZ HIELICE O £0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} 0|EQZ HiEL|Ct
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- B0l RE C|AE2| =2 HARLIC O] bt CIAE2|7F EAIELICY.

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn AdgfL|ct.
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[Q URLE CHA|EHLICE.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

0| EEl Astra Control Center 23 XIS M X|gfL|Ct

Mo

1. QA ER|E HEF e C

187



cd manifests

2. Astra Control Center 2&X} H{ZX YAMLES TEBILIC}
(astra_control center operator deploy.yaml)E 2E5I0 2Z [X|AE2| G &

vim astra control center operator deploy.yaml

a. 2150| Rt YXAER|E A= 2R 2 7|2 E2 AL HERLICH imagePullSecrets: []
Che Eg
imagePullSecrets: [{name: astra-registry-cred}]

b. H& [your registry path] 2| B2 kube-rbac-proxy O[0|X|E O|A FEA|TH B|X|AER| HEE
o|O|X| 0| & THA.

C. HE [your registry path] 2| B2 acc-operator O|0|X|E O|M FEASH HX|AEE| ZEZ 0[0[X|
O THA|.

d. off CH2 242 FIILLICH env M 4:

- name: ACCOP_ HELM UPGRADETIMEOUT

value: 300m

apiversion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
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- args:
- ——-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —-v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- --metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: [your registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5

periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
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terminationGracePeriodSeconds: 10

3. AO|0|E &l Astra Control Center 2F XS M X|tL|CT.

kubectl apply -f astra control center operator deploy.yaml

EL

—

M-
olo

namespace/netapp-acc-operator unchanged

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.

netapp.io configured

role.rbac.authorization.k8s.io/acc-operator-leader—-election-role

unchanged

clusterrole.

configured

clusterrole.

unchanged

clusterrole.
rolebinding.

rolebinding

rbac.authorization

rbac.authorization
rbac.authorization
unchanged

rbac.authorization.

.k8s.

.k8s.
.k8s.

k8s.

io/acc-operator-manager-role

io/acc-operator-metrics-reader

io/acc-operator-proxy-role unchanged
io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—

rolebinding

configured

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding

unchanged

configmap/acc-operator-manager-config unchanged

service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. Pod7t A&l ZQIX|

stolsH|C}.

= —-d

kubectl get pods -n netapp-acc-operator

Astra Control CenterE ¢

20| =gfLCE

1. Astra Control Center At&X} X| & 2|AA(CR) HA:

kubectl edit AstraControlCenter -n

[netapp-acc or custom namespace]

2. Astra HN HSE HATIL|C} (astraversion O LR spec)E Y 0| = HH:
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spec:
accountName: "Example"

astraVersion: "[Version number]"

. O|O|X| 2|X|AEE| ZE7} 0| O|0|X[E FAISH HIX|AER| BEQt LX|ISH=X| 2eletL|Ct 0| THA|. Yol E
imageRegistry 2| LHE spec OFX|2F X[ O|= 2| X|AER[7t HEE B2

imageRegistry:
name: "[your registry path]"

- O C}S 2 =7HLICH crds 9 LHE 7Y spec:

crds:
shouldUpgrade: true

. O C}S &2 FIFLICE additionalvalues 2 L spec Astra Control Center CROIM CtS S $2BfLICE.

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600

o HEJ|E MESt2 S=YLICH HE Aro] MEE|1 ¢2|0[=7F A|ZHEIL|CE
(MEH AFS) Pod7t SRE|0] CHA| AL ™ &= A=X| ZHelgtL|Ct

watch kubectl get pods -n [netapp-acc or custom namespace]

- Astra Control &El Z210| ¢ 2||0| =7 2= E|0f ZH|Z[UASS LHEHE Wi7kX]| Z|CHELICH (True):

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

oct.

o H-d-.
NAME UUID VERSION ADDRESS
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.04.2-7

10.111.111.111 True
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2 S0l 20| HENE ZLE RS2 H O HE S HAYLICE kubectl get
AstraControlCenter -o yaml -n [netapp-acc or custom namespace]

Astra Control Center 28A 215 ZASIE{H CI2 HHS AASIMAIL.
kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

®
®

Al A

0%

EHS =heletL|ct

|

1. Astra Control Center0l] 2 1Q18tL|C}.
2. HHO| Ya2||0| =AY =X| SRlBtL|CE UIQ] * X|@l * THO|X|E £ ZSHMAIL.

3. B E|E= S2AE QL A0| XS] EXSI L B2 &1 U= =HelghL|ct.

Astra Control Center=S H|7{gtL|C}

Hotoe MA HAMOZ Y 8|0|E8H= B Astra Control Center 2 A E H|H8HOfF & =
UELICt. Astra Control Center &! Astra Control Center 2gXIE N|7HS PE1E o| AX|of
HHE HHZ SACE HASIYA L.

X[ HMAHA 2/t A= EL2 & HESHUAL HAH 2H| 6 &

2. "R SHAEQ| 22|E FAFLICH
|
1. Astra Control CenterS AHISLICH CHg HE HH2 7|2 HX|S 7|Q 2 oLt ALSXH Hel BF 2 tE Z

HHE +TELICL
kubectl delete -f astra control center.yaml -n netapp-acc
A1
astracontrolcenter.astra.netapp.io "astra" deleted
2. C+2 Y2 M8 & MAMBLICH netapp-ace (E= AFEXL X 0|8) WY AHO|A:

kubectl delete ns [netapp-acc or custom namespace]

Ofl " &t
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namespace '"netapp-acc" deleted
3. CI2 HH S AF25I0] Astra Control Center 2F At A|AE 1M @A S AMH|EHL|CE
kubectl delete -f astra control center operator deploy.yaml
A1k

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

M7 2| siZ
CI2 82 g2 AF238E0] Astra Control CenterE H|HE [ &A= 2X|S s ASIAA 2.
Astra Control CenterE M3l 22| 22{AEQ| ZLIHZ 2FX ZEJF HE|=|X| g&LICH

IH NetApp ZLIEE HAAHO|A B

Astra Control CenterE M|7{517| ™ol 22{AEE #2[SHX| L/UAC
ot HHL2 O30 Z&LICt

SES
HIYAHO|ANM PodE =522 AHIY 4= UGLIC 0[2{¢h

|

1. AH| acc-monitoring Of|O|ME:
kubectl delete agents acc-monitoring -n netapp-monitoring

Zut:
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agent.monitoring.netapp.com "acc-monitoring" deleted

2. |YAHO|A AH|:

kubectl delete ns netapp-monitoring

Zat:

namespace "netapp-monitoring" deleted

3. HHE 2|AA stHol-

= L—-

kubectl get pods -n netapp-monitoring

Zut:

No resources found in netapp-monitoring namespace.

4. DL|E{2 Of|0|ME M| A &l

I )

kubectl get crd|grep agent

A
[

MiH

Z1t:

agents.monitoring.netapp.com 2021-07-21T06:08:13%

S. AMEX Ho| 2|AA MO|(CRD) ME AMH|:

kubectl delete crds agents.monitoring.netapp.com

Zut:

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com”" deleted
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Astra Control CenterE X3l = Traefik CRD7} Hz|Z|X|

Traefik CRDE
OHZ2|AH 0| M|

THA|

450 A
CREEES

1. 22{AE0|| AX|Zl Traefik CRD LIE:

kubectl get crds |grep -E

oo

Ch
=

'traefik'

ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us

ingressrouteudps.traefik.containo.us

middlewares.traefik.containo.us

middlewaretcps.traefik.containo.us

oFA
[Py =]

serverstransports.traefik.containo.us

tlsoptions.traefik.containo.us

tlsstores.traefik.containo.us

traefikservices.traefik.containo.us

2. CRD AHA:

L{Ct

2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:

kubectl delete crd ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us

serverstransports.traefik.containo.us tlsoptions.traefik.containo.us

29:
29:
29:
29:
29:
29:
29:
29:
29:

of &= AGLICH. CRD= 222 2|42A0|0{ CRDE AH[5HH S2{AEQ| CHE

117
117
127
127
127
13%
137
147
157

tlsstores.traefik.containo.us traefikservices.traefik.containo.us

middlewaretcps.traefik.containo.us

AtAlet LHES
© R B

|

HE 2|

ol
=

StOIBHAI AR

L{Ct
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Astra Control REST APIZ X}=2}

Astra Control REST API= Al23t XI5}

Astra Controld|= Curlzt 22 T 22 AHo{L} FEIZ|E|E AHES0 Astra Control 7|S0|
X g AE & Q= REST API7t R ELICE Ansible 2 7|E} XS5} 7|8 A28 Astra
Control HiEZE Zt2|g == JUSLILC}.

Kubernetes 2 A& ol 22|52 Astra Control Center Ul EE= Astra Control APIE A% 4 Q& LT},

XtMIEE LHE2 2 O|SJH AR "Astra AFSeh E A"
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WA = A= R K el ZH S o ZShH= Lol Tl 2ok LTt

KEMIEE LHE S 2telst AR

* "NetAppdi| It

d=
* "TIUE NetAppdll 502 P26 W29 W)

mO

NetApp CHFot HIEHO = Astra Control2 X[ EILICH 7|= Xt=2(KB) 7[AF 2 St ki 22
ZHQITH 28 MI X SMO0| 24x7 M B ELICt Astra Control A|™0|= € 23 MH|A
o 7| X|0| ZEtE[] JUELICY.

=
=

Astra Control Center0i| CHSF W7t 20| AT Q= AR J|& X
@ NSS(NetApp Support Site)E St 70| A MM S AEE 4 IGLIC I
Lt 2SS M MH|AZ AFRE £ JUSLICE

HX| SoF LIt "NetApp 2 & 0| Chet XS 2dstefL|Ct o|2{st H| M MH|A X[ M8 S A-EotH

—

NetApp NSS(Support Site) SSO A2 AH|O|A 2t2[2f ghH xHE 5! & E[ZIEo| LT}

NS | IPNFC =R
7|2 HiFolA * X2 * B2 MENSHH Astra Control Center UIO|A X[ SM0f| M[ASH 2~ AFLICEH
0|2{3t SME 24x7 222 M ZELICE

« "™ J|& Xtz * (2321 ZQ)"Astra Controlt ZHEHEl 2A, FAQ = 1IE 22| YEE HMBtL T

« * 2M ME * ¥ 210 = B ALO|EQLCE,

« 23S Sot =2 EI* Pub 7HH| 2|2Q| AstraZ 0|55t & U MEJet nISHAIL.

* * XY AO|A MM+ 22Xl A S 2sH NetApp X0l M3 XY HE
o

* * Astra Control0i| Lt I| =4 X|Z *: astra.feedback@netapp.com
e o AMSS ot xMMg_

Hu o
o
o

= 2l Fstel 4zt otolL|of

NetApp Supportdi| O{ 0f|2El X| 2 HE H=EE 2t otefL|Ct
Astra Control CenterE MX|5t= SOHX|HE B enrolled: true £ autoSupport Astra Control Center

CR(AFEA XM 2|AA) Y (astra control center.yaml), &E X[ HE2 Of| X}SCE ==L CH
"NetApp Support AIO|E",
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