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https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5

AlZFSE2| FHof|
* "MX|E A|ZSH7| 0| Astra Control Center 5 S Q[¢t 2HE S =H|BHL|CH".

* AEX &F0M POD 2oF YME T HYALE 85I = 22 POD 2ot FA 5l 8iE 20| Astra Control
Center EX[0f| O S O|X|=X| SXISHHAL. S HZSHIAIL "POD H o X H|gh Abeh Ofsf".

* E API MH|AT EH Y HEHO|H ALE JHseHR| ZheletL|Ct.

-

kubectl get apiservices

* A3t = Astra FQDNO| 0] S2{AE{0] 2tREIE o= AE=X| 2ARURILICE F, LF DNS ME{0f| DNS &=0]
ALt 0|0 S=EE 20 URL BZE AFE5t2 U= AYLICH

* QIS M Z2|Xt7t 2HAE| 0|0] Y= B LEE &Sl OF BL|CH "2 4= THA|" [2EA Astra Control Center=
KHA| o1 22| K2 AX|8ted 0 A|E8HK| LELICH 7| 2X O 2 Astra Control Center= AX| S0 X4 QIS M
e2|XHE dX|g|ct

Astra Control CenterE M| tHHIj D& E=H[Ql L= EX ALO|Eo]| BHESILICE H =X 3! K=tst X8y
S0 HZEHELCE
o] ZrAHof| CHaH
Astra Control Center MX| ZZMAE S8 CISS $3ME £ USLICE
* 0] Astra 4 QA E HX|ELICE netapp-acc (E= AMEXL X|H 0|E) HIKJAHO|ARIL|C
* 7|2 Astra Control Owner ZI2|X} A|H S MMTHL|C

o
© 2E[XtO|HY FA0 7|2 &7| B =S LT Of ArEXt0f|A|= UIol] S 2215t= o 2R 2[4t
Jo| 2 ELCt

—_—

ok

* D= Astra Control Center Pod7} A8tz 11 Q=X| EtolstL|Ct,

* Astra Control Center UIS M X|gtL|C}.

Astra Control Center 2 8XIE AMH|SHK| OFYA|2(0H]: kubectl delete -f
astra control center operator deploy.yaml)ZEZ} AH|E|X| g = Astra Control
Center 8X| &£= 2tE S0l AXEX].

£

Astra Control CenterE MX|sl2{H C+S THAE +&SHYUAIL.

* Astra Control Center2 LI 2 =3}

kd
1K
A
o
mH
-
n

* NetApp Astra kubtl 22{3212 HX|gtL|Ct

* O|0|X|E 2Z AHXAEZ|0l| F7FELIC
* QT 27 A0 A= HIX|AEZ|0f Chigt HQAmO|A B oS AFEILCt

* Astra Control Center 2EXIE MX|ghL|C}
* Astra Control Center2 JAgHL|C}

* Astra H|0 HIE] 3! 2TX XS 2tz SL|C
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https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html
https://docs.netapp.com/ko-kr/astra-control-center-2304/concepts/understand-pod-security.html

* AAHI ME{E =HolptL|Ct
« HSt EME fo o4 HH
* Astra Control Center UI0{| 2 1018tL|C}

Astra Control CenterE CI2Z 55t &2 SLCT

1. 2 O|S&L|Ct "Astra Control Center CH2ZE H|O|X|" £ EHE23HMA|L.

2. Astra Control Center7| &=l HES CIR2Z 8L C}
SaIgtLCt,

astra-control-center-[version].tar. gz)%

—~

3. (HEE|X|2F MEH AtEH Astra Control Center
center-certs-[version].tar.gz)E

il 0h0

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-

control-center-[version] .tar.gz

£20| EA|EIL|Ct verified OK &2l M3 =,

4. Astra Control Center HE0| A O|0|X|E F=EHL|C}.

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl 2217312 MX[&L|C}
NetApp Astra kubtl BEZE E2{1212 ALE350] 0|0|X|E £Z Docker M EAZ FEAE 5 USL|CH

AlZtst7| o

NetApp2 Lt CPU OF7|ElA
&2l CPU % 2 HME otof

A 2F MFE o Ciet 21321 HiO|H2|E S ELICE O] 2 S +&H7| THofl AL
gfLCt,

=

vas

O dx[ofAf o|of E2{a0lS &X|

rot
ox

|4 0| QLEX] 2RlsHA| 2" THg BHAIE st | Hof|

o
T

|
1. A 7572t NetApp Astra kubectl S2{ 11 HIO|L{2|S LIESID 2F H|H % CPU OF7|EX{of] 273t ojd

O|ES HOf FHAL.

(i) kubbeck Z2{19 2to|=2{2) = tar S| &0|0] ZC{0f 21%0| ZYLICH kubect 1-astra.

ls kubectl-astra/
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center-2304/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again

2. SHIE Hio|H2|E ¥ ZEZ 0|53t 0|2 2 HEYLICH kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| AlZlof| Zehot ChA| A|ZAS 2tEefL|Ct
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Docker £ & ZTSHAIL

=
1. Et29| RE LA ER|Z HFSL|Ct O mpat C2ER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

At

i

2. Astra Control Center O|0|X| C|2lE2|2| I{7|X| O|O|X|E ZZ X|AEZ|0| 2O E&LICt
Mol CFS CHA| 2Y 2 £ ™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml
)E S=IELICE

° &lIt;MY_FULL_REGISTRY_PATH&gt;Z Docker HZtA 2| URLZ HHELICE O £0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} 0|EQZ HiEL|Ct
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- B0l RE C|AE2| 2 HEARLIC O] bt LA E2|7F EAIELICY.

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn Aot
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[2] URLE CHA|ELICE.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

2E 27 A0 A= 2XAEL|of cHet WA mHo|A Sl S AFefL|Ct

1. Astra Control Center @A E 28| AE0]| Ci{$t KUBECONFIGE L HL|C},



export KUBECONFIG=[file path]

MX|E 2t=Z23517| M| KUBECONFIGZt Astra Control CenterE AX|& S2{AEKHE 712|7|1
U=X| 2RI A| 2. KUBECONFIGE SHLte| ZAIRIAEDE Iotet 4 QIEL|CH

©

2. QI50| Mot X AELZE A= ER ChZ S S#dliof SLCt.

a. & MMELICt netapp-acc-operator LA O[A:
kubectl create ns netapp-acc-operator

Ct.
H-

o
S

namespace/netapp-acc-operator created

b. of CH$t S E HEL|CH netapp-acc-operator HIJAHO|A Docker MEE F7I6t1 CHS HHS
Al

£ Zalsh|c},

@ 2| EAIXHJLICH your registry path O[XO| F2E=3t O|0X|2| X2 YX|8HOF
SLICHOl: [Registry URL]/netapp/astra/astracc/23.04.2-7)E 22

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
ME gt

secret/astra-registry-cred created

@ A2 E WHSt = HUAHO|AS AHSHH HJUAMO|AS ChA| 2HE CHS WY AH| 0] 20
Chet 2= &S ChA| Mg ettt

C. & YWHYLIL} netapp-acc (£= AHEXL X|E 0| F) WA H O] ALY,

o o

kubectl create ns [netapp-acc or custom namespace]

AH

—

-
010

namespace/netapp-acc created

16



d. of CH$F LS E HELICt netapp-acc (E= AFEXL X|E 0|5) HIQLADO|AQLICE Docker MEE Z7tstn
CtS HHS MAgLCE.

kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

oct

od

secret/astra-registry-cred created

Astra Control Center 2 XIE Mx|gtL|Ct

1. C|YEZ|Z HASHL|C}

= Lod

cd manifests

2. Astra Control Center 2&X} H{ZX YAMLES HEBILIC}
(astra control center operator deploy.yaml)E 22/5t0] 2Z 2f|X|AEZ| 8l 2T E HEgL|CH

vim astra control center operator deploy.yaml

(D vawzxo 22 ¥Ee Ofg BE HELIC

a. 2I50| st HXIAELZ|E AMESH= 2 9 7|2 £E2 HHELIC imagePullSecrets: [] CHS Egh:
imagePullSecrets: [{name: astra-registry-cred}]

b. HZ [your registry path] 2| B2 kube-rbac-proxy O|0|X|E O|A FEA|SH B|X|AER| HEE
o|0fX| OfF EkA.

C. HE [your registry path] | B acc-operator-controller-manager O|O|X|Z Of| A FEA|TH
HIXIAEZ| 22 0|0|X| O|F THA|

<strong>astra control center operator deploy.yaml</strong>

apiversion: apps/vl
kind: Deployment
metadata:

labels:

17
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control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- --upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- —--metrics-bind-address=127.0.0.1:8080
— ——leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: [your registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:



path: /readyz

port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center 2F XIS MX|gtL|C}.

kubectl apply -f astra control center operator deploy.yaml

CEL

—

MK
0lo

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7t A EQIX| =relgtL|Ct.
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kubectl get pods -n netapp-acc-operator

Astra Control CenterES 1A$HL|C}

1. Astra Control Center AF2 X} & |

2| AA(CR) MY S HEYLICH (astra_control center.yaml) AlE,
X, eX|AEZ| 8 7|EF ot pHS S

vim astra control center.yaml

(D vawLzso 22 MBS Og BS KL

2. r}

gl

HEE +HotAHL IRl

<code>accountName</code>

Ad PNFS /4 ol
accountName E HZATHL|C} 22X Example
accountName Astra
Control Center A&zt
HZA oS0 cHst
=XFEUL|CE SLte
accountName?Zt /S £
UELICE.
<code>astraVersion</code>
=p X|& /4 ol
astraVersion HZZ & Astra Control =X 23.04.2-7

CenterQ| HEIL|LC},
Zrol Oj2| = 5
AOOZ o] MFof CHSt
e WQBtK|
OI'ﬁL_lEl..

(=]
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<code>astraAddress</code>

A4 INES =4 of
astraAddress E HATL|C} =X astra.example.com
astraAddress

HEtRX 0| A Astra
Control Centero|
CHM|ASEY| QS AtES
FODN(HE) E= IP
ZF20] Cist
EXEQJLICE O] FAE
Astra Control Center7}
HIO[Ef MIE{Of| A O{EH|
AME[=X| Ho|5HH, 0]
FAE AZSIH EE
WA MO A MSTH At
SUSHFQDN E££= P
FEAQL|CE "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.



22

<code>autoSupport</code>

Of MMM OftH et=S MEHSH=X|0f| 2} NetApp2l AP X3 OHS
Hoig QX 22[0 HIo[EE B /KIS 2HY & AFLICH AFU

X|# CllofE{7} A FSHE L L

243 ME X

autoSupport.en & Ct 7tsEiL|CH HZA enrolled 2
rolled enrolled &= =21 AutoSupport
url WEE to= O|SELICt
A,_1e_H,oHo|: g,FLIIZI- false QIE{H
HZO| AHLE
HAUD X ot
Al‘OlEol —r true
HEAE AO[EQ]
22 9 48 true
X2 ol /=
HIO|E{E NetAppOi|
Hl 2~ JASLICH
712 MEf g2
QLICt false A 2
NetAppdi| x|
HIO|E{ 7t M&E[X|
4SS LIEFRILICE

Ol URL2 9iH

1 enrolle H|O|EHE H'H
url ZEE fIXIE Z2HTL|C}.
MEHSHOF %”—l'if

autoSupport.ur & Ct7tsEiL|Ct =X

—
dE=

<code>email</code>

PN

nx
0
Ral
Mo 4o
ogt

HASILICt email
EXEE 7|2 X7
X F=AR
HYTILICE oM AR S
ol o|H|gd =2 E
SAFLICE LS. of
o|H|Y A= U0
2a0lg X7| A™
AL2X} 0|20 2 AL E|H
Astra Control0{| A
O|HIEE AZILICE.

0]
=
)
'_l.
'_l
0 Mo
Rl
ne

=c|#|o|M

121 NetApp Active 1QO]|
Efol HZ0| EROHH(XE 442) 2=

of

false (O] 2f2
7| 22tLICL)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra Al™81t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El O|E2 M3
2302lst 2 UI19| M=o
HAEL|C

XH

Astra A|&at AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z Ul19| M=
HEA|EL|C

ogt

Ho 4o
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin
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<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEF2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2| EX|E2|E S AESH= ZE||0| O[0[X| HX|AEE|E HFfLIC.

ks At

2

o
imageRegistry. Z4 QAQILICH
name

imageRegistry. Of CHol =45t
SxpEol 2
Ll

imageRegistry.

secret

name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LHF

imageRegistry
X o™
X7t Aofghct.

5
&

X

Mo do

oA o|0|X|E
IZEAIet o|OfX]|

g X|AEZ|9
O|ELICt o
THA|. AFESHK
OMYAIR http://
= https://
X AEEZ| 0|2,

xtE

o[O|X| =Xt
HXAEEZZ

QIEst= O

ArEE|=

Kubernetes H| 22|
O|ELC}.

of

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

>

243

ogt

o
ontap-gold

| &
O

Ho 4o

A
ne

storageClass £ HZAPLIC}
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICt HHES
AMAHSILICEH kubectl
get sc *ME 7|&
AER|X| EAE
2olste{™ L322
2SS |C} oL A E

I+Uo]| Astra Trident
79t AEZ|X| E2A F
SHLIE i 2fsl{of SfLICt
(astra-control-
center-
<version>.manifes

t) % = Astra PVSO|
AHZEIL|CE 0] MO|
HEE|0] JUX| gtoH
7|12 AEZ|X| EaATL
AHELICE,

1. 7|2 Age|x
SafA0t 1ME 2
7|2 Z40| 9l QU
AEZ|X| ZeHAQIK|
OIBHAAIL.

<code>volumeReclaimPolicy</code>

2% X

volumeReclaimPoli 2{H Astrall PVSO||
cy CHSE ZH=tE HAO|
MHEILICE O] HMS " belete
O MHEELI|Ct Retain
AstraZl A X|El = 7
=== ALt of
HMg o= dH™etL|Ct
Delete AstraZt AtK|El
21 EES
APM[ErLICE o] 22
MHSIX| o™ pVSTt
SX[ELCE,
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<code>ingressType</code>
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28

ks

ingressType

x4 o
2 =4 fd S 5ILIE EXE
ALY AR

Generic

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| £=41
ZHEEHE MESIH =
A2 0l gM¥e
AL2SHMAI L. Astra
Control CenterS Hi 6t
= S FAof{of ghL|ct
"M AEZEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 74K
o= 320l M4
AF25HAA Q. TO83{H
Astra Control Center7t
PSEILCH traefik
Kubernetes 25 21 A
Q3 MHIAZ A
HOIEZ0]

Astra Control Center=
"loadbalancer" §&9|
MH|AE A2 EILICE,
(svc/traefik Astra
Control Center

Li| 2! ATH| O] A0 A),
SHN|A TtSTh 22 IP
FAE Solof ghL|Ct.
2L MBAMT} ALEX}
SHHO|A 5 8% Of=
EE AT L0
UX| 42 B2 MetalLB
= CHE QI8 MH[A
EC MHME ALESHH
QL |IP FAE MH[A0
gehet &~ JASLICH LR
DNS AMH{ 140X Astra
Control Centero0i| CHdH
MEiSE DNS 0|E2 §3
24P FAE K| ™6l oF
grL|ct.

D 2E WRIAr O
240 Ml A R8of chet
APAIE LS 8

o=

2
=]

A

—
* Generic (7|2

* AccTraefik



<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)Z
METILI|CH scaleSize
9| Medium' &, HAOM
ol Mu|AZ
TESt O|FBAE 2IoH
oz ExdES
HEZSLICH. <F S|
‘scaleSize ®X|
Small Astrac
AHIE E0|7]| 23t
UL MHAE FQ$t
= MH|A9 =Ex2

Mo 4o
ogt

A
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 37H9| ARt
LC 1MZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2qg o
AHEXt 2HZolM ZH|7t
& 4 A= Podd
HEQI3 HMEH Aol
ROISHIAIL.
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<code>astraResourcesScaler</code>

243

astraResourcesSca AstraControlCenter

ler

x|

Mo 4o
ogt

A
ne

2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 2| 74
240 cHsl A&
CIEcESEe RS Ry
H{ZZEIL|CE o] LM S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIOI*J =1
ey %.”” +&0| =

StEO|M O LE2 £ %%
FS|8k A& Ol A | |C}.

b

ML riok

2Lt o 22 JHY =
HAE SHHAHE
AHE3H= AlLIE[20| M=
CR ZEE ASgLCt
astraResourcesSca
lar 2 MATH 4
oIA|__||_-_|. Off. OlE-Ij.”
SHH 2|AA QKO0|
H|&ZdotE| D A
SHAHO H5E
UAELICH

<code>additionalValues</code>

=M

* Default (7|2

* Off

HIt
HA

° Astral Control Center %! Cloud Insights S22 22 TLS Q15N &el2 7|2 o= H|2-dalE|of
MME £71510d Cloud Insights2t Astra Control Center SAE S2{AE 9l 22

AL o Ch=5

S AH 7te| S4lof| CHet TLS 213 HE 2 gMaltd = A&

O Oo=2 2o

additionalValues:

netapp-monitoring-operator:

config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false

LICt additionalvalues.

)



<code>crds</code>

O] MMof| A MEHSH AFEE2 Astra Control CenterOil Al CRDE XM2[st= g ZHSLIC

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BER IA2 =5
USLICE Ol E2OE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
olsf MX| 5! 22| EICH=
Mo E H £ JAEL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH T

QHHMEO|H 0|

AX[StH 2 AEC| CIE

2R LS =+

UELICE O] E2HDE

A28 Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AH 2| Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AE2X 222 % 44 SUS MK Holet

<strong>astra control center.yaml</strong>



apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"

astraAddress: "astra.example.com"

autoSupport:

enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"

storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"

astraResourcesScaler: "Default"

additionalValues: {}

crds:
externalTraefik: false
externalCertManager: false

Astra ®|0f IE{ 5! 2TX EX|E 2t=L{CH

1.

32

O CHAO[A OF% ZHd5HX| B2 B2 E Tha

LICt netapp-acc (E= AFEX} X|H) WL AHO|A:

kubectl create ns [netapp-acc or custom namespace]

=
MK

g

olo

namespace/netapp-acc created

kubectl apply -f astra control center.yaml -n

namespace]

Al

—

e
olo

. Of Astra Control Centers MX|8L|Ct netapp-acc (£ AF2X} X|H) AT O|A:

[netapp-acc

Oor custom



astracontrolcenter.astra.netapp.io/astra created

Astra Control Center 2 ZXt= 2t 27 AFH0]| CHot XtEs HALS AASLICE SELICH @+ Ate”
(i)  “xI7 HueiLt Astra Control Center?} HITHZ EHS6tx| 42 4 UALICH B AZSHIAIR T2
MM HRGHIAIR XS AIAH BT BT 10 HAIXIE elstLct,

J
-
i
_|
0

e
1. x| Z2AAIN 24 HAIRH BHRAEI ZT HIAIXI7H MAIE|X| Gt=X| Sholstct,

= -

kubectl get acc [astra or custom Astra Control Center CR name]
[netapp—-acc or custom namespace] -o yaml

—-n

() Astra Control Center 2t 20| 7} 23 HAIXI7} EAIELIC,

2. ISotE o7 At gl St HuE 2E i ZHIE B5F SHESHYAIL.

o
o
Ot
2
Mo
=
i
el
M
Q't

>
$0

@ AMEXt EHHO| 2(8) £F5t=X SLICH "2 A2 Astra Control

Center9| 22

3. BE ANAH P 247t 43Ho = HX|EJU=X] ISt

11— =]

kubectl get pods -n [netapp-acc or custom namespace]

HI

He 2% 5 ASLCH

SLIC}. OpenshiftE AtEste{= 32 & H0 FAreE OC

33



34

0z
i

=E
NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

35



36

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (M AE) SX17t AREIAET 2OIH| 918 () B 4 UBLICH acc-operator TS BYES ALBHO
7| gLct,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

acciost 2PAE| S22 0HX/at Xl 5 SLI0|M, SAE S20| Anfet thZof ATfetx]
() wauth 200 22{AE SE Anjt AT 39 S E¢ S22 CHAl Az2 2 AL
VIO 2fAE YSERSE FI1HICH APIE AHGRILICH

S. BE Pod7t MYME|H HX[7} HE3NOE A=Y =X &QIEL|CH (READY UELICH True)E 26t Astra
Control Center0] 218 If At2E £7| MX| S E gh&LICH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

ocCt.
oHd-
NAME UulD VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.04.2-7 10.111.111.111
True

@ UUID 28 SAtetL|Ct 2= Lt acc- UUID 2t Floll SLICH (acc- [uuIDp] EE, O]
ool M= Acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£)S 22ItL|Ct

M

HAE5L &
‘I—OI' _I'__AI_I- =2o

o
rot
r=

oot =

MHI20] T8t 952 HYAS BHa[SH Kubemetes 44 ZEE2(S AEE 4+ AALITH 0] HAOIME 71222
ArESH 22 4 HEE2{0f| cHot AH oM E MSELICE ingressType: "Generic" Astra Control Center

AKXt X|'H B|AA (astra control center.yaml)E SEIL|CH X[Hot 22 0| HAE ALY HRIt

AELICH ingressType: "AccTraefik" Astra Control Center AFEXAL X|H 2|AA

(astra_control center.yaml)E SEELICL

_n_

Astra Control CenterE H{ZE$H & URLS AI25}0] Astra Control CenterE =&t 2 A ZHEERE MO

SfL|Ct,

M| CHAl= AF2StE A HEE2{Q] Y0 2t CHELICE. Astra Control Center= CHYeH =M ZHEZER RES
X[t Ct, o|2{st AH HAYM = CHS I 22 o4 HEEZ] | Chst oA THAIE HS gL C.

=

[
=
A

AlZtst7| o

38



£2{" 0[0] HHZE=|0f RLO{OF FHLICE.

EE20| si{etst= HE
Istio & E0| CHSH £HA|

1. Istio Ingress= FAgtL|Ct.

®

2. 22 AO|Ego]of CHe Hot= Q1B A B 7HQI 7| U S
CAMNE L= XM ME CISME AIEE 4= JSLICE
HH of:

openssl req -x509 -nodes
tls.crt

3_ OI‘QE o=

= --d

system namespace TLS H|Z2O0f| @HE[{ Q&LICH

HH of:

kubectl create secret tls

[tls secret name]
-—-cert="tls.crt"

-n istio-system

A
CONEIPN

ingress.yaml ItQ.

4. of

L AHO|ARLICEH (istio-Ingress.yaml O] O[Ol Af AFEE):

Of Extofl M "7|=" 71 Z2OUS AHESIY] IstioS F=¢eICt 7 ghL|Ct.

. 5% 0|52 Astra

LICt t1s secret name S kubernetes.io/tls KA TLS 7HQI 7]

HBHEBLICt netapp-acce (= AHEXH X|E 0| &) A7|0t0f| CHs v1 2

=oAL gLt

—-—key="tls.key"

E2{7} 0|0] ‘48 =|0fof BfL|C}.

o

ZA(FQDN)O{OF BL|CE,

days 365 -newkey rsa:2048 -keyout tls.key -out

HIZO| 0|2 1t YX|HOF SILICt spec.tls.secretName O MBSELICHistio-

AX HAS Aot

39


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

40

tH

A
T

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

(= |

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Center dX|Z 2t=28tL|C},

-

Nginx 4l ZHEEZ ¢

CHA|

1. Ao 45 E GHELICH kubernetes.io/tls OlA TLS 742l 7| & QIE M| AR netapp-acc Ol HEHE
E (= AFEXF X|HE 0|8) UIYAHO|AE AFERILICEH TLS H|Z"
M2|AAE Of| HERILICE netapp-acce (2= AFEX X|H 0| ) A7|0t0f| CHH v1 2|AA HAS ALESH=
HJAMO|ARLICH (nginx-Ingress.yaml O] O[O|A] AFRED):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

3. H7 Af HE:

o

kubectl apply -f nginx-Ingress.yaml

(D Nginx #EB218 0| ol BjER MA|s}= 20| F&LITH daenonset.

OpenShift Ingress ZIEE2{E 2|8t £l
1. QIZME F St OpenShift 2FREOIM ALY & JTE FH|E 7|

2. OpenShift 225 MM $HL|CE.

, 25 M 8 CALILS JtNZL Lt
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0| 23Q18tL|Ct
Astra Control CenterE X3t = 7|2 22|Xte| A4S E HZASI Astra Control Center Ul CHA|E2=0f| 23 Q1BfLICE,

EHA|
1. HE2X 0| FQDN(2 E&)2 YHELICt nttps: // BFAHE YHELICH astraaddress Off JA&LICH
astra control center.yaml CR Astra Control CenterE &X|H&LIC
2. HIAIX|7F A E|H XA MEE QISME $2HBtLICE

3. Astra Control Center 219! H|O|X|0{|A] O] At 2t2 LHEILICt email QK]
astra control center.yaml CR Astra Control CentergE Z2XSLICIE FE O3 X7| EX| ¥=E
OIE=Io|'L_| Ct (ACC— [UUID] )E Zalsk|C},

() =e oss v Yot 152 Sot Belx Aol HULIC

@ K HW 29101 A2 A4S Z olojH{2| T CHE 22| AF2X} A& 0| OFXl MAE|X| &2 A2 o
FOISHAIL "NetApp X[ ¢" HIZEHS S X2 2ldH

6. (ME4 Areh) 7|1ZE2| XMl MBE TLS ABME st 2 HREL|CH QIS 7| 2HCA)lIA METH AFERE X[HE TLS
X 2HE B LICH

Ol MHIAT} QU= B9 Error AR, 202 AR 4 QALICH 400 ~ 500 ISl AP| SF FEES RALICH of=
TEO| Y HAE LIERLICE

* Astra Control Center 2GXt 215 HAISIZ{H LSS YSHAAIL.

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

* Astra Control Center CR2| &2 2tQI5t2{H:

42


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

© (MEH AR 2EOf [ Al EX|E 2tz Ch " A

=]
£ S0 HZE 2tZBILCH 2T A

1o
il
ro
oM
x

]

t2|XFE LT

r

Kubernetes 22{AE0]| 0|0| 2IF &t2| X7t Y= HL, Astra Control Center0i| M XHA| Q15
ZE| XS AX[SHA| A =E H 7K T4 THAE S 6jof BhL| Y,

ChA|
1. QB M ZE|Xp7H EX|=|RA=X] let|ct.

—

kubectl get pods -A | grep 'cert-manager'

ME H3:
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. 0f izt QAIBA/F| M2 MHBILICH astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH

—

MiH
00

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Tof HYE MUS AHESI 4z d4H:
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n
<cert-manager—-namespace>

AH

(=] gt

—

lH
00

secret/selfsigned-tls created

ZX[2 7t A= HRYAHO|A K| 7 Zete|of UELIC

ro

= MMBILICt clusterIssuer H&S| * Ol I CHS
cert-manager Pod7} AX|E HL:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

AH

—

K
olo

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

E SQIgLICt clusterIssuer O[(7t) SHIEA| LIEHHL|CE Ready 2(&) O|0{OF &LICt True Al
x .

kubectl get ClusterIssuer

MZ "hg:
NAME READY AGE
astra-ca-clusterissuer True 9s

. £ 24Z8tL|C} "Astra Control Center MX| TZM|A". A7t UELIC} "Astra Control Center 22{AE YAMLO|
I

2ol 7 B IS M B2 X7} 2 R0l EX|=|ASS LIEHHZ| ?{8H CRD £t HARLIL Astra Control
Center?t 2| QIS M 22|KIE QlA6I=F &X| S0 O THAE 2t=Z3H{0F BHLC}.



OpenShift OperatorHubZ A3t Astra Control CenterS A X|gfL|C}

Red Hat OpenShiftE At25t= A2 Red Hat 29! 2HXHE A 3510{ Astra Control
CenterS 2% & JAELICL O] BAIE A3 0f| M Astra Control CenterS A X|EL|Ct
"Red Hat 0| ZA|AE! FHEFZ 1" EE= Red Hat OpenShift Container Platform AHE.

O] XS 2=t 20l= 2K BAIZ SO0t7t & t=olof LIt "LIHA| EHA" EX] 45 R E &elst
2a28Lct

| ZH &F * "MK|Z A|ZHSE7| H0f| Astra Control Center &2 9|3t 32 S Z=H|SHL|C}",

o * MAHol S AH 2HX}L B API A H|A *:
EES

> oY
r
>~

° OpenShift 22| AU M 2= Se{AEH 22X o HENQIX] &FQlgtL|ct.

oc get clusteroperators

° OpenShift 22{AE{0| A 2= API AMH|AT 2t HE{QIX| 2heletLCt.

oc get apiservices

* *FQDN F4 *: 0|0|E{ MIE{Q| Astra Control Center0i| CH$t FQDN FAZE A &L|CT

* * OpenShift Permissions *: Red Hat OpenShift Container Platform0i] CH3E Z4~ Mot HHYA S Aol MHE
X[ THAE eIt

=2 T od

* QIB A 22 Xt LM E *: QB A 22 X7 2HAEO 0]0| /Y= AR LEE A OF SL|C "2 ‘.:_*74|" =IO
Astra Control Center= AHA| Q15 Z2|XIE M X|SHX| ZEL|CL 72X O Z Astra Control Center= AX| S0

XHA| QIS M 22|XHE 2XIELIC.

* * Kubernetes 34! ?jEEﬂ * 2EAHCS| EE W At ZE2 MH|A0| CHTE 2 HM|AE 22|5H= Kubernetes
$A HEZR| 7V} Q= B Astra Control Center?} 81| AF2SIEE MES{OF ShL|C}.

a. AMX} HJAmo|A BT

OC create namespace netapp-acc-operator

b. "MHES ARFLICH A

ThA|
* Astra Control CenterE CHR2 2ESHD =2 SL|CH
* NetApp Astra kubtl £22{1212 MX|gtL|C}
* O|0|X|E 2& BX[AEZ|0] F7hetL|ct
© 2YX LK HO|X|E HoMA

* 2TXE EXIHCt
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore

* Astra Control Center2 A X|gtL|C}

Astra Control CenterS CI2Z st &S LTt

1. 2 0|5 tLICt "Astra Control Center CH2EE HO|X|" & YHESHMAIL.,

2. Astra Control Center/t Z2tzl HES CHR2ZEBHLICH (astra-control-center- [version] .tar.gz)S
aal'é'I-L_| |:|-
="14d .

3. (HEE|X| 2t MEH AtEH Astra Control Center2 21 A
center-certs-[version].tar.gz)E 2&l5l0]

0%

I M HES OIR2EEELICt (astra-control-
= MBS =elgtLct.

=/ -

>|.U

rE

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-
control-center-[version] .tar.gz

20| EA|ELICt verified OK &2 M2 3.

4. Astra Control Center HE0| A 0|0|X|E F=EHL|C}.

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl Z2{ 112 A X|gfL|Ct
NetApp Astra kubtl BHZE S2{1212 ALE5t0] 0|0|X|E EZ Docker HEHAE FEA|E 5= USLICH

AlZtst7| o

NetApp2 CHFet CPU OF7|EIN 3! 2F A|A|of CHet 21 1¢1 HIO|HZ|E MSELILt. o] HHS &3] Tol| A2
£l CPU X 2F HHE Zotof gLLt.

£

1. AF2 7Hs8t NetApp Astra kubectl 2217301 HO|LH2|E LIEst T 2F MA| S CPU Ot7|ElXof| Z st ot
0|EE HMO| FAA2L.

(i)  kubbeck B2179! 2to|=2{2] tar #EC| U0|B L0 220| BRLIC kubect1-astra.
1ls kubectl-astra/
2. ZHIZ HIO|H2|E ¥l AZ 2 0|Fot1 0|22 2 HATLIC} kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

O|0|X|E EZ 2|X|AE2|0f F=TtefL|Ct

1. 87| AZlol| Zetdt CHA| AI-AS 2tZFLICh

—
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Docker £ & ZTSHAIL

=
1. Et29| RE LA ER|Z HFSL|Ct O mpat C2ER|7F HAIELICH

acc.manifest.bundle.yaml
acc/

At

i

2. Astra Control Center O|0|X| C|2lE2|2| I{7|X| O|O|X|E ZZ X|AEZ|0| 2O E&LICt
Mol CFS CHA| 2Y 2 £ ™BLICH push-images BH:

° <BUNDLE_FILE>E Astra Control H= I}2°| 0|2 = H}ELICt (acc.manifest.bundle.yaml
)E S=IELICE

° &lIt;MY_FULL_REGISTRY_PATH&gt;Z Docker HZtA 2| URLZ HHELICE O £0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AZ2X} 0|EQZ HiEL|Ct
° <MY_REGISTRY_TOKEN>Z | X|AEZ|0f Lt Q15 El ESOZ HiFL|CH

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Lo
=

- B0l RE C|AE2| 2 HEARLIC O] bt LA E2|7F EAIELICY.

acc.manifest.bundle.yaml
acc/

2. YIX|AER|0f| 2aQlRtL|C
podman login <YOUR REGISTRY>

3. At&%t= Podman HZHO| XA ALKt X|HEl CHS AT E F StLIE EH|otn Aot
<MY_FULL_REGISTRY_PATH>E H & ¢l C|AE2|7t ZetEl 2|ZX|E2[2] URLE CHA|ELICE.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

2 X HO|X|E HHAL
1. 2t Ex| HO|X|of] HM|ASIHH CHS Bt B SHLIE 2tESHYAIL.

° Red Hat OpenShift &l 2&:



i. OpenShift Container Platform UI0{ 23 21%}L|C},
i. ZM 050X * Operators > OperatorHub * £ MEHEIL|LCE,

iii. NetApp Astra Control Center H XIS Z{AiSt0] MEHSHL|CY.

@ netapp-acc-operator x

Latest version

Capability level
© Besic Install

How to deploy Astra Control

Refer to Installation Procadure to deploy Astra Control Canter using the Operator

Jource Documentation

Certfied to complete the setup and start managing applications

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

° Red Hat Of| ZA| AR FHEIZ .
i. NetApp Astra Control CenterS MEHEIL|CE "2 H X},
ii. HHIE 51 AR * S MERRIL|CEH

=

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

All Red Hat

Home > Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview

Ho

XS EXIgct

1. Install Operator * H|O|X| & 225t RHAIE MX|EL|C},

©
H0
0&

te 2= 22 AH HIY2AHO|AMM AHEE 4= ASLITH.
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

a. HAMXHJAHO|A EE= E MEHBIL|C} netapp-acc-operator HIRYAHO|AE X HX|o UBEZ
s MMEL|CE
b. £F E= X5 &0 M2 MEHEL|Ct

2. 2&0lM OperatorHub 0|72 0|S3t0] 2IXI7t HSHOZ HX|=U=X| =HlBfL|Ct.

Astra Control CenterZS M X|gtL|C}

1. Astra Control Center 28 X}9| * Astra Control Center * B0 = 2&0|M * Create AstraControlCenter * £
MEHBELICE,

Project: netapp-acc-operator »

Installed Operators > Operator details
netapp-acc-operator
i 23.40 provided by NetApp Actions ~
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. E &AZBLICI create AstraControlCenter Al ZE:

a. Astra Control Center 0|2 R XIStHLE Z™EL|CH
b

. Astra Control Center0f| CH3t 20|22 F7etL|C}.
C. A5 XS &Mst L= gt Ct.

=

d. Astra Control Center FQDN = IP FAE #BILICH S0{7IX|0f http: // = https:// &
olaABH|C}
= e == .

=]
f. 71 o|§, o[ =4 B 22|X} 4 L=gfLICt

g- o 28 Mt MMZ MEHSILIC Retain, Recycle, E= Delete. 7|22 YULICH Retain.

h. MX| scaleSizeE MEHSIL|LC},
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7|2X™ O 2 Astra= HA(High Avallablllty) AEELICH scaleSize 2 Medium' &,

@ HAOM CHEES MH|AE =50 O|FSHE Qs o2 SHES HiZeLICH. <
‘scaleSize Y% ‘SmaII‘AstraE AH|IE F0[7] ot B4 MH[AE H|2[ot ZE MH|AQ|
SH2 +E Y AL|ch

A

L 44 g3 Mestt,

~

* Generic (ingressType: "Generic") (7|22t
CIE A HEEYHE M8 SO|AHLE K| =4 HEEHE f30f31:2 3R 0| FUE A AIL. Astra

Control CenterE H{E St = 2 FM6{0OF L|Ct "4 ZIEZ2{" URLS AFE3510] Astra Control
CenterS HA|EfL|C}.

" AccTraefik (ingressType: "AccTraefik")

M HEERZE FHSIHK| o= B2 0| FM2 A8 A|2. O2{H Astra Control CenterZt
ZEILIC traefik Kubernetes "2E HZIA" @3 MH|AZ A 2| A|0]|EY|0|

-4

Astra Control Center= "loadbalancer" 82| MH|AE AEYLICE (svec/traefik Astra Control Center
YA O|AOA), HMA TtsTt 2 1P FAE LE0HOF fLICH 2= WML ALEXL 2HZ 0| HEED
Of%] 2& WA M7 LHE|0] UX| %42 S MetallB E= CHE 2% *‘IHIﬁ EC YHME AE5I0] 2 IP
FAE M| A 2EE £ AFLICEH LIF DNS At -_r“goﬂ)\‘l Astra Control Center0l| CHsH ME4SH DNS
0|52 23t 24 IP FAZE X|Hdljof gfL|Ct.

() 2o e o S0 MHlA SO T2t K2 LIS 8 MEBHIAIR 2T AR

a. o|0|X| 2f|X|AER| * of|M 2Z ZH|0| O|0|X| HX|AEZ| ZE2E YHATLICE SO7HX|0t http:// E=
https:// & YHELIC

b. Q1F0| L3t 0|0|X| HX|AER|E AI83= Z2 0[0|X]| ¥=E UATLCH.

()  ozolmasaxASS ABE B 22IAH| e YA,

718 AEE|X| SAT FAEE R J2 FH0| UA=s KL 22X ALK
eholgfLct.

=

©

f. CRD Mz2| 7|2 M™S HolgL|C}.
3. YAML E7|E MEfsto] MENSH ™S HAESILICE

4. £ MEHSILICE create.

HXAEE 2= E BELICH

Q50| Rt HX|AEEIE AH8St= B OpenSh|ft SHAHOM 4= E PHED o &= 0|ES LTt
Create AstraControlCenter Al T

I r|

52



1. Astra Control Center X2 H|QAL|0|AS MAMSH|C}
oc create ns [netapp-acc-operator or custom namespace]
2. 0] HAAmo|A0] 2= BHST|:

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I gL|Ct,

3. o| LIHX| ZEE ZMBIL|C} Create AstraControlCenter 24! ZIE

Ch= EHA|
£ AtZBHL|CH "LHH X| THA|" Astra Control Center7t AE2HMO 2 MA|Z|A=X| &olst{H A HEEZ(FM)E
A

L
25t Ul 2aQletL|C), Eot £ £3sl{oF LT EE A" AX| g 2.

Cloud Volumes ONTAP A E2|X| BHAIEE AIE5}0{ Astra Control CenterE A X|2fL|Ct

Astra Control CenterE AFE6HH XAl 22| == Kubernetes 22{AE 3! Cloud Volumes
ONTAP QAEIATL Q= GI0|HE|E E2IRE SHAM HE Bt2|e = JELICH 2og|0|A

-— —_—

Kubernetes 22{AE E= 221RE 2t F9| X7t 22| Kubernetes 22| AE = SFLH0| Astra
Control CenterE =& 4= Q&L|Ct

= 3ILIZ E8H Cloud Volumes ONTAPZ AEZ|X| BHAl= 2 AL23510] O Z2|7|0| M T|o|E| 2tE| RS
%Lll:l' S3 H‘Ii‘% H—||'|°'| E|-7'||O§ __I.I.A-Iol- = OIAL|E|-_

AWS(Amazon Web Services), GCP(Google Cloud Platform) % Microsoft Azure0f| Cloud Volumes ONTAP
AEE|X| HAIES AHESI0 Astra Control CenterE A X[6t2{H Z2tRE 2HF0]| W2} CFS THAIE Sl AI2.

* Amazon Web ServicesO0| Astra Control CenterE T+ &L|Ct
* Google Cloud Platform0i| Astra Control CenterS #&gtL|C}

* Microsoft Azured| Astra Control CenterE & gfL|Ct

OCP(OpenShift Container Platform)2t 20| XHH| 22|=|= Kubernetes 2 AEE ALE5H0] HIEZTHO|AM 42
e 4= JAELICH X7t 22| OCP 22/ AE{ Tt Astra Control Center 152 QIslf S E|RAESLICL.

Amazon Web Services0l| Astra Control CenterS 1 &gHL|C}

AWS(Amazon Web Services) I £2| 22t E0|M SAEE|= X7t 22| Kubernetes 22| AE{0]| Astra Control
CenterE #15Y = &LICL.
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AWSOf| 2ot A
AWSO| Astra Control Centerg T+55}7| H0f| CtS 2=0| ZQBrL|C}.

* Astra Control Center 2t0|MlA & & XS AR "Astra Control Center 2H0|MlA @51 AFSl",

* "Astra Control Center 27 AteS

* NetApp Cloud Central A&

* OCPE At23t= A2 Red Hat OpenShift Container Platform(OCP) #eHUIJAHO|A £ZF0|A POD AA)
« H3l 9l AU E MAY = Qs #PH0| Y= AWS XHE BFH, HMA ID L H[E 7|

* AWS A ™ ECR(Elastic Container Registry) A Sl 279l

Ol A
* Astra Control UI0]| M| ASIE{™ AWS SAEl HH 9l Route 53 &H=0| TR etL|CH

AWS?2| 2 otF @At

Astra Control Centerdll= AWSE ¢I$t Ct21

m
ro
Ho
02
LO_I-
o
)
Il
fo
mot
s
0

* Red Hat OpenShift Container Platform 4.8

@ Astra Control Centerg S AEISH7| 2[sl MEHSE 2 2tAHO0| &tH ZA EM0| HdHE 7|& 2[aA
QT AE FSEFSH=X| &QIEL|Ct,

Astra Control Center0f|= 2t329| 2|AA Q7 AFSH [0 Lt 22 2|AAT HeghL|Cf
T8 A QI At

8Holl= NetApp Cloud Volumes A|A 300GB7} AF2 7t 8tL|Ct

ONTAP AEZ|X| 22FIL|Ct

ZAXtH = E(AWS EC2 R TAHY) & 371 ol 42| ZHX . E, vCPU Z0{ 471, 12GB RAM

2L RN A B S 2F 2t 202 MH[AZ TEE = AXE MH|A /Y

FQDN Astra Control Center2| FQDNS 25t 24 P FAZ 7t2|7|= W

Astra Trident(NetApp BlueXP, Astra Trident 21.04 O]} AX| 3! 1M NetApp ONTAP HZ 9.5 0| A

0|H2| Cloud Managerdi| A HME AEQ|X| WA= 2 AFRBtL|CH

Kubernetes S2{AE Mol L2

MXE)

O|O|X| XA EZ| Astra Control Center 2= 0|0|X|E FA|E 4= /= AWS Elastic Container

Registry2t Z2 7|Z Tl | X|AE2[7} 0{0F ©L|Tt. O|0|X|E H2EY
O|O|X] 2IX|AEZ|S] URLS HMIS3HOF ZLICt.

Astra Control Center0|A] SAEIE|= S AE 2} 22|
@ S2{AE{= Resetic 7|8t O|0|X|E AI238I0] 42 uied gl
Eo_lol- A OIEE EC)EIOI_I' o||:||x| E1|I|*EE|O|| °HA1|*§' _/'\_

A0} ?JLIEP.
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M QA QI AEt

Astra Trident/ONTAP A Astra Control Center®fl M= AEEZ|X| SeHAE MMstD 7|2 AEZ|X]|
SjA R MHGH 0fF BLICL. Astra Control Center= Kubernetes 2HAEES
NetApp BlueXP(0|F 2| Cloud Manager)Z 7tM2 f MAME|= CtSa 242
ONTAP Kubernetes AEZ|X| 22{AE X|@IELICE. Astra Trident0i| Al
M3t

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

2ot o E2(A|0[ 30|22

@ 0|2{¢t 27 AF&tof| M= Astra Control Center?t 2F EZ0|A A =
o|2{g Arete MEs| ZFELICL

7S ELICt. 2tEoll M =7t o E2|#| 0] 80| el Fel FL

@ AWS Z|X|AEE| EZ2 12A|7t =0f| P2 E|H, T Z0f|= Docker O|0|X| 2| K| AEE| YT E 74 AHO0f
grL|Ct.
AWS 1= 7R

Cloud Volumes ONTAPE AEZ|X| BHAIEZ AR50 Astra Control Center for AWSE A K|St= T2 MAS
ZE2FSHA| AoigtL|ct,

ol2{st 2t ttA|= ofz2hofl XtM|S| MH =] JELICE.

1. IAM #H3H0| ZETHX| OIS,

2. AWSOf| RedHat OpenShift 22{AEE MX|gtL|C}.
3. AWS 4.

4. AWSE NetApp BlueXPS FAEHLILCE.

5. AWSE Astra Control CenterS A X|&HL|C}.
IAM #3t0| Z23tX| 2l A2

RedHat OpenShift 22{AE 2} NetApp BlueXP (0| 2| Cloud Manager) H4YE E HX|g = JALE S2 IAM

S AXSIMA|IQ "E 7| AWS X}

ih]
o[

Hn
o -

AWSO0i| RedHat OpenShift 22 AE S Ax[SHL|C}

AWSO|| RedHat OpenShift Container Platform S2{AE{E MxX|gtL|Ct.
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https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials

MKl XA E &X8HI AL "OpenShift Container Platform0lAl AWSO| 22{AE{ AX]|".
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csi.trident.netapp.io

vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

Astra Control Center7| 2% AN M AL = AT 0 Z2|7[0|M0|2t1
Ol2{st x|A @7 AfE HAES| ZF™etL|Ct
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Azure 1= iR
CHS 2 AzureE Astra Control CenterE MX|ste T2 M A9 HQQIL|CE
o2{et 2t EHA|= ot2hoil XtMS| EE|0f ASLICE
1. AzureOll RedHat OpenShift 22{AE S MX|gfL|C},
Azure 2|AA I5S MMBHL|CE
IAM #oto| ZE20HX| IS A| 2.
AzureE #gLIC

Azure& NetApp BlueXP(0|™2| Cloud Manager)E #A&L|C},

o 0 A @ N

Azure2 Astra Control CenterS MX| & LA StL|C}

Azure0|| RedHat OpenShift 22{AEE M X|etL|Ct

A W thAl= AzureOll RedHat OpenShift 22{AEE MX|8t= ZdQIL|CT.

* "Azure0l OpenShift 22{AE{ AX|".

* "Azure AEE AX|St= SYLICH

@ Openshift= At 2[4 OFS Y = AFLICH o Azure 2|22 O FS FOI0HOF LT
PN
I:I

OpenShift dHANE

ST 22AH 2|2A O 50 i 0 Z2[A|0|M OpenShift 2HAE 2|AA IFZ2 Mg o JELICL

RedHat OpenShift 22{AE{2} NetApp BlueXP ConnectorS Mg £ U= ZE ZEsH AM I& & H$H0| =X
stolgfL|Ct.

8 AESIMAR "Azure XHH ZH 9l AHBl"
AzureES FMTLICH
O3 CHS JHA HEQTE OIS 1, HIE OIAEAZ MF3LT, Azure Blob ZIH|0]14Z BHS T, Astra Control

Center O|0|X|E S AEISHY| 2|8l ACR(Azure Container Register)2 PHS 11, O] 2|X|AEZ|Z O|0|X|E ZEASIEE
AzureE P HELICH

=

Azure HEAMO] 2t CFS HHAE 2t Ct 2 RS AR "Azure0l| OpenShift 22| AE HX|".
g
2. ARY QAEHAE AESL|CH Azure?| H|O] B AMH = VMO| & £ ASLICE
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3. QIAEA 230| OtAE U MHXL L =0] CHot Astra 2[4 2|AA 27 Abstat UX[SHK| O™ Azure| QIAEA
QS Astra Q7 AFEHl| LA HATIL|CE 2 &ZXSHAA|Q "Astra Control Center 27 AFEL".

4. HAZS XA Azure Blob ZIH|O|L{E StLt O| A MM BHL|Ct

S KMEA AHE MYBILICE Astra Control Center0ll M HZISE ALEE ZE|0|HE MMS2{H MEA A FO|
Legtct.

6. HZl AN A LT ASE MATHL|LCE

7. Azure Container Registry(ACR)E A5t0{ 2 E Astra Control Center O|0|X|E SAEBIL|CE.

8. Docker0l| Lt ACR M| A S MABH0| = Astra Control Center O|0|X|E FEA|/ZEtL|CE.

9. L2 A3ZEE l=dsto{ ACC O|0|X|E O] X[ AEZ|0f| ZEA|RILICE.

az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

° o *:

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/S$image S$SAZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image $SAZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest

10. DNS & MH™

Azure NetApp BlueXP(0|Z 2| Cloud Manager)S TM&HL|Ct

BlueXP(0|® 2| Cloud Manager)2 At25t0] ZtH FHS 0tE 1, Azuredf| HUE S 2715t XM A S MMstn
22 AHE 74 SLICE

BlueXP MEME &=t CHS THA|

i

AAZSIL|CEH 8 AXSIAAIR "Azured| A BlueXPZ A|ZFgfL|Ch",

JI1=!
0]
rot
>
<
-
rot
pit
18
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o
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-~
(0]
]
)l
=2
2
=
>
o
r
Iul

1. BlueXPOi| XA EHE F7tetL|ct.

2. Azure2 HYEE FIIELICH S FXSHYAIL "BlueXP HA",
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a. 3ZXIE * Azure * & MEAFILIC

—_—

=
b. OE2[AH|0|M ID, 22I0|AUE 2% 3! CIHEZ|(EHHE) IDE HIRT Azure At ZHE LHSLICE
= BZSHIAIL "BlueXProf| Al Z{HE 2HS7]".

3. AHUIE{ 7 4 FIX| 2elst s HHE = Mg,

Cloud Manager 4 e : on s Connect 3 it

Connectors Add Connector Manage Connectors

Q ! x

ALUTE | WESIUSZ | W ACTIVE

] azurecioudmanager Go to Local Ul 2

Azure | centraluseuap | ® Artive

[] cvo-aws-connector Go to Local Ul A
AWS us-east-1 ® Active
] cvo-connector-gep Goto Local Ul 2

Google Cloud | us-eastd | = Active

TestazHA Go to Local Ul A

Azure | westusZ | = Active

azUre-COnNnector Go'to Local Ul A

Azure | westus? | = Inactive

4. ZRAQC BHS 93 T BHS IHULI

a. Q|X|: "Microsoft Azure".

b. "Cloud Volumes ONTAP HA"E ={gfL|LCt.
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Cluster List » Cluster Detalls »

targetazacc [ update Kubeconfig

Date Added Trident Version

April 14,2022

Volumes VPC
3 -

Cluster Version Added by
v1.21.6+bb8ds0a Import

1 Working Environments

der
HE Microsoft
v21.04.1 | - Jieris

trident netanooforotocol=NAS +1

Conngct to Working Envirenment

1=-1of1

*  Provider = : = Capacity
) resaenva: @ il westus2 10.0.0.016 0100 54 61 500 6B available
3 storage Classes
Storage Class 1D % Provisioner % Volumes ¢ Labels
managed-premium mi= 0
trident.
Xe1HS5pd-ha
vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3 R

Q

etApp= 33Xt 2 20 FE= Cloud Volumes ONTAP 22{AH AEZ|X| 22AE FHZ

SHHAIL.

=
O|Z | 5t'H Red Hat OpenShift 22{AEE 7t 7|2 AEZ|X| S2AE SEBL|CH AEE|X] 2HAS
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MEHBHL|CE,
Astra Trident= 7t 27| & M T2 HAQ| YHZ XSO = MAX|EIL|CY.

7. Cloud Volumes ONTAP= B L. E F= 72 AMO R Rissh £ 9l
Al SOl HA AEHQt - & HHI MEHE SQISIHMAIL.

r
Il
I
>
N
s
?I.
ﬂ.

A2 AzureOf|A

-

AzureZ Astra Control CenterS Ax| 8! 1&gt |C}

Astra Control CenterE BEZQZ MX|gfL|Ct "AX| X|&".

Astra Control CenterE ALE350] Azure HZIE FIIELICE S HESHIAIR "Astra Control CenterE E& 511
H3lS FIteL|Ct.

MX| = Astra Control CenterS FAEHL|C}

st 2t Astra Control CenterE AX|ot £ 7t 1 M0| g 5+~ JASLICH

2|AA HotS MARLICH

UL 2Z0| A= ResourceQuotas X LimitRanges 7HH|E AHE510] W[ ATO| AL 2| AATE SR AEO|AM AE
7tset 2E CPU A H|22|E A8SIX| RSt E ILICE Astra Control Center= £|CH Mot MHSIX| gt D=
NG 2| AAS ZFL6IK| ESLICE 0|2{3t BHAlo 2 3tAS M AR Astra Control CenterS A X|&

U LA DO A0 A SHE 2|AAE H|HsHOF BFL|Ct.

CHS EIAIS AFSSIO] HHE U RISHS ZMStD A2 & UALICE O] IRl B Z2S ¥ x|
EAIELICH

CHA|
1. Ol M 2|AA SH2FS JIHFLICE netapp-acce (5= AFEXL X[H 0|5) UL AH|O|A:

kubectl get quota -n [netapp-acc or custom namespace]

SH:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi
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kubectl delete resourcequota pods-high -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom
namespace]

3. oflM Hct HRIE 7 ZLICt netapp-acc (5= AFEAL X|H 0|&) UYAHO|A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EE= H|

rot

HYE AHILICE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom
namespace]

HYAHO|A ZH HEYT S4S S MStRILICE
U 3tAN| M= NetworkPolicy F22 AFRSI0 H|QJAHO|A ZH EB{ZS H|$HetL|Ct. Astra Control Center
2FXtet Astra Control Center= A2 CHE WA AHO| AN JESLICH MZE CHE HJAHO|A U= ME[AE MZ
SAE 5 A0{0oF RLICE o] SAS M ot6tH LIS THAE £HSHAIRL.

m

A
1. Astra Control Center 1|2 AH[0| A0 /= NetworkPolicy 2|2 A S AMK|gHL|C}

kubectl get networkpolicy -n [netapp-acc or custom namespace]

2. Qo] HF O = HtztEl 2t NetworkPolicy 7|0l CHal CHS ™S AHESHO] JHM|E AFM|RELICE.
[OBJECT_NAME]Z(E) dtetzl ZHH|e| 0|2 = HiEL|Ct,
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kubectl delete networkpolicy [OBJECT NAME] -n [netapp-acc or custom
namespace]
3. OIS 2|aA U2 M2t E LMBLICt acc-avp-network-policy Astra 22{191 MH|AT} Astra
Control Center MH|A0] 2FE & = UALE 5 E5h= M QULICH 2= <2 HEE ALEX &9 HH=Z

HiE L C}.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL

CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:

- from:
- namespaceSelector:

matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #

REPLACE THIS WITH THE ASTRA PLUGIN NAMESPACE NAME

4. OIS 2|AaA Y S M5t £ PMTLICH acc-operator-network-policy Astra Control Center
L E ot A 23 <>0 HEE ALK 2HEe HEZ

%X}t Astra Control Center A{H| A2}
Hi& LT,

st A O
St =+

70



apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

metadata:

name: acc-operator-network-policy
<ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL

namespace:
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:

kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

A8 XE TLS YBME Foteict

Astra Control Center= AHH| MEEI TLS QISME HEE
g Ul 2130 ALEEL|CE 7| =2 KtA| MEE TLS |§ £ H|7Hsta CA!

> stk

S 44 FES2 ET(SH THOB HEhTt Y HALRK
=
o

KA MBE 7|12 B M= 2 F 7HK g2 R0l ArEEL T

* Astra Control Center €l UI0| CHSF HTTPS €&

@ c M AHEESH EfH(H2 Y ingressType: "AccTraefik" £40| off MY E|ASLICE
astra_control center.yaml Astra Control Center 8X| & I)

7|2 TLS QIZSME WAH|SHH o|2{st HAO| QIS0 AFRE|= QIS ATt CHA|EILICE
AlZst2| Fof|
* Astra Control Center/} &X|El Kubernetes 22{AH

+ M 32AEO| B Mol h3t 22| ANA kubect1 BY

=2o=2

* CAS| 71Ql 7| 5! Q1B M o

Tl MEBE ABSME HMAGLICH
7|&9| XtH| MHE TLS 2IBME HMAFLICH

S AESH= Kubernetes 22{AE0| 2 3018tL|C}.

1. SSHE AtE5t0] 22| AFEX}E Astra Control CenterS
2. O HHS A0 x| QIS Mt HEE TLS &S E ROt HHELICH <AcC-deployment-namespace>

O ocoo=

Astra Control Center Hi X |2 ATH|O|A AME:
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kubectl get certificate -n <ACC-deployment-namespace>

3. CI2 BHE AF83Io] 2 HX|E ¥z 8 ASME AF|EfLICt.

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. Ch2 EE2 AH8sH0o] CAQ 72l 7| & 2IF

O ocoo=2

Hg L T},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. [h2 BE Y of|®|E At83t0| 22{AE{ CRD(Custom Resource Deflnltlon) omds ™
spec.selfSigned &2 E MY YLICt spec.ca.secretName H0A PHE TLS YT E 2AQISHHH CISS

TAHSHHAI2.

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret-name>

3. Lt B U oMl 222 A0 HZ AFeto| SHIEX|, S2{AETt QIBSME LAY FH|7t = A=K
FOIBILICH <ACC-deployment-namespace> Astra Control Center X | AH|O|A ALE

Jot O
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kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. 5 YHLLIC certificate.yaml CHE OIHIE AMSH= MY CHES <>2| JHH| & 22 MR HE=

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o. L5 FES MESIH S ME Wit

kubectl apply —-f certificate.yaml

6. Ct2 HE L ofjd| 2HES AFBSI0] ASM7F SHEEA| BHEOR =X, 22|10 dd Foi| X[t el~(0: 0| F
A4l 7|et L DNS 0| 8)E ArE3t0q =telgtL|rt.

712,
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:

astra.example.com

Duration: 125hO0mOs
Issuer Ref:
Kind: ClusterIssuer
Name : cert-manager-certificates

61hOmOs
<certificate-secret-name>

Renew Before:

Secret Name:
Status:

Conditions:

Last Transition Time:

2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%2

Not Before:

Renewal Time:

2021-07-02T00:45:4172
2021-07-04T16:45:417
Revision: 1

Events: <none>

B L ORIE AE3IH M QISM 2= E 712|7| =& 4 CRD TLS 85 HEYLICE tE= <>2f 7K
S MHEe §EZ HhEL|CL



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

XZ ALZ3t0] Astra Control Center2| HHE IP FAZ 0| SgtL|Ct.
HMEJF AXSE QAIB MO MIE HEQt UX|SH=X| ZHQIEtL|Ct

%
10. JIZME LHELHYD 2HE 2l HateX 9 QIF M 2a|Xt2 JH FLICt.

Astra Control Center= AX st |C}

Astra Control CenterS AX|st1, UIO] 2301811, A4S E HASHH 20| MIAE MASID
S AHE FI50, Q15 S AHot, AEE[X|E #elotd, HEIE FIte &+ /JSLICH
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N — |
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* HIAS =ML

Astra Control CenterOi| CH$t 2tO|HIA S FItBtL|Ct
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It 42 0| BHAIE HHE &+ JSLICH
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2. HE * > * 2Ho|MA *

]
o

m

=
I
=
n

3. BfolMIA 7} * 2 MeyeiLict,

4. L2235t 210|MIA IFY(NLF)OE 0|5 L.

5. BtojHiA %7} * 5 M

—

SHgtLct

AHE *>* 2fo|dlA * H|o[X[of = 2o A HHE, 2tz Ext, 2fo| A A Mo A|F ID U AHEE CPU e 7t
HEA|IELCE

1]

@ Iotmt 2to| MIA 7L QI H|O|E{E AutoSupportZ2 F&5tX| e= AL, Astra Control Center0i| ZH0H7}
st 22 I11|0|E1 Mg UX[st7| s AE IDE XMESoF gL|Ct.

Astra ControlS AE5I0] S2{AH 22[E ¢lot 2E S ZH[L

S AHE FI5H7| HOf Efo HH =0| ZSFE|0{of LT}, KL XtH HALS 5t 22{AE E Astra Control
Center0fl =7te Z=H|7} = =X| 2telstn Se{AH H2|E Qe Y-S Moo Lt

AlZtsE7| o
* Pod7} WA= AER|X|QL &2 AEY = ULE SHAH Q| XX 20 HE et AE2[X| E20[HI 74 &[0

* HARS| 2HE2 S(B) EFYLICE "Foie 4= JASLICH Astra Trident % Astra Control Center&.

* Astra Trident2| ¢t HHEQIL|C} "Astra Control Center0Of| A X| &g Tt AX| -

7bSBILICH "Astra Trident 713" Astra Trident HAXH$S L= M| O] XLE AL

() M8LITH tridentctl. Astra TridentS 44| & i78l0|=317| Fofl 2 HESHIAIR
X lEls DHEQIE, WIS U SAE 7Y

VH
rir
M

° * Astra Trident AE2|X| HAI =T} LM =l *: Astra Trident AEE|X| Ui E T} S} 0| & Qlo{OF EHL|C}
LA E 2 AEOA.

° * Astra Trident AEZ|X| 2EHA T} LM El *: Astra Trident AEZ|X| 22| A7t 6Lt 0] A Q100 BHL|CH
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"TEE" 2HAHAM. 7|2 AEEX| SeHATL FHE B 7= FH0| A= KL AEE[X] S AKX
efolgtLct.
& 2P AEES 7} £[0f0}

° * Astra Trident 28 AHAF HEER Gl 25 AUHAF ZaA MX
stra Trident?} L}

| M=
SEL|CH "M X[ 2|0 QUESLICH [2tA Astra ControlOl| Al ARHARS AMAMSH 4~ QIELICEH
O & AO{OF 2HLICH VolumeSnapshotClass YSLICH " EE" 22[XIe| HL

>

* * KubeconZetit MM A THs *: off HAM[A S 4= JAELICH SR AE] FH|EFSH o{7|0fl = SHLte| AHAE
2480 ZorELIC

2
=
i

* * ONTAP credentials *: Astra Control CenterS AI238}0{ S uH 21512{H ONTAP A|AEIN| ONTAP

XA ZHO 05 AFEAH 3 ALEXG ID7F ZF &[0 AO{OF BTt

ONTAP A S0 Lt IS ALt

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>

-policyname <policy name> -ruleindex 1 -anon 65534

* * Rancher M& *: Rancher 2Z0|A O E2|#|0|Md 22{AHE &2/ tf Rancher?t H33H= kubeconF 2t}
AN OE2|AH|0|M E2{AEQ| 7|2 HEHAEE £H56t0] Rancher APl A ZIHIAE A HEE E2f|2l
ZHEIAE S AF2EIL|CE 2t Rancher APl MH Q| 2617t E0{E 1 M 50| SAEIL|CE

CIe XA ZAAIE Adlsto] S2{AE{Z Astra Control Center0f| =718t ZH|7} | =X| EtolstL|Ct,

CHA|
1. Astra Trident HHE S &QlgtL|C}.

kubectl get tridentversions -n trident
Astra Trident7t QO™ CtZ1} RAFSH Z2240] HA|EL|CE

NAME VERSION
trident 22.10.0

Astra Trident7t IO LS} RAret Z20| HA[E LI

error: the server doesn't have a resource type "tridentversions"

@ Astra Trident7t & X|=|X| §EAZALE EX|El HTIO0| Z[4 O] OF:l B AH[&517| T0f| Astra
Trident2| Z| & S AX[6HOF BLILH. & HZSHYAIL "Astra Trident ZA" & HZESHYAIL.

2. Pod7} & EIX| gfolgtL|ct.
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kubectl get pods -n trident

3. AEZ|X| 22jA T} X|2E|= Astra Trident E2I0|HE AL
csi.trident.netapp.io. LIS O|E EESHUAIL.

OF

2 A=X] eABLC S5 0|F2 0|0{0F LTt

kubectl get sc

MI HIS.
O=2 L-O-
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h
Hstel 22{AE HEQl kubecononfigs A A stL|Ct
L3t AL Astra Control Center0i| CHsHf X|ot=l 22| X A2 MM S &~ QI&LICE 0|22 Astra Control Center
ME

MFof| Zest AXtJt otHLICE O] "Xt= 2t2|st= S22 AE 0| CH3t Astra Control H3tE X|$HsH= HE o
kubecononfigE ‘ddst= ol =30| ELICH

AIEFSE2| Hof|
HAt CHAIE 2tZsty| Mo 2t2|steis 22 Ao o CHS AtES 2telsof ghL|Ct,
* kubbtl v1.23 O| A0 MX| | &LICt

* Astra Control CenterE Sdl|l 715t 22|65t = 22 AE0f| kubctl HMAE S EEL|CH

@ O] HXIE +2St2{™ Astra Control CenterE 2l S 22{AE| kubectl2 HMA S EQ T}
A&LICt
« 2t HEIAEQ| Ciot S AE 22Xt HTtOZ #e|stz = S A et 2 kubecononfig! LIt
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e

1. M

HIA 7 A

a. 2= MH[A AE oL 2 MAHBLICE astracontrol-service-account. yaml.

20| w2t o|F X HYAIO[AS ZHBLICL K{7[0fM HET 32

AtE X E3sf{of ZLItt.

—

CHS TN S 2ot

<strong>astracontrol-service-account.yaml</strong>

apiVersion:

vl

kind: ServiceAccount

metadata:

name: astracontrol-service-account

namespace:

default

a. MH[A AE XHE

2. Astra ControlOf|A] 22{AEHE 22|st=

a.

kubectl apply -f astracontrol-service-account.yaml

rulo

e

P

i}

| 2ot 2|4 AE M2 H|

| P

<strong>astra-admin-account.yaml</strong>

apiVersion:

metadata:

rbac.authorization.k8s.io/v1l
kind: ClusterRole

name: astra-admin-account

rules:

# Get, List,

Create,

and Update all resources

# Necessary to backup and restore all resources

- apiGroups:

£l 23| AE o

in an app

20| wet o] F & WY AHO|AS ZFBLICH of7|0| M HES 2 THE HA A St
tetE X Ealiof ZfLCt.

MMBILICH clusterRole IMYUS SEWELICH astra-admin-account . yaml.

HE
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LI |

resources:

T %0

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror

apiGroups:

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

Jjobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts

services

failover



- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

Use PodSecurityPolicies
apiGroups:

- extensions

- policy

resources:

- podsecuritypolicies
verbs:

- use

a. 2o{AH Y HE:
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kubectl apply -f astra-admin-account.yaml

3. S2AH Aol et 22AE AY HieldS MH|A AHFoj| M etct.

a. 2 YHgLICt clusterRoleBinding Y S SEMESLICH astracontrol-

clusterrolebinding.yaml.

Qo w2t MH|A AFYS dee o +8E ZE 0|1t HYAHO|AS ZFELIC

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. 2T{AH A Hilds MEYLICH

4.

kubectl apply -f astracontrol-clusterrolebinding.yaml

M MHIA AE 22 E LIFEYLICH <context> SHIE AX| &g

o -

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json



"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

o| 2t QA0f st QIHARLICE secrets 02[0]= 022 A|RFEIL|CE 22| of[of|A] o] QI ARILICE
astracontrol-service-account-dockercfg-vhz87 = 00|11 Q| QIEAQIL|Ct

astracontrol-service-account-token-r59kr 1RL|Ct. Z2 0| A "token"0|2t= SHO{ 7} T EHE]
MH|A AE 0|E2| QIHIAE J|E6l SLC}.

5. Ct21} 20| kubecononfigE A A stL|Ct.

-

o

HI

MASLICE create-kubeconfig. sh IFY. CHX| TOKEN INDEX LIS ATZES| A[Z 2

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN7DATA} | base64d -d)
# Create dedicated kubeconfig

# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp
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# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW_CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Kubernetes 2Z{AHN| MEY HHS AA SHAAL.

source create-kubeconfig.sh

6. (ME AlE) kubeconfig?| 0|E2 2212 2| 20| = 0|ELQE HiEL|CH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig



CHS A

O[H| Ea= 714 247t SFEJSK &AYCE = O|H| AT ZH|7t E[JSLICH 22 AEHE FIHRILICE

S AE 7t

o 2|2 A|ZHSEH Kubernetes 22 AE S X716t 0|2 HEEl 2|AAZ 22|8HL|C} Kubernetes
OfE2|7[0| M2 ZMBI2{™ Astra Control Center2 22 AE S F718l{0f SL|C}.

2| E I8 Astra Control Center0f| CtE 22{AEE Z71617| 0| HX Astra Control Center| A
B2 A6l lalsts 20| SALIL U2 2 27 6H3S Aol Kubemetrics HOJE! X F2fef D12
CO|EE XM&d™ 22| =2l X7 2 AE 7} ZQstL|C},

—

Alzt6t7] Fof
- SRHAEIS AJf6}7| HO| WL S HE U SMFLICH M3 Fe,
ot
1. HAIEE S Z2AE H0IA o[ SELICE

° BlAaA QOO ¥ THAIHE * of| M SR{AE Hof|M * I+ & MERLICY.
=
-

21% B FAol| M * S2{AH * £ MBI T S2{AE H|O|X[0f|M * F2{AE F7t* & MEASLICL
2. Ha|= * Add Cluster * (2HAE 271 *) Zo|M £ Y2ESLICH kubeconfig. yaml O LIRS MHY = 204

Z&LICE kubeconfig. yaml OFY.

Q!E.”—IEf kubeconfig.yaml ItH0|= 22 AH Xt S 1700 Cigt * 2F o= 00

et mujn
=
F M

E o_<|>_ kubeconfig I[|-°'01|k| * -5|.|__|.o| * 9-|E-IIAE Q_Ju:u- I-Io|*|.|o|; '6|-|__||:|. (=]
MAIR "Kubernetes A" 2 HZSHMAIR kubeconfig I, S AMESHY H|HEl
Aol CHel kubeconF3tatE M A2 2[9 IEEHI*0I E*71I01|M | Et S
E5tAL 20 oA .

> O o
Zln

o2 My o2 JA
HU T B9 oA
_".'1

3. XA ZH 0|22 HSSHAR. 7|2XOZ XA ZH 0|22 2HAF 0|52 A5 A ELICE
4. Ot * 2 MENhL|C
3. 0| Kubernetes 22{AEN| AtRE 7|2 AER|X| 22HAE MEHSITT * Next * & MEHBIL|CH

(D) ONTAP AE2[XI7} KI2Ists Astra Trident AE2{X| B2 AS MefsHof BiLICY,

6. YHE ARSI 2= 20| YHO = LEHLIH * =7t * S MebptL|Ct,

_'_

721
=1
Se{AEJt* HAM « MEf|Z MBSt 0+ HAx OF HAEIL|CE O|A| Astra Control CenterZ 22{AEE 2[5t
QI&L|ChH

[=]

AN

85


https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/

Astra Control Center0i| A Et2[gh S AEE FIiot 2 DLIHE HAMKIE #F56H= o € 20| ZE
2 UELICH O MK = Y3l ofo| 20| WZtMo 2 HH 1 * ZL|E{Z o|0|ME AEf =tol Mmj *

@ O|HIEE 7|ZgL|Lt. Astra Control Center?t SHIE MENE 2SstH EX|7} A2 2 0| Z2XME
FAg = JASLICHL H 2 o|Liof| 2X|7t SHEEX| o™ SHAEZ 0| S5t E ALt oc get
pods -n netapp-monitoring A[REOE AIZEIL|CH 2X|E ClHASH{H ZLIEZ 2Kt
2 E =olsof ghL|Ct.

ONTAP AEZ|X| HHACH A CIBSS HH

I

L|C}
Astra Control Center= ONTAP BHIEE QIZst= £ 7HX| EEE F|2EHL|C}.

gt Q15 * Bt #ot0] A= ONTAP AFEXS| AFEXL O|F & 22 IL|CE ONTAP H{ T 19
|CH=2t5t2 ™ admin £ vsadmindt 20| Of2] Fo|El 2ot 201 At ALESHOF gLt

.
*
o

OIZ A 7|t QIF *: Astra Control Center= B{AI=0]| HX|El QIZME AHESH0] ONTAP S2{AE QY E4IY
S+ USLICL S2I0|AUE QB A, 7| 2 MZ|E > A= CAASME ALEH{OF RLICHAHE).

LIS0l| 7|1 & WA= S HH0|E5H0 ot 7HX] 215 RHOM CIE YEHOZ 0[S 4= AFLILE. o Hoj 5tLte] oI5
YHL X AL T

S AE Helof Chot XtA ZHO| HRBL|CH admin ONTAP B{Al=Qt EAMBIL|CE 1t
Zo| Oj2| Mol HZ A2 AF2loF BLIC admin. 0| E8l &% Astra Control Center ZZ|ANM AFRE 7|5
APIE =3t 4 Ql= &5 ONTAP Z2|AQL 85 SoHE £ QI&LICE

@ AF2XL K™ 2ot 201 A2 Astra Control Center®l A A A Sl A28 4= QUX|TF HEE|X]
OF&L' |_'_|-_

=]

HAE Folo| o= LSt Z5LIL

—_

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"
}
OIS ol X127 ZH0| Yt MAER KFE RYLICH MATO| M4 L H[0|E L X424 ZHO| th3t X|4{0)
TQoh QAUSTH CHAQILICY m2tM Kubernetes fE= AEZ|X| 22|t £33 4 Ql= a|xt M8 ZHAL|Ct.

Astra Control Center= QIS ME ARSI At 8l 7| & ONTAP BHAlEQF EAIEH 4 QU&L|CEH #HollE Holof| CH2
HMEE =dljof &L|Ct
= = .
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* clientCertificate: 2E2t0|HE QUSA.

clientPrivateKey: HZE 742l 7].

* trustedCACertificate: 2E[E £ U= CAUSMULICE AEE £~ U= CAE AFESH= E<L 0| 07K
H2 K| Solof SL|CH ME[E £ Q= CAZLALEE|X| O™ O HAUS FAIE £ UESLICE

1. 220|HE QIZM 8l 7|15 WHBLIC 4 Al CN(2EH 0| 5)2 ONTAP ALEXIE HHSH QABSHHAIL.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. RY0o| Z220|AHE ASME MX|EL|CE client-ca ONTAP 22 AE{Q| 7|QlL|C}

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. ONTAP E¢ot 201 HH0| 2IFA ¢l

ol

Y S XHsH=A| 2elghCt,

—

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4. MME QIZME A0 Q1S HIAETILICE ONTAP 22| LIF> % <vserver name>E 22| LIF IP 3 SVM
O|E 2= HiELICE LIFQ| MH|A HMo| o2 MHE|0 U=X]| &Ql6of SL|CH default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>
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5. O|F HHA0M ¥ 2 ZtS AFESI0] Astra Control Center UI0f| AE2|X| HAEE Z74etL|Ct,
EAL QISMZE 15 S gdateiLct
EFAL QIS M7t A= 2R TS HAIE AFESHH Q1B J[Et 15 S 2HY = ASLICH

£
1. 74l 7|2t CSRE MMBtL|Ct

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>”

CSRE Windows CA(EtA CA)Z MEstn MHE QIZSME YFeILICH
MEE QIZME CHRE 3D 0SS 'ONTAP_signed_cert.crt’ 2 X| M EfLICH.
Windows CA(EtAF CA)UIN RE QS ME LHEHL|CH

O] Mol O|EE2 XI™ELICt ca root.crt

o > W Db

O[H| CHZ M| 7H2| TUO| AZLICE.

° *JiQl 7| *: ontap signed request.key (0| 7|= ONTAPL| At QIZ 0| siEst= 7| JLICH MH
IBME HX|5t= S HagL|ot)

o * MHE QIEXM * ontap signed cert.crt (ONTAPO|A _server certificate_2t11 T &)
2IEM *: ca_root.crt (ONTAPOIA _server-ca certificate_2t11 &= gfLIC})

6. 0|2{st QIS ME ONTAPO| MX[EL|C}. MM 8l MX| server U server-ca ONTAP2| Q1S A,
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# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.
security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
certificates {yln}: n



The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—-connect <ONTAP CLUSTER FQODN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

CHSE 2210|HE QIS ME MMSL|Ct Astra Control Center= O]

MZ MH YAML



# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the

below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.
The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only
certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

"records": [
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{
"uuid": "f84e0a%-e72£f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",
"node": {
"uuid": "7835876c-3484-11ed-97bb-d03%a50375c",
"name": "<node name>",
" links": {
"self": {
"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%9ea50375c"
}
}
bo
" links": {
"self": {
"href": "/api/storage/aggregates/f84e0a%b-e72f-4431-88c4-
4pf5378b41bd"
}
}
}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates"
}
}
}%
9. Astra Control Center UI0l| AE2|X| BHAUIEE F715t0 CHS 22 M3 LICEH
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