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* A 2E|"ALE XL, 9, LDAP, XHE 3E

* "HR0f 2} Cloud InsightsOff HZIL|CH: AJAR AEHO]| CHEH HEZIZ FLICL
CRNE PN

* "Astra Control APIS AF2EfL|C}H"

* "Astra Control CenterES ¢ 12{|0|=&tL|C}"

* "Astra Control0]| CHSI =22 EIOAMA|Q"

AKX 7
CIS Astra Control Center A X| Xt & StLIE MEHSI 22 SFL|CY.

s "BZE D2 N AZE ARSI Astra Control CenterE A X|gtL|CH"

* "(Red Hat OpenShift2 At235t= Z2) OpenShift OperatorHubS AF25H0] Astra Control CenterS
AKX

* "Cloud Volumes ONTAP AE2|X| HHAlEE AFE3S}I0] Astra Control CenterS A X|gfL|C}"
2tA0|| 2} Astra Control CenterE AX[ot = =71 40| g & QUELICE

* "MX| & Astra Control CenterE AgtL|C}"

HEZE TZMHAE AF26}0] Astra Control CenterS A X|&HL|C}

Astra Control CenterE A X|5t2i™ NetApp Support AtO|EO|A MX| HES CIR2ZE5t1
CHE THAIE SASHYA 2. O] ”AHE ARSI QUE{Ullof] HEEU}ALE S7|7t HEE 2o

Astra Control CenterS AX|&t 4= Q&LILC}

CHE 2K BXIE 22{H S gt

* RedHat OpenShift OperatorHub * £ AX|: 0| FMEZ AFEELICH "CHA| X OperatorHubE AHE5HO]
OpenShiftd]| Astra Control CenterS A X|gtL|C}.

* * Cloud Volumes ONTAP HAlEES A5 HE2] 2R E0]| AX| *: AL "+l e 4 US|
AWS(Amazon Web Services), GCP(Google Cloud Platform) &= Cloud Volumes ONTAP A E2|X]|
8ol = 71 Q= Microsoft Azuredi| Astra Control CenterS “X|0fﬂ1ﬂ4 g2 st

Astra Control Center AX| ZZMAQ| M2 = E MZTSHA|L "0| H|C| 2",

AlEst7| Mol
s "MX|E A|ZSt7| H0f| Astra Control Center 252 9%t 23S ZFH|EL|CH".

* AFEXF 2HE0|M POD 2ot FHME UL 5= % POD EoF A 5L 8 EMO| Astra Control
Center 2X|0f| 0tH Heks OIX[=X| SA[BHYAIL. & EESHYAIL "POD E o Hot".

* BE API MH[AT HY HEHO|H ALE JhsetR| =HelgtL|Ct.
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kubectl get apiservices

* ALE5l2{= Astra FQDNO| 0| 22{AE (| 2tREE £ J=X| &QIBL|CL &, LHE DNS AMH0| DNS &50|
Ql7{L} o|0| SEEl 30| URL ZE2E A88tT Q= ZdlL|ct

HE A0 gLICtH "2 = THA|" 2} A Astra Control Center=
L|C}. 7| 2X O Z Astra Control Center= AX| S0 XHH| QIS A

AN O_I_
K| o1= 22| XHE A XSt 0 A|=5HK] o
2E|XHE ARIELCt.

* ASAM HEIXIF S AH| 0]0] A= FL °e'
Id

Astra Control CenterS M| i 0% =0|Ql b= EX AIO|EO]| BHIEBIL|CH H 2x| & KI=tst X8l
S30 HEHELIC
CHA|
Astra Control CenterE MX|st2{H CtS THAE £ESIYUAIL.
* Astra Control CenterE CHR2Z2Est &2 SLICH
* NetApp Astra kubtl £22{1212 MX|gtL|C}
* O|0|X|E Z2& X|AEZ|0f| &7
* Q1= Q7 AtEH0| Qe 2K AEZ|Of CHEF HIJAHO|A 8l A5 E MATHLICT
* Astra Control Center 2G XIS MX|&HL|C}

* Astra Control Center2 FAgHL|C}

* Astra H|0] HE{ % SFX} K|S 2tZFLIC

>
>
o
el
m
—__
i
for
o
9'1-
-
u}

stra Control Center UI0|| 2 3QI8tL|Ct

Astra Control Center 28X AH|SHK| OYA[2(Of: kubectl delete -f
CD astra control center operator deploy.yaml)ZEZ} AH|E|X| ¢ = Astra Control

Center M| = &t Z0f| HAHEX].
Astra Control CenterE CIR2Z 55t X2 SLICT

1. Astra Control Center7t L2zl HES CIR2ZESIL|LCt (astra-control-center-[version] .tar.gz)S
MEHBIL|C} "Astra Control Center CH2 E E HH| O] X|".

2. (HEE|X|2F MEH AFEH Astra Control CenterE Q15 A 8 MH HES CIR2ZERHLIC} (astra-control-
center-certs-[version].tar.gz)E 260 HE MEZ 2QIgfL|Ct
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XtMiet LhES 22 & gLt

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

Ok
ot

Z30| EAELICt verified oK &0l M

ok

3. Astra Control Center HE0{|A] O|0|X|S F&EHL|Ct

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl 22|12 & X|gtL|Ct
NetApp Astra kubtl HHEZE E2{ 1212 AFE3t0] 0|0|X[E EZ Docker MEAZ ZAIS £ USLICE

AlZfotz] Fof

NetApp2 CHFst CPU Of7 BN
F2I CPU % 29 MK E otof

| 2 Ao cist 221321 BIO|H2|E MSRILICt o] S Astr| Hof| AL

[m]
= —

gLt

rot
b
bt

@ "E| A BTO| Q=X 2felshA| 2" T BHAIE s>dotr| o

O &X|0ojA o|o|] E={a0ls &X|

CHA|
1. AF2 7+s$H NetApp Astra kubeck Z22{191 HIO|L{2| S LIEEHL|C}.

() kubbeck B2i710l 2jo|=i2{2]i= tar 52| L0|0| BL0| 20| BYLIC kubectl-astra,
ls kubectl-astra/
2. 2% XM X CPU OB |EIX0| WS TUS HX| Z22 0|50k 0188 2 HFBLIC} kubect1-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|O0|X|E 2 2|X|AER|0f F=TtfL|Ch

1. 87| AlTlof =gt THA| A|AAS 2t L),
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Docker £ & ZT5IAAIL

1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+2
Clasal,

acc/

kubectl-astra/

acc.manifest.bundle.yaml
2. Astra Control Center O|0|X| C|2|E2|29| I47|X| O|O|X|E 2Z |X|AEZ|0f Lo E&LICH & H¥s}7|
Hofl CFS Al &S +HELICH push-images EH:

rulru

° <BUNDLE_FILE>E Astra Control HE I}2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker MZ&£A9| URLZ HHEL|C} O|E E0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AI&X} O|EQE HiEL|Ct
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

oto

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc.manifest.bundle.yaml
acc/

2. Y|IX[AE2|0)| 2algtL|C

podman login <YOUR REGISTRY>

3. AF238H= Podman HZFOH| SHA| AL X} III*EI e A3RE F SILHE FH[st AligtL|Ct
<MY_FULL_REGISTRY_PATH>E 2 E 52| C|AE2|7t E%*%I 2|ZX|E2|2 URLE CHM[ELICE.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

2E 27 A0 A= XIAEL|of cHet WA mHo|A Sl S AFfL|Ct

1. Astra Control Center A E 22| AE 2| kubecononfig LHELH7|:
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export KUBECONFIG=[file path]

() 4%z 2=8t7| Foll Astra Control CenterS A1X|2 S AES FMSHIAL.

2150 2Rst HXAERIE MEdH= FR LSS +&sHOF LTt
THAIE <lol LTt

a. § MMBILICt netapp-acc-operator LA O|A:

kubectl create ns netapp-acc-operator

ot @< E OHSL|C netapp-acc-operator HIR/AHO|A, Docker §EE FII610 CHS HHE

K| EAIKJLICH your registry path O[XO| FEE=gt O|0X|2| X2 YX|8HOF
@ SLICHOll: [Registry URL]/netapp/astra/astracc/23.07.0-25)8
SelgLct

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

c. £ MMBLICt netapp-acc (E= AHEAL X|H 0|8) HIKYAHO|ARQIL|CE
kubectl create ns [netapp-acc or custom namespace]

d. of CHSH S E E.'J%'——“J netapp-acc (£ AFEX XM 0|F) UIJAHO|ARILICE Docker HEE
o

Z=7tsta o

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] -—--docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]



Astra Control Center 2 XIS Mx|stL|Ct

1. CIHER|E HFTLIC
cd manifests

2. Astra Control Center 2&X} H{E YAMLS T&EL|C}
(astra_control center operator deploy.yaml)E 22/5t0] 2Z 2f|X|AEE| & 2T E HEgL|CH

vim astra control center operator deploy.yaml

a. 2150| st 2X|AER|E A8 B2 2| 7|2 &2 HHELICE imagePullSecrets: [] CHS Eg:
imagePullSecrets: [{name: astra-registry-cred}]

b. tHA ASTRA IMAGE REGISTRY 2| A2 kube-rbac-proxy O|0|X|E O|A FEA|St BX|AER| HE2E
O|0fX| Of & EFA.

C. tHZ ASTRA IMAGE REGISTRY 2| B acc-operator-controller-manager O|0|X|E Of|A FEA[SH
HX|AER| AZZ 0|0]X| O|F THA.
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A
o=

Astra_control_center_operator_deploy.YAMLS &% gHL|C}

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.07.25
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center g XIS M K|EtL|C}.

kubectl apply -f astra control center operator deploy.yaml
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namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7t A EQIX| =relgtL|Ct.

kubectl get pods -n netapp-acc-operator

Astra Control CenterS 71AIStL|C}

1. Astra Control Center At&X} Ho| 2|AA(CR) IHY S MEYLICH (astra control center.yaml) AlHE,
X, BX|IAEZ| B 7|EF Hest pMHS THE2H:

vim astra control center.yaml

30



<code>accountName</code>

A PNES) /4 ol
accountName E HATL|C} 2xte Example
accountName Astra
Control Center A& 1}
&g o| S0 chet
EXE ULICE. StLte
accountName?Zt /S £
UELICH
<code>astraVersion</code>
=ES PNES] /4 ol
astraVersion H I Astra Control Bxrg 23.07.0-25

Center2| HHHQIL|CF.
ol o|2] e
AO D Z o] MHof CHSH
A2 LK
r&LCH
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<code>astraAddress</code>

243

astraAddress

>

|)t|

£ HZAPLIC}
astraAddress
HEtRX 0| A Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E= IP
ZF20] Cist
EXEQJLICE O] FAE
Astra Control Center7}
HIO[Ef MIE{of| A O{EH|
AME[=X| Ho|5HH, 0]
FAE 2tRSIH EE
WA MO A HSTH At
=%t FQDN E& IP
FAYULICH "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.

Mo 4o
ogt

P
ne

o

astra.example.com



<code>autoSupport</code>

Of M Mofl A Mefst SH20f et NetAppl AFH X191 S8 T2, CX| O{=HHo|X B co|e| &
9|x|7t ZREILICE QIE{U 10| WRSIH(ZE 442) DE X2 GIOIE{7H ATBtEILITY,

mE Arg

autoSupport.en = Ct 7tsEL|Ct

rolled enrolled &
url ZEE

e OF %”—I Ct

autoSupport.ur = Ct 7tsSL|Ct

HZAH enrolled 2
£ AutoSupport

toZ O|SeLCt

false QIEHl
HZO| SAHLE
HagX| ote
AO|ES| B2 true
HZEE AO|EQ|
A2 9 43 true
XS 2ls oH
H|O|E{E NetAppOi|
Bl 2~ JASLIC
]2 ME g M82
QULICH false B 2
NetAppdi| x|
HO|E{ 7t M&E[X|
4SS LIEFRLICE

0| URL2 9 =AE

1 enrolled EE&= HIO|HE H'H
url ZEE IXIE BHTL|CY.
MEHSHOF %.H—I Ct
<code>email</code>
EE x| 2
HAE EH—| Ct email =XAE

0]
=
)
'_l.
’_l
HO M

=AEE 7=
2| X} —’F—ii

x7|

AEYLICL oM A S
O] O|H|IY FAE
SArL L IS0, of

ol Fat

uloi|

Zalg X7 AHe

AMEXLO|ES

2 MEEH

Astra Control0| A
O|HEES 2AZlL|CY,

of

false (O] 2f2
7| 22 LICE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com
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<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra Al™81t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El 0|82 M3
2302lst 2 UI19| M=
HAEL|C

XH

Astra A|&at AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z UI19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
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o

SRE

o

Admin



<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEFE2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2|ZX|E2|E SAEISH= ZH|0|L 0|0|X| HX|AEZ|E HO|EtL|Ct.

RS AL
imageRegistry. Z4 QAQILICE
name

imageRegistry. Of CHol =45t
secret =AtEel B2

"aQict
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LR

imageRegistry
X o™
X7t Aofghct.

+
&

INES

Ho dHo

oA o|0|X|E
IZEAIet o|OfX]|
HX|AEZ|9|
O|ELICt o
THA|. AFESHK
OFMAIR http: //
= https://
HX|AEZ| 0|2,

XtE

o[O|X| =XAE
HIXIAER|E

QIEst= o

AEEl=

Kubernetes H|2 9]
O|SIL|LCt.

of

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

243

storageClass

>

ogt

|

E HZTLIC
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICt HHES
AHHBILICt kubectl
get sc *ME 7|&
AEER[X| 2UAE
2olste{™ L322
ST DL HAE

oA of| Astra Trident
79t AEZ|X| E2A F
SHLHE =dsi{of gLt
(astra-control-

Ho 4o

P
ne

center-
<version>.manifes
t) % = Astra PVSO|
AHEEL|CE o] M0|
HEEO JX| 42H
7|2 AEE|X| 22 A T}
AR EILILY,

1. 7|2 Age|x
SajAct 1AE 2
7|2 Z40| 9l QU
AEZ|X| ZeHAQIK|
HOIBHAAIR.

<code>volumeReclaimPolicy</code>

2%

volumeReclaimPoli
cy

J2{H Astra?l PVSO| &
CHSE ZH=tE HAO|
MMEILICE o] MMS
O MHTLICt Retain
AstraZl A X|El = 7
=E2 |X[ELILCt. 0]
HiMg oz MHEL|Ct
Delete AstraZt AtK|El
21 EES
APM[ErLICE o] 22
MR ko™ PVSTL
SX[EL|Ct

o

ontap-gold



<code>ingressType</code>
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ks

ingressType

x4 o
2 =4 Rd S 5ILE EXE
ALY AR

Generic

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| 441
ZHEEHE MESIH =
ZAL2 0l gMde8
AL2SHMA| L. Astra
Control CenterS Hi 6t
= S FAof{of ghL|ct
"M AEEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 74K
o= 320l 24
AF25HAA Q. TO8{H
Astra Control Center7t
PEILCH traefik
Kubernetes 25 21 A
Q3 MHIAZ A
HOIEZ 0]

Astra Control Center=
"loadbalancer" §&9|
MH|AE A2 EILICE,
(svc/traefik Astra
Control Center

Li| 2! ATH| O] A0 A),
SHN|A TtSTh 2I2 IP
FAE Sof{of ghL|Ct.
2L MSAMI} ALEX}
SHHO|A 5 8% Of=
EE AT A= O
UX| 42 B2 MetalLB
= CHE QI8 MH[A
EC MHME ALESHH
QL |IP FAE MH[A0
gehet &~ JASLICH LR
DNS AMH{ 1401 A Astra
Control Centero0i| CHdH
MEis DNS 0|E2 §6
24P FAE K| ™6l oF
grL|c.

A1 2E WRAr O
40 Ml A SEof chet
APAIS LS 8

o

2
=]

A

—
* Generic (7|2

* AccTraefik
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<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)S
AMETILI|CH scaleSize
9| Medium' &, HAOM
o Mu|AZ
TESt O|FBAE 2IdH
oz x2S
HEZSLICH. <F S|
‘scaleSize ®X|
Small Astrac
AHIE E0|7]| 2%t
UL MHAE FQ$t
= MH|A9 =Ex2

Mo 4o
ogt

P
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 37| ARt
LC IMZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2{g o
AHEXt 2tZolM ZH|7t
& 4 A= Podd
HEQI3 HMEH Aol
FOISHIAIL.



<code>astraResourcesScaler</code>

243

astraResourcesSca
ler

x|

Mo 4o
ogt

P
ne

AstraControlCenter
2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 2| 74
240 cHsl A&
CIECESEe RS Ry
H{ZZEIL|C} o] M S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIIOI*J z2E

9 £ £70]

SA0IA o LIS M52
FS|SH A& QLA L|C

ML riok

2Lt o 22 I e
HAE ZHHAHE
A28tz AlLIE[20| M=
CR ZEE ASgLCt
astraResourcesSca
lar 2 MATH 2
USLICH O£ E. OIE*71|
SHH 2|AA QKO0|
H|&ZdotE| D A
SHAHO F5E
UAELICH

=M

* Default (7|2

* Off

HIt
HA

)
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<code>additionalValues</code>

(D CtS =7t 242 Astra Control Center CROI| 371510 23.07 AX|0f| A L24Zl 2HE
grX| S| Ct.

additionalValues:
polaris-keycloak:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° Astral Control Center 3! Cloud Insights S412| 22 TLS /5 M 2Ql2 7|EXMO = H| &M ote|0f
UAELICE of| CHS MM Z E7}510 Cloud Insights@t Astra Control Center SAE S2{AE 8l 22|
S2{AE Zto] SAlof st TLS 15 A5 2 gHotet 4 AELICH additionalvalues.

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

O] MMof| A ME4SH AFRE2 Astra Control CenterOil Al CRDE XM2[st= g ZH LI

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERIA2 =5
USLICE Ol E2OE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
olsf MX| 5! 22| EICH=
Mo E H £ JAEL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH A

QHHMEO|H 0|

AX[StH 2 AEC| CIE

2R g2 =+

UELICE o] E2HDE

A28} Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AK Zt2|Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AE2X 222 % 44 SUS MK Holet



A
o=

Astra_control_center.YAMLS &HZtetL|Ct

apiVersion: astra.netapp.io/vl

kind: AstraControlCenter
metadata:

name: astra
spec:

accountName: "Example"

astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

autoSupport:
enrolled: true

email: "[admin@example.com]"

firstName: "SRE"
lastName: "Admin"
imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"

storageClass: "ontap-gold"

volumeReclaimPolicy: "Retain"

ingressType: "Generic"
scaleSize: "Medium"

astraResourcesScaler: "Default"

additionalValues:
polaris-keycloak:

livenessProbe:

initialDelaySeconds:

readinessProbe:

initialDelaySeconds:

crds:

externalTraefik: false

externalCertManager:

Astra ®|0f MIE{ 5! 2TX EX|E 2t=LCH

1. O] EtA[0l| M OF%] ZHd35HX| g2 2

180
180
false
£ UELICE netapp-acce (2 AFEXF X|H) HIY AT O|A:

kubectl create ns [netapp-acc or custom namespace]

2. 0| Astra Control CenterS AX|2IL|C} netapp-acc (5= AFEXL X|H) LA AHO]A:

44



kubectl apply -f
namespace]

astra control center.yaml -n

Astra Control Center 2&XH= 24 27 AFH0f| CHt XHES AHA

@ M X7} Muist Lt Astra Control CenterZt M|CHZ XS SHX| @
MME HESHYA L XIS A AR MAD 2 E 230 HAX|

A|AHE| AFEYE zhOISHL|C}

kubeck BHS AIE5I0] A|AH

THA|

HENE &Y = AELICE OpenShiftS

N 50

[netapp—-acc or custom

AE MEBLICE glaLICH e A
= Xt
= O

FZRSHYAIR L=

MESH = B2 AF Tl AR OC

_..

12X Z2HANM REY AR 2HEE 0 AKX 7t WEE|X| gft=X| gelgtL|ct

kubectl get acc

—

[astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

@ Astra Control

2. xpSBHE Q7 AR HOIS Sof H1E 3 B 2HE 25 HZoH

@ AHEXt 2HEHO|
Centere| 2%

3. REAAE M QAT M

kubectl get pods

Center YA} 20| T 27} 21 HIA|X|7} EAEL|CH

ot
o
o
2
O
2l
i
2
N
o

=(8) &50h=X

SHOZE X EU=X] el Ct.

&LICE "2+ AF2 Astra Control

$0

-n [netapp-acc or custom namespace]
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NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (MEd AFEH 2(B) &IBtLICt acc-operator X AtS DLIEZISH| 98t 27:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

accost ZPAE S22 0(X|D &9f 5 StLio|H, 22 AE S0 ATfoHH HYZ0j ATHsHK]
() wauth 200 22{AE SE A1t AT 39 2S¢ S22 CHAl AS2 2 YALIC
U0 2B{AE 9SZR S AIHELICH APIS AFBEILITY.

5. B E Pod7t MME|H MX[7} d5XO =
Control Center0f| 218 i At £7| HX| ASE SHEL|CH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
oct.
oH--

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4dcOce27f 23.07.0-25
10.111.111.111 True

@ UUID 22 SAtELICH == LT acc- UUID 2t Flofl SLICt (acc-
Ol M= AcC-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f)

i
il
U=
E-v-
=
il

MH[AO] CHSE | HM|AE Et2[5t= Kubernetes =41 ZIEEZHE A & AUSLICE o EXtolM= 7|22
ArESH 22 4 HEEZ{Of| CHet AH oM E MSELICE ingressType: "Generic" Astra Control Center
AKXt X|H B|AA (astra control center.yaml)E SEIL|CH X[Hot 22 0| HAE AEY HRIL
AELICE ingressType: "AccTraefik" Astra Control Center AF2Xt X|H 2[AA

(astra_control center.yaml)E SEgLICEL

Astra Control CenterE H{Z St = URLZ AHESI0] Astra Control CenterE = Z5I=E 4 HAEZ2E A 46l0f
23

X A= AEdt= E2{9| R0 w2t CHELICE. Astra Control Center= CHYet =4l AEER RYS
S A (e]

E
K| EfL(ch olzet 27 EAts 2l a4 AEEY /Y| oS NS ELICE

* = 4Lt 4 ZIESE]" 0|0 B E|0] LO{OF BfLICE.
% A

SItL|CE "l SeiA" =4 HAEER0f 3Tt HEE2{7t 0|0] 4 g =|0{of LT,

— —
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

Istio & E0]| CHSt THA|
1. Istio Ingress= FAgtL|Ct.

() ol =ttolne wler 1y RIS ALBSIO] Istio PAUICHT LI

2. 41 A 0| E<f|ojol| CHal RBt= QB M 2 el 7| mh g +ESHAHLE MdetL|ct

CA MY = XA ME QISME MEY += UAELILCE & 0|E2 Astra F2(FQDN)O{OF Lt

ol=}

= o

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. ASE OHELICt t1s secret name B8 kubernetes.io/tls OlA TLS 7HQl 7| Bl QIS A HL
istio-system namespace TLS H|Z0| AHE|0 UELICE.
HE o
kubectl create secret tls [tls secret name] --key="tls.key"

—-—cert="tls.crt" -n istio-system

HIZO| 0|2 1t YX|SHOF SILICt spec.tls.secretName O MBELICHistio-
ingress.yaml It.

4. 0of A 2|AAE BHEBILICE netapp-ace (E= AFE XL X|™ 0|5) A7|OL0f| CHo v1 2[AA HAIS
AME6t= HJALO|ARLICH (istio-Ingress.yaml O OOl A ALEE):
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5. 1

6. &

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

(= |

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Center MX|E 2t2&fL|C}.

Nginx =4l ZHES2] THA
1. AAIo| &S E BHEL|C} kubernetes.io/tls HIA TLS 7HQ! 7| B Q21BN Q| AR netapp-acc O
HHE CHE (E= AFEXH X|HE 0| 8) WIYAL|O|AE AFSRIL|CE"TLS H|Z".
2. £ M 2| AAE Of| HEBILICE netapp-acce (E£ AF2XL X|H 0|5) A7|Ot0]f| CHl v1 2|AA HAIS
AME5tH= HJLAMO|ARLICt (nginx-Ingress.yaml O| OOl A ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. W7 AlY HE:

kubectl apply -f nginx-Ingress.yaml

(D Nginx HEE21Z 0] ol HEZ Hx|8}= 240 FELICH daemonset.
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

OpenShift Ingress ZIEE2E 2|8t £l

1. AIZME P8I OpenShift ZFREO|M AIRE £ UEE

2. OpenShift ZZ2E MAM$HLICE,

HIEl 7], 215 M S CADIYLS 7H™SLICt.

HA

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center UIO|| 2 1Q18tL|C}
Astra Control CenterE AX|3t = 7|2 22|Xt2| A S E HASI Astra Control Center Ul CHA|E2=0f| 23 Q1BfLICE,

A

1. H2tRX{0|A FQDN(2 22 &BtLICt https:// BFAHE LHBLICH astraAddress Of JELICH
astra control center.yaml CR Astra Control CenterE &X|H&LICH

2. HIAIRIZH EAIE|E XHH MBE QISME S2r8tict
() =393 A8% N ABNE BE 4 AL,

3. Astra Control Center 239! H|O|X|0{|A] O] At 2t2 LHELICt email QK]
astra_control center.yaml CR Astra Control CentergE 2A[ASLICIE £E OF2 X7| X &=
OIE=Io|'L_| Ct (ACC— [UUID] )E Zalsk|C}

ufn

() =2 oss A yietn 152 SOt 2aixt AFo| FULIC

4. Login * & ME4BILICE

5. HAIXI 7} LIEL}

I'.E'.
o
il
3
oM
of
=
o

2|10 CHE 22| AFSX} AIF0| OFx] M E|X| g2 B2 o

-1 oo o

@ KN 232101 22 S E 0ojH
=2 NetApp X|2" H|ZHz =7 X4 S 2l8H.

6. (MEH AFR) 7|Z2] KM MEEI TLS QB ME FM|HstD 2 HiFL|CE QIS 7|2HCA)AM MESHAFZXL X[HE TLS
ol

—

=
o

x

X[ EXME sHiZRLIC

SLICt 400 ~ 500 HeI2 API 8E TEE #ELICL O] =

?9

Ol MH|ATLUE AR Error AE), EOE AAE £
THEO| dhlist HAE LIEFHAL|CE

4

* Astra Control Center 2GXt 215 HAISIZ{H LSS YESHAAIL.
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRS| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

© (MEH AP B EOf T2t Al EX|E 2t CH P B

QI QIS M B2|XIE FEELICE

Kubernetes 22{AE0|| 0|0] QIF Et2| X7t U= HL, Astra Control Center0i| M XtA| Q15
Z2|XHE HX[SHA| L= E B JHX| L THAIE fsl{of S|t

EHA|

1. QIZA BRIXP7} AK|E|Q=X| BOIBHLICE

AH
(=1

2. of

AH
(=

kubectl get pods -A | grep 'cert-manager'

= s

cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h

cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h

cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrqg 1/1
Running 0 6d5h

CHSE 1B A /7| WS MMEBILICH astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

MM

g

0
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Hofl M muS AFBSIY Pz

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

(=] gt

—

MiH
00

secret/selfsigned-tls created

4. 2 MMBILICt clusterIssuer M| * QI It CHS
cert-manager Pod7} AX|El HL:

ro

ZX[2 7t A= HRYAHO|A X7 Zete|of }ELICE

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

ER

—

K
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &QIgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICE Ready (=) OOk BHLICt True AlS
x .

kubectl get Clusterlssuer

0=
M
e
00
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NAME READY AGE
astra-ca-clusterissuer True 9s

6. £ 22 BIL|C} "Astra Control Center MX| ZTZ2MA". A7} YEL|Ct "Astra Control Center 22{AE{ YAMLO||
Zooh A4 CHA" Q1B M EE2|X}7} I 20| BX|Z|RASS LIEHLHZ| fI8i CRD 242 HATILIC Astra Control
Center/t 2|5 QS A &2|XIE QASIEE X[ F0i 0| THAE et=sljof LY.

OpenShift OperatorHubE A25t0{ Astra Control CenterE A X|fL|C}

Red Hat OpenShiftE At25t= 22 Red Hat 29! XIS ALE S0 Astra Control
CenterE HX|g &= JSLICEL O] BXIE AFE510] 0| A Astra Control CenterE & X[gtL|Ct
"Red Hat Of| ZA|AH! F}EFZ 11" EE= Red Hat OpenShift Container Platform AME.

O HALS 2= ¢t 20fl= HX| ZAIZ S0t7t £ = olof YLICH"LIHA| THA" 2K 43 R E =elsty
228 Ct

AlZFsE7| o

o *SIAH MA| ZH EF *. "MX|E A|ZS17| M| Astra Control Center 12 2|3t

riot
o
fjo
HA
=
oot
r
Il

o *

o
-

&Hel 25

|>

B 2FX 3 APl MH|A *:
° OpenShift 22{AH|M 2E SHAE 2GX7 " ek HE{QIX| Eelghict.
oc get clusteroperators

° OpenShift 22 AE0| A ZE APl MH|AT} H 4 EfQIX| ZhelgtL|Ct,

oc get apiservices

* * OpenShift Permissions *: Red Hat OpenShift Container Platform0i] CH$t Zl4 stat HMA S Ao MHE
MX| THAE ATLCt

= T od
* QBN B2IR Y *: ASN BRIXPE BAAE 00| U= FS Y

%
Astra Control Center= XHA| 15 Zt2|XIE HK[SHX| Y &LICH 7|2HO 2
XHA| QIB A 22| XS MX|ghL|Ct.

S SHSHOF BFL|C "2 5~ THA|" 2t A
Astra Control Center= AX| 0|

—

* * Kubernetes =4 ZAEE 2] *: SHAEC| =& M d1t Z2 MH|A0| Ciot 2| HNAF 2t2[SH= Kubernetes
24 HEZ2{7} Y= 22 Astra Control Centere} 31H AFRBHEZ AEsHOF BHLICH
a. Hxt HAmo|A ST
OC Ccreate namespace netapp-acc-operator

b. "HHS etEelLCl 4 HESD RO XESLCt
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ChA|
* Astra Control CenterE CHR2 2ESHD =S SL|CH
* NetApp Astra kubtl 2211212 M X|&L|C}
* O|0|X|E 22 IXIAER|0| FIFEfL|Ct
© 2YX X HO|X|E HoMA L
* RTXE GRIFLICH

* Astra Control Center2 A X|gtL|C}

Astra Control CenterE CI2Z 55t &3 SL|Ct

1. Astra Control Center7t L8tEl HES CIR2ZEBHL|Ct (astra-control-center-[version] .tar.gz)E
MEHSEL|C} "Astra Control Center CH2 2= H|O|X|",

2. (HEE|X|2F MEH AFEH Astra Control Center% %H I M HES CHREEYLICH (astra-control-
center-certs-[version].tar.gz)E 260 HE MEZS =tQlgtL|Ct.

-

o

KtAISt LES E{H S et

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-
control-center-[version].tar.gz

£2{0| EA|ELICt verified OK &0l 4

Ok
ot

3. Astra Control Center HE0{|A| O|0|X|E F=ZETtL|Ct

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl Z2{1212 AX|L|Ct
NetApp Astra kubtl BEE S2{1Q/2 ALE35t0] 0|0|X|E EZ Docker HEAE FEAE 5 USL|CH

AlZtst7| o

NetApp2 CHefet CPU OF7|ElK Sl 2F M|H|of CHet 21 3¢! HO|LH 2| E MSELILE. of HYS +&dt7| Tol| AL
F¢l CPU X 2F NHE Lotof E.”—Ilif.

EHA|

1. AF2 7H5 8t NetApp Astra kubect! Z2{ 191 HIO|LH2| S LIEstD 2 XM X CPU O |ElXof| &3t mH
0|52 HO FHAI2.
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®

kubbeck E2{19Q! 2t0|E2{2|= tar HE2Q| LEO0|H ZEC 0| &=0| EEILICH kubectl-astra.

1ls kubectl-astra/
2. SHIE Hio|H2|E X ZE2 0|S3st1 0|2 2 HEYLICI kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| Adlxlof Zetst ThA| A|RAS et sfLCt,
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Docker £ & ZT5IAAIL

1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+2
Clasal,

acc/

kubectl-astra/

acc.manifest.bundle.yaml
2. Astra Control Center O|0|X| C|2|E2|29| I47|X| O|O|X|E 2Z |X|AEZ|0f Lo E&LICH & H¥s}7|
Hofl CFS Al &S +HELICH push-images EH:

rulru

° <BUNDLE_FILE>E Astra Control HE I}2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker MZ&£A9| URLZ HHEL|C} O|E E0], "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AI&X} O|EQE HiEL|Ct
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

oto

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc.manifest.bundle.yaml
acc/

2. Y|IX[AE2|0)| 2algtL|C

podman login <YOUR REGISTRY>

3. AF238H= Podman HZFOH| SHA| AL X} III*EI e A3RE F SILHE FH[st AligtL|Ct
<MY_FULL_REGISTRY_PATH>E 2 E 52| C|AE2|7t E%*%I 2|ZX|E2|2 URLE CHM[ELICE.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

2 X HO|X|E HHAL
1. 2t Ex| HO|X|of] HMASIH CHS Bt B SHLIE 2tESHIAIL.

° Red Hat OpenShift &l 2&:



i. OpenShift Container Platform UI0{ 23 21%}L|C},

i. ZM 0|50|A * Operators > OperatorHub * £ MEHEIL|CE,
() ol ciuixtz ALgeto] Sih B S| Astra Control Center0l2t ©iT20|S 8 4 QLT

iii. NetApp Astra Control Center 2GS ZM5t0] MEfSL|C

@ netapp-acc-operator x

Latestversion jon that manages, protects and moves data-

Capability level
@ Basic Install

How to deploy Astra Control

Refert: tion Procedu

o deploy Astra Cor nter using the Operator.

Jource Documentation

Certified Refer to Astra Conts Documentation to complete the setup and start managing applications

Provider

NetApp

Repository

N/A
Containerimage
N/A

Created at

e

Support
NetApp

° Red Hat Of| ZA| AR FHEF2T:
i. NetApp Astra Control CenterS MEHEIL|Ct "2 X},
i. HjIE B! AFR * & MENStL|CT,

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Ovwerview Features & benefits Documentation Deploy & use FAQs Get support

Overview


https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

Mo
02
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H
rin
iy

B{AE HIYAHO| A0 M AFEE 5= AELICE

a. HAMX HJAH|O|A EE= E MEHBIL|C} netapp-acc-operator WIYALO|AE X MX|o UBEZ
Hso=2 MMEIL|ICEH
b. £+5 L= X5 591 M2FS MEfsL|C}

() 45 a0l0| ATELIC S2AET stLto| 2HX QIATADH M F0|0foF gL

2. 2£0{|M OperatorHub H#Z 0|55t0] 2EXIIt M3HMOZ MX|Z|J=X| 2tQlBL|Ch.

Astra Control Center=S A X|&fL|C}

1. Astra Control Center 28 X}2| * Astra Control Center * B0 = 2&0|M * Create AstraControlCenter * £
MEHSHL|C,

Project: netapp-acc-operator w

Installed Operators > Operator details
netapp-acc-operator
‘5‘3'4“ 2340 provided by NetApp Actions
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

a. Astra Control Center 0|22 QX|St7{Lt =™ etL|Ct
b. Astra Control Center0l| CH$t 20|28 Z=7F&tL|Ct

C. X3 XS et = v st XF XY 7158 |RAlSh= A0 Z&LICH

d. Astra Control Center FQDN = IP FAE #SILICH S0{7IX|0f http: // = https:// &
olaAstL|C}
H—dg .

e. Astra Control Center H{7(0l: 23.07.0-25)2 2= gfL|Ct.
f. Ad 0|5, o|HIY F4 ol He|Xt ¥ Tt
g- o 2 M=t MMZ MEHSILIC Retain, Recycle, EE= Delete. 7|22 YULICH Retain.

h. M| scaleSizeE ME{SIL|CY,
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7|2X™ O 2 Astra= HA(High Avallablllty) AEEILICH scaleSize 2 Medium' &,

@ HAOM CHEES MH|AE =50 O|FSHE Qs o2 SHES HiZeLICH. <F |
‘scaleSize §XY ‘SmaII‘AstraE AH|E F0[7] ot B4 MH[AE H Q[T ZE MH|AQ|
SH2 +E Y AL|ch

A

L 44 g3 Mestt,

~

* Generic (ingressType: "Generic") (7|22t
CIE A HEEHE M8 SO|AHLE K| =4 HEEHE f30f31:2 3% 0| FUE A3 AL, Astra

Control CenterE H{ESt = 2 FM6{OF L|Ct "4 ZIEZ2{" URLZ AFE3510] Astra Control
CenterS HA|EfL|C}.

" AccTraefik (ingressType: "AccTraefik")

M HEERZE FHSHK| ko= Z2 0| M2 A8 A|2. O2{H Astra Control CenterZt
ZEILIC traefik Kubernetes "2E HZIA" @3 MH|AZ A 2| A|0]|EY|0|

-4

Astra Control Center= "loadbalancer" 82| MH|AE AEYLICE (svc/traefik Astra Control Center
YA O|AOA), HMA TtsTt 2 1P FAE LE0HOF SfLICH 2= WAMIL ALEXL 2HZ 0| HEED
Of%] 2& WA M7 LHE|0] UX| %42 B MetallB E= CHE 2% *‘IHIﬁ EC YHME AE5I0] 2 IP
FAE MH| A 2EE £ AFLICEH LIE DNS At -_r“goﬂ)\‘l Astra Control Center0l| CHsH MEASH DNS
0|52 23t 24 IP FAZE X|Fdljof gfL|Ct.

() 2o e o S0 MHlA SO T2t A2 LIS 8 MEBHIAIR 2T AR

a. o|0|X| 2f|X|AER| * of|M 2Z ZH|0|] O|0|X| HX|AEZ| ZE2E YHATLICE SO7HX|0t http:// E=
https:// & YHELIC

b. Q1F0| L3t 0|0|X| HX|AER|E AI8S= Z2 0[0|X]| =5 UATLCH.

() om0l masaxASS A8 B 22IAE| e YYELIC,

7|8 AEE|X| SAT FAEE R J2 FH0| UA=s KL 2R K] 2HAQIK]
eholgfLct.

=

©

f. CRD Mz| 7|2 M™S ™olgL|C}.
3. YAML E7|E MEfsto] MEiSH ™S HAEBILICE

4. £ MEHSILICE create.

HXAEE 2= E BELICH

Q50| Rt HX|AEEIE AH8St= B OpenSh|ft SHAHOM Q= E PHED o 4= 0|ES LHSLICH
Create AstraControlCenter 24l &

I r|
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1. Astra Control Center X2 H|QAL|0|AS MAMSH|C}
oc create ns [netapp-acc-operator or custom namespace]
2. 0] HAAmo|A0] 2= BHST|:

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I gL|Ct,

3. o| LIHX| ZEE ZMBIL|C} Create AstraControlCenter 24! ZIE

Ch= EHA|
£ tZBHL|CE "LHH X| THA|" Astra Control Center7t AE2HO 2 MA|Z|A=X| &olstz{H M HEEZ(FM)E
A

L
25t Ul 2aQletL|C), Eot £ £3sl{oF LT "EE A" AX| g 2.

Cloud Volumes ONTAP A E2|X| BHAIEE AIE5}0{ Astra Control CenterE A X|2fL|Ct

Astra Control CenterE AFE6HH XAl 22| == Kubernetes 22{AE 3! Cloud Volumes
ONTAP QAEIATL Q= GI0|HE|E E2IRE SHAM HE Bt2|e = JELICH 2og|0|A

-— —_—

Kubernetes 22{AE E= 221 24 H9| X7t 22| Kubernetes 22| AE = SFLI0| Astra
Control CenterE =& 4= Q&L|Ct

= 3ILIZ E8H Cloud Volumes ONTAPZ AEZ|X| BHAlC 2 AL23510] O Z2|7|0| A T|o|E| 2tE| RS
%Lll:l' S3 H‘Ii‘% H—||'|°'| E|-7'||O§ __I.I.A-Iol- = OIAL|E|-_

AWS(Amazon Web Services), GCP(Google Cloud Platform) % Microsoft Azure0f| Cloud Volumes ONTAP
AEE|X| HAIES AHESI0 Astra Control CenterE A X[6t2{H Z2tRE 2HZ0]| W2} CHS THAIE Sl AI2.

* Amazon Web ServicesO0| Astra Control CenterE T+ &L|Ct
* Google Cloud Platform0i| Astra Control CenterS #&gtL|C}

* Microsoft Azured| Astra Control CenterE & gfL|Ct

OCP(OpenShift Container Platform)2t Z0| XHH| 22|=|= Kubernetes 2 AEE ALE5H0] HIEZTO|AM 42
2ae 4= JAELICH X7t 22| OCP 22/ AE{ Tt Astra Control Center 152 QI S E|RASLICL.

Amazon Web Services0l| Astra Control CenterS 1 =gHL|C}

AWS(Amazon Web Services) I £2| 22t E0|M SAEE|= X7t 22| Kubernetes 22| AE{0]| Astra Control
CenterE 715Y = &L
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AWSOf| 2ot A
AWSO| Astra Control CenterE T+55}7| H0f| CtS 2=0| ZQBrL|C}.

* Astra Control Center 2t0|MlA & & XS AR "Astra Control Center 2H0|MIA @51 AFSl",

* "Astra Control Center 27 AteS

* NetApp Cloud Central A1H

* OCPE AM83t= A2 Red Hat OpenShift Container Platform(OCP) #h(L| AHO]|A ~Z0f|A POD 44)
* K3 S AHUE S dMY £ s AHT0| Y= AWS XHH ZF, HMA ID L HIE 7|

* AWS A ECR(Elastic Container Registry)

HM[A B 29I
* Astra Control UI0]| M| ASIE{™ AWS SAEl HH 9l Route 53 &H=0| TR etL|CH

AWS?2| 2 otF @ Atet

Astra Control Centerdl= AWSE ¢I$t Ct21

m
rlo
Ho
08
LO_I-
0%
°
e
to
il
Il
_lTl_

* Red Hat OpenShift Container Platform 4.11 ~ 4.13

@ Astra Control CenterE S ARISH| [sl MES A 2HHO| 2tF A EA0f dHE 7|2 2[aA
QT AE FSEFSH=X| &QIEL|Ct,

Astra Control Center0fl= £tE2| 2|AA @7 At 2|0 CtSf 22 2|AAT EHPtL|Ct,

T8 24a 7 At

8Holl= NetApp Cloud Volumes A|A 300GB7} AF2 7t 8tL|Ct
ONTAP AE2|X| 82FIL|Ct

ZAXt = E(AWS EC2 2 TAHY) & 371 ol 42| ZHX . E, vCPU Z0{ 471, 12GB RAM

CEISTEN AN EHTS 2 5y ZHAEQ] MHIAR HEE 4 YT HH|A 9
"ZE WHA'E AR E 4 UBLICH

FQDN Astra Control Center2| FQDNS 25t 24t P FAZ 712|7|= W

Astra Trident(NetApp BlueXP,  Astra Trident 22.10 0|4 x| 3! 714, NetApp ONTAP HZ 9.8 0|4}
02| Cloud Manageroi| A{ AER|X| HAlE

Kubernetes 22{AE| Mol AL Z

HXE)
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Y a4

o|O|X| K| AER

Astra Trident/ONTAP 4

®
®

ol2{st QF AF&tO| M= Astra Control Center7t 2 2HA0
7S ELICE SHFHOA =7t O E2[A| 0| Mo| Al Fol 22 0

T At

NetApp+= Astra Control Center = O|0|X|E €= O ALY = U=
HIXIAEZ|E 3Lt
http://netappdownloads.jfrog.io/docker-astra-control-
prod

Astra Control Center &X| 2HH0i|A 0] 0|OJX| 2| X|AE2| AFZO0]| CHet
XEE €22{H NetApp X3 ME0| E25HA|L.

NetApp O|0|X| 2| X|AEZ|0f| HMAT 2~ GO AWS ECR(Elastic
Container Registry)2t 22 7|& 712l 2| X[ AEZ|7} RL0{0F Astra Control
Center 2E O|0|X[E FAIE = JAELICE O|0|X|E FEEE O|0|X|
2IXIAER[S| URLES H|S8HOF ZLICE.

Astra Control Center®f| M SAEIE|= S2{AE{Q} 22|

@ Z2{AE{ = Resetic 7|gt 0|0|X|E ALE5I0] HS 8 8l
Eoigt £ E SUSHO|0|X| HXAEE|O HMAT &
QUO{oF gLt

Astra Control CenterOf| M= AE2|X| 2HAE MMstD 7|2 AEE|X]

S A2 MHEH0F EL|CL. Astra Control Center= Kubernetes 22{AEHES
NetApp BlueXP(0|H2| Cloud Manager)2 742 o MAHE|= Ct3at 22
ONTAP Kubernetes 2E2|X| 22{AE X|2L|Ct. Astra TridentOl| A
M3t

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

| HE|= U o Z2|#|0]Mol2t
|2t 2|4 27 AMEE HES| ZFYLICH

AWS HX|AEE| EZ2 12A12H 20| 2t2E|H, 3 20|= Docker O|0|X| X AEE| }SE ALlstof

gLt

AWS 7= 71Q
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az acr login -n <AZ ACR URL/Location>

This script requires the Astra Control Center manifest file and your

Azure ACR location.

= 0ff *:

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $SASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S${image%:*}
echo $root image
docker pull SASTRA REGISTRY/S$image
docker tag $SASTRA REGISTRY/$image $AZ ACR REGISTRYY/$image
docker push SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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Connector ~
Cloud Manager = Workspace-1 TestatHA

Canvas Replication Backup & Restore. K8s Data Sense File Cache Compuite Sync

Cluster List » Cluster Detalls »

targetazacc [Aupdate Kubeconfig Connect to Working Environment
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(~ i - W Microsoft
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¥  Provider = B : s * Capacity
\ testHaenvaz ) B M westus2 10.0.0.016 0,00 used of 500 GB avaiiable
1-1of1
3 sterage Classes Q
Storage Class ID % Provisioner % Volumes ¢ Labels =
managed-premium mE 0
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AlSH Z=0| HA AMENQ} Lo E HYIE ALEHE SHOISHAIA Q.

Azure& Astra Control CenterS &X| 5! 7148t |C}
Astra Control CenterE EZQ = MX|gfL|Ch & X| X[E",

Astra Control CenterE AM235t0 Azure H2I 2 FIFeILICEH 2 HZSHM AL "Astra Control CenterS A7H5tH10
7S Ikt Ch.

MX| = Astra Control CenterS A %fL|C}

etAof| 2t Astra Control CenterE AX[ot = 71 40| 2ee 4 JASLILCL

2|aA Hshe ML CH

RS 5._7401“1 ResourceQuotas ¥ LimitRanges HK|E AtE5I0f HQJAMH[O|AQ| 2|AATE ZEZAE UM AL
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Lt EHAIE AESHo] 2 & S HetS Aot Mg = ASLICE o] oiFoAM B =232 B =0
HEA|IELICE

£
1. 0lM 2|AA DS JFYSLICE netapp-ace (= AMBXLX[E 0|8) WL AT O|A:

kubectl get quota -n [netapp-acc or custom namespace]

SE:
NAME AGE REQUEST
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low —-n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. 0N HMIgt HRIE 7t SLICE netapp-acc (5= AFEXL X[H 0|E) LY AHO]A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EEZ H|Tt HRIS ALt

LIMIT
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kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]
AF2XE K™ TLS QIZEME 718t
Astra Control Center= AHH| A|HEI TLS Q1B ME A AEEZ Eef{Z(EXN 402t st @ H2tRXE Sot
2 Ul B0l AE-ELICE 7[&E2 XM MEE TLS QIBME FMAHSELD CA(RIS 7|2)0IA AESTLS QIS AMZ HiE
= AELICE
XA MEE 7|2 AS M= OHE F 71K 9Z 0| AFZEL|CH

* Astra Control Center €l UI0| CH$t HTTPS &
&LICH

@ c M HEED EfH (0T SHE ingressType:
astra control center.yaml Astra Control Center

"AccTraefik" £40| o AHEA
AX| F o)

ASME wMSHH ol2{st AA| US| AHEE|= S M 7t CHAIELICE,

Lo

712 TLS

Al Zst7| Mol
* Astra Control Center?} AX|El Kubernetes 22{AH

+ M 3AEO| B Mol h3t 22| ANA kubect1 BY

=2o=
* CA2 7ol 7| & eIZ A mb
XA MHE QIS ME HAHEL|Ct
7|Z9| XHM| MHEI TLS Q15 ME M AHELICE.
1. SSHE ArE35t0] Zt2| AF2XIZ Astra Control CenterE S AEISHE Kubernetes 22{AE{ 0| 2218t C
HZE TLS Y= E A0} HFEL|CH <ACC-deployment-namespace>

2. CH2 HHS ALRSI0] §xY QIS A2t o

O oo=

Astra Control Center Hi X QA O|A AFE:

kubectl get certificate -n <ACC-deployment-namespace>

| QIS ME ATH[RLICE,

M

M 2XE ez 8l

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>
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1. Ot2 HBES A83I0] CA2 JHQl 7| X Q1B M MAZ M TLS Y= E TS RS <>2| Q5 XA HE=E

HHE LT,

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. Ct2 HH gl of|H|E AF28t0] 22{AE CRD(Custom Resource Definition) IS HEst 1 £ HASIL|C}
spec.selfSigned &2 E MYYLICt spec.ca.secretName H0A PHE TLS Y E 24QI6IH{H LIS S
TS AL,

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>
CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. Ot2 HE 2 ofld| £HE ALEI0] HE AF0| SHIEX|, 2 AET ABME Y EH|7} E[J=X]
FOIBIL|Ct <ACC-deployment-namespace> Astra Control Center HHZE | AD|O|A ALE:

Jiot

kubectl describe clusterissuers.cert-manager.io/cert-manager-—

certificates -n <ACC-deployment-namespace>

SH:
Status:
Conditions:
Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>



4. £ MEYLIC certificate.yaml OIS OIXIE AIS3t= THY = <>2| JiK| & 42 XM=t FE=

84

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
CtE HHES AL8%I ABSME Y et
kubectl apply -f certificate.yaml

= T 2 ofjH ZHS A0 IS M7t SHIZA| THEOR=R], 22|10 W Sof| XYt elx=(0ll: 0|F, 7|2t
A4 715 5L DNS 0| 5)E AFESHe =helgfLict.

kubectl describe certificate -n <ACC-deployment-namespace>

oo

Ct.
=



Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time: 2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready

Not After: 2021-07-07T05:45:417%

Not Before: 2021-07-02T00:45:417%2

Renewal Time: 2021-07-04T16:45:417%

Revision: 1

Events: <none>

S ORE A8t M 2IEM &= 0|2 7t27|=5 CRDE ME-LICL tE= <> JHA
Z HigLC

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:
spec:
defaultCertificate:
secretName: <certificate-secret—-name>
- CHS B Y oM E A5 M QIEAM LS E JI2|7|=F 4l CRD TLS M2 WESLICE CHES <>2f 7HA|
= uS MEot HE 2 HpEL|CH

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:
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tls:
secretName: <certificate-secret-name>
9.

10.
1.0

[[-lo

H2tRXE AH2SI0] Astra Control Center| BHE IP FA 2 0| S8tL|CL,

ISM MS 27 EX[et AB MOl MF HEet LR|SH=X| 2helRfLict.
5
O

ro

ME UEUWD ANE & EEtRX 9 QIS A Z2[XI2 74 FL Lt

Astra Control CenterE AAehL|C}

Astra Control CenterE AX|st1, UI0] 2015t S E HASGHH 2tO|HMAE MASE,
SHAEHE FII6t1, Q152 AN, AER|X|E e[St HAIS FIte & JASLICH

A
* Astra Control Center0i| CH$t 210 MIA S =JtgtL|Ct
* Astra Control2 AIE3I0{ S2{AE 222 ¢lct 2F S FH|gLCt
* SAH X7t
* ONTAP 2E2|X| Al =0jM Q1S5S BF-ELIC

© AEE[X| MAEE FItetLCt

H2IS FIte

Astra Control Center0|| CH$t 2tO| MIAE =7fetL|C}

Astra Control CenterS MX|g} ul Tshel I 7pm 210 MIAZ} 0|0] AX|=|0f Q&L|C Astra Control CenterS

==
Hotsts 82 0l THAIE HUHE = JASLIC

Astra Control Ul EE& £ AFESHH] M 20| MIAE FTte = JUESLICH "Astra Control APIS EZESHUA| 2",

Astra Control Center 20| dIA = Kubernetes CPU S 2 AF23510{ CPU E|AAE ZHSID, D E 22|k
Kubernetes 22{AE{Q| AKX} L E0f| SHEHEl CPU 2| AAE DE{SIL|CE 2lo|MlA = vCPU AFR S 7|Z0=
SILICE 2to|M A A At dheHof| CHSE XEM[SH LHE 2 S HZSHM AL "2H0|AlAl",

@ X7t Ef0|+1|* CPU /4 & Z=15l0{ Z7 <2, Astra Control CenterE Sdli M
OfZ2i70|MS BH2IS & Qi&LICH S20| £1tEH Z 17} BAIELIC

® -

AIEFSE7| Hof|
* MZ 4xX[El Astra Control Center QIAEIA0|| M ATHL|CE,

o b3 Xt ATt HSH

i

WIHE = WA 20| A S 0| ESIHE & FZSHYA|R "7|E 2to[HIA S A0 ERILCL",

—

* A"NetApp 2t0[ A THA" (NLF)
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ChA|
1. Astra Control Center UI0f| 23QI8tL|C}.
2. AE *>*2o|dlA * E MEHSL|CE
3. 2tO|MIA FTt+ £ MEABIL|CE
4. CtR2EC3 2to|MA THA(NLF)S 2 O S§tLCt.
5. 2fO|MIA It + & MENSHL|CE

A * > * 2fo|dlA * HO|X|of = 2to| A HHE, Ttz i, 2to|MA LA Ho AHIF ID 5 AFEEl CPU BTt
HEA|ELCE

@ Yot 2to| A7t Q111 H|O|E{E AutoSupportZ2 M &5HX| eb= ZH 2, Astra Control Center0il Z0H7}
Aot 22 HI0|E &4S WX|SH| /i A™ IDSE XMZEsHOF gHL|Ct,

Astra Control= AE5I0] 22{AE 22[E ¢let &tdS ZH[ELICE

S2HE FI1517| Hof EfS HH| =0 S=E|0{of fL|Ct. ol
Center0f| =7t2t ZH|7} =|A=X] 2Qlstd S22 AH 22| S ?let JHE ’éé'éﬁHOF gLt

AlZtst7| o
* Pod7} HHAIE AEB|X|Qt &% 2B = UL E SHAEQ ZYX 20| HE ot AE2[X| E20[HIt 74 &[0
s

=
* HAtS HEE2 S(B) SFLYLICH "7 = ASLICH Astra Trident 3! Astra Control Center2.
[e]

* 7H2l CA(RIZ 7|2)E HESH= kubeconfig I S AHESIM SHARE FII6t= 42 0 L2 2 7MLt
cluster kubeconfig It 2| MM, 0|Z &E3lf Astra Control0| 2HAEE It & °'*|—|Ef.
insecure-skip-tls-verify: true
* Astra Trident2| $F HMIL|C} "Astra Control CenterOf| Af X[ &It CH A X & :
7HSEILICE "Astra Trident 73" Astra Trident HAX (=5 L= MO XIE AIR) E= £
() AEUctcridenterl. Astra TridentS A% Ei i78o|=217| Hofl & HESHIAIR

RIQES THEANS, WIS W SAE 24",

° * Astra Trident AEZ|X| BHAIE 7} LM El *: Astra Trident AEE|X| BHAIE 7} L O AF Q1o{OF BfL|C}
"M E 2 AEOA.

° * Astra Trident 2E2|X| S2i|A 7} A4 E *: Astra Trident *Eﬂlxl Sef ATt Sk O] A UO{OF BFL|CH
"THE ZHAEO|A. 7|2 AER|X] EefAV FHEI HR V|2 FMO| Y= RYTH AER|X| A QK|
=tolgtLCt,

° * Astra Trident %E AMHAZHEER 9l 28 AYAF SeiA HX| A 28 AHA HEERT £|0{0f
SIL|CH "E X[ £[0f QLS L|C" h2FA] Astra Control01|A1 A % MAMSE 2 QIELICE Astra Trident?} Lt
O & AUO{OF ILICH VolumeSnapshotClass YSLICH " EH" 22[XIe| HL

* * KubeconR22tut HMHA Ths *: Off AMAE o~ JESLICEH"V |2 22 AE kubecononfig" IR L|CH "EX|SH=
=0t 2 AMMAL|C,

* * ONTAP credentials *: Astra Control CenterE AI23510] ¢S U] 5l S21512{H ONTAP A|AEIN| ONTAP
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A S0t 0g AFERE S AFEALH IDIH FE[O] RLOOF BfLICH.

ONTAP BHE0|M LIS S dAetL|C}

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * Rancher M *: Rancher 2tF0|A OfZ2[H|0|H EHAHE #2|2 if Rancher?t M&6t= kubeconF2tzt
oA M O Z 2|70 SE{AE{Q| 7|2 HEIAEE £H35t0{ Rancher API A ZIHIAE C{A ZHEE S22l
ZHEIAE S AF2EtL|C} 2t Rancher APl MH Q| 2617t E0{E 1 M 50| SHAEIL|CE

CtS XHH HALE Aisto| 22{AEE Astra Control Centerdl| 718 FH| 7t &Y =X| &HQIgtL|Ct.

=

1. Astra Trident H{H S =tQlgfL|C},
kubectl get tridentversions -n trident
Astra Trident?t Q2™ C23t FAFeH Z210| HA|ELICH

NAME VERSION
trident 23.XX.X

Astra Trident7} 1O CtZ1t RAret £240] EA|ELICH

error: the server doesn't have a resource type "tridentversions"

@ Astra Trident7} &X|E[X] QAL HX|E HTIO| £| L HTO| OFl HL A|&3E7| | Astra
Trident2| X4 HHES 2X|3l{0F BIL|CE S EHESHIAIL "Astra Trident A" & HZSHYA|L.

2. Pod7t A% FQIX| =HQIStLCt,

!

kubectl get pods -n trident

3. AER[X| E2iA Tt X[ E|= Astra Trident E2t0|HE AF2otD QEX| &QIBtL|Ct SZXt 0|E2 0|0{of BfL|Ct
csi.trident.netapp.io. LS O|E EESHIAIL.
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kubectl get sc

=
MK

HE

—

olo

NAME PROVISIONER

VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap—-gold (default)
true

RECLATIMPOLICY

csi.trident.netapp.io Delete

Immediate
5d23h

22| AE S kubecononfigs MM EHL|Ct

Astra Control Center0i| CHSH H|SHEl A2 AHTHO|Lt SHEHEl A2 Mot

UEZ kubecononfigE TLAM OB 2 Astra Control Center X 0f| 2Rt MAH= OHEIL|CH"AX| T2 A",

CHS AlLI2|2 & StLEZL ALEXt 2HE 0| ME &= ER 0] HXIE Sl HE2| kubecononfigE MAe 4~ JU&LICH

* z2|sts 22 AE0| it Astra Control 32 H|gtot2n gh|ct

* o] 7He| HEAEE ALESHH MX| Fof #4 5._ 7| stra Control kubecononfigE A& 4= QALL, B
HEHAE Q| H|ohEl AE2 ALEXt SHFH0A EHSSHX| RESLICH

Al Ztst7| FHof|
HXLHAE t=2st7| Mof| 22|st = S AR CHol TS AFS 2kelslof gfLCt,
* kubbtl v1.23 O|At0] MX|Z|RAELICH

* Astra Control CenterE Edf F7tst 2t2|st2is

S2{AE 0] kubctl HMAE S| 2EL|CH

@ 0| XIE £=3tiSt2{™ Astra Control Centers A3t =
HA

Mol =01 22{AE 0] kubectlS HMAE TR T}
HAEL—“:I'
- SN Y AE Tt 2

HAE 22Xt Hote = 2a|dtH = S2{AH| ciet 2 kubecononfig LI Ch

T
1. MH|A AE M

a. 2= MH[A AE TS MHRLICE astracontrol-service-account. yaml

Qo w2t 0| % HIAHo]A

£ ZFYLICE of7|0l[M HEF et B THS THAOIM SLS HE Aret
HE3H{OF LICt.

o

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. MH[A AE HE:

kubectl apply -f astracontrol-service-account.yaml

2. Astra Control0fl A 22 AEE 22[g 4= A= S0 S I O S S22H F
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o
uf

0
el
Jiot
oA

fetLct

= MMEL|Ct clusterRole &L= TFY(0|: astra-admin-account . yaml.
a0 w2t 0|8 W HIYAHO|AE ZHELICE 7|0l HZETH B CHS EHA0 N St HE
AretE M gsiof gtLiCt.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

B I |

resources:
— V%1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
wn
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets



- deployments

- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

— secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnw
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers



o

- replicationcontrollers/scale
- imagestreams/layers

- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

— use

Shift 22{AEH[2F 81S) 2| B0f| LSS F7HYLICt astra-admin-account . yaml IfQ

.. (Open
L= Ho JAELICH# Use PodSecurityPolicies AMM:

* 3hA}
=/ I_

PN

®

=+

OpenShift security

- apiGroups:

- security.openshift.io
resources:

- securitycontextconstraints
verbs:

— use

kubectl apply -f astra-admin-account.yaml

S2{AE HE *: 0| HE0fl= Astra ControlOf| Al 2t2|& 22{AE{0f Clist

Eo[ MgtEl S A 8T 4 §lE 3R 0l S MEY = UASLIL

CHS AF2tE B ZSHYAIR clusterRole Y Kubernetes?| Oll= THAIRILICE AHE Xt
stAO| it X| & 2 Kubernetes BIE 2ME £ ESHUA|L.

ShEHEl Aol ZEtEL(Ct,
a1 HEIAE S A}g- m MX| S0 M El 7|2 Astra Control kubecononfigE AFEE 4 gi7{Lt
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CHAIE fIo =HEetLC
I 2 MMSLICH cClusterRole @EE|&= IY(0f: astra-admin-account. yaml.

R0 w2t o|F 3 HYAHo|AE ZHELICE K7[0M HET 32 THE HANM S

M-S HEsHoF LIt

=~

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I o |

resources:

— LIS |

verbs:

(|

- nonResourceURLs:

I |

verbs:

B I |

i SBAE AY g

kubectl apply -f astra-admin-account.yaml

a. 2 MMBILICt clusterRoleBinding Y2 SEMESLICH astracontrol-

clusterrolebinding.yaml.

R0 maf MH|A AES dde o Y 2E Ol HIYAHO|AE =

<strong>astracontrol-clusterrolebinding.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default
a. So|AH g Hields MELIC

= [N -]

kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= E3 H|Y MY S PHSL|C secret-astracontrol-service-account.yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: Secret

metadata:
name: secret-astracontrol-service-account
namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. £2 otz Mg

kubectl apply -f secret-astracontrol-service-account.yaml

S EE AT E of 715t MH|A AHO| FIHEILICH secrets HHE(CHS GIX[<Q| OFX|at &):

kubectl edit sa astracontrol-service-account

95



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

wH| MH|A A 228 HE-LCH <context> SHHE HX[ &&:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o| 2t A0 Ciot AHARILICE secrets Of2l|0]= 022 A[RIGLICE 2/2] 0f|ofj A 2] QIEARJLICE
astracontrol-service-account-dockercfg- 48xthEOO|Il°|°|HLk°“45fsecret—
astracontrol-service-account 1QLICEH E30|AM MH|A AFe| elHA HS E J|E3H ELICL Chs

= e
A0 M= O] AHA H 7 TRt

7. C+2 1t 20| kubecononfigs 4 EfL|Ct.
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HA M-

<strong>create-kubeconfig.sh</strong>



Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
——context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
-—-context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 Jjsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
-—-token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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8. (

Cte

[ |

O[]

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

-user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE0f| M8 HHS AA SHUAL.

source create-kubeconfig.sh

MEH AL kubeconfig?| O|EE E22{AH<Q| 20| = 0|ECZ HiELICH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

7

o

=

EENC )

A 22|E AESH{™ Kubernetes 22{AEE F716t1 0|2 ARE 2|AA R 22|RL|C} Kubernetes
OfZ2|#|0| M-S ZHAMSI2{™ Astra Control Center 22{AE S F716H{0f BfL|C}.

2| E I8 Astra Control Center0f| CHE 22{AEE Z71617| 0| HX Astra Control Center| A
22| AE|S Befsts 20| B HE2] U 21| 422 9/5H Kubemetrics HIOJE} B 22{AE| 2

HIO[E S H&otaH 22| S £7| 2HAE I AL

AlZst7| o

* SAEE FI5H| Hofl 2% £ HE S SATLICH Ml 2.

=

1. CHAIEE = 22{AH HR70ilM o|SeLICt
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MEHSH

(B i = |

L 78 2471 SFEJU=A] AP D2 OfF| e FH| 7} | JAGLICH S AE S FIFefLIC
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2. g2|= * Add Cluster * (22{AH 37} *) Z#0|M & YZETLICt kubeconfig. yaml 2 LIS It = 20
EE&LICH kubeconfig. yaml OFY.

2I8tL|Ct kubeconfig. yaml TFH0|= 22{AE Xt ZF 1740 Cigt * 2F Zet=|0{of
E *

ot i
L

Y OtE = R kubeconfig TN * StLIS| * ZAEIAE @ A0F HO|8{OF BfLICt S

@ ERSHYA R "Kubernetes A" & HXSHMA|R kubeconfig IFY. E AHESHH H|oHE
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(D AMEX K™ 2ot 291 H&2 Astra Control Centerdl A MM 3l A% 4= QUX|TH HEE|X]
orAL|CH
Lo d .

HHAlE Folo| of= LSt Z&LICt.

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"
}
SHolE Ho|Rh XtA ZHO| Yt HIAEZ XA E|= XYUL|CH MAE| Wi fE= HOI0|E= XtH ZHO| CHeh X[ 4
Q5 QAU CHAIQILICH MEFA Kubernetes EE= AEE|X| ZI2|X}7 38 4 Ql= ZH2|X} M ZhQIL|C}.

Astra Control Center= QIS ME ARSI Al 8l 7| & ONTAP BHAlE QL EAIS 4= QI&L|CEH BHollE Holof| CH2
MEE Qdfjof BhL|Ct,

* clientCertificate: 2Et0|HE QS A.

clientPrivateKey: HZE 742l 7].

* trustedCACertificate: ME|E
HAZ X ZSHOF SHL|C} AlZ|S 2 Q)

T =

1. S2I0|AHE QABM Y 7|5 HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXtE HHESIY QBSHAIR.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. @%o| Z2I0|UE QAIZME MA|FLICt client-ca ONTAP S AE{Q| 7|QIL|Ct.
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security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

rio

SteX| ghelgtLct.

3. ONTAP Eot 2101 Agto| QIS A ¢l

Ol

HFEH
o

o

N

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. MME| QIS ME AI2810] QIS S E|AETILICH, ONTAP 22| LIF> 2 <vserver name>Z 2| LIF IP ¥ SVM
O|Z Q2 HHELIC LIFS| MH[A HAMo| o2 MHYE|0 QU=X| =l6ofF BILICH default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—get></vserver-get></netapp>

5. O|F CHA|O|M P2 ZtE AFE3I0] Astra Control Center UIO| AE2|X| BHAlEE 2 J18bL|C}

EtAL QIBMZ 15S ZgatetL|t

EtAL QIS M7E e 32 TS THAHIE AESHY IS A 71 21F

o
nx

g = AFLCE

£
1. 7421 7|2F CSRE ALt

openssl req —-new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

CSRE Windows CA(EtAt CA)Z st MHE QISME HFELIC
MEE QIS ME CHR2EESH 0| S2 'ONTAP_signed_cert.crt’ 2 X[ ™ gfL|Ct.
Windows CA(EtAL CA)OlAM RE QIZME LHERL|CE.

0| mio| 0|2 XIFYLICt ca root.crt

a > W BN

O[X| ttZ Ml 712l mdo] QLS LICE.

° *7iQ! 7| *: ontap signed request.key (0| 7|= ONTAPS| At QIZ Ao dliTst= 7| ILICH AMH
IBME XI5tz St HagLIrt,)
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M *: ontap signed cert.crt (ONTAPOA _server certificate_2t11 = )

BM *: ca_root.crt (ONTAPO||A _server-ca certificate_2t11 &= SfL|CH.
ONTAPO|| AX|EtL|Ct MM 8! AX| server & server-ca ONTAPS| QIS A,
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# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

A HAE *.J% 2o SLSE SAEQ CHSH 22H0|HE QAUSANE MMBILICE Astra Control Center= 0|
TZMAE A5 ONTAPLE SAIEL|CE
ONTAPO{|A S22I0|HE QS A MM 3l x|
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{

"uuid": "£f84e0a%b-e72f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",

"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4pbf5378b41bd"

}

}
}
1,

"num records":
_links™":

"

"self":
"href":

}
}
}

oe
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"/api/storage/aggregates"
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kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFS VOLUMES
netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%2

kubectl get rolebinding -n <namespace name>

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

) xtf Z0fl PSP7} A& LICH
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false *

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:00Z

kubectl get rolebinding -n <namespace name>

NAME ROLE AGE
netapp-astra-backup Role/netapp-astra-backup 62s

So|AH 22| Sof| e PSPYLIC

122



kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER F'SGROUP SUPGROUP READONLYROOTE'S
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:00%

kubectl get rolebinding -n <namespace name>

NAME ROLE

AGE

netapp-monitoring-role-binding-privileged Role/netapp-
monitoring-role-privileged 2m5s
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STEP 1/2: DETAILS

Q Configure protection policy X
PROTECTION SCHEDULE u OVERVIEW
@© Hourly [ ] ® Dpaily 1 @© weekly B ® Monthly 5 Schedule and retention
k Define a policy to continuously
Every hour on the Oth Daily at 02:00 (UTC), keep the Weekly on Mondays at 02:00 Every 1st of the month at pr your application on a
minute, keep the last 4 last 15 snapshots (UTC), keep the last 26 02:00 (UTC), keep the last 12 schedule and configure a retention
snapshots snapshots backups colnrto ger fted.
For select stateful applications,
expect IO 1o pause fora short
time during a backup or snapshot
® Hourly e Daily ® Weekly ® Monthly aperanon.
Read mare in
Select Weekday(s) (optional) Time {UTC) (optional} ~ Snapshots 1o keep + Backups to keep + Pratection palicies
Monday X 02:00 ~ 26 0
BACKUP DESTINATION © ‘:F‘f::‘?‘;‘;‘:ra
Bucker ~ [} Namespace
ntp-nautils-bucket-10 - ntp-nautils-bucket-10 ™ Default cattle-logging
,-5}‘1 Cluster
se-openlab-astra-enterprise-
05-ze-openlab-astra-
enterprise-05-mstr-1
. = o
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MEHSIL|Ct netapp-acc Namespace * EELH2 SS0{A Astra Control Center2| U2 AH[O| AL|C,

=E A
=
e. S2{AH 2[2A HO|X[Of| M * It SR AE Hel 2|aA et * 3 HEHgHL|CE
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88 T2 YHE =olgtL|Ct

Mol * & MEdStL|Ct

Ho| * E MEot = ALMXIol| CHs of Z2[7[0| M He| ZEMAE HHEBLIC netapp-acc-operator)E
MENSE D E MEHBHLIC netapp-acc-operator 38 T2 M o O| OFHALS| H|AAHO|ARILICE.

3. Astra Control Center &! 2FX} -

a.
b.

C.

H X Astra Control Center0i|A] OiZ2|#[0| M B S MENS0] 0O Z2|#|0|M H|O|X|Z O] SEL|Ct.
"HHASICL" Astra Control Center OZ2|#H|0| M (netapp-acc)E & LICE

"EHASICE QIH2||O|E (netapp-acc-operator)s SEIELICE.

4. Astra Control Center2t 2HXIE HASH = £ Sl DR(MsH ) AlLI2|2E A|Z2|0|MEILICt "Astra Control
Center M7 &" 2& S AEO0||A

@ Astra Control CenterE M 22{AE (0] EXHof|AM MHSH= M HIY Kubernetes 22{AE)0|

215t M2 MX|=l Astra Control Center2| 2F S2{AE{Qt ST DNSE AF2%tLCT.

5. H X Astra Control CenterS AI235t0] "= 21" Astra Control Center OHZZ|H|0| M9 1k} QIAE A

a.

b.

22 o2 « 2 MENSE CI2 Astra Control Center 28 T2 139| 0|2 S MEHSHL|C},
A ol ZM HiwolM * F@ * S MEdgfL|Ct

22l 93O * Restore to new namespaces * S ME{StL|Ct

E¢ 0|22 UHPYLICH (netapp-acc)E SEIELICE.

CHAH M| | S AR E MESL|CH (ocp-cluster-3)E SEELICH

—

HE HYAmo| At SUSH U YATO|AT} E| =5 Ci4 WY AHO|AS HC|o|ELICE

Restore Source H|O|X|0|A 27 AAZ AT OfZ2|H|0| M BHH S MENSH|C}.

h. Restore using original storage classes * & ME{StL|C},

. Restore all resources * £ MEHBIL|C},

. 22l MHE AESH LIS * Restore * £ MEHSIO] Astra Control CenterE CHA 22{AEZ ELd6t= 22

T2 MAE A|ZFRILICE (ocp—cluster—3)§ Ze/eLICt o Z2|7[0| M0 E0{7IH S77F b= EL|Ct
available 2EH.

6. CHA 22{AE{0l| A Astra Control Center 24!

a.

b.

E{O|'2S B kubeconfigE ALt CHAM 22 AE{0| HAARLICH (ocp-cluster-3) S El Astra Control
Center7} &0 Q&LICTH

£ =QIYLICH ADDRESS Astra Control Center 7142| 22 2% A|ARIO| DNS 0|58 &ZRILICH

kubectl get acc -n netapp-acc

ock.
[=} —
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 23.07.0-24 ocp-cluster-
1.company.com True

ocCto

a. E =EL|Ct ADDRESS ¢ 2 7|2 Astra Control Center QIAE A O] FQDNO| 1&LICtH Astra

9 SHel ZE
Control Center DNSE X XSt E 142 YUO[O|ESHAAIL.

kubectl edit acc -n netapp-acc

i. 2 HARLICI astraAddress Of|A spec: FQRDNLZE O|SELICt (ocp-cluster-
1.company.com 0| 040l A= 7|& Astra Control Center IAE A Q|

kubectl get acc -n netapp-acc

b. 2 O|SEILICt Astra Control Center OperatorS S SIL|CH MM S A TSHA|.

0| 0|0f| A= Astra Control CenterZt €&} OF2H0l| AX|ELICt netapp-acc HIYAMTO|A 3! HAXH= Of2H0|
A X|ELIC} netapp-acc-operator HIQJAMO[A,
A|Zfst7] Hof|
« 22{AH0| 29 Astra Control CenterS & X3 &L|Ct
* HX Astra Control CenterE CHE Z2{AE0| MX[}SLICE
oA
1. B X Astra Control Center QI AEAN|A 2 Astra Control Center 0fZ2[#[0| M 9l Etzll S2{AE 22
a. EX Astra Control Center QIAE A0 23 Q18HL|C
b. "1X} Astra Control Center 22{AEHE FIt2L|CH (ocp-cluster-1)8 S2IgfLILCL.
C. "CHA M| HIl 2HAEE FIHELICH (ocp-cluster-3)E AHRSIO] SXEL|CE.
2. EZ Astra Control Center0f|A] Astra Control Center %! Astra Control Center 2 &X}-

a. 22{AE * £ ME{SIT 7|& Astra Control Center?t EetEl 22{AE S MEHSIL|Ct (ocp-cluster-1)S
ZaistL|Ct
="1d .

b. Namespaces* ¢S ME{BL|C}.

C. £ MEHPILIC} netapp-acc U netapp-acc-operator HJAHO[A,
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EHE £eiste{H 2 Astra Control Center 22 AEQF LA 22{AE{ 7} QBT (ocp-

@ cluster-3) Ct2 TO{ZE ONTAP AE2|X| B =S ALEEL|CE

2} WOl =7} I O{ & £|Of Astra ControlOf] 327tz H WA= 7} ol = mf|o|X|<f

E*I%! L|C}.

= =tet|ch 2" 28{AE Q| Astra Control Center2 X &t
b. "I|{ZI &l BHAI= = ET}5L|CH CHA 22{AE{9| Astra Control CenterZ M4

4. 2H 7M:

a. Applications(8€ TZ213) 3tHO|A 2 MEUBILICt netapp-acc S8 T2,

b. Configure replication policy * & ME{stL|C},
C. £ MEHBILIC} ocp-cluster-3 CHA 22HAH A& S gfL|Ct.
d. AE2|X| 2aAZ MEHSHL|CEH

e. £ YHEYLICt netapp-acc & HIYADO|AZ AFZELICE

f. Yst= 2 =X 8IS HFRLICH

ZAMEl = EHOf|

—a

Ol S| 2A 7} MetELICE Establishing E MEBLICE Established. 24 AEiQl H2 0| SH|=

=H| 40| AH|E mi7tx| 5200 M E LT

o
Ho

B AAHRIO| 2HEIJAALL T O] 2h HAMA S 4= @l= R CHE SE{AHZ SHIE Y EL|C}

@ MIXol HURHE HESIT| Qs HA 22{AE{0f| Astra Control CenterZ} AX| =0 QK|
okgﬂ slo

a. =%| Ef@l Of0| 22 MEHSID * Fail Over * & ME4BIL|C

Data protection Storage Resources Execution hooks Activity Tasks
Configure v 3 snapshots =& Backups @ Replication
Replication relationship
Source Destination STATUS
@ @ (© Healthy | Established
netapp-acc netapp-acc
© Available —% © Available SCHEDULE

Replicate snapshot every 5

O ¢ Fail over O ocp-cluster-3 T 0 ocp-cluster-3

| I I netapp-acc

Reverse replication

Al Delete replication relationship

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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b. ME HEE 2I5t 1 * Fail Over * £ MEISHY HYH T2 MAS AJZFeL|Ct,

-

|

SN 2tA Mefrt 2 HAELIC Failing over J2|1 LA Failed over 2t& Al
6. HYH TS A= BILICE

a. H0|d2 10 M Hmf 2 AE 2| kubeconfigE AHESHH HAYLICE (ocp-cluster-3)E S2ILICL
O|H| o] E2{AE{0f| Astra Control Center?t MX|=|H&L|Ct.

b. M| tHml 22{AE 0| A Astra Control Center FQRDNE &QIBtLIC} (ocp-cluster-3)S S2IELILCL.

C. Astra Control Center DNSE & Z¢t= & 78S 2AH|0|EgfL|Ct
kubectl edit acc -n netapp-acc

ZAetLICt astraAddress A spec: FQDNE AFEEILICE (ocp-cluster-3.company.com'CH 4

AE9)).

reErx

=

mjy T
o
>

ad
B o
N
2
In}
§
Im
il
2
rir
_ﬁ
JlOI-

'c'>'H__| [:|-

kubectl get acc -n netapp-acc

d ZQst IE traefik CRDZt Y =X| &HolstL|C}.

kubectl get crds | grep traefik

T4 traefik CRD:
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ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us
traefikservices.traefik.io

2?2l CRD & €87t S2tEl AR
i. 2 O|SELICt "Traefik A A",
i. "Ho|" S OIUZ SAFEHLICE.

o
ii. W7 L8 M8
kubectl apply -f <file name>
Iv. Traefik CFA] A|Z}:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc"

b. 2 0|S&L|Ct Astra Control Center OperatorS S EHL|CH MM S RIXRSHMA|Q.

2CH7|: Astra Control Center OperatorS S 2/gHL|Ct

LI}, cHet
S AE0M AHE B0

HZX Astra Control Centerg ALE235t0{ B 0f|AM 7|2 Astra Control Center 2FXtHE %9.:
HIJAHO|AE AA QA O|AR} ZHOtOF BHLIC}. Astra Control Center7t 28 AA 2
St S HAE G| 2T AR AL ExHLICE

_|_ |I0|'

CHA|
1. 88 o203 ~ 2 MENS OIS 2R Y2 0|2 MEHEILICH (netapp-acc-operator)E S2IELILCE.

2. Bel WOl B4 Bli0lAf * =8l * 2 Meypi|ct
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il

3. 221 Q8O F * Restore to new namespaces * S MEHEIL|LCE,
4. CHA M| I 22 AEE MEHELIC (ocp-cluster-3)E S=gLICH

A EAH AAE HYAHO| AL} SUSHA HAELICH (netapp-acc-operator

[¢)]
L
0o
>
1=
o
| >
i
Mo
of
Y

6. O|Mo|| AT MRS S AAR MEASLICE
7. Restore using original storage classes * S MEHSL|C},
8. Restore all resources * £ MEHBIL|CE,
9. N HEE AES = * Restore * £ 22/610{ 2@ TZMAE A|XEILICE
Applications H|O|X|0f| = CHAM M| HIY E2{AEZ 27 52l Astra Control Center 2EXt7F EA|EILIC} (ocp-
cluster-3)E SEELICH TEMAT} =M MEf7F 2 EAELICH Available. 102 O[LHOI| DNS FA7t
H|O|X|0i| M =tol=|0{of SFL|CE.
Z2
Astra Control Center, SSEl S2{AH, A AFut Bfo| ZehEl 22| o ZE2|AH|0|MZ OfH| EFI A Hm

=
S2{AE{OIA AR E & UBLICH (ocp- cluster-3)S SLRLICL HE0A ABHE o BHE A QIAHANE

Ol A
M-
J0§2 QRIEILICE GIOE ey s WO A| He] W AMAS Al AT 2 YL,

=X i &

AAR MEf S B T2 MATHHSHQIX| 2elgti|ct.

—

* * Pod7t HHE|X| %S *: ZE Pod7t A% SQIX| 2HQIptLCt,
kubectl get pods -n netapp-acc

O Y2 Pod7t U= B2 CrashLookBackOf f Chaat 20| LSt CHA| A|ZSHH 2 MEHEL|CE Running AFEH.

o * N\|AHI AER 291 *: Astra Control Center A|ARIO| AR =X| ZQITHL|CE ready AEK:

kubectl get acc -n netapp-acc

SH:
NAME UUID VERSION ADDRESS
READY
astra 89f4fd47-0cf0-4c7a-a44e-43353dc96ba8 23.07.0-24 ocp-cluster-
1.company.com True

* * B I AFE 2l * : Astra Control Center HIE HEE HEA|SI0 0|2 &QIEILICt Deployment State USLICE
Deployed.
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kubectl describe acc astra -n netapp-acc

o
rio
o rin
% >

stra Control Center U7} 404 @R E H._*PE.*LI Ct. *: MEHSE AL 0| QBT YMBIL|CH AccTraefik
Moo=z Z(E) MUSHAIR Traefik CRDE EZESHIA L B MX|E|A}=X| 2olpfL|Ct.

CHA[EE * & MEiSHH M, 22{AH, AE2|X| WAL 5l HEHE oh=of Ifefe +~ ASLICEH

O|NS2 thed| & xAIL; JEHRO] OfL|EE, 2f HENZRE ERLR2E + AFLICE oS S0 Yo| 24T 2 E[X|
%2 Z2 OI0|Z 9= OIRAE JHM7IHE S| B E|X| o2 Y =AY = AELICH K7[0= o 77+ ZEHE LIt

r0|'
=
rd
L]
ofy
ro
2
M
i
X
o
=
T4
rir
>
@
8
E
_|T'_

* OiS2|#H[0]H0| 2tHD| B k=X R (X2 HAHS A EE

* ZME|AX|B OFF| RH2|IX| 242 ol SelLiC,

— LS d— T Hd

=
rot
ot
rI-J

AfSH & BHajst7iLE 2SI E|22 0] £XH= 00] £l 20| ZALICH 121 Che CHAIE S0 ZAE!
~2 DRI LRI SR{AEO) M AS EI1SHE A|7|S THofst 4 ALICH

S AH EHE

22| AF{ * ELUS Astra Control CenterS AtGH0Y 24215111 2= S2|AE{0] Aefol st AR Al B
RIZst0, @2 ALgoHs 2N SUCHR oL Of APAS HEE &8 4 AL

]

- B2IE|= AE2IX] HlS 4

- Of2{g B2l WIS T} A MEfRIX| ofe

+ HQIE 7} 2| BB ER| Of%

* ZAME|2IX|DH O B2|E|X| B2 WS SULIC}

Astra Control Center0|A] Zt2|gt EHAEHE FII8t 20|= SHAEH Q| {IX|, YUK =&,
7 =28 Y AELX| EHA S SHAEH| Ut N8 HEE = & JUSLICEH 22
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S AHQ J|2 AL X| SAE HEY £+ JASLICH

So{AE JEf S MR 2 27

SHAEO| 2AK|, YR L&, S =2F W 2E2(X] SaAt 22 SHAH et MR EE & 5 ASLICH

AN

CHA|
1. Astra Control Center UIO| A * Clusters *

=
=
2. 22AE *HO|X|0|M ME HEE &g SHAHE MeigiL|CL

= =

SHAEI} Ql 3R removed 22{AH Y HEYI HZHO| =6l HO|X|ZHKubernetes APIE
AtE5Ho EE‘E1¢E101| W ASIHE QS A|=7t 38t AL), Astra Controldi| X3¢t

(D) kubeconfig= Cf 04 Q261X 22 4 AUBLICL 2AAH| QIS A8 EX 012 (2 4+
QUELICE O] 2X|E sl 8stH™ S AHE35}I0] Astra Control2| 22{AEQ} ._75'5._| Xt %%‘%
OO EBHA AR "Astra Control APIZ £ RS A",

3. Overview *, * Storage * % * Activity * Bi0l|A ot= MEE =9l

=

° *IHR *: oY HEHE ZEeh RYA =200 chet MR FHE.

e
1
30
i3
r
n

o * AEE|X| . AER|X| E2iA 5! MEHE H|ZI0| HEE ot A=l H3 EFQLICE
° * Activity *: 22 AEQ} 2 E 2SS HEAIELICH
Astra Control Center * CHA|EE * 2E 22{AH HHE 2 £ JUSLICH 2[AA QoF* o *

() 22128 - oM - S2{A * HO|X|2 0|Sst B2 22AES M 4 UBLICH S2AH -
Ho|x|2 0l53t % 9/0] HYE EHAE WL

7|8 AER|X] SHAS HF LI

2HAHS 7|2 AER[X| 2HAE HEY £
ﬁEElIl %EHﬁE xxi'é'PL_||:|-_

=T 1d

SLIC}. Astra Control0] EHAEE 22[g f S AEQ| 7|2

n
1
$0

@ kubbeck BHEE A%t AEZ|X| ELEH £ HASIK| OFYA[R. CHAl O] "X AHBSHYAI2.
kubectlS AF23IH Astra ControlO| (A AF&S | S 2IL|CE.
ChA|
1. Astra Control Center &l UIO|A]| * Clusters * & MEHEFL|CE.
2. 22 A * HO[X[of| M HAY SHAEHE MEHBILIC
Storage * ¥2 MEHEIL|LCE.
AERX| 22HA ¥ HFE MEHSIL|CE

7|2Zto2 dHe AEE|X| 22fA0| CHSH * Actions * TS MEHSIL|C

—

o o &> W

Set as default * £ MEiShL|C

2

o| AFE

3 ME

O?.'.

HE SLIC

*

2
rH

2| A|ZSt = Astra Control2 49| AEf(H A o) &

fot
0%
o
(S
2
>
i
&
o
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Ho =X 6F), Pod, @7 2E2|X| S8 AEE o= A= of| Chet MR =2 E S et

e
1. Astra Control Center UIOiA| * S8 272 * 2 Me#3t CfS o 0|22 MedtLct.
2 YuEs AEBLIC

° * App Status *: Kubernetes®| ¢ &EfE tFsH= MENE HSELICE OIE 01, Pod2t S+ =
2ztoloZ ML 7F? o] FAF AEHT} Ol AR Kubernetes 215 201610 22 AE{ 0| A II%
sf{ZstioF ELICt. Astras O ‘.—J Be +Ht= ol =50 £l= BEE HSsHR| SLICH

c U Eo YEf Ul B JE Hl=E:
C AT ET 0] Aol 2y e AHS 1L 0|22 YSHQ 0|
*rREEEHSEH Y 88 TR 2y WY UE
*EDEX] @S ANY| EREIL REHOR HoEX| e Y

O|(7}) AS WHIHX| 25| Hoet 4 GIELICH W2 S =F2RE 2| 2T IHA|

& E|7] [[H 01| 0l Jc“’*OI ZQSHL|Ct RHOf EE= ALDE QIs 2B AE 7} AN E|H 1A

o
HAS ALSOHH 57 4 lSLIT.

o * AEEX| % M EE I 2ES EAUCE EF 252 YEl= Kubernetes S2{AE{ Q| 2HEO| A LEZLICH
o *E[aa v e Bl BE|e| = Bl AAE eld 4~ /AELIT

Astra Control Center * Dashboard * £ ¥ HHE & & JUSLICE 2[AA F* o *
() s8zZ=az-doiM 88 Zza v Ho|xZ o|Sete el % M &
LCh S8 T2 * Ho|X|2 0|53 = 9l HHE LS wiSLC,

—

Astra Control Center 2X| AF2Xt= Astra Control UIE AF236HH =7} H|A
UELICE Astra Control Ul E£= E ALY £ JUSLICEH "Astra Control APIE EESHUAIQ" E
=2 AFEXIE e[ Ct,

LDAPE ArE3t0] MEot AtEX0] Chiet 15 S +dY == ASLICE

LDAPE ALE2tLICH

LDAPE 24tE ClaE 2] HE0| HMASH| 23t AA HEE TE2EZSO0|H AIE{Z2t0|=X 21E0f d2| AHBE|=
EEEEO'HEP Astra Control CenterS LDAP A0l HZ3t0{ MENSH Astra Control AFEXtO|| CHEH Q15 S 3t

2 QU&LICE o] LM0fl= Astralt LDAPE £%tst1 LDAP A2l oHE*or': Astra Control AFEX 3 IEE HO[SH=
Zrdo| TEHEIL|CE, Astra Control API EE= €l UIS AF2SI0] LDAP 9151t LDAP AFEAL Bl O58 M8E £
USLICH XtMITH L2 2 LS AEAME XA,
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MEHS
2 * Yes, Remove User(Cll, At2Xt H|7) * & ME{S}HO]

M
JERE
Lict,

k

fLiCt.
=

=

e

o
Of Aol HIYAMO|A HIoF =S F=7tE = ASLICH
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Astra Control Center 22{AE{L} Astra Control Center 22{AE{QF SEAIE £ QU= CHE 22{AE0| Prometheus
I§7|X|E CHREESI MX[H=X| EQISHAMA|IL.

9l

Okl

A A M0 A= XEHS MEYAIL "Prometheus= 2 A L[

rr

Prometheus= Astra Control Center Kubernetes 22{AE{Qt EA1E 4= U0{0F BLICt. Prometheus?| Astra
Control Center 22{AE{0| MX|=|0] UX| 22 AL Astra Control Center 22{AE{0|AM Al S0l HEZ! AHH|AQ}
EME 2 Q=X| &QlsoF BL|Ct,

PrometheusS A gHL|C}

Astra Control Center= Kubernetes 22{AE{2] TCP ZE 909001 HE2! MH|AZ FM|ZEfLICt 0] AMH|AO|A
HEZZ £Z5t2{H PrometheusE A sHOF BHLICE.

EHA|
1. Prometheus A{H{Of| 2 Q18tL|C}.

2. 0| 2MAH &=2 FIIYULCI prometheus. yml THY. Off AELICH ym1 THAUOH|A O S2{AE{0]| CHaY CHSat
FAt 458 FIILICE scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unigque name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>"']

@ E d3%t= 82 tls config insecure skip verify £ MEHSLIC} true, TLS ¥=3}
DT2EZ0| HRIX| gt&L L

3. Prometheus AH|AZ CHA| A|ZFEFL|CE

sudo systemctl restart prometheus

PrometheusOf| | ASIAMA|R
Prometheus URLOI| M| ABIL|CE.

THA|
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://prometheus.io/docs/prometheus/latest/getting_started/
https://prometheus.io/docs/prometheus/latest/getting_started/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/

. HEtR X0l TE 90900| = Prometheus URLS ¢

Ao >+ Al + 2 Meisto] IZS BrolgtLICE

=]

PrometheusO{|A| C|O|E{E FL|C}

PrometheusZ A23}10] Astra Control Center H|O|E{E 2
CHA|
1. EH2}2X0f| Prometheus URLS 28tL|Ct,

QlaftLict,

4+ QBLIC

2. Prometheus H|'F0A| * Graph * & MEHSL|CE,
3. HE2] EH47|S ARSt2{8! * Execute * Foll i 00| 2 MehgtL|ct
4. £ MEHBILIC scrape samples scraped & ME{SIT * Al * S MEABILICE
5. A|ZH0] 12 MZ AZ2|TS B2 * Graph * & MeAELIC}
() of@l 22128 slolE 2T 2t 22AEQ| BlE2(0] M2 CHE MO EAIFLICH
Fluentdoi| 2 Z gL |Ct

Astra Control CenterOf|A| 2L|E{&ISt= A|ARIS| 2 0(Kubernetes O|HIE)E

oqze

=T

QU&LICt. Fluentd

Astra

&
y.?‘Iuentbl’c

71202 HIZ-dete0] AFLICE

E)E Fluentd IEXQIEZ HH 4

fluentd

External log

repository
event logs
@ THa|g|= 2 AEQ| O|HIE 20t Flyentd2 MEHEL|C}
AlZfst2| FHof|
* Astra Control Center A& 0|= * admin * / * owner * #$t0| U&L|C}.
* Kubernetes 22{AE0]| AX| 8! A3 =2l Astra Control Center
@ Astra Control Center= Fluentd AMHO|| CHol L M|E HEE 2k0I6HX| tEL|CH SHIE 22
ol =X
H =1 AN

SISt AI2.

£
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1. admin * / * owner * H$10| Ql= A& S AF23S0] Astra Control Centerd] 2 1918H|C}.
2. AHE *>*HZ * S MENBhL|CE,

3. AZS FIIsta{H * HZ B * 0| EAIE EELIR2 SF0i|M * & * & MESL .

Y Disconnected

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.

4. Fluentd MH{2| ZAE |P T4 ZE Ho 5l 3] 7|15 et

H&t

5. Connect * & MEHSIL

Ct.

21

Fluentd AEHO]| Co {2t MR YE7} MTE L * AY * > * H&E * H0|X|2] * Fluentd * MMOf| A 3T YL}
HEE[U}ZSS LIEFHLICE O|X| A ET Fluentd MHE Y& POEI O|HIE 28 & 4 USLICH

OfE 0|92 HZO Anfet 2L Alel7t * ATj * 2 EAIELICH Ul Q2% MEto| + 22 * ofl o AIf 2loIS 32 4
UA&LICH
A > >+ Al oM SLet HEE H2 £ JASLICL
@ 23 230 A7t A= B ZHUX 20| 232051 of|M 235 AH8E = U=X| 2lsl{of gLt
/var/log/containers/.

Fluentd ¥ZS WZISL|Ct

Fluentd ¥1Z & Astra Control Center QIAEIAO| WEIE 4 Q&L|CH
CHA|
1. admin * / * owner * #310| A= H™H S ALE5I0{ Astra Control Center0f] 2 1Q18tL|C}.

LA > AT 2 MEBILICH
. EELIR 22014 * BE * 3 Mol HZS BEHLICE

2

3 =l

4. Fluentd 28 MM S HATIL|CE
5

- NMZH* 8 MEisiL|ct
Fluentd HZ2 H|ZtM3letL|Ct
Astra Control Center QI AEIA0]| CHSt Fluentd Y Z S H|Z M5t 4= QI&LICEH

cHA|
1. admin * / * owner * #310| A= H™HS ALE5I0{ Astra Control Center0f] 2 1218tL|C}.

2. A% > A+ 2 MeEiLt,
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3. EECIZ S20M * A2 #7| * & MEsto] HZS HlZdstetL|ct.

4. Chot X7t Ha2|H 2 S ehletL|ct.

S8l 22| AH &E|S F|aLC

Astra Control Center0|A| | O A Zt2|5IX| o= S8 T2 8 it = S2{AH
XA gL|Ct.

i

ARSEEE 2B SHGHK] 42 oiE2[AH0lE HE[E S

chA|

1. 2AZ M DZ0|M * S8 T2 * 2 MEISHL|CE
2. HS MEABHLICH

3. 2 ol FM mlR0ilM * 22| |4 * S MEASHL|CY
4. §HE HEYLICL

o. "unmanage"S =I5t0{ QIStL|Ct.

6. 0f S8 Tz 22| FA * S MEASL|CE

21

Astra Control Center0fl A I O|2F 2t2|5HX| gtQei= S2{AE 22[E SXILCt

() =@i2e2 Bejeh| 2o 22 AEQL AZE Yol B2l siFsof gLiC

SAHE mﬂsw graLct

* Astra Trident7t 22{AE0f| A HHE|X| Q&LICEH "Astra TridentS M|H o= 2

mjo
ne
o
HT
>
K

CHA|
1. QIZ EIM 20| A * 2 AE * £ MEHTH|C},

—1d

= - =

2. O O] &t H2|5HX| ptodf= S2AEQ| gfelghs MEfpL|C
3

=
. Actions * €2| Options H|*70lA * Unmanage * & ME{SIL|CE
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

FTHS * o), S2AAE B2l 4 * 8 Mestct,

21

S2{AEQ| ME{7t * Removing * 2 HAEL|CE 1 0|=0f|= Z2{AE{7} * Clusters * H|O| X|0{| A M|7HE=|11 Astra
Control Center0i|A| I O|&F 2t2|=[X| §4&LICE

* Astra Control Center2t Cloud Insights7t H&E|X| %2 22 * S AHE 2A2|5IX| o™ &4

@ =X H|0|E{E M&t7| QI8 MX|2l BE 2|AAT} H|HELICE * Astra Control CenterQF Cloud
Insights7t HEE 22 * 2HAHE 22[6kX| o™ ot MH|ELICH fluentbit X event-
exporter PodE 22IgfLICt.

Astra Control CenterS & 18|0|E&rL|C}

Astra Control CenterS & 12{|0| =521 NetApp Support AfO|EXAM HX| HES
CHR2E5D OHE X E S 2tESHY AR, O] BAHS A5t QIR Uliof| HZ =L S7(7t
HZ =l 2tH0| A Astra Control CenterE ¢ 12|0| =& £ U&L|CH

AlZtst7| o

A0l E817| Fof| 2HZ0| off SH=X| &I AR "Astra Control Center 252 2|8 £| A @ A
CS0| AO{Oof BL|Ct,

pr

ot
riot

Zoi|
* X|2lE|= Astra Trident HH
AaH Z0l Trident T =HQl:
kubectl get tridentversion -n trident

= BT AL "Astra Trident 2A{" O|™ HEO|A & 180| =3t HL

@ Kubernetes 1.252 ¢ 12|0|=5}7| 0] * Astra Trident 22.10 * 2 2] 12{|0| =3}{0}
grLCt,

* X|¥E|= Kubernetes HHE
Al =9l Kubernetes H7 &HQl:

kubectl get nodes -o wide

ot
gl
el
iy

B{AE 2AA

195


https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html#determine-the-version-to-upgrade-to
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html#determine-the-version-to-upgrade-to
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html#determine-the-version-to-upgrade-to

ME 7tstt 23 A 2aA 2F:

kubectl describe node <node name>

* Astra Control Center O|0|X|E EA| 9 AZESH= O] ALEE £ = BXAEZ|QL|CH
* 7|12 AEE|X| EHALICE
7|2 AEZ|X| Sa2A ol

= -

kubectl get storageclass

* A8 Jtset Fa API MH|A

SE API MH|ATH o HEHOH ALE 7t SHA| 2elgtL|Tt.

=

kubectl get apiservices

* (OpenShiftof| 2t sHE) AHE 7tsot Ha 2 AH 2Kt
= So{AH 2RI L=t AE0|H AR 7SR =elgtL|Ct
kubectl get clusteroperators

@ O] Exte| YE 2 dljof BL|Ct Astra Control CenterE 20| =8t= A2 0| HO|O|EEl HAX}
Ar2610{ 0|F HZF 9| Astra Control Center2 €1 12{|0|E& 4= Ql&LILCE.

Of Zriof| Chat

Astra Control Center & 18|0|E TZ2M|A = CISOH E2 13

il

AE ALRLICE.

@ HOY0|EE A|EHSHY| FOf| Astra Control Center UIOIA] 2 108N A|L.

* NetApp Astra kubtl 2212212 | st

* O|0|X|E =& HX|AEL|0] F7HLLICE
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* AH|0|E =l Astra Control Center 2EXHE M X|ghL|Ct
* Astra Control Center2 ¢ 1&|0|EgtL|C}

» AAR MEHE stolstLICt

=/

Astra Control Center 2EXIE AMH[SHA| OFMA|2(0: kubectl delete -f
@ astra control center operator deploy.yaml) ZEJ}AK|E|X| @t E Astra Control

Center ¥ 13|0| = = X & X EX|.
AF|E, H YW AGAR0| MHE|T UX| Q2 A KXIE4 HojlH YIol=S syeiLict

Astra Control CenterE CI2ZE5t10 X2 SLICt

1. 2 0|S&L|Tt "Astra Control Center &= CI2 25 HO|X|" £ Y23 AIL. ESCI2 HIwF0H|lM A4 HH E=
A= CHE KT S HEiE & UASLIC

2. (HEE|X|oF MEd AFE) Astra Control Center2 QIS M
center-certs-[version].tar.gz)E 220l HE NES Q?JQHEL

XtMiet LHES 224 & efgeLitt

=

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

Z3H0| EAIELICt verified OK &0l M

Ok
ot

3. Astra Control Center HE0{|A] 0|0|X|S FZ=EHL|Ct

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl E2{ Q12 K|S0 ChA| AX[ghL|Ch
NetApp Astra kubtl BEE E2{ 1212 AFE35t0] 0|0|X[E EZ Docker MEAR AR &= USLICE

1. Z2{00l0] HX|=|of A=A =St

kubectl astra
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
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=23010] MX|E|0 U= E 2 kubeck 22102 =S U S HHet6{OF SHH kubbcetl-Astral| 7|& HM S MAHEY
2= UELICH delete /usr/local/bin/kubectl-astra.
o
o

Fo| LFE HetotH 221210 X E[X| g2 NO0|2 2 L3 BHAIE +Asto] EX[E = ASLIT.

ot NetApp Astra kubectl Z211¢1 HFO[H{2|E LIEst 2F XA I CPU Of7[ElX 0| 2ot o
0|22 MO FHAI2.

@ kubbeck E211¢1 2t0[E2{2|= tar HE2| LF0|H ZH0]| &f=0| ZZILICE kubectl-
astra.

1ls kubectl-astra/
a. SHIE Hio|{2|E ¥l ZEE 0| S5t 0|ES 2 HEYLIC} kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

o|0|X|E 2Z BIX|AEZ|0f| F=7tetL|Ct

1. 87| Adlxlof Zest THA| A|RAS tEfLCt,

I = R
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Docker £ & ZT5IAAIL

1. Et29| RE C|HEZ|Z HATLICL 7t EAIEILICt acc.manifest.bundle.yaml It Sl C

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. Astra Control Center 0|0|X| C|2l E2|2| TI{F|X| O|0|X|E 2& K| AEZ|0| Lo D&L|Ct

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE I}2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml

S SHct

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker X&' 9| URLZ HHEL|CH O|E &
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E AI&X} O|EQE HiEL|Ct

° <MY_REGISTRY_TOKEN>Z 2| X|AE2[0f| L3t 015 E E20=

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER>

<MY REGISTRY TOKEN>

oto

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc.manifest.bundle.yaml
acc/

2. Y|IX[AE2|0)| 2algtL|C

podman login <YOUR REGISTRY>

3. AF238H= Podman HZFOH| SHA| AL X} III*EI e A3RE F SLHE FH[st A
<MY_FULL_REGISTRY_PATH>E 2 E 52| C|AE2|7t E%*%I 2| ZX|E2|2 URLE EHHI&*LIEF.

<strong>Podman 4</strong>

HHEL|CE

P

rulru
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASREs} BIES ojjx] B2 ChS R Zofof Bt

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

0| EEl Astra Control Center 23 XIS M X|gfL|Ct

Mo

1. QA ER|E HEF e C
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cd manifests

2. Astra Control Center 2&X} H{ZX YAMLES TEBILIC}
(astra_control center operator deploy.yaml)E 22/5t0] 2Z 2|X|AEZ| 8! 2T E HEgL|CH

vim astra control center operator deploy.yaml

a. Q50| L% YXAERIE AEStE 2R 9| 7|2 £2 "L HABILICE imagePullSecrets: []
Che Zgh

imagePullSecrets: [{name: astra-registry-cred}]

b. 4 ASTRA IMAGE REGISTRY 2| B2 kube-rbac-proxy O|0|X|E O|A ZEA|St 2|X|AER| HEE2
O[O|X| OfF £HA.

C. 44 ASTRA IMAGE REGISTRY 2| A acc-operator O|O|X|E O|A EA|St 2|X|AER| Z22 0|0|X|
| A

d. i CtZ 22 F7IHLICH env MM

- name: ACCOP_ HELM UPGRADETIMEOUT

value: 300m
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MZ Astra_control_center_operator_deploy.YAML:

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.07.25
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. AH|0| E =l Astra Control Center 2GXtS MX|ghL|C},

kubectl apply -f astra control center operator deploy.yaml
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i3
M
=
0l0

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. Pod7t A EQIX| =relgtL|Ct.

=

kubectl get pods -n netapp-acc-operator

Astra Control CenterS & 124|0|=EgtL|Ct

1. Astra Control Center At&X} X[ 2|A2A(CR) HE:

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. Astra H™ HSE HABIL|C} (astraversion 2 LR spec)E Y 0| =T HA:

spec:
accountName: "Example"
astraVersion: "[Version number]"

3. 0|0|X| Z|X|AEZ| ZZTJt 0| M O|O|X|S AT HX|AEZ| A2 LK|SH=X| EHletL|Ct 0| CHA|. YO|0|E
imageRegistry 2| L& spec OFX[2 AX| O|= B|X[AEE[7} HEE B2
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imageRegistry:
name: "[your registry path]"

4. of| CtS2 FIFLICt crds 9 LHE 7Y spec:

crds:

shouldUpgrade: true
5. o CtS 2 FIHetLICt additionalvalues 2 LHE spec Astra Control Center CRO|A CtS 2 S BtLICL.

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
polaris-keycloak:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

watch kubectl get pods -n [netapp-acc or custom namespace]
8. Astra Control &2Ej Z=Z10] 1 T2{|0| =7t 22 E|0] FH| RS S LIEFH Wi7HX| 7|CHEILICH (True):

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

ocCt.

od-
NAME UUID VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4c0ce27f 23.07.0-25

10.111.111.111 True

@ I 0| O 0|= MEfE ZDLIEZSIEH CS HES MHTLICE kubectl get
AstraControlCenter -o yaml -n [netapp-acc or custom namespace]
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Astra Control Center 28X 215 ARSI H L2 HHS HASHUAIL.
@ kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

AAE SENE =helgtL|Ct

e |

1. Astra Control Center0®ll 2 1Q1gtL|C},
2. HHO| YO 0| =LA =X| &lBtLICE UIQ] * K| * HO|X|E EZSHAMA|IL.

=

3. BE 2=l S AEQL 0| TS| EMst D B &1 A=K =elSfLCt.

Astra Control CenterS X|7{&fL|C}

H7tEtS MA HF O 2 Y 3|0|ESH= AL Astra Control Center 24 A E H|Hsljof & £
Q& LICE Astra Control Center 2 Astra Control Center G XIS H|7{5t2{™ 0] EX}of|
HHE HHZ SAE AASIYUA L.

X A 2H7F U= B E BESHAML HA 2| S Z.

AlZfoto] Fof

1.2 o 2E|E FALCH S2AEHA.

2. "RE SAEO| HEE FAFLICH
£
1. Astra Control CenterS AMM|SLICH CtS ME HH2 7|2 HX|S 7|80 2 HL|CH ALK Ho| HHE U= FR

kubectl delete -f astra control center.yaml -n netapp-acc
Zi}:
astracontrolcenter.astra.netapp.io "astra" deleted
2. [t2 HHS AME25t0 £ MH|ELICE netapp-ace (= AF2XL X|H 0|E) HIJAAH|O|A:
kubectl delete ns [netapp-acc or custom namespace]
of| x| Zxt:

namespace "netapp-acc" deleted
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3. C}2 HAHES AR5I0] Astra Control Center 2K A|AEI 1AM QA S ALK SHL|C,
kubectl delete -f astra control center operator deploy.yaml
A1k

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

M7 2| siZ
CI2 82 g2 AF238E0] Astra Control CenterE H|HE [ &A= 2X|S s ASIAA 2.
Astra Control CenterE X3l 22| 22{AEQ| ZL|HE IR ZEJF HE|=|X| g&LICH

Astra Control CenterE M|7{5t7| Hof| 22{AEE 22|6HX| LUACHH NetApp ZLIEZ HUAHO|A 8l
HAALO|AOA PodE 522 AT & JELICE Ol2{et HH2 Ct3 ot Z&LICt

o —

|

1. AH| acc-monitoring Of|O|ME:
kubectl delete agents acc-monitoring -n netapp-monitoring
21}

agent.monitoring.netapp.com "acc-monitoring" deleted
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2. |YAHO|A AH|:
kubectl delete ns netapp-monitoring
A1t
namespace "netapp-monitoring" deleted
3. MAE 2|AA 2ol
kubectl get pods -n netapp-monitoring
A1k
No resources found in netapp-monitoring namespace.
4. HLIE{E Ofl0|ME H|A =l

kubectl get crd|grep agent

AH
(=]

Ml

21}
agents.monitoring.netapp.com 2021-07-21T06:08:13%
S. AME Xt M| 2|AA HO|(CRD) HE A
kubectl delete crds agents.monitoring.netapp.com
21}

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com" deleted

Astra Control CenterZ X| 73| = Traefik CRD7} ®2|=|X| Y&L|Ct

Traefik CRDE 522 AMH|E 4= AELICE CRDE 22 2|A2A0|H CRDE MK|stH 22{AEQ| L2
OfE2|AH|o|M0f| FES &= 4 JUSLICE
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|

1. S22 AE{0f| MX|El Traefik CRD LIE:

kubectl get crds

Ct

=]
od

|grep -E

'traefik'

ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us

middlewares.traefik.containo.us

middlewaretcps.traefik.containo.us

serverstransports.traefik.containo.us

tlsoptions.traefik.containo.us

tlsstores.traefik.containo.us

traefikservices.traefik.containo.us

2. CRD AA:

2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:

kubectl delete crd ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us

serverstransports.traefik.containo.us tlsoptions.traefik.containo.us

29:
29:
29:
29:
29:
29:
29:
29:
29:

117
117
127
127
127
137
13%
147
157

tlsstores.traefik.containo.us traefikservices.traefik.containo.us

middlewaretcps.traefik.containo.us

209



Astra Control REST APIZ X}=2}

Astra Control REST API= Al23t XI5}

Astra Controld|= Curlzt 22 T 22 AHo{L} FEIZ|E|E AHES0 Astra Control 7|S0|
X g AE & Q= REST API7t R ELICE Ansible 2 7|E} XS5} 7|8 A28 Astra
Control HiEZE Zt2|g == JUSLILC}.

Kubernetes 2 A& ol 22|52 Astra Control Center Ul EE= Astra Control APIE A% 4 Q& LT},

XtMIEE LHE2 2 O|SJH AR "Astra AFSeh E A"
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