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https://www.youtube.com/watch?v=eurMV80b0Ks&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=eurMV80b0Ks&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=eurMV80b0Ks&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5

¢ * OB A 2Kt A4 *: SHAEO| 0|0 QUB A 22X} Q= B2 LE 2AS S OfF S T "2 ThA"
[t2tA| Astra Control Center= AHA| Q15 22| XHE MX[St2 10 A E6HK| $ELICEH 7|2M O 2 Astra Control
Center= MX| Z0f XtA| QIS A &2|XHE MX|EHL|Ct.

* * NetApp Astra ZIEE 0|0|X| 2| X[ AEE[0f| A|A *:

NetApp O|O|X| 2| X|A E2|0f| A Astra Control Provisioner2t 22 Astra Control2| A X| 0|0|X| &! 7|5 74
Ardg 7t8E 5 JSLICH

£

i

Sl8f ettt

T od

a. B|X|AEz2|of| 22180} 3t= Astra Control A& IDE 7|Z2gL|C}.

AH ID= Astra Control Service € UIOf|A] &QIg £~ QIELICH H|0|X| LEZ Atto| O& 00|22
MEHSET * APl BN A * B MESH = AI™E IDE 7|E LY.

T

-

Z2 HO|X|0f| A * API EE * 2 MEiStT API E2 EXE S S/ E S0 SASHH TR7|of
XPéE. L|Ct.
C. Astra Control 2| X|AEZ|0f grLCt

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

o * MH|A HA|E D2{3IMA|Q * : Astra Control SAE S AE EA K2 S AR50 Hot
ZE5LICH XY= = MH[A KA LT},

o

XI5t

rr

0]
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Istio A{H|A 0|4 C|E{
Istio A{H|A HA|E ARSI H CH22 sl oF ghL|C.

° & FIIEILICt istio-injection:enabled 2t Astra Control CenterE #&617| M0 Astra
H|IAH O] A0 OfH

° £ MEYLIC Generic =4I 2% of CHet ChA| S MSHLICH 2| F Fof 7.

° Red Hat OpenShift 22{AE2| 2 2 Ho|6{{0F BL|Ct NetworkAttachmentDefinition H&E

S E Astra Control Center U1 AT 0| A Oﬂﬁ (netapp-acc-operator, netapp-acc, netapp-
monitoring 88 E2IH S2{AH L= HM[E AFEXL X[ HAADO|ALS L)

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

* * ONTAP SAN =202t SHEt *: ONTAP SAN E2}0|HHE Al26t= 22 2 E Kubernetes 22 AE{ 0| LIS
A2 ZH3E| JE=X| SISHUAIL.

CHA|
Astra Control CenterE M X|5t2{H CtZ THAE £ASHYUAIL.
* Astra Control CenterE CIR2EE5t0 =2 SLICH
* NetApp Astra kubtl 2212212 M X|&L|C}
j(

* O|0|X|E 2Z& HX[AEZ|0 =

26



* Astra Control Center2 JAgHL|C}

* Astra H|0 HIE] 3! 2TX XS 2tz SLIC

* AlAE MEHS SolBHCt
- H5L EAS QI3 A4 ME

* Astra Control Center U10{| 2 1018tL|C}

Astra Control Center 2BXIE AH|SHK| OFYA[2(Of: kubectl delete -f
@ astra control center operator deploy.yaml) ZEJ} AH|E|X| @t & Astra Control

Center MX| = &= Z0f| AXEX].

Astra Control CenterE CI2Z 55t §X2 SLC}

NetApp Support AtO|E0|A| Astra Control Center HES CH2E2E5H7 Lt DockerE AFHE6H0{ Astra Control
Service O|O|X| X[ AER|O|AM HES 7t E = JSLICH



NetApp Support AIO|E
1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (MEE|X|2F MEH AFSH) Astra Control Center Q15M 3! M HES C

F2EE2HL|CH (astra-control-
center-certs-[version].tar.gz)e 2=/5}0¢

r
fun
X
08
fjo

fot
o
i
o

XtMiet Lhgs 22 E efgeiLict

=

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub

-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
£30| HEA|ELICt verified OK &0l M3 =,
3. Astra Control Center HE0{| A O|0|X|E ZF&TL|Ct

tar -vxzf astra-control-center-[version].tar.gz

Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C},

2. CHA|2=0f| A * Astra Control2| X7t 228 QIAEA HiIL * £ MEHSIL|CE,

O
o L-—

3. X|xlof| w2t Astra Control O|O|X| 2| X|AE2|0f| 212138} Astra Control Center A1 X| O|0|X|E 7t
CtS O|O|X|E F&E-fLCY.

= T=d

NetApp Astra kubtl 22119012 Mx|&tL|Ct

NetApp Astra kubtl BEE S2{1¢Q/12 ALE35t0] 0|0|X|E EZ Docker HEAE FEAE 5 JUSL|CH
A|=tstz| Hof
NetApp2 Ctst CPU OF7[ElX B! 2F Aol cHst E={10l Hio|H{2|E NS ELICt. 0]

S 5| Hofl ME
£2I CPU & 2& H|HME Lotof LT,

O &X|oflAf oo] E2{a¢ls &X

rot
ot

B AL HTO| A=A| HelstA| 2" LS HAIE Aot7| T

e

1. A2 7H53H NetApp Astra kubeck Z2{ 191 HFo| 2|2 Lt S|},

() kubbeck Z2{72l 2jo|H2{2| = tar HE| Y0IB BL{0| 20| BYLIC kubect1-astra,
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

ls kubectl-astra/

2. 2 MH S CPU Ot7|EIX O HR$t IHUS 3 AZZ 0|56l 0|EE 2 HABILIC kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| AlTlof| Xetot chA| A|ZAS 2tEefL|Ct

29



30

1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+S
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I§7|X| O|0|X|E 2 2|X|AEZ|0| Ho| &LICH & M|

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker MZ&A9| URLZ HHEL|C} O|E E0, "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|Ct
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. BIXIAEE|0| 23IgfL|C,
podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL X[ ™ El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }¢| C|2|E2|7} Letel 2|LX|£2|9] URLE CHA|ELIC.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

2E 27 AI0] A= XAEL|of cHet WA mHo|A Sl S AFefL|Ct

1. Astra Control Center A E 22{AE 2| kubecononfig LHELH7|:

31
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export KUBECONFIG=[file path]

() 4%z 2=8t7| Foll Astra Control CenterS A1X|2 S AES FMSHIAL.

2150 2ot HXAERIE MESH= FR LSS +&sHOF LTt
THAIE <lol LTt

a. § MMBILICt netapp-acc-operator LA O|A:

kubectl create ns netapp-acc-operator

ot @< E OHSL|C netapp-acc-operator HIRAHO|A, Docker §EE I CHS HHE

Rte| EAIKJLICH your registry path O[X0| ¥ EE=gt O|0X|2| X2 YX|5HOF
@ SLICHOll: [Registry URL]/netapp/astra/astracc/23.10.0-68)E
SelgLct

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

c. £ MMBLICt netapp-acc (E= AHEAL XM 0|8) HIKYAHO|AQIL|CE
kubectl create ns [netapp-acc or custom namespace]

d. of CHSH S E E.'J%'——“J netapp-acc (£ AFEX XM 0|F) UIJAHO|ARILICE Docker HEE
o

Z=7tsta o

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] -—--docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]



Astra Control Center 2 XIS Mx|stL|Ct

1. CIHER|E HFTLIC
cd manifests

2. Astra Control Center 2&X} H{E YAMLS T&EL|C}
(astra_control center operator deploy.yaml)E 225t0] 2Z 2f|X|AEE| & 2z E HEgL|CH

vim astra control center operator deploy.yaml

a. 21F0| st 2|X|AER|E A8 B2 2| 7|2 &2 HHELICE imagePullSecrets: [] CHS Eg:
imagePullSecrets: [{name: astra-registry-cred}]

b. tHA ASTRA IMAGE REGISTRY 2| B2 kube-rbac-proxy O|0|X|E O|A] FEA|St BX|AER| HE2E
O|0fX| Of & EFA.

C. tHZ ASTRA IMAGE REGISTRY 2| B acc-operator-controller-manager O|0|X|E Of|A FEA[SH
HX|AER| AZZ 0|0]|X| O|F THA.

33



34

A I
o=

Astra_control_center_operator_deploy.YAMLS & &gHL|C}

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center g XIS M K|EtL|C}.

kubectl apply -f astra control center operator deploy.yaml

35



namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7t A EQIX| =relgtL|Ct.

kubectl get pods -n netapp-acc-operator

Astra Control CenterS 71AIStL|C}

1. Astra Control Center At&X} HO| 2|AA(CR) ItY S MEYLICH (astra control center.yaml) AlHE,
X, BX|IAEZ| B 7|EF Hest 7S PHE2H:

vim astra control center.yaml

36



<code>accountName</code>

A PNES) /4 ol
accountName E HATL|C} 2xte Example
accountName Astra
Control Center A& 1}
&g o| S0 chet
EXFE ULICE. StLte
accountName?Zt QS £
UELICH
<code>astraVersion</code>
=ES PNES] /4 ol
astraVersion H IS Astra Control N | 23.10.0-68

Center2| HHHQIL|CF.
ol o2 e
AO D Z o] MHof CHSt
A2 LK
r&LCH
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<code>astraAddress</code>

243

astraAddress

>

|)t|

£ HZAPLIC}
astraAddress
HEtR XA Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E= IP
ZF20] Cist
EXEQJLICE O] FAE
Astra Control Center7}
HIO[Ef MIE{Of| A O{EH|
AME[=X| ™o|5HH, 0]
FAE 2tRSIH EE
WA MO A HSTH At
=%t FQDN E& IP
FAYULICH "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.

Mo 4o
ogt

P
ne

o

astra.example.com



<code>autoSupport</code>

Of MM0i|M o 253 MENSH=X|0f| (2t NetApp2| A X[ OHZ2|7|0| 42! NetApp Active IQO|
g Aelx], 221 E1|0|E1E Hi# QXS 2EY &= ASLICH QB HEO| LQIIH(EE 442) 2=
K& HlOIE{ 7t AFHE LTt

=ES A8 INES /4 ol
autoSupport.en & Ct 7tsEiL|CH HA enrolled 2 B2 false (O] 2f2
rolled enrolled = =2 AutoSupport 7| =24 LIC))
url EE toZ O|SELICt
*.j'ﬂ'!oHOF g.*LIEf false QIEHl
HEO| gAHLE
Hatg| x| ot
Al‘OlEol —r true
HEAE AO[EQ]
42 9 43 true
XS 2lsh oH
HIO|E{E NetAppOi|
Hl 2~ JASLICH
712 MEf g2
QULICH false A 2
NetAppdi| x|
H[O[E{7} M & E[X|
4SS LIEFRILICE
autoSupport.ur & Ct7tsEiL|Ct 0] URL2 2/H 21 https://suppor
1 enrolled &&= HO|HE 2 t.netapp.com/
url EE IXIE BELLICE. asupprod/post/
MEHSHOF %"'—|E|' 1.0/postAsup
<code>email</code>
=ES XA 4 ol
email E HATLICE email 22Xt admin@example.com
=

EXEE 7|2 X7
M| XF=AR
HYEILICE oM AR E
ol o|H|g =AE
SAFRLICE LS. o
oMY FA= U0
2a0lg X7| A™
AL2X} 0|20 2 AL E|H
Astra Control0{| A
O|HIEE AZILICE.
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https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra A™1t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El O|E2 M3
210lst 2 UI19| M=o
HAEL|C

XH

Astra A &1t AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z UI19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin



<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEF2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2|ZX|E2|E SAEISH= ZH|0|L 0|0|X| HX|AEZ|E HO|EtL|Ct.

RS AL
imageRegistry. Z4 QAQILICE
name

imageRegistry. Of CHol =45t
secret =AtEel B2

"aQict
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LR

imageRegistry
X o™
X7t Aofghct.

+
&

INES

Ho dHo

oA o|0|X|E
IZEAIet o|OfX]|
HX|AEZ|9|
O|ELICt o
THA|. AFESHK
OFMAIR http: //
= https://
HX|AEZ| 0|2,

XtE

o[O|X| =XAE
HIXIAER|E

QIEst= o

AEEl=

Kubernetes H|2 9]
O|SIL|LCt.

of

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

243

storageClass

>

ogt

|

E HZTLIC
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICt HHES
AHHBILICt kubectl
get sc *ME 7|&
AEER[X| 2UAE
2olste{™ L322
ST DL HAE

oA of| Astra Trident
79t AEZ|X| E2A F
SHLHE =dsf{of gLt
(astra-control-

Ho 4o

P
ne

center-
<version>.manifes
t) % = Astra PVSO|
AHEEL|CE o] M0|
HEEO JX| 42H
7|2 AEE|X| 22 A T}
AR EILILY,

17|12 Age|x
SajAct 1M 2
7|2 Z40| Q= QU
AEZ|X| 2eHAQIK|
HOIBHAAIL.

<code>volumeReclaimPolicy</code>

2%

volumeReclaimPoli
cy

J2{H Astra?l PVSO| &
CHSE ZH=tE HAO|
MMEILICE o] MMS
O MHTLICt Retain
AstraZl A X|El = 7
=E2 |X[ELILCt. 0]
HiMg oz MHEL|Ct
Delete AstraZt AtK|El
21 EES
APM[ErLICE o] 22
MR ko™ PVSTL
SX[EL|Ct

o

ontap-gold



<code>ingressType</code>
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ks

ingressType

x| o
e =4 fd S oILIE XS
AHEBHIAIR

Generic*®

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| 441
ZEEZE MEstHE
A2 0l gM¥e8
A2 AIL. Astra
Control CenterS Hi 8t
= S FAof{of ghL|ct
"M AEEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

& 82: Astra Control
Center0|A] MH[A
HAIE ALESHAH S
MEdsHof gL Ct
Generic £ KA OZ
Aot AF AYeL|ct
"M HEER"

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 745K
o= 32 0l SHE
AMESHMAL. O2{H
Astra Control CenterZt
PHELIC traefik
Kubernetes 2= 2 A
7Y MHIAZ Q|
HOIES0]

Astra Control Center=
"loadbalancer" £
MH[AE AtETL|CH
(svce/traefik Astra
Control Center

L[ A DO AOf| A),
HN|A ThsTH 2IE IP
FAE SEol{of giLICt,
S MANTL ALEXL
2tE0f|N {851 oF%
2 WH AT 2 HE|0f
UX| %2 B2 MetallLB
L= CHE QI§ MH[A
EE HHME ARSI
QIE |P FAE MH|A0|
Stetet & QUELICH LHE

2
=]

A

—

* Generic (7|24f

* AccTraefik

)
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<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)S
AMETILI|CH scaleSize
9| Medium' &, HAOM
o Mu|AZ
TESt O|FBAE 2loH
oz ExdEsS
HEZSLICH. < S|
‘scaleSize ¥X|
Small Astrac
AHIE E0|7]| 2%t
UL MHAE FQ$t
= MH|A9 =Ex2

Mo 4o
ogt

P
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 3719 ARt
LC IMZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2{g o
AHEXt 2tZolM ZH|7t
& 4 A= Podd
HEQI3 HMEH Aol
FOISHIAIL.



<code>astraResourcesScaler</code>

243

astraResourcesSca
ler

x|

Mo 4o
ogt

P
ne

AstraControlCenter
2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 2| 74
240 cHsl A&
2|AA QF S|
H{ZZEIL|C} o] M S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIIOI*J z2E

9 £ £70|

SA0IA o LIS M52
FS|SH A QLA L|C}

ML riok

2Lt o 22 JHY e
HAE SHHAHE
AHE3H= AlLIE[20| M=
CR ZEE ABgLCt
astraResourcesSca
lar 2 MATH 2
USLICH O£ E. OIE*71|
SHH 2|AA QKO0|
H|gZdotE| D A
SHAHO E5E
UAELICH

=M

* Default (7|2

* Off

HIt
HA

)
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<code>additionalValues</code>

() 4% Al 22i7 2XIZ YXI52{ Astra Control Center CROI Tk %7} 2k 7tk

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° Astral Control Center 3! Cloud Insights S412| 22 TLS /5 A 202 7|2XO = H| Mot 0]
[AELICE of| CHS MM EZ 71510 Cloud Insights®@t Astra Control Center SAE S2{AE 8l 22|
S2{AF 7o SAof| CHg TLS 215 A3 2 gdate = JASLICH additionalvalues.

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

O] MMof| A MEHSH AFRE2 Astra Control CenterOil Al CRDE XM2[st= U g ZHSLIC

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERIA2 =5
USLICE Ol E2OE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
ols MX| 5! 22| EICH=
Mo E H £ JASL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH A

QHHMEO|H 0|

AX[SIH 2 AEC| CHE

2R ggS =+

UELICE O] E2HDE

A28 Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AK Zt2|Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AERX 222 % 44 SUS MK Holet



MZ Astra_control_center.YAMLS 2H&HstL|Ct

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

Astra ®|0f MIE{ 5! 2TX EX|E 2t=LCH

1. O|™ THA|O| A OtE! ZHMSHK| U2 AR & UHELIC netapp-acce (£ AFEXL X|H) LI AHO|A:

kubectl create ns [netapp-acc or custom namespace]

2. Astra Control Center0il A MH|A HIA|E A= 22 Of CIS 20|28 FIILICH netapp-acc E& AFEX
X8 U QA O] A:
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kubectl label ns [netapp-acc or custom namespace] istio-
injection:enabled

4=

3. (MF) "FATt MTLS St LTt Istio AMH|A HA|2] B

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 0]l Astra Control CenterS & X|&L|Ct netapp-acc (5= AFE2AF X)) HIYAHO|A:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom
namespace]

Astra Control Center 28Xt= &t @7 Aol Cist Xts HALS A etL|Ch SI&LICH 27 At
(i) %7t Unfetr{Lt Astra Control Center7t ICHZ SHS3HR] 862 4 JBLICH & HESHINR T2
MHS FESHAQ RS AAT FHT BT Z1 0AIKIS SelgLct,

X
[
O
(0]
(@]
Q
0H
o
o
>
4]
Of
2
>
[>
pZ
0z
fluy
ufn
Jiot
ro
mot
4%
0
o>
-
_lTl_
@)

©
)
>
n
=
-5
ufn
>

4[]
Of
i
rr
oX
40
oy
ol
m
i
=)
40
=
rot
@)
9}

ChA|
1. 2K Z2HAUM REY HARE 22 E 0 HAX|I7F WEE K| gft=X| gelgtL|ct

|

kubectl get acc [astra or custom Astra Control Center CR name] -n
[netapp—-acc or custom namespace] -o yaml

() Astra Control Center 2t 20| 27} 22 HAIXI7} EAIELICE,

2. ZtSoHE o7 A gl St 2l 2E i ZHIE B5F SHESHYAIL.
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/

@ ArEXL2HAHO|
Center9| 22

=(8) £55t=Al 2lsto] EME sll2Y & ASLICH 27 AFE" Astra Control

3. BE NAE T4 227} 43

kubectl get pods

—-n

o2 AR EA=X] elgfLict.

—

[netapp—-acc or custom namespace]

2} PODQ| &Ell= YLIC) Running. A|2E ZEE #Hst= 0 2 2 & 28 & ASLICH
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NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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54

9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (MEd AFEH 2(B) &IBtLICt acc-operator & AtS DLIEZISH| 98t 27:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

accost SPAE S22 0(X|o &9f 5 StLio|H, 22 AE S0 ATfoHH HHZ0f ATHsHK]
() wauth 200 22{AE SE A1t BASS 39 2S¢ S22 CHAl AS2 2 YALIC
VIO 2B{AE QSRS AIFELICH APIS AFBEILITY.

5. B E Pod7t MME|H MX[7} d5XO =
Control Center0f| 218 i At £7| HX| ASE SHEL|CH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
oct.
oH--

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ UUID 242 SAtELICH 2= &= LT acc- UUID 2t Flofl SLICt (acc-
Ol M= AcC-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f)

i
il
U=
E-v-
=
il

MH| A0 CHTt 2 HMNAE 22|St= Kubernetes =4l ZHEEZE MY  QUELICE O] XN = 71242
ArESH 22 4 HEEZ{Of| CHet AH oM E MSELICE ingressType: "Generic" Astra Control Center
AKXt X|H B|AA (astra control center.yaml)E SEIL|CH X[Hot 22 0| HAE AEY HRIL
AELICE ingressType: "AccTraefik" Astra Control Center AF2Xt X|H 2[AA

(astra_control center.yaml)E SEgLIC}

Astra Control CenterE H{Z ot & URL2 A28 Astra Control CenterE £t & A ZHEEZHE F4l0F
grL|Ct.

X HAlE A8t
SfF A

E{o| o]l 2t CHEL|C} Astra Control Center= LSS Al ZHEZR RES
X|stL|ct, o|2{st A Q

E
HXts gitEel 24 ZIEEE] Y9 oS WS ELC

* H= 4Lt 4 ZIESE{" 0|0 B E|0] LO{OF BfLICE.
% A

2ItL|CE "l SeiA" =4 HAEER0f 3Tt HAEE2{7t 0|0] 4 g =|0{oF LT,

— —
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

Istio & E0]| CHSt THA|
1. Istio Ingress= FAgtL|Ct.

() ol =ttolNe wler 1y mRIIUS ALBSIO] Istio PAUICIT LI

2. 41 A 0| E<flojol| CHal RiBt= Q1B M 2 el 7| I SE AL MdetL|cth

CA MY = XA ME ISME MEY += UELILCE & 0|E2 Astra F2(FQDN)O{OF Lt

ol=}

= o

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. ASE OHELICt t1s secret name B8 kubernetes.io/tls OlA TLS 7HQl 7| Bl QIS A9 HL
istio-system namespace TLS H|Z0| AHE|0 UELICE.
HE o
kubectl create secret tls [tls secret name] --key="tls.key"

—-—cert="tls.crt" -n istio-system

HIZO| 0|2 1t YX|SHOF SLICt spec.tls.secretName O MBELICHistio-
ingress.yaml ItQ.

4. 0of A 2|AAE HHEBILICE netapp-ace (E= AFE XL X|™ 0|5) A7|OL0]| CHa v1 2[AA HAIS
AME6t= U[UALO|ARLICH (istio-Ingress.yaml O OOl A ALEE):
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5. 1

6. &

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

o

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h
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7. Astra Control Center MX|E 2t2&fL|C}.

Nginx =4l ZHES2] THA
1. Aol &S E BHEL|C} kubernetes.io/tls HIA TLS 7HQ! 7| B Q1B X Q| AR netapp-acc O
HHE CHE (E= AFEXH X|HE 0| 8) WIYAL|O|AE AFSRIL|CE"TLS H|Z".
2. £ M 2|AAE Of| HEBILICE netapp-acce (E£ AF2XL X|H 0|5) A7|Ot0f| CHsl v1 2|AA HAIS
AME5H= HJAALO|ARLICt (nginx-Ingress.yaml O| OOl A ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. W7 Al HE:

kubectl apply -f nginx-Ingress.yaml

(D Nginx HES21Z 0] ol HE S Hx|8}= 240 FELICH daemonset.
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

OpenShift Ingress ZIEE2E 2|8t £l

1. AIZME P8I OpenShift ZFREO|M AIRE £ UEE

2. OpenShift ZZ2E MAM$HLICE,

HIEl 7], 215 M S CADIYLS 7H4SLICt.

HA

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center UIO|| 2 1Q18tL|C}
Astra Control CenterE AX|3t = 7|2 22|Xt2| A4S E HZASI Astra Control Center Ul CHA|2=0f| 23 Q1BfLICL,

THA|

1. H2tRX{0|A FQDN(2 Z2hH2 Y&BILICt nttps:// BFAHE LHBLICH astraAddress Of YELICH
astra control center.yaml CR Astra Control CenterE &X|H&LICH

2. HIAIRIZH EAIE|E XHH MBE QISME S2r8tict
() =393 A8% N ABNE BE 4 AL,

3. Astra Control Center 239! H|O|X|0{|A] O] At 2t2 LHELICt email QK]
astra_control center.yaml CR Astra Control CentergE 2A[SLICIE £E CF2 X7| X &=
OIE=Io|'L_| Ct (ACC— [UUID] )E Zalsk|C}

ufn

() z2e oss Al Yot 152 SOt 2aixt AFo| FULIC

4. Login * & ME4BILICE

5. HAIXI 7} LIERL}

I'.E'.
o
Il
3
oY
of
=
o

2|1 CHE 22| AFSX} A|F0| oFx] MY E|X| g2 B2 o

-1 OO o

@ KN 232101 22 S E AojH
=2 NetApp X|2" H|ZHz =7 X4 S 2l8H.

6. (MEH AFR) 7|Z2] KM MEEI TLS QB ME FM|HstD 2 HiFL|CH QIS 7|2HCA)AM MESHAFZXL X[HE TLS
ol

—

=
o

x

X[ EXME sHiZRLIC

SLICt 400 ~ 500 HeI2 API 8E ZEE #ELICL O] =

?9

Ol MH|ATLUE AR Error AE), EOE AAE £
THO| dhlist HAE LIEFHAL|CE

4

* Astra Control Center 2GAt 215 HAISIZ{H LSS YESHAAIL.
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRS| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

© (MEH AP B EOf T2 Al EX|E 2t LT B

QI QIS M B2|XIE FEELICE

Kubernetes 22{AE0|| 0|0] QIF Et2| X7t U= HL, Astra Control Center0i| M XtA| Q15
Z2|XHE HX[SHA| L= E B JHX| L THAIE fisl{of Lt

EHA|

1. QIZA BRIXPP} AK|E|Q=X| BOIBHLICE

kubectl get pods -A | grep 'cert-manager'

MZ urs:
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrqg 1/1
Running 0 6d5h

2. Of CHSH QIBSM/7| WS MMEILICt astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH
(=

MK

g

0
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Hof M mAuS AFBSI Y= .

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

(=] gt

—

MiH
0[0

secret/selfsigned-tls created

4. 2 MMBILICt clusterIssuer M| * QI It CHS
cert-manager Pod7} AX|El HL:

ro

ZX[2 7t A= HRYAHO|A K| 7F Zete|of JELICE

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

ER

—

K
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &QIgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICEH Ready (=) O|OF BHLICt True AlS
x .

kubectl get Clusterlssuer

0=
M
e
00
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NAME READY AGE

astra-ca-clusterissuer True 9s

=]
2ot 7 B IS M 22 X7} 2 R0l EX|=|ASS LIEHHZ| ?{8H CRD 24 HAYLIC. Astra Control
Center?t 2| QIS M 22|KIE lAGI=F EX| S0 O THAHE 2tZ3H{0F LT},

6. £ 22 BIL|C} "Astra Control Center MX| ZTZ2MA". A7} YEL|Ct "Astra Control Center 22{AE{ YAMLO||
I

OpenShift OperatorHubZ AI-&35t0{ Astra Control CenterS A X|EfL|C}

Red Hat OpenShiftE At&2%t= 22 Red Hat 2¢Q! 2FXIE A0 Astra Control
CenterE HX|& & JAELICE O] EXIE AHESI0] 0f| A Astra Control CenterE A X[gtL|Ct
"Red Hat Of| ZA|AH! F}EFZ 11" EE= Red Hat OpenShift Container Platform AME.

O] XIS 2t= ot 20ll= X BAIZ S0t7t £ t=oljof LI "LIHA| tHA" EX] 43 R E &elsty
228 Ct

|>

° OpenShift 22|20 M 2= Se{AEH 2XI Fd HE{QIX] &Felgti|ct.

oc get clusteroperators
° OpenShift 22{AE{0|A ZE APl MH| AT B4 AE{QIX| 2holgtL|Ct.
oc get apiservices

* * 228 75Tt FQDN *: A2t = Astra FQDNS 22{AH = 2tREE = ASLICH F, LIS DNS AMHof|
DNS &=0| 7Lt 00| SE& 20| URL FZE ArE3st1 A= A LI,

* * OpenShift #st 7| *: Red Hat OpenShift Container Platform0i| CH$t B E T4 Astap A 25to| QLo{of

HYE 8 HAHE 8 +~ ASLICH

s * OIS N EE|X} M *: E22{AEO| 0|0] QSN 2Kt U= AR LB ZHAHS LEMsHOoF BL|CE "= THA|
t2kA] Astra Control Center= XHA| Q15 22| XHE MX|SHK| $ELICH 7|2XM O Z Astra Control Center= A X|
0| XtA| QB M 22| XHE A K[| C.

1

70|

A

o

XI5t

rr

o * MH|A HA|ZS D2{8IMA|Q * : Astra Control SAE S AE EA (D2 2 AR5t Hot
ZE5LICH "X Y= = MH[A KA RILIC".
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Istio A{H|A 0|4 C|E{
Istio A{H|A HA|E ARSI H CH2S &slof ghL|Ct.

° & FIJIBILICt istio-injection:enabled Astra Control Centerg #55617| H0f| Astra
|Amo| A0 20|22 X[™EL(C.

st

° £ ME8YLIC Generic =41 2% of CHet thA| S MS LI "2 F F5F 7.

° Red Hat OpenShift 22{AE2| 2 2 Ho|6{{0oF BL|Ct NetworkAttachmentDefinition H&E
S = Astra Control Center L[ AHO| A0 A| (netapp-acc-operator, netapp-acc, netapp-

monitoring 8& L= Se{AH = thAME AEXE X|H HIAH0[AS] FL).

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

2] *: 22 AEQ 2E ¥ AT Z+2 MH|A0| CHSH 25 MM A S 2t2|S5H= Kubernetes
Astra Control Center?t &/ AFE5HE S A5 OF SfL|Ct.

* * Kubernetes =41 A

E
M HESRI Y

=
=
o
2
a. AMX} L YATO[A RS

OC Ccreate namespace netapp-acc-operator
b. "MEEZ 2ZRLICl M HEES R0 HMefefL|ct

* * ONTAP SAN E20[HZt 82t *: ONTAP SAN E2t0|HE ALE8= 2R 2= Kubernetes 22{ AN CHS

65



B2} 2d3E[0] JY=X]| ZRlstHA 2.
oHA|
* Astra Control CenterE CH22E5t10 &2 ELICtH
* NetApp Astra kubtl 2212212 M X|&L|C}
* O|0|X|E 24 2l|X[AE2[0f| Z=TtgfL|Ct
* 2K X HO|X|E HoHA|IR
* 2HXE HX[SLL|CH

* Astra Control CenterE A X|gtL|C}

Astra Control CenterE CI2Z 55t &2 SLC}

NetApp Support AtO|E0|A| Astra Control Center HES CH2E2E57LtE DockerE AFHESH0{ Astra Control
Service O|O|X| X[ AER|O|AM HES 7t E = JSLICH
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NetApp Support AIO|E

1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (MEE[X| T ME4 AFE) Astra Control Center& Q1B A 9 MY HES CHR2EEYLICH (astra-control-

r
mun
X
L=
fjo

fot

center-certs-[version].tar.gz)e 2=/5}0¢ QlgtL|ct,

XtMiet Lhgs 22 E efgeiLict

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz

20| EA|ELICt verified OK &2 M2 3.

3. Astra Control Center HE0{|A| O|0|X|E FZETILILCE.

tar -vxzf astra-control-center-[version].tar.gz

Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C},
2. tHA2E0{| A * Astra Control2] Xt7t 22| QIAEA H{E * £ MEHBHL|C},

3. X|&oj| 2t Astra Control O]0]X| 2| X|AE2|0ff 2918t Astra Control Center A X| O|0|X| 2 7IH &
CtS O|0|X|E F&EL|CY.

NetApp Astra kubtl Z2{ 1212 AX|L|Ct
NetApp Astra kubtl BEE S2{1¢Q/12 ALE35t0] 0|0|X|E EZ Docker HEAE FEAE 5 JUSL|CH

AlZtst7| o

NetAppS CHIBE CPU OF7|ElX X 29 Hmofl st Z2{191 bfo|42|S MBELIC 0] ZHS 28st7| Fo| ALS

£2I CPU & 2& H|HME Lotof LT,

A

1. A2 758t NetApp Astra kubectl 221191 HEO|{2|E LIEstn 2F HIA| 3! CPU OF7|EIXof| Z 3t ol

O|E2 HO FHAL.

() kubbeck B2i70l 2jo|=i2{2]i= tar 52| L0|0 BL0| 20| BYULIC kubectl-astra,
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ls kubectl-astra/
2. SHIZ Hio|H2|E ¥ ZEZ 0|58t 0|2 2 HEYLICH kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2 2IX|AEZ|0f FItefL|ct

1. 87| AlTlof| Xetot chA| A|ZAS 2tEefL|Ct



1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+S
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I§7|X| O|0|X|E 2 2|X|AEZ|0| Ho| &LICH & M|

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker MZ&A9| URLZ HHEL|C} O|E E0, "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|Ct
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. BIXIAEE|0| 23IgfL|C,
podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL X[ ™ El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }¢| C|2|E2|7} Letel 2|LX|£2|9] URLE CHA|ELIC.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

2 X HO|X|E HHAL
1. 2t Ex| HO|X|of] HMASIH CHS Bt F SHLIE 2tESHYAIL.

° Red Hat OpenShift & &0 A:
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i. OpenShift Container Platform UI0{ 23 21%}L|C},

i. ZM 050X * Operators > OperatorHub * £ MEHEIL|CE,
() ol ciuixtz ALgeto] Si B S| Astra Control Center0l2t ©iT20|S 8 4 I LICH

iii. NetApp Astra Control Center 2GS Z M50 MEfSL|C

@ netapp-acc-operator x

Latestversion jon that manages, protects and moves data-

Capability level
@ Basic Install

How to deploy Astra Control

Refert: tion Procedu

o deploy Astra Cor nter using the Operator.

Jource Documentation

Certified Refer to Astra Conts Documentation to complete the setup and start managing applications

Provider

NetApp

Repository

N/A
Containerimage
N/A

Created at

e

Support
NetApp

° Red Hat Of| ZA| AR FHEF2T:
i. NetApp Astra Control CenterS MEHEIL|Ct "2 X},
i. HjIE B! AFR * S MEHStL|CT,

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Ovwerview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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Mo
02
Pl
rir
H
rin
iy

B{AE HIYAHO| A0 M AFEE 5= AELICE

a. HAMX HJAH|O|A EE= E MEHBIL|C} netapp-acc-operator WIJALO|AE X MX|o UBEZ
Hso=2 MMEIL|ICEH
b. £+5 L= X5 591 M2FS MEfsL|C}

() 45 a0l0| AT S2AET stLto| 2HX QIATADH M F0[0fof gL

2. 2£0{|M OperatorHub H#Z 0|55t0] 2EXIIt M3HMOZ MX|Z|J=X| 2QlBL|Ch.

Astra Control Center=S A X|&fL|C}

1. Astra Control Center 28 X}2| * Astra Control Center * B0 = 2&0|M * Create AstraControlCenter * £
MEHSHL|C,

Project: netapp-acc-operator w

Installed Operators > Operator details
netapp-acc-operator
‘5‘3'4“ 2340 provided by NetApp Actions
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

a. Astra Control Center 0|22 QX|St7{Lt =™ etL|Ct
b. Astra Control Center0l| CH$t 20|28 Z=7F&tL|Ct

C. K= XS et = v sttt X3 XY 7158 |RXISh= A0l Z&LICH

d. Astra Control Center FQDN = IP FAE #SILICH S{7IX|0t http: // = https:// &
olaAstL|C}
H—dg .

e. Astra Control Center H{Z(Cil: 23.10.0-68)2 & gfL|C}.
f. A" 0|5, o|HY T4 I HE|Xt M2 LdHELICL

g- o 2 M=t MMZ MEHSILIC Retain, Recycle, E= Delete. 7|22 YULICH Retain.

h. M| scaleSizeE ME{SIL|CY,
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7|2X™ O 2 Astra= HA(High Avallablllty) AEEILICH scaleSize 2 Medium' &,

@ HAOIN CHEES| MHIAE ARSI 0|FUE 2l o2
“scaleSize ¥XH ‘SmaII‘AstraE AH|E £0[7] flet T
SHE 2 L AYLICE

* Generic (ingressType: "Generic") (7|22t

~

CHE =4 AEERE ME SO|AHU M| =4 ZHEESHE f30fﬂ1'—

—

Control CenterE HHZSH = 2 7 AS{OF BfL|CH "4 ZIEZ2{" URLS
CenterS HA|EfL|C}.

" AccTraefik (ingressType: "AccTraefik")

=

-4

Astra Control Center= "loadbalancer" 82| MH|AZ AFEILICE (sv

=2x=g ESLICH. o
& MHIAE F|Qlst BE MH|AQ)

HQ 0| MS ALRBIAAIL. Astra
S A3 Astra Control

M HEERZE FHSHK| ko= Z2 0| M2 A8 A|2. O2{H Astra Control CenterZt
Ct traefik Kubernetes "2E= W2 A" 3 AH|AZ M| AHO|EY|O]

c/traefik Astra Control Center

HIJIAHO] A0 A), HHA THSTH 2| IP FAE SEEHOF LICH 2= WML ALEXE 2HH0M 31E%| 1
Ot2] 2= WHMIF Y0 AUX| 2 B2 MetallB L= LHE 2|7 A‘IHIﬁ 2L BHME AMESIH R IP

FAEZ MHIAO) T 2 YALICH L5 DNS Al T-A0A Astra Cont
0|52 25t 24t IP FAE X|FsHoF eLiCt

(D "= wea 240 4ol QY st XM 22 2 BES

rol Center0i| CHdH MEHSE DNS

MYAIR "1 AFE,

a. O|0fx| K| AEE| * of| M 2Z HE||O| O|0|X| HX|AEZ| F2E Y=EILICE SOIHX[Ot http: // E=

https:// & YHELIC

b. 9150| HR? 0[0|X| HXIAERIS AHBSH: ZS Ol0|X| LSS YRR

() om0l masaxASS ABE B 22IAH| e MBI

7|8 AERX| SHAT FEE R 7|2 FA0| A= 7L
eholgfLct.

=

©

f. CRD Mz| 7|2 M™S ™olgL|C}.
3. YAML E7|E MEfsto] MEiSH M™ S HAEBILICE

4. £ MEHSILICE create.

HXAEE Y= E BELICH

Q50| HRst HX|AEEIE AH8St= B OpenShlft3E1*E101| ASE MHstn
Create AstraControlCenter Al T

I r|

AER|X| 2 AQIX|
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1. Astra Control Center X2 H|QAL|0|AS MAMSH|C}
oc create ns [netapp-acc-operator or custom namespace]
2. 0] HAAmo|A0] &= BHST|:

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I gL|Ct,

3. o| LIHX| ZEE ZMBIL|C} Create AstraControlCenter 24! ZIE

Ch= EHA|
£ tZBHL|CH "LHH X| THA|" Astra Control Center7t AE2HO 2 MA|Z|A=X| &olstz{H M HEEZ(FM)E
A

L
25t Ul 2aQletL|C), Eot £ £3sl{oF LT 2 A" AX| g 2.

Cloud Volumes ONTAP A E2|X| BHAIEE AIE5}0{ Astra Control CenterE A X|2fL|Ct

Astra Control CenterE AFE6HH XAl 22| == Kubernetes 22{AE 3! Cloud Volumes
ONTAP QAEIATL Q= GI0|HE|E E2IRE SHAM HE Bt2|e = JELICH 2og|0|A

-— —_—

Kubernetes 22{AE E= 221RE 2t F9| X7t 22| Kubernetes 22| AE = SFLH0| Astra
Control CenterE =& 4= Q&L|Ct

= 3ILIZ E8H Cloud Volumes ONTAPZ AEZ|X| BHAlC 2 AL23510] O Z2|7|0| M T|o|E| RtE| RS
%Lll:l' S3 H‘Ii‘% H—||'|°'| E|-7'||O§ __I.I.A-Iol- = OIAL|E|-_

AWS(Amazon Web Services), GCP(Google Cloud Platform) % Microsoft Azure0f| Cloud Volumes ONTAP
AEE|X| HAIES ALESI0 Astra Control CenterE A X[6t2{H Z2HRE 2HF0]| W2} CHS THAIE Sl A2,

* Amazon Web ServicesO0| Astra Control CenterE T+ &L|Ct
* Google Cloud Platform0i| Astra Control CenterS #&gtL|C}

* Microsoft Azured| Astra Control CenterE £ &gfL|Ct

OCP(OpenShift Container Platform)2t 20| x| 22|=|= Kubernetes 2 AEHE ALE6H0] HIEZTO|AM 42
e 4= JAELICH X7t 22| OCP 22/ AE{ Tt Astra Control Center 152 QI S E|RASLICL.

Amazon Web Services0l| Astra Control CenterS 1 =gHL|C}

AWS(Amazon Web Services) I £2| 22t E0|M SAEE|= X7t 22| Kubernetes 22| AE{0]| Astra Control
CenterE #15Y = &L
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A

AWSO|| 20t

AWSO]| Astra Control CenterS #t&517| HMoj| Ct2 &5 0|

* Astra Control Center 20| M A
* "Astra Control Center 87 A&t
* NetApp Cloud Central A&

gt

EZSHY A "Astra Control Center 2HO[ A Q1 AFSH",

* OCPE At83H= 22 Red Hat OpenShift Container Platform(OCP) #sHU|JAH0]|A £Z0f| A POD 44 4)
« H3l 9l AU E MAY £ Qs #HPH0| Y= AWS XHE BFH, HMA ID L H[E 7|
* AWS A|H ECR(Elastic Container Registry) 2A|A 31 2791
* Astra Control UI0i| @M ASHAH AWS AR HH 9] Amazon Route 53 &=0| B eHL|C}
AWS?| 2F &t At
Astra Control Center0ll= AWSE (¢ Ct32t 22 29F 2td0| 2efL|Ct

* Red Hat OpenShift Container Platform 4.11 ~ 4.13

Astra Control CenterE =
2T MYE FFS

®

Astra Control Center0ll= &t

Y 24

HHAll= NetApp Cloud Volumes
ONTAP AE2|X| 2FlL|Ct

ocood
ARt L= E(AWS EC2 27 AL

==L P

FQDN

Astra Trident(NetApp BlueXP,
0|X 2| Cloud ManagerOf| A
Kubernetes 22{AE ZMio| o2
AXE)

St el

of 2|l R Aret ol Ch3 1t 22

D AE td A ZMol| 28 7|2 gl

2[2ATF QP

7 At
£| A 300GB7t AHE 7hsEL|Ct

= 371 O| Mol ZHAX}t L=, vCPU 2O 474, 12GB RAM

A ERHE S 2F ot EHAH MHAZ MEY £+ UEE MHA Y
"ZC WM ME ALY £ JESLICH
Astra Control Center2| FQDNS E35t 24 P 2 7t2|7|= Y

Astra Trident 23.01 O[&F AX| 5! 714 5! NetApp ONTAP H{Z 9.9.1 0|4
AER|X| A= Z At

O

=
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Y a4

o|O|X| K| AER

Astra Trident/ONTAP 4

®
®

ol2{st QF AF&tO| M= Astra Control Center7t 2 2HA0
7S ELICE StFOA 7t 0 E 2|70 0| A Fol 0

T At

NetApp+= Astra Control Center = O|0|X|E €= O ALY = U=
HIXIAEZ|E 3Lt
http://netappdownloads.jfrog.io/docker-astra-control-
prod

Astra Control Center &X| 2HH0i|A 0] 0|OJX| 2| X|AE2| AFZO0]| CHet
XS €22{H NetApp X3 ME0| Z25HYAIL.

NetApp O|0|X| 2| X|AEZ|0f| HMAT o~ GO AWS ECR(Elastic
Container Registry)2t 22 7|E 712l 2| X[ AEZ|7} RL0{0F Astra Control
Center 2E O|0|X[E FAIE = JAELICE O|0|X|E FEEEL O|0|X|
2IXIAER[S] URLES H|S8HOF ZLICE.

Astra Control Center®f| M S AEIE|= S2{AE{Q} 22|

@ Z2{AE{ = Resetic 7|t 0|0|X|E ALE5I0] HS 8 8l
Eoigt £ E SUSHO|0|X| HXAEE|O HMAT &
UO{oF gLt

Astra Control CenterOf| M= AE2|X| 2HAE MMstD 7|2 AEE|X]

S A2 MHH0F EL|CL. Astra Control Center= Kubernetes 22{AEHES
NetApp BlueXP(0|H2| Cloud Manager)2 742 of MAHE|= Ct3at 22
ONTAP Kubernetes 2E2|X| 22{AE X|2IZL|Ct. Astra TridentOll A
M3t

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

| HE|= U o Z2|#|0]Mol2t 1
2l 2 of={eh 2|4 27 AlehS XA =FELIT.

AWS HX|AEE| EZ2 12A12H 20| 2t2E|H, 3 20|= Docker O|0|X| K| AEE| }SE ALlstof

gLt

AWS = 71Q
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Azure MEAMO]| w2} CHS THAIS 2 ZSIL|CEH 2 £RSHAIR "Azure0l| OpenShift 22{AE] A X",

1. Azure 714 HIEQIE M ELICtH

2. AR AABAS AEBLICE Azure?| H|O] HIEF At EE= VMO| E 2~ JAELICH

3. QIABIA RHO| OtAE] B ZAX} L 20)| CHot Astra X[ 2|AA Q7 AFetat UX|SHK| kO™ AzureO| QAR A
RE S Astra Q7 AP0l IHA| HATHLICEH 8 &XBSHAA|R "Astra Control Center 27 AFSH",

4. MHAS XEE Azure Blob ZiH|O|LHE L} O] & A etL|Ct

S. MEA A™E MMELICE Astra Control Center0il A HZIQZ ALY Z4H|O|H S MMst{H MT A AHHO|
2L

6. K3l AM A0 BRSt AT E MMBLIC

7. (MEH AR off HMIAS 4 Gli= H NetApp O|0[X| 2K AEZ|CHE S SEBLICEH

a. Azure ZiE|O|LH B X|AEE|(ACR)E M5t Astra Control Center O|0|X|& S AEISIL|CE,
b. 2= Astra Control Center O|0|X|0f| CHSH Docker ZEAI/Z2E ACR HMNAS MHEHL|CE

C. Ct2 AT ZEE AI23}10] Astra Control Center 00| X| £ O] | X|AEZ|0f| ZEA|EIL|CE.

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

= 0ff *:

86


https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html
https://docs.openshift.com/container-platform/4.13/installing/installing_azure/preparing-to-install-on-azure.html

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image $SAZ ACR REGISTRY/$image
docker push $SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml
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Cluster List » Cluster Details >
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Statiss Cluster Version Added by Volumes
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1 Working Environments
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| i

testHaenvaz )

(% update Kubeconfig Connect to Working Environment
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* Capacity
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A% 0l HA AEHQt Lo = HHIE AEHE SHQISHU AR,
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Lt EHAIE AESHo] 2 & S etS Aot Mg = ASLICE o] ofiFoAM B 232 3 =0
HA|IELCE

£
1. 0lM 2|AA DS JFYSLICE netapp-ace (= AMBXEX[E 0|8) WL AT O|A:

kubectl get quota -n [netapp-acc or custom namespace]

SE:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low —-n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. 0IM XISt HRIE 7t SLICE netapp-acc (5= AFEXL X[H 0|E) LY AHO]A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EEZ H|Tt HPIS ALt
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kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]
AF2XE K™ TLS QIZEME 718t
Astra Control Center= AHH| A|HEI TLS Q1B ME A AEEZ EefjZ/(EXN 2402t st @ H2tRXE St
2 Ul B0l AE-ELICEH 7[&E2 XM MEE TLS QIBME HMAHSELD CA(QIS 7|2)0IAM AESTLS QIS AMEZ HiE
= AELICE
XA MEE 7|2 AS M= OHE F 71K 9Z 0| AFZEL|CH

* Astra Control Center €l UI0| CH$t HTTPS &
&LICH

@ c M HEED EfH (0T SHE ingressType:
astra control center.yaml Astra Control Center

"AccTraefik" £40| o AHEA
AX| & o)

ASME wMSHH ol2{st AA| US| AHEE|= S M 7t CHAIELICE,

Lo

712 TLS

Al Zst7| Mol
* Astra Control Center?} AX|El Kubernetes 22{AH

+ M 3AEO| B Mol h3t 22| ANA kubect1 BY

=2o=
* CA2 7ol 7| & eIZ A mb
XA MHE QIS ME HAHEL|Ct
7|Z=9| XHM| M=l TLS QIZME M AHELICE.
1. SSHE ArE35t0] 22| AF2XIZ Astra Control CenterE S AEISHE Kubernetes 22{AE{ 0| 2218t C
HZE TLS Y E A0} HHEL|CH <ACcC-deployment-namespace>

2. Ct2 HHS ALRSI0] §Y QIS Aot ¢

O oo=

Astra Control Center HH X | AHO|A AME:

kubectl get certificate -n <ACC-deployment-namespace>

| QIS ME ArHIRLICE,

M

M 2XE ez 8l

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>
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1. Ot2 HES A83I0] CA2 7l 7| X Q1B M MAZ M TLS Y= E TS RS <>2| Q15 XA HE=E

HHE LT,

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. Ct2 HH g9l of|H|Z AF28t0] 22{AE CRD(Custom Resource Definition) It S HEst 1 £ HASIL|C}
spec.selfSigned &2 E MY YLICt spec.ca.secretName H0A PHE TLS Y E 24QI6IH{H LIS S
TS AL,

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>
CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. Ot2 B 2 ofld| £HE ALE5I0] HE AF0| SHIEX|, 22 AET ABME Y EH|7} E[JA=X]
FOIBIL|Ct <ACC-deployment-namespace> Astra Control Center HHZE | AT|O|A ALE:

Jlot

kubectl describe clusterissuers.cert-manager.io/cert-manager-—

certificates -n <ACC-deployment-namespace>

SH:
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>
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4. £ MEYLIC certificate.yaml OIS OIHIE AIS3t= THY iE= <>2| JiK| & 42 XM=t FE=

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
- CI2 EE 2 AME3I0 QBSME MLt

kubectl apply -f certificate.yaml

o
[=] o
A4 715 5L DNS 0| 5)E AFESHe =helgfLict.

kubectl describe certificate -n <ACC-deployment-namespace>

oo

Ct.
=

2 OfH E2HE AN QS M7F SHIZA| 2SO E=X], 22[0 WY Sof XY el o|&, 7|2t
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94

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time: 2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready

Not After: 2021-07-07T05:45:417%

Not Before: 2021-07-02T00:45:417%2

Renewal Time: 2021-07-04T16:45:417%

Revision: 1

Events: <none>

S ORE A8t M 1SN &= 0|2 7t27|=5F CRDE ME-LICL tE= <> JHA|
Z HigLC

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:
spec:
defaultCertificate:
secretName: <certificate-secret—-name>
CHS B 2 oM E M1 M QIEAM LS E 712|728 41 CRD TLS M2 HEYLICH CHES <>2f 7HA|
= uS MEst HE 2 HpEL|CH

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:



tls:
secretName: <certificate-secret-name>
9.

10.
1.0

[[-lo

H2tRXE AH2SI0 Astra Control Center| BHE IP FA 2 0| S8tL|CL.

ISM MS 27 EX[et AB MOl MF HEet LR|SH=X| 2helRfLict.
5
O

ro

ME UEUWD ANE & EEtRX 9 QIS AM ZE[XI2 74 FL Lt

Astra Control CenterE AAehL|C}

Astra Control CenterE AX|st1, UI0] 2015t S E HASGHH 2tO|HMAE MHSE,
SHAEHE FII6t1, Q152 MM, AER|X|E e[St HAIS FIte & ASLICE

g
* Astra Control Center0i| CH$t 210 MIA S =JtgtL|Ct
* Astra Control2 AIE3I0{ S2{AE 222 ¢lct 2F S FH|gLCt
* SAH X7t
* ONTAP 2E2|X| Al =0jM Q1S5S BF-ELIC

© AEE[X| MAEE FItetLCt

H2IS FIte

Astra Control Center0|| CH$t 2tO| MIAE =7fetL|C}

Astra Control CenterS MX|g} ul Tshel I 7pm 210 MIAZ} 0|0] AX|=|0f Q&L|C Astra Control CenterS

==
Hotsts 82 0l THAIE HUHE = ASLIC

Astra Control Ul EE& £ AFESHH] M 20| MIAE ETte = JESLICH "Astra Control APIS EZESHUA| 2",

Astra Control Center 20| dIA = Kubernetes CPU S 2 AF23510{ CPU E|AAE ZHSID, D E 22|k
Kubernetes 22{AE{Q| AKX} L E0f| SHEHEl CPU 2| AAE DE{SIL|CE 2lo|MlA = vCPU AFR S 7|Z0=
SILICE 2to|M A Aot dheHof| CHSE XEM[SH LHE 2 S HZSHM AL "2H0[AlAl",

@ X7t Ef0|+1|* CPU /4 & Z=15l0{ Z7t <2, Astra Control CenterE Sdl M
OfZ2i70|MS BH2IS & Qi&LICH S20| £1tEH Z 17} BAIELIC

® -

AIEFSE7| Hof|
* MZ 4xX[El Astra Control Center QIAEIA0|| M ATHL|CE,

o b3 Xt ATt HSH

i

—

* A"NetApp 2t0[MIA THA" (NLF)

WIHE = WA 20| A S 0| ESIH & FZSHY AR "7|E 2to[HIA S A0 ERILCL",
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ChA|

1. Astra Control Center UI0f| 23QI8tL|C}.

2. A™ *>*2o|dlA * E MEHSL|CE

3. 2tO|MIA FTt+ £ MEABILICE

4. CtREC3 2to|MA THA(NLF)S 2 O S§LCt.
5. 2fO|MIA Tt + & MENSHL|CE

AE * > * 2to[dlA * Ho[X|of| = 2to| HIA FE, Btz i, 2fo|dlA LH Ho A ID 3L AHEE CPU EHeI7t
HEA|ELCEH

@ Itk 2to| AT 1 H|O|E{E AutoSupport2 H&SHX| = AL, Astra Control Center0f| ZHoH 7}
gst 22 o] &AM S XS] s A™ IDE X EBHOF RfLICE.

Astra Control= AE5I0] 22{AE 22[E ¢let &tdS ZH[ELICE

SHAEE FI157| Hof EH:.’ HH| =AH0| SXE|0{of LI}, Lot XtH HALS 25t 22 AE E Astra Control
Center0f| =7te ZH|7} = =X| 2elstn S22{AH 22| S flet HEE Yoo L.

AlZFst7| Mol
c * o L4 XAH FE * ALEX 2HE0| 2(8) SFYLICH " 7e =
Center2.

SR} S P % ST} OIS AERX|9 A B 4 USE 22IAE(S| TR LES U A2
E2to|H2 FAefoF BILICE.

* kubeconfig HMA g 4= UESLICH* : TA2 HNA g £ JELICH" 7|2 Z2{AF kubecononfig" I LICEH
"HX|St= ¢t E LAMSLICH.

& L|CH" Astra Trident % Astra Control

$0

« *oIZ 7|3 113 Ateh *: JHQl CA(RIS 7|3 E & Z8H= kubeconfig IHY S AHESI0] 2 AEE FIt6t= Z2 ol
C2 E2 F7I5HYAR cluster kubeconfig I S| MM, 0|E Sdl| Astra Control0| S2{AEE F71
QI&L|ChH
PV =]

insecure-skip-tls-verify: true
*  *PSAXISH &M3t *: 22{AEN Kubernetes 1.25 0|4 22{AE{Q] EEQl Pod 2Ot 5|2 ME0| &43tE|]
Ao ™ o] | AHO| A0 PSA H|stS &AM atstof gfL|Ct.

° netapp-acc-operator H[LADO|A:

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

QI ATH O|A:

° netapp monitoring 4|

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged
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* * Astra Trident 2 7AFS *:
o * X E|l= HT™ HX| *: Astra Trident2| HHHILICt "Astra Control Centerd| A X[ 2fL|CH AX|E:
7} SELICH "Astra Trident 715" Astra Trident HAXH S = MO KLE AR) EEE

@ AEYLICt tridentctl. Astra TridentE &X| EE= YO[0|E3LY| Tof| 2 HESHIAL
"KHE= ZHEAE, MAE SISAE 4",

° * Astra Trident AEZ|X| BHAlE 1M *: Lt O|AFQ| Astra Trident AEE|X| BHAIE T} QO{OF BrL|Ct "M ="

SHAEO0A.

° * Astra Trident AEE|X| 2e{A 7 *: St} O|A2| Astra Trident AEE|X| 22| A T} QL0o{OF EL|C} "Rl
SEAHOAM. 7|2 AEZ|X| SjAI M E AR 7|2 FMO0| Q= fTt AEZ|X| 2HAIKX| &tlBtLC},

° * Astra Trident 25 AWHAF ZHEERE Mot 28 AHAF 2EHAE K|

O|0{OF LIt "HX|=[0] RAELICH [2tM Astra Control01|A1 *"”kg Mg o~ AESLICH Astra Trident7t
StLt O AF QI0{OF BfLICE volumeSnapshotClass UGSLICH EE" 22|Xte| HL.

|
ot

* * Astra Control Provisioner *: Astra Control A2 X}2F BN ASH 4~ Q1= Astra Control Provisioner 12 22| 2
AEZ|X| ZZ2H|NY 7|52 AH25I2{™ Astra Trident 23.10 O|AFS MX|st 1 A 3}sljof BHL|C} "Astra Contro
Provisioner 7|s".

* * ONTAP credentials *: Astra Control CenterS AF23I0] ¢S U 5! 2215t2{H ONTAP A|AEIN| ONTAP
At S 15 AF2X S AM X} ID7F A™E|0] QLo{of BHL|CY

ONTAP EHZEO0||N CtS HHS AATLCT

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* Rancher & *: Rancher 2tZ0{| A 0fZ2|7|0| M S2{AEE 2|2 I Rancher?t M|33tH= kubeconF2tat
IHA Ol A OH’éEIﬂIOI M S AEQ| 7|2 HEAEZ £X6l0| Rancher AP| A{H HEIAE Al HEZ Z2j|0l
HEIAEE AF2SIL|C} [2}A Rancher APl M 2| 2817 Z0{E 1 M 50| SAEIL|CE,

Cte XtA ZAIE At 22{AE{Z Astra Control Center0f| Z=71gt ZH|7} 2| =X| &olstL|Ct,

CHA|
1. Astra Trident HHE S &QlgtL|C}.

kubectl get tridentversions -n trident

Astra Trident?} Y™ CIS2t FALSt Z20| EA|E/L|CY.

fLICH = 28 2HXF HESR =

—
—
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NAME VERSION
trident 23.XX.X

Astra Trident7} @12 CtZ1t RAret £240] EA|ELIC

error: the server doesn't have a resource type "tridentversions"

@ Astra Trident?t &X|E|X| GUA7LE ***IH 0| Z| & T O] Ol B2 AIE5t7| T0f| Astra
Trident2| X4 HHS 2X|3l{0F BIL|CE S HESHIAIL "Astra Trident 24" & HZSHYA|L.

2. Pod7t A% ZIX| SHolgL|c

!

kubectl get pods -n trident

3. AER|X| E2HATt X[ E|= Astra Trident E2I0|HE AHsta UE=X] HRAFLICL SSXt 0|52 0[0{0f BhL|Ct
csi.trident.netapp.io. LIS GIE & ZSHUAL.

kubectl get sc

ME 4t
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

22{AE IE kubecononfigS AMAEHLICE

Astra Control Center0fl Cigh H|oHEl AHS #THO|LE S EEl AHS ek 22Xt g S s = JAELICH 0|0 9
UHZ kubecononfig& FAM S22 Astra Control Center X 0f| Z 3Pt BXp= OflL|CH "X T2 HA",
CHS AILIZ|R & StLIZE AL XL 20| ME8E= Z 2 0] HXE Sdll B 2| kubecononfigE MM o~ QEL|CE

o2 T M

* 2t2|5H= 22| AE{0]| CH$H Astra Control H$HS H|gtsta T gfL|Ct
5

EE AME8tH Mx| 0| 1M E 7|2 Astra Control kubecononfigE AF2E 4 @i7qL}, THY
HEIAEQ| 7(1|3._*5| A2 AR S0 M ZSSHA| &L

AlEf8t7| Hof
X HAE =5t7| Tof| 2t2|5t2 = 22 AEof| Csl ChS AFeS 2helsliof Lt

* kubbtl v1.23 O|&t0| MX|=|AELICH
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* Astra Control CenterE Sdl| 715t 22|65t = 22 AE0f| kubctl HMAE S EEL|CH

@ 0| MALE £3st2{™ Astra Control CenterE A3 £21 S2{AE{ 0| kubectl2 B A S TR It

Fa kel 225t = S AEOf| CHSH EA kubecononfig LIl
CHA|

T MH|A A M.

a. 2t= MH[A AE oL S WHSLICE astracontrol-service-account.yaml.

R0 maf o|F 3 HYATO|AE ZHYLICE K7[0M HEAT 2 LHE HAM SSS HE At
HEHOF BfLICt.

o

mo

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astracontrol-service-account

namespace: default

a. MH|AAE HE:

kubectl apply -f astracontrol-service-account.yaml

2. Astra Control0l|M 2 AEHE &2|g

ocod
° *H[SHEl 22{AE He *: 0] 0= Astra Control0il A S2{AHE 22(3h= o 2R3 22 2ot
EHE O AFLICE.
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100

L
]

]

fjo )

ne

-

f

5if =hEtetL|ct

MMSILIC clusterRole 2 EE= IHMY(0: astra-admin-account . yaml.
o0 w2t 0| & HIYAHO|AS ZHSIL|Ct o{7(0|M HATH 2L LIS THAOIM S
o2 X Eol{of gLt

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

ol
2ot

# Necessary to backup and restore all resources in an app

- apiGroups:

B I |

resources:
— V%1
verbs:

- get

- list

- Create

- patch

# Delete Resources

# Necessary for in-place restore and AppMirror failover

- apiGroups:
wn
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

HE



- deployments

- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

— secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnw
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers
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- replicationcontrollers/scale
- imagestreams/layers

- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

— use

i. (OpenShift 22{AE{0f|2t i) o] 20| CHS 2 FIFLICH astra-admin-account. yaml It
L= Ho AELICH# Use PodSecurityPolicies AMM:

=+

OpenShift security

- apiGroups:

- security.openshift.io
resources:

- securitycontextconstraints
verbs:

— use

kubectl apply -f astra-admin-account.yaml

o * ZHME| SEAH AHE *: 0] YHOf|= Astra Control0f| A 22| S2{AE0| cHst =H&HEl Aeto] gLt
B HEHIAES A}g- m MX| S0 M El 7|2 Astra Control kubecononfigE AFEE 4 gi7{Lt B

HYAED| TBE TS AR 4 9l FP 0l AUES ABY 2+ AgLIC

@ CHS AF2tE B ZSHYAIR clusterRole Y Kubernetes?| Ofl= THAIRILICE AHE X}
stAO| it X| & 2 Kubernetes BIE 2ME £ ESHUA|L.
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CHAIE fIo =HEetLICH
I 2 MMSLICH clusterRole @=E&= I (0: astra-admin-account

R0 w2t o|F 3 YA o|AE ZHBLICE K7[0M HET 32 THE HANM S

AMgE HEsHoF LIt

=~

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I o |

resources:

— LIS |

verbs:

(|

- nonResourceURLs:

I |

verbs:

B I |

i SBAE AY g

kubectl apply -f astra-admin-account.yaml

a. 2 MMBILICt clusterRoleBinding IMY 2 SEMESLICH astracontrol
clusterrolebinding.yaml.

R0 maf MH|A AES dde o +YE 2E O|F0t HIYAHO|AS =g

<strong>astracontrol-clusterrolebinding.yaml</strong>

.yaml.

—

15t BH A

O
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. S2AH g HiIYS HEYLIC

kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= EZ H|Y MY Z PHSL|C secret-astracontrol-service-account.yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. £2 otz Mg

kubectl apply -f secret-astracontrol-service-account.yaml

S EE AT E of 15t MH|A AHO| FIHEILICH secrets BHE(CHS GIX[<Q| OFX|at &):

kubectl edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

wH| MH|A AE 228 HE-LCH <context> SHHE HX[ &&:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o| 2t A0 Ciot AHARILICE secrets Of2l|0]= 022 A[RIGLICE 2/2] 0f|ofj A 2] QIEARJLICE
astracontrol-service-account-dockercfg- 48xthEOO|Il°|°|HLk°“45fsecret—
astracontrol-service-account 1QLICEH E30|AM MH|A AFe| elHA HS E J|E3H ELICL Chs

= e
A0 M= O] AHA H 7 TRt

7. C+2 1t 20| kubecononfigs 44 &fL|Ct.

a. 2 MMYL|Ct create-kubeconfig.sh IMY. CHX| TOKEN INDEX Ct2 AIEEQ| A2 220 SHIE
7p0| Qi&LIC}H
HA M-

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
——context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
-—-context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 Jjsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
-—-token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE0f| M8 HHS AA SHUAL.

source create-kubeconfig.sh

8. (MEf AFE) kubeconfigl| 0|2 S AE 2| 2|0| = 0|S2 2 HiELICE
mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
CtS Bt

O[F| 2 74 247t EXREIJA=X] 2AAYD = O|H| +=HE ZH|7t E[JASLICE 22{AES F7HEL|CH

=

EENC )

M 22| E AlESIE{H Kubernetes 22{AEE 75t 0|2 ARFE 2|AAZ 2|BfLICt Kubernetes

OHE2|A|0|ME HMStE{™ Astra Control Center S AEE F7}8}{0F EL|CT

Al

A
1.

2| E I8 Astra Control Center0f| CHE 22{AEE F71617| 0| HX Astra Control Centerd| A
22| AE|S Befsts 20| B HE2] U 21| 422 9/5H Kubemetrics HIOJE} B 22{AE| 2

HIO|E S H&ota{H 22| S £7| 2HAE I AL

ot7| Hof|

SAEE FI6H7| Hof| 2% £ HE & sAPLICH M

—

Xt
A

o
i)

=
ONTAP SAN E2I0|HE AtESt= HR
SHOISHA AL,

HO

CHAIEE = S AH Hlw70A O|SELICEH

= Kubernetes 22 AEO|AM CHE Z27t 24 3HE|0 QJ=X]

=5

—
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° BlaA QOO * HAEE * Of| M SR AE HOf|M * It E MEIFLIC

> QI EbM ASHO|A * D2 AE| * 2 MeYSh 02 S2{AE HO|XI0A * 32 AL X7} * S MestLict,

= =
2|= * Add Cluster * (22 AF 7} *) Ho|A E YEELLIC kubeconfig.yaml O LIS IIY = 20§

2. o
EELICH kubeconfig. yaml OFY.
@ £ 22/ELICt kubeconfig.yaml It0= S2{AE XtH SF 17004 CHSH * 2F I SHE|0{0F
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3. XtH S 0|E2 MIBsHMAIR. 7|2HO2 XA TY 0|2 E2AH 0|EC=E Xt& MYFLICH
4. otg * 2 MEfBL|Ct

5. 0| Kubernetes 22| AE{0]| AF2E 7|2 AEZ|X| 2e|AZ MEHSIT * Next * = MEHSH|C}
@ ONTAP AE2|X|7} X|2I5t= Astra Trident AE2|X| SEHAZ MEHSOF BHL|C}

6. YHE HEStD &
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pods -n netapp-monitoring A|IRIEOZ A EILICt 2H|E ClHASHH DLIEZ 2FX}
2 E =olsof ghL|Ct.
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2ol 0|2 YolEl BFE HeS AE0HOF BfLILt admin. O

k=3
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APIE L E8 & QU= &2 ONTAP 22[A% o S8t
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i
Iul

() A8 I ser 20l etk Asra Control Centerdii] 44 31 A & URlet HEEIX
okAL|C}H
[l =] -

HAIE Folo| o= LSt Z&LILt.

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

}

#ioll = Folak X2 ZH0| Ut BAER XFES TULICH MASQ| M4 EE El0|EE X2 S| T3t X|4/o|
Lot QAT A QILICE m2tA Kubernetes L= AEE|X| H2|XH7F £3E 4 Q= 22|Xt HE ZHHQLICEH
RIS M 7|8t 52 AL Tt

Astra Control Center= QIS ME AF25t0] A7 4 7|Z ONTAP BHAlEQF E AT 4= QI&L|CE BHAlE HO|of| Ct2
MEE =Hdl{of BL|Ct,
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. 33%19| 2EI0|HE QS ME MK|EL|Ct client-ca ONTAP 2 AE9| 7|IL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

Y S K@= 2elghCt,

3. ONTAP Eot 201 HEto| QIF A QI

0l

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. MME QIZSME A0 Q152 HIAETILICE ONTAP 22| LIF> 2 <vserver name>E 22| LIF IP & SVM
O|E Q2= HiELICE LIFS| MH|A HMo| o2 MHE|0] U=X]| &Ql6of SL|CH default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"7?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. 0|™ CHA[O|M e 22 AF238I0 Astra Control Center UI0| AEZ|X| BHAIEE Z7}gHL|LC,

EtAL QIBMZ 15S ZgotetL|tt

EtAL B ML A= R LIS HAIE ALE3H0] 2B A 7|8t Q15

fjo
Mz

He =+ AFLICE

|
1. 742l 7|2t CSRE MMt Ct

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>”

2. CSR2 Windows CA(EFAt CA)Z HMEStl MEE AISME SFEHLILCE,
3. MEE QIZNME CIRE =3t 0|E2 'ONTAP_signed_cert.crt'2 X|HgtL|C.

4. Windows CA(EtAI CA)UIAM RE QISME LHEHL|CE.
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S. 0| IAUQ| 0|FE XI™HEYLICt ca root.crt

O[X| ttZ Ml 712l Tho| QLELICE.

AN

o *JHQl 7| *: ontap signed request.key (O] 7|= ONTAPL| At QAUS M| sHESt= 7| ULICEH AMH

QS ME Mx|ot= SOt ZQFfLCt)
=l 213 M *: ontap signed cert.crt (ONTAPO|A _server certificate_2t11 = )
° *2E CAQIBAM * ca root.crt (ONTAPO|A _server-ca certificate_2t 1= BfL|C}.)

6. 0|2{3t 2B M E ONTAPO| HX|IBLICEH MM % HX| server W server-ca ONTAPS| QIZ A,
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YAMLS| =S =HEfL(Ct

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

- g2 HAE *.J% floll SLet A E0 Chigt F2H0|UE ASME Y- LICt Astra Control Center:= 0|
T2 MHAE ALE3H0 ONTAPSH S4lgtL|Ct
- ONTAPO||A| 220|AHE IF A 4y 5 &X|
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

oe

9. Astra Control Center UI0]| AE2|X| BAUIEE 7461 CHS 22 M3 LICEH
o * Z2I0|HE QIF A *: ONTAP_TEST_CLIENT.PEM
° * 7§21 7| *: ontap_test_client.key

o * Mg £~ A= CARISB M *: ONTAP_signed_certt. CRT

XA ZSHCEE=QISM 015 HEE MESH S 7|Z ONTAP AEZ|X| EBidlE S Astra Control Center0l| Z=7}8H04
ol
AN

Astra Control0i| M AEZ[X| 2HAHE AEZ|X| HAIE Z 2t2[5tH PVS(Z 1A 2 &) AER[X| HAlE ZHo] HF
7L AERX HEERS HE & ASLIC

*Astra Control Provisioner T2 *: Astra Control Center 23.10 0| &S A23510{ Astra Control ProvisionerS
g Moot 22 NetApp SnapMirror 7| &2 AT [l Astra Control Center0i| Al ONTAP AE2|X| BHAIEE 37} 5l
2e2[ot= A2 ME] AFSFRIL|C.
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prote
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JHM5t2{™ Astra Control Center O = 2|7[0| M XM E ESStL|Ct EH X Astra Control Center

QUAEIAZ AESHH Astra Control CenterE MY 3 S# 5Lt 7|2 AEE|X|0| A ONTAPE
ME3l= ZR Astra SHIE AR Y = A&LICH

O| A|Lt2|20f| A= Astra Control Center?| & HIj QIAEHATIICIE @F EHQI0| A5 3 LM E|AUSH 1X} Astra
Control Center QIAEIAQ} CHE = HHIY Kubernetes 22{AE 0| A A EILICEH 5 #HIH Astra Control QIAEHA =
29 Astra Control Center QA AE BHASE E216}1H= Of| AFREIL|CtH SR E|7LE K| El Astra Control Center
QIAEAE= O Z2[A[0|M S AE o Z2[A|0|M0] cizt ofZ2|AH|0|M HIO|E 2|2 A& MSSHH of2{gt
OHE2|H|0|Mo| u Rt Bl ALHAKO| CHTE AAM|A HotS SRIBtLICE.

AlZtst7| o

Astra Control Centerdi| CHot 25 A|LI2|QE AHSH7| Hof| TS AtO| Q=X SRISHMAIL.

* * 1X} Astra Control Center QIAEA S M3HSH= Kubernetes 22{AE] *: 0] 22{AE = 0lE2|A|0|M
EAEE Z2|5t= 1K} Astra Control Center QIAEIAS S AEIBILICE

* * HX Astra Control Center QIAEIAZ A= 7|2 A|AEIN S2USE Kubernetes HIE S8 9| & HI
Kubernetes 22{AE{ *: 0| 22{AE{&= 7|& Astra Control Center QIAEIAE 2t2|SH= Astra Control Center
QIAEIA S SAEIBILICE

* * 7|2 Kubernetes HIE R&0| St | HI| Kubernetes 22{AE *: 0| 22{AE{= Astra Control Center?|
SHUE|HLE SH|E AAHAS SARSILICEH ST 2F AO|EY| £HE[0] Q= Azt St Astra Control
Center HIJAHO|AS ALY 5~ U0{OF ELICE. 0|2 01, Astra Control Center?| WA O] A0 2HE L
netapp-acc 24 SHAEH M HRJAHO|ARYULICH netapp-acc AHE 7Hs5t1 CHA Kubernetes 22{AE{ Q)
Ot O Z2|7|0]| MOf| M = A SHX| QtOfOF BFLICY.

* * S3 =2t HZl *: Z} Astra Control Center QIAR A= HM|A THSTH S3 8 QEHME AEZ|X| HZI0|
UA&LICE

s PMEl 2= BN < 25 WA= Astralf| CHS IP FAE H|25HH O Z2[AH|0|M SHAEQ F S3 H3
D0 CHet U E{3 HZo| lo{of hLCt,

* * 22{AE{7} Astra Control Center 27 Al&S ZZ %} *: Astra Control Center 250 AFE|&= 2F 22{AE{ 7}
=3t "2tk Astra Control Center Q AFS",

Of ZhHofl CHaH

CHS ZXHo| M= o

= & SILIE Ar83t0 Astra Control CenterE M 22{AEZ S/5H= O 20 HAE
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ocp-cluster-2

ocp-cluster-2.company.com

I NetApp
Astra Control

L

|
RedHat
< OpenShift Scpduster 1 ~ g;::sa:m acp-cluster-3

-cluster-1. 3 Restore ACC
ocp-cluster-1.company.com i
-> ocp-cluster-1.company.com {%}
"""""" T M NetApp
eplica
I NetApp & Restore Operator Astra Control
Astra Control -» ocp-cluster-3.company.com

e

kubernetes rancher-cluster
Rancirr [ S———————

D | % O | %
rﬁ\é@s rﬁ_\é\ms @:ezwss @é\ms
- )

Of off™| Fdol|l M= CiSat 20| EAIELICE

* * 1X} Astra Control Center QAEHAE M3sH= Kubernetes 22{AE] *:
° OpenShift 22{AH: ocp-cluster-1
° Astra Control Center 1A QIAEIA: 5cp-cluster-1.company.com
° 0| 22{AE = ojE2[A0|M E2HAEE 2t2[gL|Ct

* * X Astra Control Center QIAEA S AMEMSH= 7|2 Kubernetes BiE S80| S £ HIWY Kubernetes
E.E.IAE.I *.
= pa— .

° OpenShift 22{AE: ocp-cluster-2
° Astra Control Center 2X} QIAEA: ocp-cluster-2.company.com

> 0| E28{AE = 7|2 Astra Control Center QIAEAES BHASIAHLE CHE S2{AE(0] 00| M =)0l| CHet EME
Td5t= O AFHBELICH ocp-cluster-3 2HAH).

« xS &0l AHEE 7] Kubernetes HHE R%0| S S M| MM Kubernetes 22 AE] *:
° OpenShift 22{AH: ocp-cluster-3
° Astra Control Center 3 QIAEIA: 5cp-cluster-3.company.com

° 0] 22{AE = Astra Control Center S& == SH| I Q0| ALZ-EIL|CE.
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@ O|ld™oZE= ofE2|H0|M 22{AHE 29| 0|0|X|0|AM Kubernetes %! Rancher 22{AE 0| MHEI
CHZ Astra Control Center 22{AE{ 371 2|50]| | X|sof EfL|C}.

Ctojo1 2ol EAI=|X| 243

* BE= S2AHO|= Trident?t AX[E ONTAP 8 A =T} USLICE
* 0] M0l OpenShift 2E{AE = 2= WM Z MetalLBE AF2TfLILCE.

* AHAF ZAE 29 VolumeSnapshotClassT 0 2EE 2 2E SHAH| AX[EL[CE "2 74 24
1CHA| SM: Astra Control Center 2] 5! 22
O] EXI0|M = e Gl 2212 AF26L0] Astra Control CenterE M 22{AEZ 2{6t= O] LSt CHAE MESHL|CT

0| 0|0fl A= Astra Control CenterZt €4 OF2{{0f] MX|ElLICH netapp-acc HIYAHO|A S HAKH= Of2{of|
MX|ELICt netapp-acc-operator WAL O[A,

O
UA&L
Al&Est7| ol

« 22{AE0| 9 Astra Control CenterS A X[ &L|Ct

12 O}L|X|2t Astra Control Center 2 Xt= Astra CRIF SSH HQUAHO| AN RS £

e

* EH X Astra Control CenterS Ct2 22{AE0| AX|RHSLICE.

chA|
1. 0flM A== 2K Astra Control Center QIAEIA0|A 2 Astra Control Center 0fZ2|#|0]d 5! EF2
SHAEHE Z2|ZLICE ocp-cluster-2 22 AH):

a. EX Astra Control Center QIAE A0 2318t C,
b. "1X} Astra Control Center 22 AEE FIIELICH (ocp-cluster-1)8 S&IEL|C
C. "CHA M| HIlf 2 AEE FIHELICH (ocp-cluster-3)E MEHSL|CE.
2. EZ Astra Control Center0f| Al Astra Control Center %! Astra Control Center 2 &X}:
a. 38 TZ13 M|o|X|of|l M * Mol * & MEHSIL|CE.

b. Define application * (OHZ2|#|0|d H2| *) &oilA M ofZ2|AH[0|M 0| S UHYLICt (netapp-acc)E
2|3t |C}
="1d -

C. 1Xt Astra Control CenterE A% &£l 22{AHE MEYLIC} (ocp-cluster-1)E MEHELICE
MEHSIL|Ct netapp-acc Namespace * EELH2 S-S0 A Astra Control Center2| U2 AH[O|AL|C,

=E A
=
e. S2{AH 2[2A HO|X[Of| M * =7t SR AE Hel 2|aA et * 3 MEHgHL|CE

172



88 T2 YHE =olgtL|Ct

Mol * & MEdStL|Ct

Ho| * E MEot = ALMXIo|| CHs of Z2[7[0| M He| ZEMAE HHETLIC netapp-acc-operator)E
MENSED E MEHBHLIC netapp-acc-operator 38 T2 M o O| OFHALS| H|AAHO|ARILICE.

3. Astra Control Center &! 2FX} -

a.
b.

C.

H X Astra Control Center0i|A] OiZ2|#[0| M B S MES0] O Z2|#|0|M H|O|X|Z O|SEL|Ct.
"HHASICL" Astra Control Center OZ2|#H|0| M (netapp-acc)E & LICE

"EHASICE QIH2||O|E (netapp-acc-operator)s SEIELICE.

4. Astra Control Center2t 2HXIE HASH = £ S5l DR(MsH ) AlLI2|2E A|Z2|0|MEILICt "Astra Control
Center M7 &" 2& S AEO0||A

@ Astra Control CenterE M 22{AE (0] EXHof|AM MHSH= M HIY Kubernetes 22{AE)0|

215t M2 MX|=l Astra Control Center2| 2F S2{AE{Qt ST DNSE AF2%tLCT.

5. H X Astra Control CenterS AI235t0] "= 21" Astra Control Center OHZZ|H|0| M9 1k} QIAE A

a.

b.

22 o2 « 2 MENSE CL2 Astra Control Center 28 T2 139| 0|2 S MEHSHL|C}
A ol ZM HiwolM * F@ * S MEdL|Ct

22l 93O * Restore to new namespaces * S ME{StL|Ct

E¢ 0|22 UHPYLICH (netapp-acc)E SEIELICE.

CHAH M| | S AR E MESL|CH (ocp-cluster-3)E SEgLICH

—

HE HYAo| At SYUSH U YATO|AT} E| =5 T4 WY ADO|AS HC|o|EtLICE

Restore Source H|O|X|0|A 27 AAZ AT OfZ2|H|0|M BHH S MENSH|C}.

h. Restore using original storage classes * & ME{StL|C},

. Restore all resources * £ MEHBIL|C},

. 22l MHE HESH CI2 * Restore * £ MEHSIO] Astra Control CenterE LA 22| AEZ E6t= 22

T2 MAE A|ZFRILICE (ocp—cluster—3)§ Ze/eLICt o Z2|7[0| M0 E0{7IH S77F b= EL|Ct
available 2EH.

6. CHA 22{AE{0l| A Astra Control Center 24!

a.

b.

E{O|'2S B kubeconfigE ALt CHAM 22 AE{0| HAARLICH (ocp-cluster-3) S El Astra Control
Center7} &0 Q&LICTH

£ =QIYLICH ADDRESS Astra Control Center 7142| 22 2% A|ARIO| DNS 0|58 &ZRILICH

kubectl get acc -n netapp-acc

ock.
[=} —
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 23.10.0-68 ocp-cluster-
1.company.com True

ocCto

a. E =EL|Ct ADDRESS ¢ 2 7|2 Astra Control Center QIAE A S| FQDNO| 1&LIC}H Astra

9 SHel ZE
Control Center DNSE X XSt E 742 YUOIO|ESIAAIL.

kubectl edit acc -n netapp-acc

i. 2 HARLICI astraAddress Of|A spec: FQRDNLZE O|SELICH (ocp-cluster-
1.company.com 0| 040l A= 7|& Astra Control Center IAE A Q|

kubectl get acc -n netapp-acc

b. 2 O|SEILICt Astra Control Center OperatorS S SIL|CH MM S A TSHA|.

0| 0|0f| A= Astra Control CenterZt €&} Ot2H0l| AX|ELICt netapp-acc HIYAMHO|A 3! AHAXH= Of2H0)|
A X|ELIC} netapp-acc-operator HIQJAMO[A,
A|Zfst7] Hof|
« 22{AH0| 29 Astra Control CenterS & X3 &L|Ct
* HX Astra Control CenterE CHE Z2{AE0| MX[}SLICE
oA
1. B X Astra Control Center QI AEAN|A 2 Astra Control Center 0fZ2[#[0|M 9l Efzll S2{AE 22
a. EX Astra Control Center QIAE A0 2318t C,
b. "1X} Astra Control Center 22{AEHE FIt2LICH (ocp-cluster-1)8 S2ITfLILCL.
C. "CHA M| HIl 2HAEE FIHELICH (ocp-cluster-3)E AHRSIO] SXEL|CE.
2. EZ Astra Control Center0f|A] Astra Control Center %! Astra Control Center 2 &X}-

a. 22{AE * £ ME{SIT] 7|& Astra Control Center?t EetEl 22{AE S MEHSIL|Ct (ocp-cluster-1)S
ZaistL|Ct
="1d .

b. Namespaces* ¢S ME{BtL|C}.

C. £ MEHPILIC} netapp-acc U netapp-acc-operator HIJAHO|A,
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EHE £astze{H 2 Astra Control Center 22 AEQF CHAN 22{AE{ 7} QBT (ocp-

@ cluster-3) Ct2 TO{ZE ONTAP AE2|X| B =S ALEEL|CE

2} WOl =7} I O{ & £|Of Astra ControlOf] 327tz H WA= 7} ol = mf|o|X|<f

E*I%! L|C}.

= =tet|ch 2" 28{AE Q| Astra Control Center2 X &t
b. "I|{ZI &l BHAI= = ET}5L|CH CHA 22{AE{9| Astra Control CenterZ M4

4. 2H 7M:

a. Applications(8€ TZ213) 3tHO|A 2 MEUBILICH netapp-acc S8 T2,

b. Configure replication policy * & ME{stL|C},
C. £ MEHBILIC} ocp-cluster-3 CHA 22HAH A& S gfL|Ct.
d. AE2|X| 2 AZ MEHSHL|CEH

e. £ YHEYLICt netapp-acc & HIYADO|AZ AFZELICE

f. Yot= 32 =X 8IS HFRLICH

ZAMEl = EHO||

—a

Ol =X 2A 7} HetELICE Establishing E MEBLICE Established. 24 AEiQl H2 0| SH|=

=H| 40| AH|E mi7tx| 5200 M E LT

o
Ho

S AAHRIO| 2HEIJAALL T O] 2k HAMA S 4= @l= R CHE S2{AHZ SHE Y HELC}

@ MIXol HURHE HESIT| Qs HA 22{AE{0f| Astra Control CenterZ} AX| =0 QK|
okgﬂ slo

a. =%| Ef@l Of0| 22 MEHSID * Fail Over * & ME4BIL|CE

Data protection Storage Resources Execution hooks Activity Tasks
Configure v 3 snapshots =& Backups @ Replication
Replication relationship
Source Destination STATUS
@ @ (© Healthy | Established
netapp-acc netapp-acc
© Available —% © Available SCHEDULE

Replicate snapshot every 5

O ¢ Fail over O ocp-cluster-3 T 0 ocp-cluster-3

| I I netapp-acc

Reverse replication

Al Delete replication relationship

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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b. ME HEE 2I5t 1 * Fail Over * £ MEISH HYH TZMAS AJZetL|Ct.

-

|

SN 2tA Mefrt 2 HAELIC Failing over J2|1 LA Failed over 2t& Al
6. HYH TS A= BILICE

a. H0|d2 10 M Hmf 2 AE 2| kubeconfigE AHESHH HAYLICE (ocp-cluster-3)E S2ILICL
O|H| o] 22{AE{0f| Astra Control Center7t MX|=|H&L|Ct.

b. M| Hml 22{AE 0| A Astra Control Center FQRDNS &QIBtLIC} (ocp-cluster-3)S 22IELILCL.

C. Astra Control Center DNSE & Z¢t= = 78S 2AH|0|EgfL|Ct
kubectl edit acc -n netapp-acc

ZAetLICt astraAddress A spec: FQDNE AFEEILICE (ocp-cluster-3.company.com'CH 4

AE9)).

rerx

=

mjy T
o
>

I
B o
N
2
In}
§
Im
il
2
rir
_ﬁ
JlOI-

'c'>'H__| [:|-

kubectl get acc -n netapp-acc

d ZQst IE traefik CRDZt Y =X| &HolstL|C}.

kubectl get crds | grep traefik

T4 traefik CRD:
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ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us
traefikservices.traefik.io

2?2l CRD & €87t S2tEl AR
i. 2 O|SELICt "Traefik A A",
i. "Ho|" S OIUZ SAFEHLICE.

o
ii. W7 L8 M8
kubectl apply -f <file name>
Iv. Traefik CFA] A|Z}:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. 2 0|S&L|Ct Astra Control Center OperatorS S EHL|CH MM S ARSI A|IQ.
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Ch2 X|E 0| A= Astra Control Center2| & Hujj £| A 22| =0f|A O] Z[A 2E2[XZ HO2|0|ESt= TE2MAE
HHBILICH oxf 22|A Flof = & 71 oAte| 22|AoM= 2N YO2|0|=8 &~ §AELICt EX|El Astra Control
Center HHO| x| Al 22| =9 X|@l CiAtol AL, MX|El Astra Control CenterZt | Al 22| X=0f| 0|0 $F HFH Y wh7tX]
M HEOZ K2l FOO|EE +HHOF S = USLICE EE|A HHS| MA| S22 E HXISHMAQ "2HE|Z LEE
EXRSHUAIR",

Al&HSE7| ol

2|0 =E517| Hof| & H0| of| SH=X| QIS A| R "Astra Control Center &2 2|8 £ A& Q7 AFE, 20|

20| JLo{oF BfL|LC.

e * AQUL|Ct "X| 2" Astra Trident HH% *

Al =9l Trident 7 2Hol:

kubectl get tridentversion -n trident

(D) maszed

dlo

I:g =5

o

jo

AFE310] Astra TridentS & 22{|0| =gfL|Ct "X| ",

23.10 2| =& Astra TridentS X|2/SH= Astra Control Center| OFX|2H 12| XQIL|CH HIEA|
FHel| EZILICE "Astra Control ProvisionerS 2fAstgfL|CH" Astra Trident?} MS5ts 7|52
() woids 22 pe) 2 A2l Z2H|HY J]50] AHAT 4 ABLICE Astra Control Center
231022 Y¥8|0|=E5t1 0| & 7|52 AHESI2{™ Astra Control ProvisionerS 24 2ts{0F
2IL|C}. Astra Control Provisioner= Astra Control Center2| 0| Z2| X0 X = XS 5HX| ELILCE.

* * X|¥E|= Kubernetes Hi & *
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

|

]

9lof gLt

T od

Al =0l Kubernetes 7 2H0l:

kubectl get nodes -o wide

ol
AL
_0'_|-
ny
L}
>
I
L]
b
>

kubectl describe node <node name>

* * Astra Control Center O|0|X|E ZEA| 8 AZCEsH= O] AFEE = U= XAER| *

*r |2 AERX] At
THAIE fle EELICt

7|8 AER|X] SaA =l

kubectl get storageclass

HE APl MH| AT EH Y HEHO|TH ALE ZHseHR| =HelgtL|C,

=

kubectl get apiservices

LE SHAH 2RI S2ot YEHO|H AL JHSSHA| SfolgtL(ct.

=

0

kubectl get clusteroperators
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* * NetApp Astra ZIEE O|0|X| 2|X|AEZ|0f] HMA *;
NetApp O|0|X| 2| X| A E2|0f| A Astra Control Provisioner2t Z'2 Astra Control2| & X| 0|0|X| &l 7|5 7HM
AL E 7t g & JELICE

CHAZ 9loh HaELict

a. gX|AER|o| 22I8H0F SH= Astra Control A& IDE 7|EgHL|Ct.

AH ID= Astra Control Service € UIOf|A] &Qlgh £~ QIELICEH H|0|X| LEZ Atto| O& Of0|22
5

=
MESHT * API A A * S MEist 3 7| IDS 7|2 Bt

-

b. Z2 H|O|X[0]|M * API EZ ‘44 *
MEetct.

o
rx
1z
ot
k
>
Y
Hm
riu
MO
>

tE2S SEEL0 SASHo HE (o

C. Astra Control H|X|AEZ|0|| 2aQlstL|C},

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

Of ZfHofl 3

Astra Control Center &1 12{[0|E TZMA = CHSOH €2 12

m

AE LigfLICt.

—

@ AG|0|EE A|ZSH7| F0of| Astra Control Center UIO|A 2 10tSHMA| 2.

* NetApp Astra kubtl 2213212 H| st
O|0|X|E 2& 2| X[AER|0| F=IteL|Ct

FAl EX[gLct

20| EEl Astra Control Center 2FXHE MX|gL|Ct
* Astra Control CenterE & 12{0|=gfL|Ct

* AAE HENE ShelgfLint

=

Astra Control Center 2 8XE AFH|SHK| OFYA|(0|: kubectl delete -f

@ astra control center operator deploy.yaml) ZEJ} AK|E|X| =S Astra Control
Center Y T3|0|= = A & X EX|.

AF|E, el 9 Apato] AE T K| o

rlo

B2 FXIEs HolM I20|=E5 FATLIC

-

Astra Control CenterE LI2ZE=5t10 =52 ELICH

NetApp Support AtO|E 0| A Astra Control Center H=2 CH2Z ESIHLE DockerE AHE3tH0] Astra Control
Service O|0|X| 2|X|AEZ|0|M HEE 1M E = }SLICH
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NetApp Support AIO|E
1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (HEE|X|2F MEd AFE) Astra Control Centerg QIS A U ME HES OHR2EEBLICH (astra-control-
elgtL|ct.

E
5&
2
3

mun
x
ox
fio
ot

center-certs-[version].tar. gz)E =5

XtMiet Lhgs 22 E efgeiLict

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
Z0| EAIELICt verified OK &0l M3 =,

3. Astra Control Center HE0{|A| O|0|X|E FZETILILCE.

tar -vxzf astra-control-center-[version].tar.gz

Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C},
2. tHA2E0{| A * Astra Control2] Xt7t 22| QIAEA H{E * £ MEHBHL|C},

3. X|xlof| w2t Astra Control O|O|X| 2| X|AE2|0f| 212138} Astra Control Center A1 X| O|0|X|E 7t
CtS O|O|X|E F&E-fLCY.

= T=d

NetApp Astra kubtl E2{ 1212 K|St CRA| AX[L|Ct

=3

NetApp Astra kubtl BEE S2{1¢Q!2 ALE35t0] 0|0|X|E EZ Docker HEAE FEAE 5 JUSL|CH

1. 22173Q10] EXA|=|0f A=X| 2relFL|Ct.

kubectl astra

2. OIS =Y  otLtE sl C.
o Z2{09210| AX| L U= B kubeck {101 =22 U2t 0fF SHH kubbctl-Astrall 7|& HEZ HHE
2= QUEL|CE delete /usr/local/bin/kubectl-astra.
o HHO| LEE d2tstH Z2{1°210] MX|E|X| 42 AO0|B 2 LS THAIE st AX|e &~ JSL|CE.
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3. Z2{19l Mx|;

a. AtE 7hsSt NetApp Astra kubectl 221321 HEO|UH2[S LEst 2F M|H| 3 CPU OF7|EXof| 2ot ot

O|E2 M0 FHAL.

kubbeck Z2{1¢! 20| E2{2|:= tar HS2| L F 0| EC0f| 2=0| EELIC kubectl-

@ astra.

1ls kubectl-astra/
a. SHIE HIO|HE|E ¥ HE=2 0|S5t1 0|2 E HAYLICt kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2Z X|AEZ|0f| F7tetL|Ct

1. 87| AZlol| Xetdt THA| AIZAS 2tEFLIC
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1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+S
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I§7|X| O|0|X|E 2 2|X|AEZ|0| Ho| &LICH & M|

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt:Z Docker MZ&A9| URLZ HHEL|C} O|E E0, "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|Ct
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. Et2o RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. YX|AER[0 2aQlFLICt

podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL X[ ™ El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }¢| C|2|E2|7} Letel 2|LX|£2|9] URLE CHA|ELIC.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

0| EEl Astra Control Center 23 XIS M X|gfL|Ct

Mo

1. QA ER|E HEF e C
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cd manifests

2. Astra Control Center 23Xt i YAMLS T & BHL|C}

216

(astra_control center operator deploy.yaml)E 22/5t0] 2Z 2|X|AEZ| 8! 2T E HEgL|CH

vim astra control center operator deploy.yaml

. Q10| LSt YXAEZ|E ARGt AR 9| 7|2 &2 L HEBILCH imagePullSecrets: []
Che Zgh

imagePullSecrets: [{name: astra-registry-cred}]

. tHZ ASTRA IMAGE REGISTRY 2| Z2 kube-rbac-proxy O|0|X|E Of|A FEA|St 2K AEZ| 2R

o|O|X| of & THA.

. tHZ ASTRA IMAGE REGISTRY 2| B2 acc-operator O|0|X|E O|A FEA[St 2|X|AER| ZZ22 0|0|X|

OfF ThA.

- O C}Z 22 7L env M:

- name: ACCOP_ HELM UPGRADETIMEOUT

value: 300m



MZ Astra_control_center_operator_deploy.YAML:

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. AH|0| E =l Astra Control Center 2GXtS MX|ghL|C},

kubectl apply -f astra control center operator deploy.yaml
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i3
M
=
0l0

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. Pod7t A EQIX| =relgtL|Ct.

kubectl get pods -n netapp-acc-operator

Astra Control CenterS & 124|0|=EgtL|Ct

1. Astra Control Center At&X} X[ 2|A2A(CR) HE:

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. Astra M HS E HAPILICH (astraversion 2| LHE spec)OflAl AIZRILICE 23.07.0 & ME4BILIC
23.10.0:

@ A 2| A Flofl = F o ol HE|AoME RIF ¢ 0|=Y & GELICH HE|A KT
A 252 £ TSR "2HE| = L ES HESHAR",
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3.

4.

5.

220

spec:
accountName: "Example"
astraVersion: "[Version number]"

O[0|X| X[ AEE| B2t of|M O|0|X|E FAIS HX|AEZ| B2 HX|SH=RK] =HQIgL|C 0] THA. YUH|0|E

=

imageRegistry 2| LHE spec OHX|2F HX| 0|= 2|X|AEE|7t HEE R

imageRegistry:
name: "[your registry path]"

ol CtS 2 F7H2LICt crds 9 LHE 7Y spec:

crds:

shouldUpgrade: true

o CtS Y2 FIHeLICt additionalvalues 2| LHE spec Astra Control Center CROIA CHS S

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

o MEVIE NSt SELICH HE AF0] ML H2{|0[=7t AIZFELICE

>
12
=
02
=
o

o
N
it
in
2
=
=
g
1>
50
I
>
1
ro
i€}
=
Il

watch kubectl get pods -n [netapp-acc or custom namespace]

Astra Control #Ell Z210] €120 =7} 2tz =0 ZH|=|U}ZSS LIEFS Wi7HX| Z|CHLICH (True):

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

0l

Ct.
=]

AL,



NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.10.0-68
10.111.111.111 True

@ A S0l F12|0|= HEHE ZLE RS2 H O HE S HAYLICE kubectl get
AstraControlCenter -o yaml -n [netapp-acc or custom namespace]

Astra Control Center 28Xt 215 HAISIE{H L2 B S HASHUA 2.
@ kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

A|¢E+| ME|-|§ §H|>_I'o;|-|__| |_-_|.

a0 o =

1. Astra Control Center0l] 21Q18tL|C}.

2. H{TO| 20| =E|U=X| gletL|Ct ul2] * X[ * HO|X| S HZESIHUAIL.

=

3. BE 2= SHAEQL Y0 TS| EMst D B &1 A=K =HQlSLCt.

Astra Control Provisioner= &t AlstetL|Ct

Astra Trident HZ& 23.10 O|AH0l| = 2}O|MIAE EH RSt Astra Control AFE2XH7F 15 AER|X|

TZH|NY 7|50 HMAL £ JUEZ Astra Control Provisionerg At25tE SM0| ZEHE|

Q)& LIC}. Astra Control Provisioner= EZ Astra Trident CSI 7|8t 7|53 {20 0] &%t
712 MESELLC}.

2k Astra Control 2IH|O| E0| M Astra Control Provisioner= Astra Control Ot7 |l Q| AEZ|X| T2 H|X 'Y &
RLAAER|O|E|{Z Astra TridentS CHM|[Z ZdIL|CE. }2tA Astra Control AFEXH= Astra Control Provisioners
g M3lSt= Z10] ZELICE Astra Tridente 2E AAE Al RX[SHH, NetApp2l ME2 CSI & 7|Et 7|52 2
=, )X, X & AHC|o|EE ZLICE,

Of ZfHofl CHaf

Astra Control Center AF20]| &{7FEl AF2 X011 Astra Control Provisioner 7| 52 AF2stH = A0= 0| EXIE
tt2tof BLICE Astra Trident AFEXI7F Astra Control2 AHESHX| 211 Astra Control Provisioner?t & 5H= 37t
7|sE AHE%t2{H o] HAIE 2tof fL{Ct,

2} At2d|of| CHaH Astra Trident 23.100{|A] Provisioner 7|2 7|2X O 2 ZHMStE|0] QX QEX|2F 0| ZTZ2MAE
ArE2sto] &M3tet &~ Ql&L|C

AlZfoto] Fof

Astra Control ProvisionerE A5t E MNo{H HY CHE2 LTt
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Astra Control CenterS £3l| AF2X}0{|#| Astra Control Provisioner X|=

* * Astra Control Center 2fO|MIA HEZ| *: 7} ZIQ B |C} "Astra Control Center 2F0| Ml A" Astra Control
Provisionerg &43%}st1 0| 7| 50| M&st= 7| s0f AMATLICE.

* * Astra Control Center 23.109 2 MX| EE= ¢ 20| E * : Astra ControlZ} 74| Astra Control
ProvisionerE At25t2{H 0| HH™O| HRerL|C}.

o * 22{AE0]| AMD64 A|AH! OFF|EIX{ 7t QI=X| €l *: Astra Control Provisioner 0|0|X|= AMD64 2!
ARMG64 CPU O}7 |l 2 E=0j|M K| Z X X|2 Astra Control CenterO| A= AMD642t X| &l EL|C}.

* * Y XAERZ| HMAE 2|t Astra Control Service A 7| * : NetApp Support AO|E CHAl Astra
Control H|X|AEZ|E AF238I0] Astra Control Provisioner O|0|X| £ CIR2ZE35I2{H of st SES
t2 St AR "Astra Control Service A/&". A S ZH8H0] M|E st BlueXP AN S MH5HH Astra
Control Service &g O|H|& 0| M&EILICE,

* * Astra TridentE M X[3t 2 sl HTO| 4712] 2= X LHof| }=X[ 2! *: Astra Trident?} 7
23.109| 47| Ha|=X %t Lol = B Astra Control ProvisionerES AF26H0] Astra Trident 23.1022
™ A o|EE 4 QUSLICE o|E E0, Astra Trident 22.100{|M 23.10C 2 =X H18|0|EE £
USLICt,

Astra Control Provisioner X8 AI2X}

* * Astra Control Center 20| MIA Ht7| *: 7} W BHL|C} "Astra Control Center 2t0| A" Astra Control
ProvisionerE &43tst1 0| 7|s0| H&sHs 7|S0ll BMASHL|CE.

* * Astra TridentS M X|3t 2L sl HTO| 4709] 22| = & LHo|| L =X| &0l *: Astra Trident?t &
23.109] 472] &l2|= %t LHo]| Q= AR Astra Control ProvisionerS AF260] Astra Trident 23.109 2
™ A o|EE 4 QUSLICE O|E E0, Astra Trident 22.100{|AM 23.109 2 =X H18|0|EE £
oIAL|C}

M H .

s *YX|AERZ]| HMAE 2Bt Astra Control Service A& 7| * : Astra Control Provisioner O|0|X|&
CIR2E 5™ 2| XA EZ2[o] BM|ASHOF BILICE AIZfSH2{™ of Ciet SE2 22 AL "Astra Control

Service AH". YAl S ZM5I0] HESt2 BlueXP Al™E S MAM5HH Astra Control Service 2tF O|H[ 0|
M&EILICE

(1¢tA)) Astra Control ProvisionerE CHRZ2EstD =2 ELICH

Astra Control Center AFEXI= NetApp Support AtO|E EE= Astra Control 2| X|AE2| WHEZ AMESH0] O|0|X|E
CIR2Eg 4= QUSLICE Astra Control 10| Astra Control Provisioner2 AF238}2{= Astra Trident AF2Xt=
HX|AEz| 2HES AF2BHOF BfL|CE.

(&) NetApp Support AO|E

(=1

1. Astra Control Provisioner HES CH2ZE8HLICH (trident-acp- [version] . tar)S MEHEILICE "Astra
Control Center C2ZE H|0| X|".

2. (HE AFEto|X| 2 MEH AtSH Astra Control Center(Astra-control-center-certs-[version].tar.gz)2 ¢15A 8 M3
HES CHR2ZE5H0 trident-acp-[version] tar HEQ| MHE QISHIA|L.
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XtMiet LhES 22 & gLt

=

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-
acp-[version].tar

3. Astra Control Provisioner O|0|X] 2E:

docker load < trident-acp-23.10.0.tar

oo

(=

H -

Loaded image: trident-acp:23.10.0-linux-amd6c4
4. o|O|x|ofl ER T X|H:

docker tag trident-acp:23.10.0-linux-amd64 <my custom registry>/trident-
acp:23.10.0

5. O|O|X|E AHEXL X|F B X|AER[0f FEAIELICE

docker push <my custom registry>/trident-acp:23.10.0

(&) Astra Control O|0|X| 2| X|AE2|QL|C}

@ O| xte| HHM| Docker CHA Podman2 AF2E 4 JSLICEH Windows S 2 AIESt= HR
PowerShell2 AE5t= 20| £Z&LILCH
1. NetApp Astra Control O|0|X| 2| X|AE2|0f M| A:
Astra Control Service €| UI0]| 232610 I|0|X| LEZR Attto| T2l Ot0|22 MEHBILICE,

a.
b. API A4 * 2 MEBHLICY,

=l

o

A IDE 7|=ELt.
d. Z2 Ho[X[oflM * APl E2 ¥4 * & MEHSI I AP E2 XSS STUEC0]| SALSH HE7(off MERLCH

=
e. ot= WS AHE3I0 Astra Control 2| X[AEE[0f| 2aQIgtL|CE
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docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-token>

2. AEXXIE X AER|TL A= B2

O[0|X|E ArEXL X|F BIX|AEE|Z 0| Fdte 7|=
MELICE 2X|AER|E AFESIX]

Yol ol CHE THAHIE
e E2 2 Trident 2EAt HAIE MEYAQ "CHS MM S HESHIAL"

@ Ct2 HZH0|| Docker CHAl Podmang A% 4 U&LICtH Windows &t
PowerShell2 ALE5t= 10| £Z&LILCE



Docker £ & ZTSHMAIL
AE

a. 2| X|AEz2|0f| M Astra Control Provisioner O|0|X|Z 7} SL|LCt,

@ 7tX2 0|0|X|= 0f2] SHES X HSHA| ¢¢2H Linux AMD642+ 20| O|0[X|E 7t 2
SAEQ =Bt Zay Qs

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform <cluster platform>

oll:

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform linux/amd64

b. ofo|x]ofl E§ X|H:

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

C. O|O|X|E AFEXF X[F K| AEE|0f FEAIRLICE

docker push <my custom registry>/trident-acp:23.10.0

el

a. Astra Control Provisioner LI AEZE AF2X} X| & | K| AEEZ| 0| EAFSILICE,

crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0
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Helm2 A3t Astra Control Provisioners &M 3tsHX| OMA| 2. |2 AX|0| Helm2 ALE3 D
@ 23.102 2 A 12|0|=E5t2{H Trident 2Y Xt EE= tridentctlS AF235H0] Astra Control Provisioner
K|S s>stof gtL|Ct,
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Astra Trident 2 Xt
1. "Astra Trident 8X| T2 WS CIRZCSH0 ES SLICH.

2. Astra TridentS OtE] MX|otX| UL |2 Astra Trident 2E0| A HAXIE K75 E
AZ SN L.

40
i}
ojo
il
X
il

a. CRD ¥4:

kubectl create -f

deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y
aml

b. EZIO|HIE HJQAHO|AE BHFLICH (kubectl create namespace trident) S

HIYAHO|ATE TS| EXSt=X| &QIRILICt (kubectl get all -n trident)E

Eajde
=i k<]
UL ADO| AT} MAHE B2 CHA| BHSLICE

SalghL|c}.
3. Astra TridentS 23.10.02 2 YO|0O|E:

) =]
bundle pre 1 25.yaml. Kubernetes 1.25 0|45 &idt= S2{AE S B

A ELIC bundle post 1 25.yaml.

Kubernetes 1.24 0|5} TS HAst= S2AE9 B2, & ALERILICE
® ¢

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

!

4. Astra Trident7t A EQIX| =telgtL|Ct.

kubectl get torc -n trident

oo

Ct.
[= I

NAME AGE
trident 21lm

| HIZZ AF25H= 2| X|AER| 7t Y= AR Astra Control Provisioner O|0|X|E 7t Q= | AHEE H|Z S
ohSLICH

kubectl create secret docker-registry <secret name> -n trident

--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. TridentOrchestrator CRS TZlst 1 Ct2 1t ZH0| MEIStL|CE
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kubectl edit torc trident -n trident

a. Astra Trident O|O|X|0j] CHet ALK} X|H 2| X|AEZ| 9|X|E HESIHLE Astra Control 2| X|AE 2|0 A
7t ZLICt (tridentImage: <my custom registry>/trident:23.10.0 E&
tridentImage: netapp/trident:23.10.0)E & ghLCt.

b. Astra Control ProvisionerE &M} fL|C} (enableACP: true)E S=ELICL

C. Astra Control Provisioner 0|0|X|2] AFEX} X|H 2 X|AEZ| /XS HESH7{LL Astra Control
HXIAEE|0N 7t ZLICH (acpImage: <my custom registry>/trident-acp:23.10.0

L= acpImage: cr.astra.netapp.io/astra/trident-acp:23.10.0)8 S=IgfL|Ct

d. E 4FMUE=X] &IRL|CEO[0|X| Z 2= o] Hite| FEE20IM 7|0 BEE & USLICH
(imagePullSecrets: - <secret name>)E SEELICt O™ tHAOM M At St 0|
2= 0|2 ArEELICL.

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret_ name>

o

=

o

7 MES D S ofLICh BiE Z2NATE XS 2 A[ZHELIC.
8.

Ho

=
SAt, HHIE S =R MEZH MEERA=X] ehelgfLct.

kubectl get all -n trident

@ Kubernetes 22 AE0|l= 2K} QIAEA * SILEZL U0{0F BLICE Astra Trident
HLAMXIE of2 H =M= QF ElLICE,

ot

FOISILICH trident-acp ZH|O|LH7t Al FO|H acpversion JELICH23.10.0 2 AE{RIL|CE
talled:

5

0]

kubectl get torc -o yaml

oo

Ct.
=
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status:
acpVersion: 23.10.0
currentInstallationParams:

acpImage: <registry>/trident-acp:23.10.0
enableACP: "true"

status: Installed

tridentctl S MEHEIL|CE
1. "Astra Trident 8X| T2 WS CIRZCSH0 SES SLICH.
2. "7| & Astra Trident7 Y= &
=

0
3. Astra Control Provisioners A2t = MM El Astra TridentS MX|BLICt (--enable-acp=true):

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:23.10
4. Astra Control Provisioner?t 242t =| =X I giL|Ch.

./tridentctl -n trident version

SH:
e e R + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | 4--—————————————— o
TR — + | 23.10.0 | 23.10.0 | 23.10.0. | +-———————mm———m—
T T +

21t
Astra Control Provisioner 7| 50| g&3t=|0] QM Al Fol HHO| MSE= ZE 7|52 A8Y = JUSLICL
(Astra Control Center AF2 X3t 8l{Z}) Astra Control ProvisionerS A X|5HH Astra Control Center UI0{| Af

Provisionerg SAEISHE E{AE{0| 7t EA|EILICH ACP version & AF20IX| OMMA|2 Trident version
ZC Sl KB HE HS
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

£ FZSHHARL

* "Astra Trident & 20| = AHA"

Astra Control Center3S H|7{&fL|C}

Hotme HA HMOE 1 18|0|ESH= AR Astra Control Center 7+ @A E H|HsloF & 4=
& L|C}. Astra Control Center 2! Astra Control Center 2 XIS X7 PE1E O| AX}of
HHEl HHZ = ACHE AASHUAL.

ocoo=2

X HAHo 2H7t U= B3R E HESHIAL ®AH 25| 6HE.

o
rin
N

1. Astra Control CenterS AHIELICE CHE HE HHR2 7|2 HX|E 7|82 iU T AL} ol B™HS o

S +FeLCh

r

kubectl delete -f astra control center.yaml -n netapp-acc

Zut:

astracontrolcenter.astra.netapp.io "astra" deleted

2. C}2 HHS A8 E MHELICt netapp-acc (£ AFEXL X|H 0|§) HIYAT|O|A:

kubectl delete ns [netapp-acc or custom namespace]

Ofl & 2t
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namespace '"netapp-acc" deleted
3. CI2 HH S AF25I0] Astra Control Center 2F At A|AE 1M @A S AMH|EHL|CE
kubectl delete -f astra control center operator deploy.yaml
A1k

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

M7 2| siZ
CI2 82 g2 AF238E0] Astra Control CenterE H|HE [ &A= 2X|S s ASIAA 2.
Astra Control CenterE X3l 22| 22{AEQ| ZLIHE 2R ZEJF HE|=|X| g&L|CH

IH NetApp ZLIEE HAAHO|A B

Astra Control CenterS M|7{517| Mol 22{AEE 22[SHX| L/UC
ot HHL2 O30 Z&LICt

SES
HIYAHO|ANM PodE =522 AHIY 4= JAGLICH 0[2{¢h

|

1. A acc-monitoring Of|O|ME:
kubectl delete agents acc-monitoring -n netapp-monitoring

Zut:
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agent.monitoring.netapp.com "acc-monitoring" deleted

2. |YAHO|A AH|:

kubectl delete ns netapp-monitoring

Zat:

namespace "netapp-monitoring" deleted

3. HHE 2|AA stHol-

= L—-

kubectl get pods -n netapp-monitoring

Zut:

No resources found in netapp-monitoring namespace.

4. DLIE{2 Of|0|ME M| A &l

= -

kubectl get crd|grep agent

A
[

MiH

Zut:

agents.monitoring.netapp.com 2021-07-21T06:08:13%

S. AMEX Ho| 2|AA MO|(CRD) ME AMH|:

kubectl delete crds agents.monitoring.netapp.com

Zut:

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com”" deleted
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Astra Control CenterS X|7{3{ = Traefik CRD7} H2|x|X| Qt&L|Ct

ket
=
ot

Traefik CRDE 502 St 2= QUELICH CRDE 224 2|AA0|H CRDE AtH|SHH 22{AEQ| CHE
OfZ2|AH 0| Mof| H&S & 5= USLICE.

o

CHA|
1. 22{AE0|| AX|Zl Traefik CRD LIE:

kubectl get crds |grep -E 'traefik'

34
ingressroutes.traefik.containo.us 2021-06-23T23:29:117%
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:117Z
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:12%
middlewares.traefik.containo.us 2021-06-23T23:29:127%2
middlewaretcps.traefik.containo.us 2021-06-23T23:29:127Z
serverstransports.traefik.containo.us 2021-06-23T23:29:13%
tlsoptions.traefik.containo.us 2021-06-23T23:29:137Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147Z
traefikservices.traefik.containo.us 2021-06-23T23:29:15%
2. CRD 2fA:

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

KtMIEE LHES 2telst AR

|

* "N 2 LT EH QLo
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Astra Control Provisioner=E AIstL|C}

AEZ[X| ol E AT E LBt CE

Astra Control ProvisionerE AI26tH £t2|3 SHAEQF AEZ|X| HA = 7to] EEfTl
A SIS = MSISH0] H|O[E HMA HOtS JHME &~ QJUESLILCY.

Astra Control Provisioner= 5 7HX| 32| AE2|X| Al =0l CHSH Kerberos &= 2tE X[ L.

« * 2 I|0JA ONTAP * - Astra Control Provisioner= Red Hat OpenShift %! ¥ AE 2! Kubernetes
SHAHW A 2-Z2{|0/A ONTAP 2 E7HX| NFSv3 % NFSv4 HZ S £l Kerberos &= etE K| BfL|Ct

* * Azure NetApp Files * - Astra Control Provisioner= A EZ Kubernetes 221 AE{0f|A| Azure NetApp Files
EEOE2|NFSv4.1 HEE S Kerberos 2= 3HE K| AgLICE.

metM AHARS sk, MRS, 37| =
JtH27|

Yot A 28 ¢V H

r
ol
mju
rhu
0=
0x
s}
Z
M
()]
o2
o
ot
M
>
ol
of
rir
i
o

AtLH ONTAP E&2 A28 M4 £9l Kerberos §52tE 1Lt

2| S22{AEQ 2o2|0|A ONTAP AEZ|X| WA= A0|2] AEZ|X| E2fT0]| Kerberos S 3HE HMate
o

@ 2-O2{|0|A ONTAP AE2|X| HAEE E3t NFS E2i{ 0] Ch3t Kerberos Zet= & Solf ATt
X[ ELICt ontap-nas AEEZ[X| ':Ef0|l:|-|
A|ZFSE7| Hof|

« 22| 22{AE{0|AM Astra Control Provisioners Mot =X| 2QIStL|Ct & HX8HMA|L "Astra Control
Provisionerg Zd3tetL|CH & #ZSHMA2L.

© O] HMASH 5 Q=X EHRISHLICE tridentctl KEZIE]
* ONTAP AEZ|X| HHAZ0f CHEE 22| X A M| A #5Ho] RUO{OF BHL|Ct.
* ONTAP AEZ|X| Al = 0f| A

oH
ru°J
> [
o
10
=)
o
o
ne
k1
30
i
[}
et
-
iul

Jhot

rolHL|C}.

[y =

mjo

|218H= ONTAP AEE|X| VME Z=H|ZH=X| AFEBHAIA|Q
x

* Kerberos ¥Z 32 ALE3t= NFSv4 20| SHIEA M (0] QX &IBtLICH 2| NetApp NFSv4 =02l
T MM (13H[0|X)S HZESHAIR "NetApp NFSv42| SFALEl 7|5 8l B A 70| = & & ZSH A",

ONTAP AUAZE FMS %7} = £HBL|C}

7|Z ONTAP AT E Ko A2 £71517LtE, ONTAP AEZ|X| VM RE EE4 ofL|2} YA EZ! Kubernetes
EHAEQ 2] % ONTAP 250] CHoH Kerberos LS 3HE X|St= M AATE MAHS M| ofF BHL|CH =718t
LHELHZ| HX X e= M2 0HE LHELHY| MM CHS AMA T2 EE 5 HAA HEHS X6 of hL|Ct.

HMA ZZES
NFS, NFSv3 %! NFSv4 HMNA Z2ZEZS AFESI0] AAZE FYHS petL|Ct,

M A M HE
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=0 Ciet 20 w2t bl 7HX| Kerberos 222t HH & SHLIE A = JUSLICEH
* * Kerberos 5 * - (215 U =3}
* *Kerberos 5i * - (215 4 ID E= =3})
* *Kerberos 5p * - (215 A =5}, ID B 72l HE HD)
™ot HM|A HSHS ARSI ONTAP AAZE M JxIg ML 0| S 50, 2
Kerberos 5p =27t =8tEl NFS 282 Ul'-c-’-EOPE ZR L3 AMA HEE AESL Ef.
Y Q7| Mg MM A QU7 M| Het g
Unix 2h M3t E 2h M3t E 2hMs
Kerberos 5i st 5} st M S}HE ko)
Kerberos 5p stM S} El St S =gkl
ONTAP AATE Mt AATE HiH JAZ MHSH= WH2 CHS EAME BZSHHA 2.
c "AAIE HMS MMBHL|CH
* "AAILE Mo X F=I}
AEE|X| HAEE MMBtL|CE
Kerberos &= 3} 7|52 E&St= Astra Control Provisioner AEZ|X| BHAIE 1M S MAMSH 4

Of ZfHofl 3

o

o

AMEX} HAA

=

Kerberos 2235 F1 stz AER[X| HAlE 1 MY S oHS mff £ ALK M| 7HX| Kerberos =2 HE &
StLEE K™ & UELICH spec.nfsMountOptions D7 B4

* spec.nfsMountOptions: sec=krb5 (215 U =3}

* spec.nfsMountOptions: sec=krb5i (215 U =3} ID ES)

* spec.nfsMountOptions: sec=krb5p (25 U =3}, ID U 712 HE HS)
Kerberos =& StLITH X|HSHY A2, D17l tHa S E0{| A Kerberos =%t +F2 F 7 0|4 X|™SHH A Hy
SMTEALZELICH
THA|

1. #2|=l= 22 AN CFS MIE ALt AEZ|X| HllE M MU S MMEL|Ct 25 Qtof S AFEX}

otFo| MEZ CHA[:

234


https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O[T A0l M Mot 1 MU S ALESH MAE S M BtLICt

—_

o> rR

E Mdoj| MujstH Holl= M0 2X|7t e AYJLICH CHS BYEE A5 =225 B0 Jelg =eld =
L|c}.

$0 &

tridentctl logs
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&t SA JHHE 2HE I E AFESHH M| 7HX| Kerberos 2= %t M & SHLEE XY &~ UELICH
mountOptions Of7H B

mountOptions: sec=krb5 (2/& U =3}

* mountOptions: sec=krb5i (2/E U =23} ID ED)
* mountOptions: sec=krb5p (215 U =3}, ID & 712 E HD)

Kerberos &g StLITH X|HSHYA| 2. 047 M SF0{| A Kerberos 222t £+ZE2 F 7 0| & X[HSHH A Huy
MO AEELICH AEE[X]| HAlE 20l XSt zot 70| AEE|X| A K0 X[H ot 2f|da CHE 22
AEE|X| A K| 7 ML CE

|

1. CtS Of|X|E AF25H0] StorageClass Kubernetes ZHA|E A 8tL|CT.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True
2. AEE|X| SAE HEFLICH

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. 2AE2|X| SeHATL Y= A=K| ZeletL|C.

—

kubectl get sc ontap—-nas-sc
CHSot FARH E20[ HA|EL|CEH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
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AlZFsE7| o

* 22|38 Red Hat OpenShift 22{AE{0{| A Astra Control ProvisionerE ZA 33 =X| &tolgtL|Ct &
EHZSHM AR "Astra Control ProvisionerS 24 sefL|CH & RESHIA|L.

* Off HA| AT & QK| SOISHLICH tridenterl SEBIE]

* 2F ArS =elst of X|E ol th2t Kerberos =22 Azure NetApp Files AEZ|X| HAIEE FH|U=X|
SHOIBHL|Ct "Azure NetApp Files AEA{",

* Kerberos YS 32 ALE8H= NFSv4 250| SHIEA| M0 J=X| =2lBtL|Ct o NetApp NFSv4 0|2l
T MM (13H[0]|X[)S EXSH AR "NetApp NFSv42| SFALEl 7|5 Sl IH AL 7H0|= £ EZESHUA|IQ".

AER|X| HHOlE = MASH|C}
Kerberos 23t 7|52 E26t= Azure NetApp Files 2AE2|X| BlE A8 Z Ot £ QELICE.
O] =roi CHsH
Kerberos @2 3tE 45H= AEZ|X| HllE 14 MU S OHS O CHS = 7HX| 7tstt & 3 StLiof| ME8E =X
Holg o JAFLICH
At88tH= * AEE|X| HHAIE 2| * spec. kerberos EEO| YHBILICH
* EME%t= * 7t E ™ * spec.storage.kerberos ZEO| YHSL|Ct
7t = 2o LS HolotH AER[X| S2HAC| 20| S AHE5H0] E0| MEHEIL|CH
= 2Hoi M Kerberos =2t M| 7tX| HH & SHLHE X|-Ee & U}SLICH

* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (25 U =3}, ID ED)
* kerberos: sec=krb5p (2!5 U =3}, ID & 710 HE HSD)
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AEZ|X| HHAl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret

—_

2. 0| A0l M Wt 7 DU S AFE00] =S M gfLCt.

o> re

C Mdof| 2ofdtH WHill= 40| 2X7t A= AYULICH ChS HES HAsto 228 H1 QIS eiele £
L|C}.

g0 &

tridentctl logs
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AEEX] SHAE HERLILt

AER|X| SaA

HJIrU

2HS0] Kerberos 2 HE A E5S Z2H|INMIY & ASLICE

ChA|
1. C}2 O|M|E ArE310] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AE2[X| SHAES MABLICH

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. AE2|X| AT WHEIQ=X| HQISLICH

kubectl get sc anf-sc-nfs

Ct2at fAret £240] EA|ELICH

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h

ba

ot AEE|X| 2HAE M 2 O|F| EES Z=HINIY = AFLICH XtMst X|
= Z2H|[X gLt

k=]
—_

i
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Diru—r

AHAS AESIH =& HI0|HE SFELICE

Astra Control Provisioner= £ AFE6H0] AHARAM C|O[E{E H|O|E O| S S10] = A|
2 UEE L|Ct TridentActionSnapshotRestore (TASR) CR 0| CR2
Kubernetes ZX| £ Z56HH 2AH0| 2t=2 El 20| FX|E[X| &L|CE.
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Astra Control Provisioner= A AHAF S22 X[JIBLICH ontap-san, ontap-san-economy, ontap-nas,
ontap—nas—flexgroup,azure—netapp—flles,gcp—cvs,g!solidfire—sanEEEH”Hi

AlZFsE7| o

HiRIEE PVC 3 M8 7ttt 28 2H 40| QL0{0F gLCt.

* PVC &Ei7} Bound@IX| tQISHC},

kubectl get pvc

* SF 2HNE MEE FH|7t EJE=ER| =elgtct,

kubectl get vs

THA|
1. TASR CR2 MMgtL|Ct. O] Ofl0fl M= PVCE CRE MMEBILIC pvel U 28 AHAF pvcl-snapshot.

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. CRS ME3t0] A4kl M Z2IBILICE O] Ol = 2R Ak0l M EELICH pycl.

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

21

Astra Control Provisioner= AHAF|A O] E SRISLICH AHA S7 MEHE =hQlet £ JELICY.
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"

completionTime: "2023-04-14T00:20:372"

state: Succeeded

kind: List
metadata:
resourceVersion: ""
* LHRE22| B2 Astra Control Provisioner= ZO0H &l Al 23S XAtS2 2 MA|=0HX| §EELIC
@ A S CHA| &6 oF gfL|C.
« Z2|Xt #oto| = Kubernetes AFEXH= OHE2|H|0| M |JAHO|ANA TASR CRE MAS
Ues HE2|Xte| HoHS Hrotof g 4~ JUSLICE

SnapMirrorE ALE5I0] S E2 SH2LICt

Astra Control ProvisionerE AL25IH xlisf S E ¢/¢t HI0|E SHIE ?sH ot SHAEQ A4
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SH A 27 At
AIZFSE7| RO CHETE 22 AP QT ARO| EZE|EX| EolohiAlL.

ONTAP 23{AH

* * Astra Control Provisioner *: Astra Control Provisioner ¥ 22.10 0| 40| ONTAPS A= Z AISt= AA
3! CH4 Kubernetes 22{AE B 50f| QU0{0F BFL|C}.

o * 2O MIA * AA SITHA ONTAP 22{AE 250N HO|H BE= HES AHEStH= ONTAP SnapMirror H| S 7|
2fO|HIA S QE"MS’.I'OHOF SL|Ct 2 TZSHU A2 "ONTAPL| SnapMirror 2H0[MIA JHR" & HTSHMAIL.
ojof&

* * 22{AE| 9 SVM *: ONTAP AE2|X| #QIE S I{o{2laof $LICt S HESHUAIL "Z2{2F 3 SVM Tjof2
2" 8 HESUNL.

(D) = ONTAP Z2i2E Ztol =) 270] ALBEIS SVM 0 Z0| DRPHR| Helgict

=

* * Astra Control Provisioner 2 SVM *: I|0{Z! &l &1H SVMS CHA 22{AE{Q| Astra Control Provisioner0i|A{
AF23H & 9lo{of SHL|C}.

X #El= E210[H

=& SXl= ONTAP-NAS % ONTAP-SAN E2t0[H0j| A X2 = LT}

Ct2 HAIE +Ast CRD KX E A3t 2F =280 B =& 742l 0|3 2| Mg elLict.

1. 29 Kubernetes 22 AE{0| A C}S chA|= ASHSH|C}

= T od

a. E AE5610] StorageClass M| E MESILICt trident .netapp.io/replication: true Of7H #H=,

of

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. o|Fof 44 M=l StorageClassS AF25t0] PVCE MMt
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. 224 MEZ MirrorRelationship CRS A gtL|Ct.

of

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner= oix DP(Data Protection) &EH0]| CHot LHE HEE J1H2 Cha
I

r= &
MirrorRelationship2| AEf ZE=

uin i
X
mo M
i

d. TridentMirrorRelationship CR2 782t PVCe| LI 0|1t SVME ¥ &LICE

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. HX Kubernetes 22{AE0|A C}S THAIE

OF

AL
T o
a. trident.netapp.io/replication: true 017} HE AFESH0| StorageClass £ THSLICH

o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. CHAN 8! AA HEHE A0 MirrorRelationship CRS A gL Ct.

o

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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Astra Control Provisioner= 714 =l 2t HH 0| S (EE= ONTAPS| 7|2ZhH2 A3t SnapMirror ZHAIE

ddstn £7|stetLct.

C. O|Xof M3t StorageClassE AF25t0| PVCE MAst0] HZ(SnapMirror CHAN) SHet2 ghL|Ct.

=

o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas
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kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:

snapshot-name: csi-nas-snapshot
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apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
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