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docker login cr.astra.netapp.io -u <account-id> -p <api-token>
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° 5 FIIELICt istio-injection:enabled 2t Astra Control Centers T&5t7| M| Astra
| Amf|o] Ao OfE
° E MEYLICt Generic =4 A7 of it cHA| US MIBELICH 2| F £t 7.

° Red Hat OpenShift 22{AE2| 2 2 Ho|6{{0F BL|Ct NetworkAttachmentDefinition H&E

S E Astra Control Center U1 AT 0| A Oﬂﬁ (netapp-acc-operator, netapp-acc, netapp-
monitoring 88 E2IH S2{AH L= HM[E AFEXL X[ HAADO|ALS L)

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF
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Astra Control Center 2 BXIE AH|SHK| OYA[2(Of: kubectl delete -f
@ astra control center operator deploy.yaml) ZEJ} AH|E|X| @t & Astra Control

Center MX| EE= &= Z0f| AX|EX].
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1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (MEE[X| T ME4 AFE) Astra Control Center& Q15 A 9 MY HES CHREEYLICH (astra-control-
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fjo

fot

center-certs-[version].tar.gz)e 2=/5}0¢ QlgtL|ct,

XtMiet Lhgs 22 E efgeiLict

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
E3HO0| EAlELICt verified OK &0 M3 =,
3. Astra Control Center HE0{|A O|0|X|E ZF&=TL|Ct

tar -vxzf astra-control-center-[version].tar.gz
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(i)  kubbeck Z2179! 2lo|=2{2|s tar HES| Y0|D {0 20| ZRLIC kubect1-astra.
ls kubectl-astra/
2. 2 H/H I CPU OF7|EIX 0l LR IAS ST ZEE 0|56t 0|28 2 HAHLICH kubect 1-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+2
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I{7|X| O|0|X|E 2 2|X|AEZ|0| Ho| EE&LICH & A3

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt;Z Docker MZA 9| URLZ HHEL|C} O|E E0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|C}
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. B2 RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. BIXIAEE|0| 23IgfL|C,
podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL XM El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }9| C|2|E2|7} Letel 2| LX|£2|9 URLE CHA|ELIC.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astraImageNoPath=$ (echo ${astraImage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ARET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version
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export KUBECONFIG=[file path]

() 4%z 2=8t7| Foll Astra Control CenterS A1X|2 S AES FMSHIAL.

ro

50| 2Rt HX|AELZE A= R Ch2S +ddloF Lt
THAIE <lol LTt

a. § MMBILICt netapp-acc-operator LA O|A:

kubectl create ns netapp-acc-operator

ot @< E OHSL|C netapp-acc-operator HIRAHO|A, Docker §EE It CHS HHE

Rte| EAIKJLICH your registry path O[X0| ¥ EE=gt O|0X|2| X2 YX|5HOF
@ SLICHOll: [Registry URL]/netapp/astra/astracc/23.10.0-68)E
SelgLct

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

c. £ MMBLICt netapp-acc (E= AHEAL X|H 0|8) HIKYAHO|ARQIL|CE
kubectl create ns [netapp-acc or custom namespace]

d. of CHSH S E E.'J%'——“J netapp-acc (£ AFEX XM 0|F) UIJAHO|ARILICE Docker HEE
o

Z=7tsta o

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] -—--docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]
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cd manifests

2. Astra Control Center 2 At i YAMLS T & EHL|CH
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vim astra control center operator deploy.yaml
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imagePullSecrets: [{name: astra-registry-cred}]

. HZ ASTRA IMAGE REGISTRY 2| B kube-rbac-proxy O|0|X|E OlA FEA[St 2X[AEE| 222
O[O|X| OfF EHA.

tHZ ASTRA IMAGE REGISTRY 2| B2 acc-operator-controller-manager O|O|X|E Of|Af FEA|
HIX|AEZ| 22 0|0]|X| O|F THA.

(astra control center operator deploy.yaml)E 2EI5t0] 22 X|AEE| 8! A= E FZSLICL

-
als



A I
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Astra_control_center_operator_deploy.YAMLS & &gHL|C}

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:

11



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center g XIS M K|EtL|C}.

kubectl apply -f astra control center operator deploy.yaml

12



namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as

tra.netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader—-election-role

created

clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role

created

clusterrole.rbac.authorization.

created

clusterrole.rbac.authorization.

created

rolebinding.rbac.authorization.

rolebinding created

k8s.

k8s.

k8s.

io/acc-operator-metrics-reader

io/acc-operator-proxy-role

io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7t A QK| =relgtL|Ct.

kubectl get pods

Astra Control Centers 4

=

1. Astra Control Center At2Xt M 9| 2|AA(CR) It
g, dXIAER % 7|Et Zest 2THS MHEHH:

vim astra control center.yaml

‘<'5I-|__|

=

o
2H

-n netapp-acc-operator

Ct

HELICt (astra control center.yaml) AlH,
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<code>accountName</code>

A PNES) /4 ol
accountName E HATL|C} 2xte Example
accountName Astra
Control Center A& 1}
&g o| S0 chet
EXE ULICE. StLte
accountName?Zt QS £
UELICH
<code>astraVersion</code>
=ES x| /4 ol
astraVersion H I Astra Control N | 23.10.0-68

Center2| HHHQIL|CF.
ol O|2] M=
AO D Z o] MHof CHSH
A2 LK
r&LCH



<code>astraAddress</code>

A4 INES =4 of
astraAddress E HATL|C} =X astra.example.com
astraAddress

HEtRX 0| A Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E=IP
ZF20] Cist
EXEQYLICE O] FAE
Astra Control Center7}
HIO[E{ MIE{of| A O{EH|
AME[=X| Ho|5HH, 0]
FAE AZSIH ZE
WA MM HSTH At
SUSHFQDN E££= IP
FEAQL|CE "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.


https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
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<code>autoSupport</code>

Of M Mofl A Mefst SH20f et NetAppl AFH X191 S8 T2 I3, C|X| O{=HHO|X B co|ef &2
9|x|7t ZREILICE QIE{U 10| WRSIH(ZE 442) DE X2 GIO[E{7H ATBtEILITY,

mE Arg

autoSupport.en = Ct 7tsEL|Ct

rolled enrolled &
url ZEE

e OF %”—IEP

autoSupport.ur = Ct 7tsSL|Ct

HZAH enrolled 2
£ AutoSupport

toZ O|SeLCt

false QIEHl
HZO| SAHLE
Hag X ote
AO|ES| B2 true
HZEE AO|EQ|
A2 9 43 true
XS 2ls oH
H|O|E{E NetAppOi|
Bl 2~ JASLIC
712 ME g8
QULIC false B 2
NetAppdi| x|
HO|E{ 7t M&E[X|
4SS LIEFRLICE

0| URL2 9 =AE

1 enrolled EE&= HIO|HE H'H
url ZEE IXIE BHTL|CY.
MEHSHOF %.H—I Ct
<code>email</code>
EE x| 2
HAE EH—| Ct email =XAE

0]
=
)
'_l.
’_l
HO M

=AEE 7=
2| X} —’F—ii

x7|

AEYLICL oM AL S
Of O|H|IY FAE
S LES0. o

ol Fat

uloi|

Zals £7| AHe

AMEXLO|ES

2 MEEH

Astra Control0| A
O|HEES 2ZlL|C},

of

false (O] 2f2
7| 22 LICE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra A™1t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El O|E2 M3
2302lst 2 UI19| M=o
HAEL|C

XH

Astra A &1t AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z Ul19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin

17
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<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEF2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2| ZX|E2|E S AESH= E||0| O[0[X| HX|AEE|E HFfLIC.

ks At

2

o
imageRegistry. Z4 QAQILICH
name

imageRegistry. Of CHol =45t
SxpEol 2
"elUct

imageRegistry.

secret

name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LHF

imageRegistry
X o™
X7t Aofghct.

5
&

X

Mo do

oA o|0|X|E
IZEA|et o|OfX]|
XA EZ|9
O|ELICt o
THA|. AFESHK
OMYAIR http://
= https://
X AEEZ| 0|2,

XtE

o[O|X| =X
HXAEEZZ

QIEst= O

ArEE|=

Kubernetes H| 22|
O|ELC}.

of

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

>

243

ogt

o
ontap-gold

| &
O

Ho 4o

P
ne

storageClass £ HZAPLIC}
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICtH HHES
AMASILICEH kubect1
get sc *ME 7|&
AER|X| EAE
2olste{™ L322
2SS |C} oL A E

I+Uo]| Astra Trident
7|9t AEZ|X| E2iA F
SHLIE i 2fsl{of SfLICt
(astra-control-
center-
<version>.manifes

t) % = Astra PVSO|
AHZEILICE 0] MO|
HEE|0] UX| gtoH
7|12 AE2|X| EaATL
AHELICE,

17|12 Age|x
SafAct 1ME 2
7|2 Z=40| Q= QU
AE|X| 2eHAQIK|
HOIBHAAIR.

<code>volumeReclaimPolicy</code>

2% X

volumeReclaimPoli 2{H Astrall PVSO||
cy CHSE ZH=tE HAO|
MHEILICE O] HMS " belete
O MHEELI|Ct Retain
AstraZl A H|El = 7
=== ALt of
HAMg o= dH™etL|Ct
Delete AstraZt AtX|El
21 EES
APM[EELICE o] 22
MHSIX| o™ pVSTL
SX[ELCE,



20

<code>ingressType</code>






22

ks

ingressType

x| o
Che =4 7 S oILIE EXE
AHEBHIAIR

Generic*®

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| 441
ZEEZE MEstHE
A2 0l gM¥e8
A2 AIL. Astra
Control CenterS Hi ZE 6t
= S FAof{of ghL|ct
"M AEZEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

& 82: Astra Control
Center0|A] MH[A
HAIE ALESHAH S
MEdsHof gL Ct
Generic £ KA OZ
Aot AF AYeL|ct
"M HEEER"

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 745K
o= 42 0l SHE
AMESIMA|L. O2{H
Astra Control CenterZt
TPHELIC traefik
Kubernetes 2= 2 A
7Y MHIAZ Q|
HOIES0]

Astra Control Center=
"loadbalancer" £
MH[AE AtETL|CH
(svce/traefik Astra
Control Center

L[ A DO AOf| A),
HN|A ThsTH 2IE IP
FAE SEol{of giLICt,
S MANTL ALEXL
2tE0f|N {851 oF%
2 WH AT 2 HE|0f
UX| %2 B2 MetallLB
= CHE QI§ MH[A
EE HHME ARSI
QIE |P FAE MH|A0|
Stetet & QUELICH LHE

2
=]

A

—

* Generic (7|24f

* AccTraefik

)



<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)S
AMETILI|CH scaleSize
9| Medium' &, HAOM
ol Mu|AZ
TESt O|FBAE 2IoH
oz ExdES
HEZSLICH. < S|
‘scaleSize ®X{
Small Astrac
AHIE E0|7| 2%t
L MHAE FNQ$t
= MH|A9 =Ex2

Mo 4o
ogt

P
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 3719 ARt
LC AMZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2{g o
ArEXt 2HZolM ZH|7t
& 4 A= Podd
HEQI3 HMEt Aol
ROISHIAIL.



24

<code>astraResourcesScaler</code>

243

astraResourcesSca
ler

x|

Mo 4o
ogt

P
ne

AstraControlCenter
2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 22| 74
240 cHsl A&
2|AA QF S|
H{ZZEIL|CE o] M S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIIOI*J z2E

9 £ £70|

SA0IA o LIS M52
bS8 A QLA L|CH

ML riok

2Lt o 22 JHY =
HAE SHHAHE
AHE3H= AlLIE[20| M=
CR ZEE AEgLCt
astraResourcesSca
lar 2 MATH 2
USLICH O£ E. OIE*71|
SHH 2|AA QKO|
H|&ZdotE| D A
SHAHO E5E
UAELICH

=M

* Default (7|2

* Off

HIt
HA

)



<code>additionalValues</code>

() 2% Al 2247 2XIZ YXI52{ Astra Control Center CROI Tk %7} 2k ket

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° Astral Control Center 3! Cloud Insights S412| 22 TLS /5 A 202 7|2XO = H| Mot 0]
[AELICE of| CHS MM Z £7}510] Cloud Insights@t Astra Control Center SAE S2{AE 8l 22|
S2{AF 7o SAof| CHS TLS 215 A3 2 gdate = J}SLICH additionalvalues.

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

O] MMof| A MEHSH AFRE2 Astra Control CenterOil Al CRDE XM2[st= U g ZHSLIC

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERo IA2 =5
USLICE Ol E2iOE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
olsf MX| 8! 22| EICH=
Mo E H £ JASL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH A

QHHMEO|H 0|

AX[StH 2 AEC| CIE

2R LS =+

UELICE o] E2HDE

A28 Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AH 2| Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AE2X 222 % 44 SUS MK Holet



MZ Astra_control_center.YAMLS ZHEgiL

|CF

apiVersion: astra.netapp.io/vl

kind: AstraControlCenter
metadata:

name: astra
spec:

accountName: "Example"

astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

autoSupport:
enrolled: true

email: "[admin@example.com]"

firstName: "SRE"
lastName: "Admin"
imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"

storageClass: "ontap-gold"

volumeReclaimPolicy: "Retain"

ingressType: "Generic"
scaleSize: "Medium"

astraResourcesScaler: "Default"

additionalValues:
keycloak-operator:

livenessProbe:

initialDelaySeconds:

readinessProbe:

initialDelaySeconds:

crds:

externalTraefik: false

externalCertManager:

Astra X|0{ MIE{ 5! XX}t

1. 0| EHAO| M OF=! ZH3HR| gt F 2

1

1

false

A

Gl

=
=

80

80

XS 2= ELC

LICt netapp-acc (2= AFEAE X)) HILAD|O[A:

kubectl create ns [netapp-acc or custom namespace]

2. Astra Control Center0il A MH|A HIA|S A83H= 22 Of L+ 2|0| 28 FIILICt netapp-acc E= AHEXt

INESRE (S ES i[O Eas

27



=]
TS| Hof|

kubectl label ns [netapp-acc or custom namespace] istio-
injection:enabled

4=

3. (MF) "FATt MTLS St LTt Istio AMH|A HA|2] B

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 0]l Astra Control CenterS & X|&L|Ct netapp-acc (5= AFE2AF X)) HIYAHO|A:

QLICH (ingressType)E 2 M OF 2ILICt Generic Astra Control Center CRO| A

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

=

: Astra Control Center 2GXt= 21 27 Aretol it XtE HAIS 2@ eLICh RAELICH" 27 At

MX|7} MufstALE Astra Control Center?t MCHZ ZSSHX| 42 4= JYSLICH S ETSHMA|L CH2

Yy =1

MIA:IO xrxow;qg x|.5 MAEﬂ I-I?-ljl_l- _|_|-E=|E| A7 |:H|A|x| g |'c";|'|__| |.

j
r
U
_|
$Q

18X ZZMANM REY HALeH 2HAE 210 HIAX|7F MHEEX] A=K =HelSfL|Ct,

kubectl get acc [astra or custom Astra Control Center CR name]
[netapp-acc or custom namespace] -o yaml

@ Astra Control Center 2GXAt 20| 37t A0 HIA|X|7F EA|EILICE,

=

2. XtSeHE @7 At el Sol HuE 2E 2#E E2HE 25 HESHAL.

28

&LICt OpenShiftE At25tH = A2 A3 BN fAFeE OC

—-n


https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html

@ ArEXL2HAHO|
Center9| 22

=(8) £55t=Al 2flsto] EME sliZ2Y & ASLICEH 27 AFE" Astra Control

3. BE NAE T4 227} 43

kubectl get pods

—-n

o2 AR EA=X] elPfLict.

—

[netapp—-acc or custom namespace]

2} PODQ| &Ell= YLIC) Running. A|2E ZEE #HSt= 0 2 2 & 28 & USLICH

29


https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html

30

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

31



32

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

33



4. (MEd AFEH 2(B) &IBtLICt acc-operator & AtE DLIEZISH| 98t 27:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

acchost SEIAE S22 ObX|2 Xl 5 ShLio|0, S2AE S0 Afeiel thzo| Auystx]
(D) st 200l 2ei2E S5 Aol BASS 29 S S5 S22 CHAl AT 4 AL
U0 2iAE YEERSE FI1ILICH APIE ABRILITH

5. BE Pod7t HHEH X7t MBHOZ AR E[J=X] AL L|CH (READY USLICH True)E 2SI Astra
Control Center0| 201 I AtES X7| MX| = E BHELICE

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
oct.
oH--

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ UUID 22 SAteiLict s e L|C acc- UUID 2t Flol SLICt (acc- [uuID] E&, 0
ool M= Acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£)S E2/8tL|Ct

|=| o Olasl A

MH[AOf| CHSE 2| HMAE 22|StH= Kubernetes =4l ZHEEZE A™ e & JASLICL O] XM= 7| 2242
Mg A2 A AEEZ 0| Chst B O[HE MSELICH ingressType: "Generic" Astra Control Center
A}Rﬂ- X|™ 2|AA (astra control center.yaml)E S2IEL|CH X[t 22 0| HAIE MY HRIt
AELICH ingressType: "AccTraefik" Astra Control Center AFEXL X|H 2|AA

(astra_control center.yaml)E SEELICL

_n_

Astra Control CenterE H{XE 3t & URLE AI25}0] Astra Control CenterE &SI 2 $£A ZHEERE FM6}{0
SHL|C}
= .

X[ EHAE AHESE EE2{9| KY0] 2t CHELICH Astra Control Center= CHYot =4l HEEE] R¥S
X[@gLict. o2{gt B8 Hxt=s 2Nl #4 AEED R O|E MSHLICH

A|Zfoto] FHof
4 ZAEZ2{" 0|0] HHZZE|0 RUO{OF LT,
A

Sela" 4 ZEER] 0 sidst= HES2{7 0|0] H-g=0fof SfLCt.
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Istio & E0]| CHSt THA|
1. Istio Ingress= FAgtL|Ct.

() ol =ttolne vler 1y mRIIUS ALBSIO] Istio PAUICHT JEELIC

2. 41 A 0| E<flojol| CHal RBh= QB M 2 7l 7| mp g SESHALE MdetL|cth

CA MY = XA ME ISME MEY + UELILCE & 0|E2 Astra F2(FQDN)O{OF Lt

02

= o

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. ASE OHELICt t1s secret name B8 kubernetes.io/tls OlA TLS 7HQl 7| Bl QIS A9 HL
istio-system namespace TLS H|Z0| AHE|0 UELICE.
HE o
kubectl create secret tls [tls secret name] --key="tls.key"

—-—cert="tls.crt" -n istio-system

HIZO| 0|2 1t YX|SHOF SLICt spec.tls.secretName O MBELICHistio-
ingress.yaml ItQ.

4. 0of A 2|AAE BHEBILICE netapp-ace (E= AFE XL X|™ 0|5) A7|OL0f| CHa v1 2[AA HAIS
AME6t= U[UALO|ARLICH (istio-Ingress.yaml O OOl A ALEE):
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5. 1

6. &

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

(= |

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Center MX|E 2t2&fL|C}.

Nginx =4l ZHES2] THA
1. Aol &S E BHEL|C} kubernetes.io/tls HIA TLS 7HQ! 7| B Q1B X Q| AR netapp-acc O
HHE CHE (E= AFEXH X|HE 0| 8) WIYAL|O|AE AFSRIL|CE"TLS H|Z".
2. £ M 2|AAE Of| BHEBILICE netapp-acce (52 AF2XL X|H 0|5) A7|Ot0]| CHl v1 2|AA HAIS
AME5t= HJAAMO|ARLIC (nginx-Ingress.yaml O| OOl A ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. W7 AlY HE:

kubectl apply -f nginx-Ingress.yaml

(D Nginx HEE21Z 0] oftl HEZ Hx|8}= 20| FELICH daemonset.
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OpenShift Ingress ZIEE2E 2|8t £l

1. AIZME P8I OpenShift ZFREO|M AIRE £ UEE

2. OpenShift ZZ2E MAM$HLICE,

HA

HIEl 7], 215 M S CADIYS 7H4SLICt.

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center UI01| ZQIstL|Ct

Astra Control Centerg MX|gt & 7|2 2t2|Xte] S E HZASI Astra Control Center Ul CHA|E =0 23218t C}

£

{. 2t RO FQDN(E E3H2 S BILIC netps:// HEANS QRBILIC astranddress o ABLICH
astra control center.yaml CR Astra Control CenterE EX|&LILCL.

3. Astra Control Center 219! H|O|X[0|M O] Ar2%t 22 USABILICE email QK|

— (=]
astra control center.yaml CR Astra Control CenterE XU ELICIE & C2 X7| K| ¥=E
0|E:|O}'|__||:|- (ACC [UUID] )E E'E'IOI'L_ll:I‘

() z=s sz v et 158 Sot Balx Aol AL

4. Login * S MEHBIL|CY,

S. HIAIX|ZF LIEHLIH = S HASLCE

@ R 270101 R A= E SlojH2|n COHE :'-*El *f%xf AEO| OF2] ‘MM E[X| 42 B2 0
= NetApp A" HIZHS S XS 6.

|_

6. (ME4 Areh) 7|1ZE2| XMl MBE TLS ABME st 2 HREL|CH "2IE 7| 2HCA)0llM MESH AFZRE X[H TLS

2X| 22X E SHELICE

O]l MH|AZE Q= AR Error AEf, 208 AAFE & QU&LICE 400 ~ 500 HQ| API SE ZEE AELICL O]=
TEO| st A % LIEHHL|C.
=M

* Astra Control Center 2FAt 215 AAISHH CHS 2 LESIUAL.

H=xYld
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRQ| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

CtE B

EH Abe) 2HFo Wef At XS 2tz oL " A

+Aot0] BEE A= LICE"EE A"

o

IZ

ﬂJIIIJ
ﬂJIIIJ

QIR S A Z2[XtE PG

Kubernetes 22{AE{0]| 0|0| Q15 22|Xt7t Y= AL, Astra Control Center0l| A XIA| Q1=
2| XE AX|SHK| AEE H IHX| T THAIE #%*H F gL,

£HA
1. BN 22|72t X = J=X| 2Rl etL|Ct.

kubectl get pods -A | grep 'cert-manager'

s
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. 0f cist QIS M/F| M2 MMHBILICH astraAddress FQDN:

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out
tls.crt

AH
(=]

]

g

op
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Hof M mAuS AFBSI Y= .

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

(=] gt

—

MiH
00

secret/selfsigned-tls created

4. 2 MMBILICt clusterIssuer M| * QI It CHS
cert-manager Pod7} AX|El HL:

ro

ZX[2 7t A= HRYAHO|A K| 7F Zete|of }ELIC

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

ER

—

K
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &QIgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICEH Ready (=) O|{OF BHLICt True AlS
x .

kubectl get Clusterlssuer

0=
M
e
00
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NAME READY AGE
astra-ca-clusterissuer True 9s

6. £ 22 BIL|C} "Astra Control Center MX| ZZ2MA". A7t YEL|Ct "Astra Control Center 22{AE{ YAMLO||
Zooh A4 CHA" Q1B M EE2|X}7} I 20| BX|Z|RASS LIEHLHZ| 2l CRD 242 HATILIC Astra Control
Center/t 2|5 QS A 2|XIE QASIEE X[ F0i 0| THAE et=sljof L L},
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