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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret
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mountOptions Of7H B

mountOptions: sec=krb5 (2/& U =3}

* mountOptions: sec=krb5i (2/E U =23} ID ED)
* mountOptions: sec=krb5p (215 U =3}, ID & 712 E HD)
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True
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kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
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kubectl get sc ontap—-nas-sc
CHSat FARH £20[ HA|EL|CEH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

E2 OZH|NY

AEE|X] Aot AEEX| SEA

i
0>
0%
rot
ot
=)
=
i
o
o
|H
HU
o
Ral
or
ot
4>

)
>

>+

LICE REAISE K|

k=2
—

0
fjo



HASHIANR "=ES ZE2H| X JdeL(Cr

Azure NetApp Files 251t 71 H

P
O

=9Il Kerberos &s3t= AsHL|CH

22| 2 AEQ} th Azure NetApp Files 2AE2|X| HHAIE L= Azure NetApp Files AE2|X| Bl E Q| JpAF &
Ato|o] AEE|X| EBHZI0f Kerberos Y532 &M stst 4 Q&L C

AlZFsE7| o

* Z2|s Red Hat OpenShift 22{AE{0{| A Astra Control ProvisionerE ZA 33 =X| &tolgtL|Ct &
K ZSHM AR "Astra Control ProvisionersS 2 sefL|CH & RESHA|L.

* Off HA| AT & QK| SOISHLICH tridentcrl SEBIEL

* 2F ArS =elst of X|E ol th2t Kerberos =22 Azure NetApp Files AEZ|X| HAIEE FH|U=X|
SHOIBHL|Ct "Azure NetApp Files AEA{",

* Kerberos YS 32 ALE8H= NFSv4 250| SHIEA| M0 J=X| =2lBtL|Ct. 9| NetApp NFSv4 =02l
T MM (13H[0]|X|)S EXSH AR "NetApp NFSv42| SFALEl 7|5 Sl IH AL 7H0|= £ A ZESHUA|IQ".

AER|X| HHOlE = MASH|C}
Kerberos 23t 7|52 E26t= Azure NetApp Files 2AE2|X| BlE A8 Z Ot £ QELICE.
O] =roi CHsH
Kerberos @2 3tE 45H= AEZ|X| HllE 148 MU S OHS O CHS F 7HX| 7ts¢t & F StLiof| ME8E X
Holg o JAFLICH
At88tH= * AEE|X| HHAIE 2| * spec.kerberos EEO| HBILICH
* EME%t=* 7t E ™ * spec.storage.kerberos ZEO| YHSL|Ct
7t = BEo M LS HolotH AER[X| S2HAC| 20| S AHE5H0] E0| MEHEIL|CH
= 2Hoi M Kerberos =2t M| 7tX| HHE & SHLHE X|™Ee & U}SLICH

* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (25 U =3}, ID ED)
* kerberos: sec=krb5p (2!5 U =3}, ID & 710 HE HSD)

A

1. 2t2|5l= 2 AEM AEE|X| HAS(AEE|X| WA 2|8 fE= 714 B 2f|H)E HOls{of St fIX|ofl w2t
CHS Ol & SILIE AFE0I0] AE2|X| HAlE 74 MAS MERILICH 2% otof S AL 2tE el YEZ thA:


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/use/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/use/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/use/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/use/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/use/enable-acp.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

AEZ|X| EHl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-anf-secret

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AE2[X| SHAES MABLICH

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. AE2|X| SHATE MHEIQ=X| HQISLICH

kubectl get sc anf-sc-nfs
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NAME PROVISIONER AGE
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Astra Control Provisioner= A AHAF S22 X[JIBLICH ontap-san, ontap-san-economy, ontap-nas,
ontap—nas—flexgroup,azure—netapp—flles,gcp—cvs,g!solidfire—sanEEEH”Hi

AlZFsE7| o

HiRIFE PVC 8 M8 7ttt 28 240 QL0{0F gLCt.

* PVC &Ei7} Bound@IX| 2QISHC},

kubectl get pvc

* EF 2HNE MEE FH|7} EJE=R| =elgtct,

kubectl get vs

THA|
1. TASR CR2 MMgtL|Ct. O] Ofl0fl M= PVCE CRE MMBILIC pvel U 28 AHAF pvcl-snapshot.

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. CRS ME3t0] A4kl M Z2IBILICE O] ol = 2R Ak0l M EELICH pycl.

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

21
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"

completionTime: "2023-04-14T00:20:372"

state: Succeeded

kind: List
metadata:
resourceVersion: ""
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SnapMirrorE ALE5I0] S E2 SHLIC

Astra Control ProvisionerE AL25IH Zlis S E ¢/et HI0|E SHIE ?sH ot SHAEQ A4
o D= & 22{AECQ EFZI 25 7t 0|2 2HA|E MY £ JUSLICEH 0|50 X| ™=
CRD(AF2X} XM 2|AA HOHE MROW CIS 22 e & JASLICH

7t O] 2tA| MM (PVC)

HAE HI7{ghL|c

A E shmgLICH

* Mo MEf@ILH) B0l 2kt 28 &4

* Al=lE MY E= 0to| 10| M Fof| 22 AEAM SHAEHZ ofE2[AH0|Me] RaM Mt &3

M i
i T
™

d}

ol

r

L]
=
-]
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SH A 27 At
AIZFSE7| RO CHETE 22 AP QT ARO| EZE|EX| EolohiAlL.

ONTAP 22{AH

* * Astra Control Provisioner *: Astra Control Provisioner ¥ 22.10 0|A40] ONTAPS A= Z ALESt= AA
3! CH4 Kubernetes 22{AE B50f| QU0{0F BL|C}.

o * 2O MIA * AA SICHA ONTAP 22AE 250N MO BE= HES AHEStH= ONTAP SnapMirror H| S 7|
2fO|HIA S QE"MS’.I'OHOF SL|CH 2 FZSHU A2 "ONTAPL| SnapMirror 20| A JHR" & HTSHMAIL.
ojof&

* * 22{AE| 9 SVM *: ONTAP AE2|X| #QI= S I{o{2laof $LICt S HESHUAIL "Z2{4F 3 SVM Tjof2
2" 8 HESUNL.

(D) = ONTAP Z2i2E ztol =) 270l ALBEl= SVM 0 S0| DR3HA| Helgict

=

* * Astra Control Provisioner 2 SVM *: I|0{Z/ &l /& SVMS CHA 22{AE{ Q| Astra Control Provisioner0i|A{
AF23H & 9l0{0f SHL|C}.

X El= E210[H

=& SXl= ONTAP-NAS % ONTAP-SAN E2t0[H0j| A X2 = LT}

Ct2 HAIE +=Ast CRD KX E A3 2F =80 B =& 742l 0|3 2| Mg lLict.

1. 29 Kubernetes 22 AE{0| A C}S ChA| = ASHSH|C}

= T od

a. E AE5610] StorageClass M| E MHSILICt trident .netapp.io/replication: true Of7H #H=,

o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. o|Fof 44 M=l StorageClassS AF25t0] PVCE MMt
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kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

c. 224 MEZ MirrorRelationship CRS A gtL|Ct.

of

kind: TridentMirrorRelationship

apiVersion: trident.netapp.io/vl

metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Astra Control Provisioner= 251t &
MirrorRelationship2| AEff ZEE ME

oix DP(Data Protection) &EH0]| CHot LHE HEE JHH2 Cha

d. TridentMirrorRelationship CR2 7182t PVCe| LI 0|1t SVME ¥ &LICE

kubectl get tmr csi-nas



kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. HX Kubernetes 22{AE0|A C}S THAIE

OF

AL
T o
a. trident.netapp.io/replication: true 017} H~E AFE610| StorageClass £ THSLICH

o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. CHAN 8! AA HEHE A0 MirrorRelationship CRS A gL Ct.

o

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”



Astra Control Provisioner= 714 =l 2t H*H 0|S(EE= ONTAPS| 7|2ZhH2 A3t SnapMirror ZHAISE

ddstn £7|stetLct.

C. O|Hof M3t StorageClassE AF25t0| PVCE MAst0] HZ(SnapMirror CHAN) Het2 ghL|Ct.

=

of

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra Control Provisioner?} TridentMirrorRelationship CRDS 2tQIst1 2tA|7t Q= AR =252 MAS

HAC ©OT 25=

ZELICE o] A7t }2™ Astra Control Provisioner= MZ2 FlexVol 2&2 MirrorRelationshipdi| & 2| El

=8 =

A svmat &H L|o{ 2 El SVMO| B XL Tt

=& A SEiLCH

Trident Mirror Relationship(TMR)2 PVC 7t = x| 2t4|9| otZ E& LIEHLH = CRDYILICE. CHa TMRO|

—

— Astra
[ | —_

Control Provisioner0Of|A| &5t= 4EiE LdF= HEf7F UELICE t4 TMRE| AElj= ChS2t Z&L L.

LMY * 2 PVCE DI2f 279 tha 2E0I0, 0| H2 M2 BAYLIC

=]
I|_|E|_| * E% PVC :IXH '|T§.-6_|' |:||E.‘| "‘I'7:||7|' I:IAl_ ReadWrite & DI"S‘E 7}%6—“-' EI’.

L]
*
>
=
x
o
*

: 22 PVCE O[] 2t|e| th& 2F0[0 ofHoi| s O]2] 2A|of ABSLICE

=H
c Uy =80 Y =28 LHES BHMAEZ Uy =280 22 =54 2A7I /= B2 LhAl 28 E dEIE
&otiof EfLCt,
=
=

o AAo} OfF0l BA} Sl S RAEE A7} ATELICH

H|A 2 HYH 0| 2X PVCE SATLICE

HZX Kubernetes 22{AE{M|AM C}S THAHIE £l CH

* TridentMirrorRelationship2| _spec.state_fieldE 2 YH|O|ELICt promoted.

Azl HYH S0 EX PVCE &

ih
I
i
n

A=l El Zoll Z=X|(0to|22)|0]d) B0l LHE THAIE =85t £ PVCE S e Ct.



CHA|
ubernetes 22{AEO|A PVCe| AHAFS MMSID AMHAFO| MM E Wi7EX| 7|CHEL|CE,

K
Kubernetes 22{AE{0f| M Snapshotinfo CRS AM5t0] LIS MR HEE JIHFLIC.

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:

snapshot-name: csi-nas-snapshot

3. EX Kubernetes 22{AE{0|X TridentMirrorRelationship_CR 2| _spec.state_fieldS _promitted %
spec.promotedSnapshotHandle S 2 YC|0|Esto] AHARS| LIE 0|22 AH|0|EFfLICE

4. B X Kubernetes 22{AE 0| $ZAE TridentMirrorRelationship2| AEli(status.state 2 E=)E &tQIgHL|C}.

=

HYH = 02 24AHE St
D|2f BHA|S S767| Hojl M 1% AO|ER OHS XBIS Mefgh|ct,

A

1. HZX Kubernetes 22{AE{0| A TridentMirrorRelationship2| _spec.remoteVolumeHandle_field Z{0|
YUOO| EE|R}=X] ZelgtL|Ct.

2. B X Kubernetes 22{AE{0| A TridentMirrorRelationship2| _spec.mirror_fieldE 2 YO0 EELICE
reestablished.

7t &

Astra Control Provisioner= 2% 281 2kt 280{|A CtS &S XA EL|Ct
1X} PVCE MZ 24} PVCE = H[EL|Ct

o|0] 1Xt PVCet 2Kt PVCIt U=X| ZRISH A2,

chA

1. M=l 2 (A 22 AEO| M PersistentVolumeClaim 2! TridentMirrorRelationship CRDE At&|gtL|Ct,
2. 2H(2A) 22{AEHO|M TridentMirrorRelationship CRDE AtA|gtLCL,

3. MEstai= A 2KKCHAN PVCOll CHEH 1 kKA A) 22{AE{ 0| M| TridentMirrorRelationship CRDE A stL|Ct.

CHE =AH AXFE= 2K PVCe| 27|18 ZH-EL|CH

PVCE "WAMZ 37|18 ™Y £ ACH, H|O|E] 0| dXH 27|E Xt AL ONTAPE AHS2 2 CHA flevxolsE
=1
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PVCOIA SHE HMAHEL|Ct
SHE HAHSHHH ¥ EX S0 Ciel CHe =Y & StLIE AL
2%t PVCOIA MirrorRelationship2 AHA|gfL|Ct O|ZH| SHH S| 2tA| 7} Z20{&L|CH
* L= spec.state ZEE  promessed 2 GH|O| ETHLILCE,
PVC AfH|(0|Xof| O2{& &)

Astra Control Provisioner= S|l PVCE &Qlstl 282 AX|SH | Mol SH| 2AIE sHA[EL|C.

TMRS AfF|EtL|Ct

o2 =l 2HA|9] 8t 20l TMRES AfA|8HH Astra Control Provisioner?Zt AfH|E t&3t7| Fof| LHX| TMRO|
_promessed_state2 MEHEL|CEH AMK[SE S MEISH TMRO| 0/|0] _PROJED_STATEN| = < 7|& 0| A7t
21O TMRO| M|7{Z| 11 Astra Control Provisioner?t 22 PVCE ReadWrite 2 SZEtL|Ct. O|H A| AFK|SHH
ONTAP°I 2Zd &0l tigt SnapMirror HIEFH|O|E{ 7t SiA|EILICE O] 2&0| &= O|2] Ao AHR2E Z<2 M 0/
ZAE MHE mi establed volume SH| AE{2] A TMRS AHE6HOF HL|Ct.

ONTAPZI 2ctQl AEj mf 0|2 2HA S Ho|0| E-LICE

0] A= Y E = ANEX LU O|EY &~ JELICE E ALY & UELICt state: promoted EEE state:
reestablished 2tAE YO|0|Edl= EE

A 252 YUt ReadWrite 2522 $AY | promotedSnapshotHandle 2 A5t 3 252 271 EX
ALHAES X| &S A ol |}

—Hl 3l A= = T AMA-d .

ONTAPO| 22t mff O|2] 2AH S YHO|ERfL|Ct

Astra ControlO] ONTAP S2{AE0f| 21 HAE|X| 42 HEHO| M CRDE AE5I0 SnapMirror ICI0[EE g 4
UELICE CHS TridentActionMirrorUpdate Ofl M| HAlS ERSHIA| 2.

o

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state TridentActionMirrorUpdate CRD2| MEHE BtHSIL|C}. O] 242 SUCCEEDED,In Progress
K= Failed_OlM 7tXE &= JSLICH
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