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kubectl get apiservices
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C. Astra Control H|X|AEZ|0|| 2aQlstL|C},

docker login cr.astra.netapp.io -u <account-id> -p <api-token>
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Istio A{H|A 0|4 C|E{
Istio A{H|A HA|E ARSI H CH22 sl oF ghL|C.

° 5 FIIELICt istio-injection:enabled 2t Astra Control Centers T&5t7| M| Astra
| Amf|o] Ao OfE
° E MEYLICt Generic =4 A7 of it cHA| US MIBELICH 2| F £t 7.

° Red Hat OpenShift 22{AE2| 2 2 Ho|6{{0F BL|Ct NetworkAttachmentDefinition H&E

S E Astra Control Center U1 AT 0| A Oﬂﬁ (netapp-acc-operator, netapp-acc, netapp-
monitoring 88 E2IH S2{AH L= HM[E AFEXL X[ HAADO|ALS L)

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

* * ONTAP SAN =202t SHEt *: ONTAP SAN E2}0|HHE Al26t= A2 2 E Kubernetes 22 AE{ 0| LIS
AZ2II ZH3E| JYE=X| SISHUAIL.
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Astra Control Center 2GXIE AX|SHA| OHYA| (K kubectl delete -f
@ astra control center operator deploy.yaml) ZEJ} AH|E|X| @t & Astra Control
Center Mx| & 5 F0f| AXEX].
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1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (MEE[X| T ME4 AFE) Astra Control Center& Q15 A 9 MY HES CHREEYLICH (astra-control-
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X
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fjo
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center-certs-[version].tar.gz)e 2=/5}0¢ QlgtL|ct,

XtMiet Lhgs 22 E efgeiLict

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
E3HO0| EAlELICt verified OK &0 M3 =,
3. Astra Control Center HE0{|A O|0|X|E ZF&=TL|Ct

tar -vxzf astra-control-center-[version].tar.gz

Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C},
2. tHA2E0{| A * Astra Control2] Xt7t 22| QIAEA H{E * £ MEHBHL|C},

3. X|&loj| 2t Astra Control O]0]X| 2| X|AE2|0f] 2918t Astra Control Center A X| O|0|X| 2 7IH &
CtS O|0|X|E F&EL|C.
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() kubbeck Z2{72l 2j0|H2{2| = tar #E| Y0|B BL0| 20| BYULIC kubect1-astra,
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ls kubectl-astra/

2. 2 HIA 5 CPU OF7|EIKof| st MUS 3ixf 22 0|Sct 0|2 2 HATLICH kubectl-astra:
cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+2
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I{7|X| O|0|X|E 2 2|X|AEZ|0| Ho| EE&LICH & A3

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt;Z Docker MZA 9| URLZ HHEL|C} O|E E0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|C}
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. B2 RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. BIXIAEE|0| 23IgfL|C,
podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL XM El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }9| C|2|E2|7} Letel 2| LX|£2|9 URLE CHA|ELIC.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ARET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version
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1. Astra Control Center ZAE Z2{AE2| kubecononfig LHEL7|:



export KUBECONFIG=[file path]

() 4%z 2=8t7| Foll Astra Control CenterS A1X|2 S AES FMSHIAL.

ro

50| 2Rt HX|AELZE A= R Ch2S +ddloF Lt
THAIE <lol LTt

a. § MMBILICt netapp-acc-operator LA O|A:

kubectl create ns netapp-acc-operator

ot @< E OHSL|C netapp-acc-operator HIRAHO|A, Docker §EE It CHS HHE

Rte| EAIKJLICH your registry path O[X0| ¥ EE=gt O|0X|2| X2 YX|5HOF
@ SLICHOll: [Registry URL]/netapp/astra/astracc/23.10.0-68)E
SelgLct

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

c. £ MMBLICt netapp-acc (E= AHEAL X|H 0|8) HIKYAHO|ARQIL|CE
kubectl create ns [netapp-acc or custom namespace]

d. of CHSH S E E.'J%'——“J netapp-acc (£ AFEX XM 0|F) UIJAHO|ARILICE Docker HEE
o

Z=7tsta o

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] -—--docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]
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Astra Control Center 2IX}= M

1. CIHER|E HFTLIC
cd manifests

2. Astra Control Center 2& X} H{E YAMLS T&EL|C}
(astra_control center operator deploy.yaml)E 225t0] 2Z 2f|X|AEE| & 2T E HEgL|CH

vim astra control center operator deploy.yaml
(D vawLzsol 22 ¥Ee O BS mELIC,
a. 2I50| st YXIAERZ|E M= AR 9 7|2 £E2 HHELICH imagePullSecrets: [] CHS Egh:
imagePullSecrets: [{name: astra-registry-cred}]

b. 44 ASTRA IMAGE REGISTRY 2| B2 kube-rbac-proxy O|0|X|E O|A FEA|St B|X|AEE| HEE
O[DfX| 0|7 A

C. tHZ ASTRA IMAGE REGISTRY 2| B acc-operator-controller-manager O|O|X|E Of|A FEA[SH
gIXIAEE| ZZ=2 O|0|X| OfF THA.
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Astra_control_center_operator_deploy.YAMLS & &gHL|C}

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:

11



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center g XIS M K|EtL|C}.

kubectl apply -f astra control center operator deploy.yaml

12



namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as

tra.netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader—-election-role

created

clusterrole.rbac.authorization.

created

clusterrole.rbac.authorization.

created

clusterrole.rbac.authorization.

created

rolebinding.rbac.authorization.

rolebinding created

k8s.io/acc-operator-manager-role

k8s.io/acc-operator-metrics-reader

k8s.io/acc-operator-proxy-role

k8s.i1o/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. Pod7t A QK| =relgtL|Ct.

kubectl get pods

Astra Control CenterS 1 AEfL|C}

1. Astra Control Center At&X} HO| 2|4 A (CR) IHY
X, X[ AEZ| Bl J|Et st 1S oS H:

vim astra control center.yaml

-n netapp-acc-operator

2 HEULYLICt (astra_control center.yaml) AHE,
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<code>accountName</code>

A PNES) /4 ol
accountName E HATL|C} 2xte Example
accountName Astra
Control Center A& 1}
&g o| S0 chet
EXE ULICE. StLte
accountName?Zt QS £
UELICH
<code>astraVersion</code>
=ES x| /4 ol
astraVersion H I Astra Control N | 23.10.0-68

Center2| HHHQIL|CF.
ol O|2] M=
AO D Z o] MHof CHSH
A2 LK
r&LCH



<code>astraAddress</code>

A4 INES =4 of
astraAddress E HATL|C} =X astra.example.com
astraAddress

HEtRX 0| A Astra
Control Centero|
HM|ASEY| QS AtES
FODN(HE) E=IP
ZF20] Cist
EXEQYLICE O] FAE
Astra Control Center7}
HIO[E{ MIE{of| A O{EH|
AME[=X| Ho|5HH, 0]
FAE AZSIH ZE
WA MM HSTH At
SUSHFQDN E££= IP
FEAQL|CE "Astra
Control Center 2+
Abgt

41 AFESHA| OFY AR
http:// EE
https:// B
LHSILICE ol A
ArE3t7| 2[3H of
FQDNES SAFRILICH
LIS 0.


https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html

16

<code>autoSupport</code>

Of M Mofl A Mefst SH20f et NetAppl AFH X191 S8 T2 I3, C|X| O{=HHO|X B co|ef &2
9|x|7t ZREILICE QIE{U 10| WRSIH(ZE 442) DE X2 GIO[E{7H ATBtEILITY,

mE Arg

autoSupport.en = Ct 7tsEL|Ct

rolled enrolled &
url ZEE

e OF %”—IEP

autoSupport.ur = Ct 7tsSL|Ct

HZAH enrolled 2
£ AutoSupport

toZ O|SeLCt

false QIEHl
HZO| SAHLE
Hag X ote
AO|ES| B2 true
HZEE AO|EQ|
A2 9 43 true
XS 2ls oH
H|O|E{E NetAppOi|
Bl 2~ JASLIC
712 ME g8
QULIC false B 2
NetAppdi| x|
HO|E{ 7t M&E[X|
4SS LIEFRLICE

0| URL2 9 =AE

1 enrolled EE&= HIO|HE H'H
url ZEE IXIE BHTL|CY.
MEHSHOF %.H—I Ct
<code>email</code>
EE x| 2
HAE EH—| Ct email =XAE

0]
=
)
'_l.
’_l
HO M

=AEE 7=
2| X} —’F—ii

x7|

AEYLICL oM AL S
Of O|H|IY FAE
S LES0. o

ol Fat

uloi|

Zals £7| AHe

AMEXLO|ES

2 MEEH

Astra Control0| A
O|HEES 2ZlL|C},

of

false (O] 2f2
7| 22 LICE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

<code>firstName</code>

243

firstName

<code>LastName</code>

=S

lastName

x|

Astra A™1t HEE 7|2
xX7| 22| X}te|
O|ELICE 7o
AL El O|E2 M3
2302lst 2 UI19| M=o
HAEL|C

XH

Astra A &1t AZE 7|2
x7| Z2|Xtel 4. of 7|0
AL El O|E2 NS
Z39lst Z Ul19| M=
HEA|EL|C

ogt

Ho Ho
>
e

Mo do
oot

Pl
ng

o

SRE

o

Admin

17



18

<code>imageRegistry</code>

O] MIMOj|A] MEHSE AFEF2 Astra S8 T Z 7 0]0|X|, Astra Control Center Operator 2 Astra Control

Center Helm 2| ZX|E2|E S AESH= E||0| O[0[X| HX|AEE|E HFfLIC.

ks At

2

o
imageRegistry. Z4 QAQILICH
name

imageRegistry. Of CHol =45t
SxpEol 2
"elUct

imageRegistry.

secret

name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret & LHF

imageRegistry
X o™
X7t Aofghct.

5
&

X

Mo do

oA o|0|X|E
IZEA|et o|OfX]|
XA EZ|9
O|ELICt o
THA|. AFESHK
OMYAIR http://
= https://
X AEEZ| 0|2,

XtE

o[O|X| =X
HXAEEZZ

QIEst= O

ArEE|=

Kubernetes H| 22|
O|ELC}.

of

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

>

243

ogt

o
ontap-gold

| &
O

Ho 4o

P
ne

storageClass £ HZAPLIC}
storageClass #f A&
ontap-gold 2 CtE
Astra Trident
storageClass 2| AA 2
O|SELICtH HHES
AMASILICEH kubect1
get sc *ME 7|&
AER|X| EAE
2olste{™ L322
2SS |C} oL A E

I+Uo]| Astra Trident
7|9t AEZ|X| E2iA F
SHLIE i 2fsl{of SfLICt
(astra-control-
center-
<version>.manifes

t) % = Astra PVSO|
AHZEILICE 0] MO|
HEE|0] UX| gtoH
7|12 AE2|X| EaATL
AHELICE,

17|12 Age|x
SafAct 1ME 2
7|2 Z=40| Q= QU
AE|X| 2eHAQIK|
HOIBHAAIR.

<code>volumeReclaimPolicy</code>

2% X

volumeReclaimPoli 2{H Astrall PVSO||
cy CHSE ZH=tE HAO|
MHEILICE O] HMS " belete
O MHEELI|Ct Retain
AstraZl A H|El = 7
=== ALt of
HAMg o= dH™etL|Ct
Delete AstraZt AtX|El
21 EES
APM[EELICE o] 22
MHSIX| o™ pVSTL
SX[ELCE,



20

<code>ingressType</code>






22

ks

ingressType

x| o
Che =4 7 S oILIE EXE
AHEBHIAIR

Generic*®

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|FHLE XHH| 441
ZEEZE MEstHE
A2 0l gM¥e8
A2 AIL. Astra
Control CenterS Hi ZE 6t
= S FAof{of ghL|ct
"M AEZEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

& 82: Astra Control
Center0|A] MH[A
HAIE ALESHAH S
MEdsHof gL Ct
Generic £ KA OZ
Aot AF AYeL|ct
"M HEEER"

AccTraefik
(ingressType:
"AccTraefik")

M HEEZE 745K
o= 42 0l SHE
AMESIMA|L. O2{H
Astra Control CenterZt
TPHELIC traefik
Kubernetes 2= 2 A
7Y MHIAZ Q|
HOIES0]

Astra Control Center=
"loadbalancer" £
MH[AE AtETL|CH
(svce/traefik Astra
Control Center

L[ A DO AOf| A),
HN|A ThsTH 2IE IP
FAE SEol{of giLICt,
S MANTL ALEXL
2tE0f|N {851 oF%
2 WH AT 2 HE|0f
UX| %2 B2 MetallLB
= CHE QI§ MH[A
EE HHME ARSI
QIE |P FAE MH|A0|
Stetet & QUELICH LHE

2
=]

A

—

* Generic (7|24f

* AccTraefik

)



<code>scaleSize</code>

243

scaleSize

x|

7|12HMO=E Astras
HA(High Availability)S
AMETILI|CH scaleSize
9| Medium' &, HAOM
ol Mu|AZ
TESt O|FBAE 2IoH
oz ExdES
HEZSLICH. < S|
‘scaleSize ®X{
Small Astrac
AHIE E0|7| 2%t
L MHAE FNQ$t
= MH|A9 =Ex2

Mo 4o
ogt

P
ne

—_
2 Y HYULH
El. "Medium &

100742 Pod2 3
7S (A 22 E HQ)
100 Pod= 3712 OFAE
£ 5l 3719 ARt
LC AMZ HoR
SfLCt.) S3] Ml S+
AlLIZ[RE D2{g o
ArEXt 2HZolM ZH|7t
& 4 A= Podd
HEQI3 HMEt Aol
ROISHIAIL.



24

<code>astraResourcesScaler</code>

243

astraResourcesSca
ler

x|

Mo 4o
ogt

P
ne

AstraControlCenter
2|AA X|oto]| cHSt 2HE
SM I7|EXHOZ Astra
Control Center= Astra
LHe| CHE 22| 74
240 cHsl A&
2|AA QF S|
H{ZZEIL|CE o] M S
E4l| Astra Control
Center 2T E Q|04
ARS OHI‘EHIIOI*J z2E

9 £ £70|

SA0IA o LIS M52
bS8 A QLA L|CH

ML riok

2Lt o 22 JHY =
HAE SHHAHE
AHE3H= AlLIE[20| M=
CR ZEE AEgLCt
astraResourcesSca
lar 2 MATH 2
USLICH O£ E. OIE*71|
SHH 2|AA QKO|
H|&ZdotE| D A
SHAHO E5E
UAELICH

=M

* Default (7|2

* Off

HIt
HA

)



<code>additionalValues</code>

() 2% Al 2247 2XIZ YXI52{ Astra Control Center CROI Tk %7} 2k ket

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° Astral Control Center 3! Cloud Insights S412| 22 TLS /5 A 202 7|2XO = H| Mot 0]
[AELICE of| CHS MM Z £7}510] Cloud Insights@t Astra Control Center SAE S2{AE 8l 22|
S2{AF 7o SAof| CHS TLS 215 A3 2 gdate = J}SLICH additionalvalues.

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

O] MMof| A MEHSH AFRE2 Astra Control CenterOil Al CRDE XM2[st= U g ZHSLIC

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

4I 4o

Mo o2

externalCertManag
er & MEHSILIC} true.
7|2 YULICE false
M| =0]| Astra Control
Center?} XtA| 215 A
#2|Xt CRDE
AXlg|ct,

CRDE 22{AH HA|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERo IA2 =5
USLICE Ol E2iOE
Ar235t0{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR ol S{AH Zt2|Xtof|
olsf MX| 8! 22| EICH=
Mo E H £ JASL|CH

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 273t Traefik 7| 22tLICE)

CRDE AX[gL|Ct.

CRDE Z2{AH A

QHHMEO|H 0|

AX[StH 2 AEC| CIE

2R LS =+

UELICE o] E2HDE

A28 Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AH 2| Xtof|

ofsff Mx| 5! 22| EICH=

M E B £ JASLICL

A

(D) anz =8 Hol 240 e SHE AE2X 222 % 44 SUS MK Holet



MZ Astra_control_center.YAMLS 2H&HstL|Ct

apiVersion: astra.netapp.io/vl

kind: AstraControlCenter

metadata:
name: astra

spec:

accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

autoSupport:

enrolled: true

email: "[admin@example.com]"

firstName: "SRE"

lastName: "Admin"

imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"

storageClass: "ontap-gold"

volumeReclaimPolicy: "Retain"

ingressType: "Generic"

scaleSize: "Medium"

astraResourcesScaler: "Default"

additionalValues:

keycloak-operator:

livenessProbe:

initialDelaySeconds: 180

readinessProbe:

initialDelaySeconds: 180

crds:

externalTraefik: false

externalCertManager: false

Astra M0 MIE{ 5! 2

1. 0| EtA0l| M OF%] ZHdSHX|

kubectl create ns

ra
al

Mz
Ras
fln
rto
HL
ot
C
Iul

o
rlo
oY
40
i
=]
mn
-
_lTl_
o]
0]
®
Q
o]
b
Q
Q
Q
tR
rir
>
00
Pl
Ral
0z
T
0o
[>
=
[s)
|>

[netapp—-acc or custom namespace]

2. Astra Control Center®lAl AMH|A HIAIE At25H= AR Of TS 80|22 FIHELICH netapp-acce £ AFEXL

XE HJAHO]A:

27



kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled

4=

3. (MF) "FATt MTLS St LTt Istio AMH|A HA|2] B

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 0]l Astra Control CenterS & X|&L|Ct netapp-acc (5= AFE2AF X)) HIYAHO|A:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

Astra Control Center 28Xt= 2t @7 Aol Lt Xts HALS A etL|Ch Si&LICH "2 Are
(i)  “xI7t HueiiLt Astra Control Center?} HITHZ ZHS6Hx| 48 2 UALICH B AZSHIAIR T2
MME HRGHIAIR XS AIAH BT BT Z1 0AIXIE elstLct,

X
c

(on
(0]

o

8
ox
o
mjo
—>r:
0o
SOt
2
=
>
o
o
i
i
ot
ro
e
1
50

SLICE. OpenshiftE AtEste{= 32 & HHl0 FAreE OC

£
18X ZZMANM REY HALeH 2HAE 210 HIAX| 7t MHEEX] A=K =HelgfL|Ct,

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp—-acc or custom namespace] -o yaml

(D) Astra Control Center 2t 20| 7} 27 HAIXI7} EAIELICE,

2. tSeHE o7 A gl Sdif 2l 2E #H ZHIE B5F SHESHYAIL.

28


https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html

@ ArEXL2HAHO|
Center9| 22

=(8) £55t=Al 2flsto] EME sliZ2Y & ASLICEH 27 AFE" Astra Control

3. BE NAE T4 227} 43

kubectl get pods

—-n

o2 AR EA=X] elPfLict.

—

[netapp—-acc or custom namespace]

2} PODQ| &Ell= YLIC) Running. A|2E ZEE #HSt= 0 2 2 & 28 & USLICH

29


https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ko-kr/astra-control-center-2310/get-started/requirements.html

30

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

31



32

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (MEd AFEH 2(B) &IBtLICt acc-operator & AtE DLIEZISH| 98t 27:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

accost ZPAE S22 0(X|0 &9f 5 StLio|H, 22 AE S0 ATfoHH HHZ0j ATHsHX]
() wauth 200 22{AE SE ANyt BAISE 39 2S¢ S22 CHAl Az2 2 AL
VIO 2B{AE 2SR S AILELICH APIS AFBEILICY.

5. B E Pod7t MME|H MX[7} d5XO =
Control Center0f| 218 i At £7| HX| ASE SHEL|CH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
oct.
oH--

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ UUID 22 SAtELICH 2= &= LT acc- UUID 2t Flofl SLICt (acc-
Ol M= AcC-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f)

i
il
U=
E-v-
=
il

MH| A0 CHEH 2| R HMA S 2HE|5H= Kubernetes =4l AEE2E 2EY £ JASLICL O] BAOM= 7|2t S
Aot A2 4 HEEZOf ot M oM E HISELICH ingressType: "Generic" Astra Control Center
ARt X|E B|AA (astra_control center.yaml)E SEISL|C XAt 22 0| HXIE AHEY HRIt
ELICH ingressType: "AccTraefik" Astra Control Center AF2X} X| & 2|AA

(astra_control center.yaml)E SEELICL

Astra Control CenterE H{ZE 3t & URLE AI25}0] Astra Control CenterE &5t 2E A ZHEER|E FM6}{O
efL|Ct,
(=]

X[ HAE A8S
X #gfLct ol2g

Al=HsE7] FHol
* T QAQLCH 44 ZIES2]" 00| BHEE 0] QL0fof BHLIct,
* 2 BBLICH 4L SeA M HES20 Sshs HES2{7} 0]0] A= 0fof BrLiCt,
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Istio & E0]| CHSt THA|
1. Istio Ingress= FAgtL|Ct.

() ol =ttolne vler 1y mRIIUS ALBSIO] Istio PAUICHT JEELIC

2. 41 A 0| E<flojol| CHal RBh= QB M 2 7l 7| mp g SESHALE MdetL|cth

CA MY = XA ME ISME MEY + UELILCE & 0|E2 Astra F2(FQDN)O{OF Lt

02

= o

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. ASE OHELICt t1s secret name B8 kubernetes.io/tls OlA TLS 7HQl 7| Bl QIS A9 HL
istio-system namespace TLS H|Z0| AHE|0 UELICE.
HE o
kubectl create secret tls [tls secret name] --key="tls.key"

—-—cert="tls.crt" -n istio-system

HIZO| 0|2 1t YX|SHOF SLICt spec.tls.secretName O MBELICHistio-
ingress.yaml ItQ.

4. 0of A 2|AAE BHEBILICE netapp-ace (E= AFE XL X|™ 0|5) A7|OL0f| CHa v1 2[AA HAIS
AME6t= U[UALO|ARLICH (istio-Ingress.yaml O OOl A ALEE):
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5. 1

6. &

=]
S

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

3 A Hg:

(= |

kubectl apply -f istio-Ingress.yaml

Al MEH

- O

i

HYstAl2.

kubectl get ingress -n [netapp-acc or custom namespace]

CF.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Center MX|E 2t2&fL|C}.

Nginx =4l ZHES2] THA
1. Aol &S E BHEL|C} kubernetes.io/tls HIA TLS 7HQ! 7| B Q1B X Q| AR netapp-acc O
HHE CHE (E= AFEXH X|HE 0| 8) WIYAL|O|AE AFSRIL|CE"TLS H|Z".
2. £ M 2|AAE Of| BHEBILICE netapp-acce (52 AF2XL X|H 0|5) A7|Ot0]| CHl v1 2|AA HAIS
AME5t= HJAAMO|ARLIC (nginx-Ingress.yaml O| OOl A ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. W7 AlY HE:

kubectl apply -f nginx-Ingress.yaml

(D Nginx HEE21Z 0] oftl HEZ Hx|8}= 20| FELICH daemonset.
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OpenShift Ingress ZIEE2E 2|8t £l

1. AIZME P8I OpenShift ZFREO|M AIRE £ UEE

2. OpenShift ZZ2E MAM$HLICE,

HIEl 7], 215 M S CADIYS 7H4SLICt.

HA

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center UIO|| 2 3Q1%tL|C}

Astra Control CenterS AX|3t = 7|2 2t2[Xt2| 2= & tHASHL Astra Control Center Ul CHA|2 E0f| 2Q1%L| T},
THA|
1. HEI2X{0|M FQDN(S Z&)2 LTt nttps: // BFAHE YHYLIC astranddress O ASLICH
astra control center.yaml CR Astra Control CenterE EX|&LILCL.
2. HIAIX| 7} EAIE|H XA MEE QIBSME fEIELICE

() =393 A8% NN ABNE BE 4 AL,

3. Astra Control Center 2321 T[O|X|0f| A Off AF2% 242 RLHBILICH email 21X
astra control center.yaml CR Astra Control CenterE SX|UELICIE & O3 7| K| 4= E
UBILIC} (acc- [uuID])E SEleLCt.

() m=eoss My Yot 152 Sot Belx Aol HULIC

4. Login * 2 MEHEL|CE,

5. O A|X| 7} LIEFL}

I'_‘E'.
o
il
3
oY
of
=
o

FIO
OH.
2

@ M 230101 A2 A5 lojHz|n OHE e AFRIf AFol ot= M d=|X| 8
ZOBHHAIL "NetApp A|2" H|ZHS S5 X|AS Pl

6. (ME4 Areh) 7|1ZE2| XMl MBE TLS ABME st 2 HREL|C "2IS 7| 2HCA)0llA MESH AFERE X[HE TLS

Ol MH|AZE Q= BR Error AEf, 25 AAFE = QELICE 400 ~ 500 HQ| API SE ZEE RELICL Ol=
THEO| et Ha % LIEHHLCE.

* Astra Control Center 28Xt 215 Ao H CI2S YUBISIUA| L.
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRQ| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml
CHe EHA
* (MEH AR SHF0f| WEF At XS tEEL|CEH A B

Kubernetes 22{AE{0]| 0[|0]| 215 2t A= AL Astra Control CenterOi| A XtA| Q1F
BHE|XE MK[SHK| RAEE B JHX| E THAH I E 3l HOF 2]

T
1. AS M BE|XI7H EX|=|RA=K] letL|ct.

kubectl get pods -A | grep 'cert-manager'

ME gt
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. 0f cist QIS M/F| M2 MMEILICH astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH
(=

M

g

0
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. O|Hof M mAuS AFBSI Y= .

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

(=] gt

—

MiH
00

secret/selfsigned-tls created

4. 2 MMBILICt clusterIssuer M| * QI It CHS
cert-manager Pod7} AX|El HL:

ro

ZX[2 7t A= HRYAHO|A K| 7F Zete|of }ELIC

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

ER

—

K
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &QIgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICEH Ready (=) O|{OF BHLICt True AlS
x .

kubectl get Clusterlssuer

0=
M
e
00
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NAME READY AGE
astra-ca-clusterissuer True 9s

6. £ 22 BIL|C} "Astra Control Center MX| ZZ2MA". A7t YEL|Ct "Astra Control Center 22{AE{ YAMLO||
Zooh A4 CHA" Q1B M EE2|X}7} I 20| BX|Z|RASS LIEHLHZ| 2l CRD 242 HATILIC Astra Control
Center/t 2|5 QS A 2|XIE QASIEE X[ F0i 0| THAE et=sljof L L},

OpenShift OperatorHub= AE50{ Astra Control CenterS
XLt

Red Hat OpenShiftE AtE%t= 22 Red Hat 3¢ XIS AL 610 Astra Control
CenterE HX|g &= JSLICEL O] BXIE AFE5I0] 0| A Astra Control CenterE & X[gtL|Ct
"Red Hat 0| ZA|AE! FHEFZ 1" EE= Red Hat OpenShift Container Platform AME.

O] XtE 2=t 20l= &K EAIZ S0t7t & 2t=olof LIt "LIHA| EHA" EX] 45 R E &elst
228,

o *51A WA XH EXF *; "MX|E A|ZHSt7| ol Astra Control Center 252 2I¢t &4 S FH|EHL|C}",
SHAEH 2FX}L U API A H|A HE *

° OpenShift 22|20 M 2= S2{AH 2RI FHY LEHRIX| FQlgfL|C},
oc get clusteroperators

° OpenShift 22{AE{0|A ZE APl MH| AT B4 AE{QIX| 2tolgtL|Ct.
oc get apiservices

* * 228 75Tt FQDN *: A2t = Astra FQDNS 22{AH = 2tREE = ASLICH F, LIS DNS AMHof|
DNS &=0| 7Lt 00| SE& 20| URL FZE ArE3t1 A= AL,

m

* * OpenShift #st 7| *: Red Hat OpenShift Container Platform0il CH$t B E T4 Astnt A A 2sto| QLo{of

HYE X HAHE 8 +~ ASLICH

© *QUBM HE[X 7 2HAE| 0]0] QIS M 22 XV U= B LF HUS -l gLCE 24 B

1

2t Astra Control Center= XHA| 215 22|XHE HX|SHX| & LICH 7| 2E 22 Astra Control Center= A X|

S0l XAl IS M 22| XS EX|RLCE

240

o * MH|A HA|S D2{8IMA|Q * : Astra Control SAE S AE EA KE2 S A6t Hot A

ZELICHRIRE = MU A HAILC.

o

XI5t

rr
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* * Kubernetes =41 ZHE
M HEEZII )= E

Istio A{H|A 0|4 C|E{

Istio AH|A HIAIE AESHAH LSS AHof LTt

o

=
=

st

=

° £ ME8YLIL Generic =41 2% of CHet ChA| S MSELICH "2 F £ 7

F7tLICt istio-injection:enabled Astra Control Centerg #55617| H 0| Astra

| AH|0| A0 2|0]ES XIFRILICE.

° Red Hat OpenShift 22{AE2| 2 2 Ho|6{{0oF BL|Ct NetworkAttachmentDefinition H&E
S = Astra Control Center L[ AHO| A0 A| (netapp-acc-operator, netapp-acc, netapp-

monitoring

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

2 *: S AHO| 2 WY IF 22 MH| 200 CHot [ 7 A M| A

=
=
2 Astra Control Center@t 71| AF2StEE MA ol OF SfL|Ct.

AN

a. A} HJAmo|A BHST:

b.

"MEHES ARBLICH 4

OC Ccreate namespace netapp-acc-operator

M HESE] S0 HMefetLlct

= =

S8 m20Y S2AE| T (HHE AFST X UYAH 0| A F2)

£ 22|5t= Kubernetes

* * ONTAP SAN E20[HTt 82 *: ONTAP SAN E2t0|HE ALE%t= B 2= Kubernetes 22{ AN CHS
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B2t M0 UK 2RlSHHAIL.
CHA|
* Astra Control CenterE CH2Z2E5t0 &t=2 ELICH
* NetApp Astra kubtl 221212 MX|gtL|C}
* O|0|X|E 2Z& 2X|AER[0f| FIFtL|Ct

= X—H-d

+ 2} 42| HO|XIE HOYAR
* TS MAIBLICt

* Astra Control CenterE A X|gtL|C}

Astra Control CenterS CI2Z L5t =2 ELICt

NetApp Support AtO|E0|A| Astra Control Center HE S CH2E2E57LE DockerE AHESH0| Astra Control
Service O|O|X| HX|AEZ|O|M HEE 7IHE = US

—_



NetApp Support AIO|E

1. Astra Control Center7t ZetEl HES CH2EEYL|CH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= T[O|X|",

2. (HEE|X|2F MEd AFE) Astra Control Centerg QIS A U ME HES OHREESL|Ct (astra-control-
elgtL|ct.

r
mun
X
L=
fjo

fot

center-certs-[version].tar.gz)e 2=/5}0¢

XtMiet Lhgs 22 E efgeiLict

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
E3HO0| EAlELICt verified OK &0 M3 =,
3. Astra Control Center HE0{|A O|0|X|E ZF&=TL|Ct

tar -vxzf astra-control-center-[version].tar.gz

Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C},
2. tHA2E0{| A * Astra Control2] Xt7t 22| QIAEA H{E * £ MEHBHL|C},

3. X|&loj| 2t Astra Control O]0]X| 2| X|AE2|0f] 2918t Astra Control Center A X| O|0|X| 2 7IH &
CtS O|0|X|E F&EL|C.

NetApp Astra kubtl 2211912 MX|&L|C}
NetApp Astra kubtl BEE £2{1¢Q!2 ALE35t0] 0|0|X|E EZ Docker HEAE FEAE 5 USL|CH

AlZtst7| o

NetApp2 CLHefet CPU OF7|EK Sl 2F M|H|of CHet E211¢! HiO|LH 2| E MSELILE. of HYUS +&dt7| Tl AL
F¢l CPU X 2F HHE Zotof gLrt.

A

1. AF2 7Hs 8t NetApp Astra kubectl 221301 HIO|LH2|E LIEst D 2 MA| S CPU Ot7|ElXof| Z st ot
0|22 Mo| AN,

() kubbeck B2i70l 2jo|=2{2]:= tar 52| L=0|0| BL0| 20| BYLIC kubectl-astra,
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ls kubectl-astra/
2. SHIZ HIO|H2|E M HZZ 0|58t 0|52 2 HAYLILC kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2Z BIX|AEZ|0f| =7FLICE

1. 87| AZlol| Xetdt THAl AI-AS 2tEPILICH

T HL- =
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1. Et29| RE C|HEZ|Z HATLICL 7t EA|EILICt acc.manifest.bundle.yaml It 8l C+2
SEEE
acc/
kubectl-astra/
acc.manifest.bundle.yaml
2. Astra Control Center O|O|X| C|2|E2|2| I{7|X| O|0|X|E 2 2|X|AEZ|0| Ho| EE&LICH & A3

Hofl CFS Al &S +HELICH push-images EH:

° <BUNDLE_FILE>E Astra Control HE It2| O|EQZ HHEL|C} (acc.manifest.bundle.yaml
)E SElgLCt

° &It:MY_FULL_REGISTRY_PATH&gt;Z Docker MZA 9| URLZ HHEL|C} O|E E0], "<a
href="https://&It,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° <MY_REGISTRY_USER>E Al&X} O|EQE HiEL|C}
° <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| it QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

1. B2 RE CAE2|Z HAFRLICt O] Thunt CI2AE2|7} FA|ELICH

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. BIXIAEE|0| 23IgfL|C,
podman login <YOUR REGISTRY>

3. At83t= Podman HHO| SEA| AL XL XM El CHS ASRIE & SHLIE ZH|stn AMESL|Ct
<MY_FULL_REGISTRY_PATH>E 2E }9| C|2|E2|7} Letel 2| LX|£2|9 URLE CHA|ELIC.

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ARET} BIES oj0jx] FRE Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version
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° Red Hat OpenShift & 201 A:



i. OpenShift Container Platform UI0{ 23 21%}L|C},

i. ZM 050X * Operators > OperatorHub * £ MEHEIL|CE,
() ol ciuixtz ALgeto] Sih B S| Astra Control Center0l2t ©II20|S 8 4 LT

iii. NetApp Astra Control Center 2GS Z M50 MEfSL|C

@ netapp-acc-operator x

Latestversion ution that manages, protects and moves data-

Capability level

© Basic install

How to deploy Astra Control

Refer to Installation Proce > deploy Astra Con

Jource Documentation

Certified

Provider

NetApp

Repository
N/A

Containerimage
N/A
Created at

e

Support
NetApp

° Red Hat Of| ZA| AR FHEF2T:
i. NetApp Astra Control CenterS MEHEIL|Ct "2 X},
ii. Y 9 AFS * S MEHSL|CE

Red Hat 2
Ecosystem Catalog Hardware Software Cloud & service providers

Help Resources All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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Astra Control CenterS M X|gfL|C}

1. Astra Control Center 2 XI2| * Astra Control Center * B0 = Z£0{|A * Create AstraControlCenter * &
MEHSHL|C,

Project: netapp-acc-operator

Installed Operators > Operator details
netapp-acc-operator
i 23.40 provided by NetApp Actions =
Details  YAML  Subscription Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces O Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.
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a. Astra Control Center 0|2 | X|[StHLt Z=HEILICH
b. Astra Control Center0i| CH$t 20|28 F7t8tLICt
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e. Astra Control Center H{Z(01l: 23.10.0-68)2 Y fL|Ct.
f. A" 0|E, o|HIY =& 3! HE|Xt HS HFLICL

g o =& Mt MMZ MEHSIL|C Retain, Recycle, EE= Delete. 7|22 YUL|C Retain.
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MK| scaleSizeZS MEASIL|CY.

712X O 2 Astra= HA(High Availability)E AFE&LIC} scaleSize 2 Medium ™ &,
HAOIA CHEES| MH|AE FHStD O|FSE ol o2 SHES HiZELICH. 2 A
‘scaleSize YK ‘Small’'Astra= AH|E £0(7] 9ot 4 MH|AE Aot 2E A{H|AQ
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* Generic (ingressType: "Generic") (7|2
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CIE &AM HEEHE A2 SO|AHL RHA| A ZHHEEHE AE5I2i= R 0| SMS AESHUA|L. Astra
Control CenterE H{Z St = 2 P M6{OF SL|Ct "4~ ZIEZ2{" URLZ AFE 3510 Astra Control
CenterES HA|gfL|CH

" AccTraefik (ingressType: "AccTraefik")

2A HEZRE LMK UOB = AL 0| SME AFRSHAA|2. 12{™ Astra Control CenterZ}
P=EILICE traefik Kubernetes "2 E W A" Q& MH|AZ A 2| A O|E|0]

Astra Control Center= "loadbalancer" 32| AH|AE ALEEILICE (sve/traefik Astra Control Center
HIQAHO|AOA), HMA TtSTE {2 IP FAE oo LICH 22 MM IL ALSXL 2HE0[M SEE[11
Or2| 2E M MI} T HE|0 UX| %2 B2 MetalLB EE= CHE 2|5 MH|A 2E WA E ARSI 2|5 IP
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AIXIAER| F2 S BhELCt

2150| Rt HXIAER[E MESHE B OpenShlft SAH0| =S ddstn of = o|ES YHLIC
I:

Create AstraControlCenter A T

1. Astra Control Center 28 X2 4| AL|0|A S A MEHL|CT
oc create ns [netapp-acc-operator or custom namespace]
2. of HlYAmo| A0 2z ST

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I gfL|Ct,

3. 9| L}HX| ZEE ZMBILICt Create AstraControlCenter 24! ZE |

Ch= THA|
£ 22 EL|Ct "LIHX| EHA" Astra Control Center?} 0-3- MO E MX|E|U=X] HlstHH M HEEZ(BM)E
Mot ulo| 23QUEL|CE 3t & f3oljoF BhL|C A zfedr MX| 2tg 2.

Cloud Volumes ONTAP A EZ|X| BHAlE = AIE5}0] Astra
Control CenterS M X|gtL|C}

Astra Control Center% AESHH XHA| 22| == Kubernetes Z2{AE Y Cloud Volumes

ONTAP QIAEIATL Q= SI0|HE|E E2IR2E A HS 22| £ J&ELICH 2Tg|0|A

- -

Kubernetes 22{AH £ S2IRE 2HH2| X1Jt 22| Kubernetes 22{AE & StLI0| Astra
Control CenterE -_r1’°°F 2 A&L|Ct,

% StLHE E4ll Cloud Volumes ONTAPE AEZ|X| BHAIEZ AF2310] 0= 2|7{|0| M 0| & 22| =Y
SLICE S3 K32 W EAC R M £ JUELICL

-

AWS(Amazon Web Services), GCP(Google Cloud Platform) % Microsoft Azured| Cloud Volumes ONTAP
AEE|X| HAEE ARSI Astra Control CenterE A X[S2{™H 22t E eHF0| W2t CHS HHAIE SASHUAIL.
* Amazon Web Services0l| Astra Control CenterS #&2tL|Ct
* Google Cloud Platform0{| Astra Control CenterE #+&2iL|Ct
* Microsoft Azure0f| Astra Control CenterE 1= gfL|C}
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Astra Control Center®fl M= AEZ|X| Se{AE MMstD 7|2 AEZ|X|
oA Z MH™SHOf BL|C. Astra Control Center= Kubernetes 22{AEHE
NetApp BlueXPZ 7tH2 ff ML= CHS 2t 242 ONTAP Kubernetes
AE2|X| E2AE X[ ELICE Astra Tridentd| A I1|-'—°*L—|Ef.

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san

csi.trident.netapp.io

@ 0|2{$t Q7 AF&t0ol| A= Astra Control Center7t 2 EHAN A Al 2|#|o|Mo|atz
ZpgetL|ct. stAE0lM =71 o E2|#H[0]M0] A Sl A< 0] 5| Z™EL|CE.

Azure = IR
CH2 2 Azure2 Astra Control CentersS A X[Ssts TZM|AQ| JHRQILICE.
0|24t 2t tHA|= of2Hol| XtM[S| BB E[0] RUSLICE

1. Azure0fl RedHat OpenShift 22{AEE MX|sfL|C}.
. Azure E|2A OFE YASLICE
- 1AM H3t0| ZESHX| 2tolstH A,

AzureE FATLICE

Azure£ NetApp BlueXP (0| 2| Cloud Manager)E T4 fL|C}.

o o A w N

Azure Astra Control CenterS MX| & ASHL|CH

Azure0f| RedHat OpenShift 22{AEE MX|EL|Ct

K I CHAl = AzureOfl RedHat OpenShift 22{AEE MX|st= ZILICE.

X[ XH2 tha2 =AML,

* "Azure0| OpenShift 22{AE{ AX|",

* "Azure A|ZE BRX|5H= SYLICH.

Azure 2|AA IES MAMSHL|C}

Azure 2|22 OFS ot O WHLICH
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@ OpenShift= K| 2|AA IES MM = USLICEH E5H Azure 2|2A IFS HOlsl{of gfL|CE.
OpenShift dHME EXSHMAIL.

EAE S2AH 2|AA JF3 et ofZ2]70]M Openshift 22{AH 2|AA IS MHY  ASLICH

RedHat OpenShift 22{AE 2 NetApp BlueXP ConnectorE MX|g 4~ Q=& ZE%H IAM I % HBH0| Y =X
2rolgtL|C}.

S XYM R "Azure AHA ZE 21 Aol

AzureE 7ABILICH

JHCOF 7MY HEQIZE ot ZEE QAHAE MHSID Azure Blob ZIE|O|HE MUHSEEE AzureE
TMTLICE off HMAT £ @l= AL NetApp Astra Control Center O|0|X| 2| X| A E 2|2 L|CIESH Astra Control
Center O|0|X|2 SAE!S}7| 2|8l Azure Z4E|0|H K| AEE|(ACR)E M A3t 0| 2|X|AE2|0]| 0|0|X|Z ZA|SHO}

gLt

Azure HEAMO] 2t CFS HHAE 2t Ct 2 RS AR "Azure0l| OpenShift 22{ AE EX|".

1. Azure 744 HIEQ I E MABtLICE

2. ARY QIAHAE HAESL|CH Azure2| H|O] O M = VMO| & £ JELICE.

3. OIAEA QW0| OFAEH Y XX} L E0f| CiSH Astra £| £ 2[AA @7 Aletnp LX[SHX| RO M Azure2| QAR A
QS Astra QT AtStol| IHA| HASIL|CEH 2 A ERSHAMA|R "Astra Control Center 27 ARt

4. BHAS XEE Azure Blob ZIEH|O|LHE Lt O|AF AT}

S MEA AHE MdLL|Ct Astra Control CenterOf| A HAIQZ AtEE ZIH|0|LH S MMt H T A AHFHO|
HL(C)

6. HZl AN A0 Hest ASE MABL|CE

7. (MEf AR off HMHAE 4 Q1= AL NetApp O|0|X| HX|AEZ|CISS £8EL|Ct

a. Azure Z1H|O[L 2| X|AEZ|(ACR)E M 435t0] Astra Control Center O|0|X|E S ARIEILILCE
b. 2 E Astra Control Center 0|0|X|0{| CHSH Docker EA|/Z2E2 ACR Y MAE MATIL|CY.

C. L2 A3 ZIEZ A23}0] Astra Control Center 00| X|Z 0] | X|AEEZ|0f| ZEA|ELICE

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

= 0 *:
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manifestfile=acc.manifest.bundle.yaml

AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do

echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"

root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image

docker tag SASTRA REGISTRY/S$image $SAZ ACR REGISTRY/$image

docker push $SAZ ACR REGISTRY/$image
done < acc.manifest.bundle.yaml

8. DNS & MH

AzureE NetApp BlueXP(0|H2| Cloud Manager)E A gL|Ct

BlueXP(0]|X12| Cloud Manager)E A5t £ JHE DHS10, Azuredl| HHUEE 71510, &Y 2tE S
22 AHE JPHZLICHL
BlueXP MEAME &=X5I0f LIS THAIE AELICE S HESHUAIR "Azure0| A BlueXPE A|ZfRILICH
A|ZFst7| Hof|
Lot IAM ot 3 HES ALESH0] Azure AIE Ol M| ABLICE
ChA|
1. BlueXPOi| Xt& ZHE F7tEfLICH,
2. Azure& HYEE F7ILICL 2 HRSHYAIR "BluexXP FH",
a. SBAZ * Azure * § ME{BIL|CE
b. 0iZ2|#|0|M ID, E2I0|AUE &5 9l CIAER|E|HE) IDE HIE$ Azure XtH SEES LHELIC

8 EXSHU A2 "BlueXProi| A F{4lE SHE 7",

3. AHUIE{ 7 &4 FIX| 2elsta s HUE 2 Mg,
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[[] evo-aws-connector Go to Local Ul A
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TestazHA Goto Local Ul 2

Azure | westus? | = Active

azure-connector Goto Local Ul 2

Azure | westus? | w Inactive

e &

a. 2|X|: "Microsoft Azure".

b. "Cloud Volumes ONTAP HA"E l24fL|Ct.

- Account » Workspace v Connector v
Cloud Manager ikkon s L

netapp.com-05. pace1

Replication Backup & Restore i @ Compute Syne All Services (+9) ~

Add Working Environment Choose a Location X
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= aws [ =]
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o
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Q, if you want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

o. OpenShift 22 AEE JEFLICH 22 AEIL 43 Hge 2 2Zof AZELT
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a. NetApp 22{AH ME HEE Ha{H *K8s * > * 2o{AE S5 * > * S2{AH MR FHE * S =Lt

o

Connector
Cloud Manager = Workspace-1 TestatHA

Canvas Replication Backup & Restore K8s Data Sense File Cache Comptite Sync

Cluster List » Cluster Detalls »

targetazacc [Aupdate Kubeconfig Connect to Working Environment
Status Cluster Version Added by volumes VPC Date Added Trident Version Pravider
P t _ El Microsoft
{ \ Running v1.21.6+bb8dS0a Import 3 April 14, 2022 v21.04.1 B Are
1 Working Environments Q
¥  Provider = B : s * Capacity
\ testHaenvaz ) B M westus2 10.0.0.016 0,00 used of 500 GB avaiiable
1-1of1
3 sterage Classes Q
Storage Class ID % Provisioner % Volumes ¢ Labels =
managed-premium | gl 0
tridant.
Xe1HS5pd-ha
vsaworkingenvironment-xr1hsSpd-ha-nas i NetApp 3 den e AT aetre
trident netano loforotocol=NAS +1

b. Q2% 2| B X2|0f| Astra Trident HEE X0 FEL|C}.
C. NetApp2 224t 2 E0F £ Cloud Volumes ONTAP 22 AE AEZ|X| 22HAE &

O|Z#| 5tH Red Hat OpenShift 2HAHE 71421 7|2 AEZ|X| SHAE SEefL|ct
MERSEL|CY
Astra Trident= 7t 27| 5l ZM T2 M|AQ| AR Z XHE O MX|EL|CE.

SHMAIL.
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E2X] 2AE

6. 0] Cloud Volumes ONTAP HHEOA RE HL =8 9l 282 7|24 SLICt

7. Cloud Volumes ONTAP= CHQ L. E iE= 712 M0 2 XH=sh & QIAL|CH HAYL &M 3tEl A2 Azured| A
Al ol HA AEHQ} L E HHIZ MEHE SIS A2,

Azure2 Astra Control CenterS A X| 3 rAetL|Ct
Astra Control CenterE BZQ 2 MX|gfL|Ct "AX| X|E".

Astra Control CenterS AL2610{ Azure H3I2 FItefLICtH S & ZSHUA|RL "Astra Control CenterE 2 & st
H2lS FotetL .

M X| & Astra Control CenterS A EfL|C}
2tAHO|| 2t Astra Control CenterE A X|3t = 371 2 M40| LT 4 JSLICE,

2|44 R[EHS HAELICH

Y2 2tH0[M = ResourceQuotas ¥ LimitRanges 7HM|E ALESI0] H[AAH|O|AL| 2|AATE S AEUA AL
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HI YA O[ A0 M BiE 2|22 E R3O B LICt.

Tt CH7IS ALSOHO] BTk B RISHS ZAYSHD HIHE 4 YALICH of oI BY B2 Wy Ko
EAELICH
e

1. 0llM 2|AA DS JPYSLICE netapp-acc (= AFXLX[E 0|8) HIJAT|O|A:

kubectl get quota -n [netapp-acc or custom namespace]

oct.
S

=N

NAME AGE REQUEST

pods-high l6s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi

pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

kubectl delete resourcequota pods-high -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods—-low -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. 0IM HMIgt HRIE 7t SLICt netapp-acc (5= AFEX} X[H 0|E) LI AHO]A:

kubectl get limits -n [netapp-acc or custom namespace]

oo

Ct.
=

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

LIMIT
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HEIS AFEL

rot

4. o|2H€Z K|

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

AHEXL X[E TLS QIBSME F7HeLICt

Astra Control Center= XA A/EE TLS QIBME 4 AEEZ E2ffT(EXF 7402t st @l HEtR K E ot
g Ul 2150 ArEEL|CE 7[E2| RtAl| MEE TLS QB ME HMAHStE CARIE 7|2H0AM MESHTLS QS A 2 HHE
2 JAELICE
TN MHE 7|2 ASMe O T 71X 9Z S| AP ElL|Ct
* Astra Control Center €l UIOf| CHet HTTPS &
&Lct

"AccTraefik" &$M0| o MHEIA

@ s M AHEEH E2T(OITH Y ingressType:
X & o)

astra_ control center.yaml Astra Control Center

QI=0| AFRE|= Q1S M7t CHAIE L|CE.

7|2 TLS ASME wH[otH o2{gt HZof ¢

AlEFSE7| Hof|
* Astra Control Center?} AX| =l Kubernetes
SHAEC| HY Hof| cHSt 22| BHA kubectl BEH

— =

2| AF

AlSHSE =2
- AYg

- CA2| 7Hol 7] 3 QIS A T
R4l MRS Q1S M E RIAHELICt

7|E=9| XMl MHE TLS Q15 ME M AHEL|CE.
ElS5H= Kubernetes 22{AE 0| 23Q18fLICE

1. SSHE AtE5I0] 22| AFEX}E Astra Control CenterE S A
2. OS2 HHS ALE5I0] x| QIS Mt HEE TLS &S E ROt HHEL|CH <AcC-deployment-namespace>

Astra Control Center Hi X |2 AT 0| A AME:

kubectl get certificate -n <ACC-deployment-namespace>

ME ArHIgLct.

=~

0l

3. Tt BYS AIBst0] BR) MXIE oz U ol

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>
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1. CHE BYHE A0 CAQ 72! 7] A QM MUZ Af TLS =5 SN AT <> Q-5 HESt HHZ
HHEL|C},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. o2 Hd gl oI E AtEsto] 22{AE CRD(Custom Resource Deﬂmtlon) oS WElStD 2 HASH|Ct

spec.selfSigned &2 E HYYLICl spec.ca.secretName HUA BHE TLS Y E 24016 H CIES

TASHYAIL.

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. CH3 HE 2l of|xl| ZH S AHB5t0] HE AFZ0| SHIEX|, 22{AHTL QIBME uHE FH| 7t E| =X
solgtL I-_-|' <ACC-deployment-namespace> Astra Control Center H{IZE W[ ATH|O|A ALE:

kubectl describe clusterissuers.cert-manager.io/cert-manager-

certificates -n <ACC-deployment-namespace>

SH:
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>
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4. £ MEYLIC certificate.yaml OIS GRS AIS3t= THY = <>2| JiK| & 42 XM=t FE=

70

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
CtE HHEE AL ABSME Y et
kubectl apply -f certificate.yaml

= T A oflH ZHS A0 IS M7t SHIZA| BHEOR=R], 22|10 W Sof| XYt elx=(0ll: 0|F, 7|2t
A4 715 5L DNS 0| 5)E AFESHe =helgfLict.

kubectl describe certificate -n <ACC-deployment-namespace>

oo

Ct.
=



Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time: 2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready

Not After: 2021-07-07T05:45:417%

Not Before: 2021-07-02T00:45:417%2

Renewal Time: 2021-07-04T16:45:417%

Revision: 1

Events: <none>

S ORE M8t M 2IEM &= 0|2 7t27|=5F CRDE ME-LICL E= <> JHA|
Z HigLC

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:
spec:
defaultCertificate:
secretName: <certificate-secret—-name>
- CHS B Y oM E M5 M QIEAM LS E 12|78 4l CRD TLS M2 WELICH CHES <>2f 7HA|
= WS MEot HE 2 HpEL|CH

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:
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ol
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tls:

E
o
=
=)

secretName: <certificate-secret-name>

HelRXE AH235H0] Astra Control Center2| H{I P FAZE 0| SEL|CE.
M NS EE7F EX[et QIS M MF FE LX|St=X| =elgtL|Ct.

ME UEUWD ANE & EEtRX 9 QIS AM H2[XI2 74 FL Lt
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